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¢ oJosy ASA g, ASDM Iy wJose, ASA s, CLI
* wJdgsy Cisco AnyConnect Secure Mobility Client

oJose ASA g, ASDM

lope 03l steps Bes |J ASDM in order to weze VPN ju90 o sedds peds lan pods wsupl
Sywdb |Js IJ ASA:

1. |é_o_) Configuration > Remote Access VPN > Network (Client) Access > Group Policy 925> "wog |Jpzeses” IUss wrgw B
wpdsu ldsuesd IJs yvods LAN IJpedsd dso. Se lug, Edit.
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P v Y i
m Edit Internal Group Palicy: Hillvalleyvpn
ok = S e A el

ST

i Genersl
[=i-fdvanced
i Browser Promy
FH-AnyConnect Clienk
- 1Psec(IKEY 1) Clent

The YFN diert makes split tunneling decisions on the basts of a network lisk that can be spedfied below by providing |

CNS Mames: (W] Inherit |

Palicy: rherit |

Nebwork List: (7] Inherit

Pressing this button to set up split exlusion for Web Security proxies.
et up Spit Exclusion for Web Security. .,

Intercept DHCP Configuration Message from Microsoft Clienks

o Yp oldgle weass Inherit o 08 IJuog 91w, Exclude Network List Below.

----- - m
m Edit Internal Gmup I-"nllq.-' Hlll'u'alleyupn

A ot - o it

é--.ﬁn_:!varced
| e

- Browser Proxy
EH-anyConnect Client
EHIPsec(IKEv1) Client

A

The YPH dient makes split flunneling dedisions on the basis of a network list that can be specified below by

DNS Names: [] Inherit |

Pobicy: [} Inherit | Exclude Metwork Lisk Bebw

Fressing this button ko set up split exiusion for Web Security proxies.
[__Set up Spit Exclusion for Web Securiy...

Intercept DHCP Configuration Message from Microsoft Clients

o Gp uldéle weass Inherit Ideyoe JBlises ldubods Sp lu@y, Manage Jose ouivgsd pds) Slisps IJogdpe B

lJou29d (ACL).



Tha Y chent makes spit tunnsing deosore on the bests of & nebwork ket thet con be specfied belos by providing the proper paramesters bo Policy’ aned "Weteork List' felds,

(045 Namess [ dhert |

Pyt [ ¥hert | Excuce Mebwok List Eadov =]

MebwcrkiListt [T Jhert |- None — v:
Prazzng this buttor o sk up sp't exdoesen for Web Ssouty proass

| 5ok uop Spht Eachosinn for Wish Seourk.. |

Enitiercipk DHOR Conligissthon FMescage rean Micrasale Clients ".@'J

© Uop0 bbls Blisps Iopde Vs 1d9ue9d (ACL). i, Add > Add ACL... o0 lzd logsle Blisps 5,09 23896

:m ACL Manager

=L

: Standard HCL Extended ACL

o | doadd *' Edit il Delete | 4+ & | 5 B @ - |

Mo Address Ackion Descripkion

T

* 8 w9 luwe JBlses IJozde ldsuesd (ACL) slud, 98 OK.




o e lousle Blisps IJoedp B IUguo9d (ACL). I¢e, Add > Add ACE... Jl ol Iagld Idoede B IJsuosd (ACE).

| Stendwd ACL | Extended ACL|
o oadd =| @ cox [ oekete |+ & | 3 B W -
t_é_m.m-:u.... Ao, P
[ AddACE.. ;
& o

© e wotsd ACE s $oslds pe Iubuds Ipediss (LAN) JJgesd.

a lge,. Permit

o lgeye gusly 0.0.00
+ lge,o NetMask J /32,

o (lteshbs) 8p wvusds) 9,0,

A IU;9J OK



Sorderd AL | Brtended AcL]
%Adﬁ'ﬁﬁ'a‘atﬂ + | Bm-|

Mo Address Action Diescripkion

=l Local_Lan_fccess
10 |E 0000

[ [ £dit AcE e

Action: @ Permit 7 Deny

Address: (0.0.0.0/32] E]

Description:

o 1ud) OK JJéioz pu bbo Blisesd IJoede Bs 1Uguo9d (ACL).
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o ol PU w2dS> Jlisps Idugde Vs 1suesd (ACL) Idos Gew wlogblsel JJws Jdlises svwdle 1JodE 1Jpduve-

fE) Edit Internal Group Paolicy:
A e . - . -

T T T

Hillvalleyvpn

-~-zaneral

LeARrvers
=1-Advanced
-Browser Prowy
AnyConnect Chent
F-TPsecfIKEw1) Client

The WP dient makes split tunreling declsions on the basls of a nebwork Ist that can be specified below by prasiding the pre

DNS Marmes: [ Inherk

Polcy: (nhert | Exclude Network List Below

Notwarkit: [ Inhert [Local Lan Access.

Pressing this bukton bo seb up split exlusion For Web Securky prozies,
|__Set up Split Exclusion For Web Security.., |

Intercept DHOP Configuration Message from Microsoft Clients



o 108, OK JJg9rs [Us wdssu "vog IUpzeses".

The YPM client makes split tunneling decisions on the basis of & network, list that can be specified below by praviding the proper parametar

DS Mames: ] Inherit |

Palicy: [7] Inherit [Exrlh.lda Network List Below

Network List: [ Inherit [Local_Lan_Access

Pressing this button to set up split exdusion for Web Security proxies,
Set up Split Exclusion for Web Securlty... |

Intercept DHCP Configuration Message from Microsoft Clients

| ‘Next °Previu:uus

| ok || cancel || Hel

¢ bébdc Apply gugs 3Jd Send (lo sobJdy) inorder to huwde 1Jie) [Js |J ASA.



=anage YFU group poboss. i YRl group is & collescdon of user-orisnted sutorzabon attribuoswalus oars that mey be stored intsrmaly on the device or exbsmally on s RADILSILOAR server. The gro

To enfarce suthonzstion stbnbub=s From amn LDAF server yow must use sn LDGF skbaouts map

A add - & Edt| T Doteta |39 assion

Mame

Twpe Tunnelng Protocal
FkGroRaky [Sestem Defaul) rkernal

ke 1l 2 sdd-chentnss | 2tpelosac

odoso ASA o) Slzos uwbo, 1Jisle,

Jl po luwegsle ASDM. lue suvelbse lope o3l steps B |J ASA CLI inorder to ywpeee VPN ju90 o sedds peds lan puds
wsupl syub lUs IJ ASA:

bed IJs suoe IJodssu.

<#root>

ciscoasa>



enabl e

Password:
ciscoasa#

configure term na

ciscoasa(config)#

o Bp vlogile $lses 1dyuosd Jduwelz ldsvesd s yveds LAN Ideedss.

<#root>

ciscoasa(config)#

access-1ist Local _LAN Access remark Client Local LAN Access

ciscoasa(config)#

access-1ist Local _LAN Access standard pernmt host 0.0.0.0

« Dbgdsuse cdaso "wor IUpzeses” Jduog Iss wotw Bs wessde.

<#root>

ciscoasa(config)#



group-policy hillvalleyvpn attributes

ciscoasa(config-group-policy)#

o 2 oz udd IJoguuse. Wb oo Idzlds « By IJuwsluwé os excludespecified.

<#root>

ciscoasa(config-group-policy)#

split-tunnel -policy excludespecified

o 23 Blisps 1Uguo9d IUs 1Jud @ 1Upduwe. B o0 1JzlJs « IJB8lised os Local_LAN_Access.

<#root>

ciscoasa(config-group-policy)#

split-tunnel -network-1ist value Local _LAN Access

o Gp ool o3l IJle):

<#root>



ciscoasa(config)#

tunnel -group hillvalleyvpn general -attributes

o 1Blo vor IJpzeses wpzeses IJUSS.

<#root>

ciscoasa(config-tunnel-ipsec)#

def aul t - group-policy hillvalleyvpn

o pre dleols cundsd ipndye.

<#root>

ciscoasa(config-group-policy)#

exit

ciscoasa(config)#

exit

ciscoasa#



o paiblJodssy IJs 3156 1Uguosd IdgLigliss &) Idpwdbls;6 (NVRAM) 9l og b Enter gos bdool Jogass luwe
IJed IUp o>,

<#root>

ciscoasa#

copy running-config startup-config

Source filename [running-config]?
Cryptochecksum: 93bb3217 0f60bfa4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ciscoasa#

Iy Cisco AnyConnect Secure Mobility Client

izJw inorder to svdJo IJ cisco AnyConnect slpw 2,986 w90« L) configure AnyConnect ¢,9_0.5.] $uwp pw CLI Joly 3: cisco ASA
Series VPN CLI v dsd oy 9.17.

subJo Split-exclude tunneling o pdso AllowL ocall anAccess B.s ¢ psJ AnyConnect. sop leoul) zese luwlg Split-Exclude
J9o9d IJs uvods LAN Idpedss. inorder to luveg pdo IJlgueoole guwpd o0 1o 8wl e-tunneling: [ SUUEsS pduo
AllowL ocalL anAccess |Jowd osd W AnyConnect VPN jo90 o osd. wuvdd lBe)luos: sop ogbsd 1Uysosd IUs yvwdé
LAN IJpzJsé.

Jduwele wldsuosd IJs e ds LAN Idpedss: soldolds Suod-luwoeule tunneling: spdo Jpuwssd Iduveds opdsuo Bs
2J IJog)sB s spdu Jpuwogspst wepdsuo Vs lesble IJodsosdle 1Jgluos wop (leg 1Juo9,8 B 1JEuup 1JolJs).
Jduwele wldsuesd IJs Uveds LAN IJpzdsor seas [dpuwegse pywe Allow Local LAN access IJlgesh BBl wp wpdso oduwse
Jlouald 1JodBds eds Idwsles 1lews 9o e wdssue wluwagsle split-tunnel-policy exclude specified IJooz. 9olJlolds |Js 3J.
Spdud 0dssu pdBd gy gpsd Ubwdd VPN I3l wp Iduwele wldsuesd [Us Givwdd LAN Idpeedss oluvedsle

<L ocalL anAccess User Controllable="true" >true</L ocalL anAccess>.

odopsdle Uegwatse

Bspl sds Idoprslo IJos see edsd lpldol B edlps [Jowsse "o psdle" b Cisco AnyConnect Secure Mobility Client
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Jduwele wldsuosd IJs e ds LAN Ipedss.

9 Cisco AnyConnect Secure Mobility Client =@ x|

atfranf,
cisco AnyConne

Diagnostics,

[] start PN before user logon to computer

Enable automatic certificate seleckion

Use Safeword SofToken PIN bo get passwiord

[] start wPM when AnyConnect is started

Minimize AnyvConnect on WP conneck

Allowy [ocal (LAWY access when using YPM (if configured)
Do not remermber SmartCard PIM

[Enable automatic YPM server selection

[ ] Block connections ko untrusted servers

eds Jsudw



0 AnyConnect Preferences

Preferences

[ | start VPN when AnyConnect is started

& Minimize AnyConnect on VPN connect

& Allow local (LAN) access when using VPN (if configured)

[ | Disable Captive Portal Detection

| Block connections to untrusted servers

| Close

pold gds pdVd ogjsd XML

995l sds peld eds JsIs6 wdasu pdd wgrsI gpsd Uvwds VPN Clgusgsle XML.

<?ml version="1.0" encoding="UTF-8"?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/X M L Schema-instance"

xsi:schemal ocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">
<ClientInitialization>

<UseStartBeforel ogon UserControllable="true">fal se</UseStartBeforel ogon>
<AutomaticCertSelection UserControllable="true">fal se</AutomaticCertSel ection>
<ShowPreConnectM essage>fal se</ShowPreConnectM essage>
<CertificateStore>All</CertificateStore>

<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>

<AllowL ocal ProxyConnections>true</AllowL ocal ProxyConnections>
<AuthenticationTimeout>12</Authenti cationTimeout>

<AutoConnectOnStart UserControllable="true">fal se</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<L ocalLanAccess UserControllable="true">true</L ocal L anA ccess>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocol Support>1Pv4,] Pv6</I PProtocol Support>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="fal se">DisconnectOnSuspend
</AutoReconnectBehavior>

</AutoReconnect>

<AutoUpdate UserControllable="fal se" >true</AutoUpdate>

<RSA Securl DIntegration UserControllable="fal se">Automatic



</RSA Securl DIntegration>

<WindowsL ogonEnforcement>Singl el ocal L ogon</WindowsL ogonEnforcement>
<WindowsV PNEstablishment>L ocal UsersOnly</WindowsV PNEstablishment>
<AutomaticV PNPolicy>fal se</AutomaticV PNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPEXxclusionServerl P UserControllable="fal se"></PPPExclusionServer| P>
</PPPExclusion>

<EnableScripting UserControllable="fal se" >fal se</Enabl eScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSel ectionl mprovement>20</A utoServer Sel ectionl mprovement>
<AutoServerSel ectionSuspendTime>4</AutoServerSel ectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnL ogoff>false

</RetainV pnOnL ogoff>

</ClientInitialization>

</AnyConnectProfile>

Joedd pu lJuozs

Iope IJ steps B 03l Guwp inorder to s 88 wubdsJI:

e wuyosd Cisco AnyConnect Secure Mobility Client o ASA JJwe 88 pu lJodssu 1UElue wd.

o i el Ilouald IJgluo wd e Blisps 1Ugsl>e 9lud, b9 8 Connect.

@ Cisco AnyConnect Secure Mobility Client

- :l-""""'

Conneck




+ g, Advanced Window for All Components > Statistics... in order to & , 0w 1Jodd Iuwdoe.

@00
2

VPN

Statistics

Virtual Private Network (VPN)
m Route Details

Connection Information
State:
Tunnel Mode (IPv4):
Tunnel Made {IPvE):
Duration:
Bytes
Sent:
Received:
Frames
Sent:
Received:
Control Frames
Sent:
Recelved:
Client Management

Profile Name:

Administrative Domain:

eds Jsouduw

Connected

Split Exclude

Drop All Traffic
00:01:11

49749
9298

710

pro_lacallan.xml
Undefined

Firewall Message History |

Address Information
Client {IPv4):
Client (IPvE):
Server:

Transport Information
Protocol:
Cipher:
Compression:
Proxy Address:

Feature Configuration
FIPS Mode:

Trusted Network Detection:

Always On:

Secure Mabllity Solution
Status:
Appliance:

| Reset |

192.168.11.1
Not Available
64.102.156.87

DTLS

R5A_3DES 168 _SHAL

LZS
No Proxy

Disabled
Disabled
Disabled

Unconfirmed
Not Available

Export Stats... |




Cisco AnyConnect Secure Mobility Client Statistics

Statistics|| Route Details

T
CISCO
Connection Information Address Information
State: Conneckted Client (IPv4): 20.20.20.1
Connection Mode (IPv4): split Exclude Server: 10.48.67.223
Connection Mode (IPv6): Drop All Traffic Client (IPv6): Mot Available
Duration: 00:16:22
Session Disconnect: None
Transport Information
Bytes Protocol: DTLS
Sent: 0 Cipher: RSA_AES_256 SHA1
Received: 20550 Compression: None
Proxy Address: No Proxy
Frames
Sent: 0
Received: 5 Feature Configuration
FIPS Mode: Disabled
I Csn::';nl — 132 Trusted Network Detection: Disabled
! Received: 65
i @ Reset EZExport...
1

© lud, B9 edles Route Details IJowsse Jerup Ideszole Ies Jl sl Jas Cisco AnyConnect Secure Moility Client
9029d peds IUsol.

Bes 031 IJpeld: sop Iowelz JJgpsd oldswosd 10 Livods LAN I ezpdiss 1 10.150.52.0/22 3 169.254.0.0/16 wsopl
Sop ourdS) 2psE L6 IUps) IUIs shuwldel g 1o .



e 06 Statistics

VPN

Virtual Private Network (VPN)

----------------------{__Statistics (Lt E Y Firewall  Message History —

Route Details

¥ Non=-Secured Routes (IPv4)

10.150.52.0/22
169.254.0.0/16
¥ Secured Routes (IPv4)
0.0.0.0/0
Non-Secured Routes (IPv6)
Secured Routes (IPvB)

eds Jsodw



Cisco AnyConnect Secure Mobility Clienkt Sktatistics

Statistics ||Route Details

Non-Secured Routes
Destination | Subnet Mask

192.168.171.0 24

Cisco AnyConnect Secure Mohility Client

goel sBzo lue AnyConnect suzd pdsluw uwngs pu IJeuigsue 9116 IJodhs) (DART) 25p6. lue suselbse gsw ol 311 JI

IJeedps lo suvee peds lan puds cuce.

hhkkkhkkhhhhhhdhhdhhdhhdhhdhhddxhdddhrdhrddxxd

Date: 11/25/2011

Time: 13:01:48

Type: Information
Source : acvpndownloader

Description : Current Preference Settings:
ServiceDisable: false

CertificateStoreOverride: false

CertificateStore: All

ShowPreConnectM essage: false
AutoConnectOnStart: false
MinimizeOnConnect: true

LocalLanAccess: true

AutoReconnect: true

AutoReconnectBehavior: DisconnectOnSuspend
UseStartBeforelogon: false

AutoUpdate: true

RSA Securl DIntegration: Automatic

WindowsL ogonEnforcement: SinglelocalL.ogon
WindowsV PNEstablishment: LocalUsersOnly
ProxySettings: Native

AllowL ocal ProxyConnections: true

TNy
CISCO

Secured Routes
Destination Subnet Mask

0.0.0.0

0



PPPExclusion: Disable
PPPExclusionServerl P:
AutomaticVPNPolicy: false
TrustedNetworkPolicy: Disconnect
UntrustedNetworkPolicy: Connect
TrustedDNSDomains:
TrustedDNSServers:

AlwaysOn: false
ConnectFailurePolicy: Closed
AllowCaptivePorta Remediation: false
CaptivePortal RemediationTimeout: 5
ApplyLastVPNLocalResourceRules: false
AllowV PNDisconnect: true
EnableScripting: false
TerminateScriptOnNextEvent: false
EnablePostSBL OnConnectScript: true
AutomaticCertSelection: true
RetainVpnOnL ogoff: false
UserEnforcement: SameUserOnly
EnableAutomaticServerSelection: false
AutoServerSel ectionlmprovement: 20
AutoServerSelectionSuspendTime: 4
AuthenticationTimeout: 12
SafeWordSof Tokenlntegration: false
AllowlPsecOverSSL: false
ClearSmartcardPin: true
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oob 1dsuesd lds uveds LAN Idpedss wluwodsle ool IUlogeld

ould bysds luolbdss Jigouly iu gpsd VPN ol sild Jsso 9,09J LAN peds Iouls lugile usle [Js 9236 1Jlguwedold sldoe
IJglu06 Lldubwds 1Ugluos [Ublo,ss (VPN) os luwegsle ping 1Jie, bs uwlb, 1Jisle, s Microsoft Windows. ool pold s wdsu
IJovods Ippdss JJepsd 192.168.0.0/24 9o 053 Ig) 09295 £Js Iduvwds weosly 1P 192.168.0.3.

<ttroot>
C\>

ping 192.168. 0.3

Pinging 192.168.0.3 with 32 bytes of data&colon;

Reply from 192.168.0.3: bytes=32 time<lms TTL=255
Reply from 192.168.0.3: bytes=32 time<lms TTL=255
Reply from 192.168.0.3: bytes=32 time<lms TTL=255
Reply from 192.168.0.3: bytes=32 time<lms TTL=255

Ping statistics for 192.168.0.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
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alhyari@ubuntu:~$ ping 192.168.171.131
.168.171.131 (192.168.171.131) 56(84) bytes of data.
from 192.168.171.131: icmp_seq=1 ttl=128 time=0.474
from 192.168.171.131: icmp_seq=2 ttl=128 time=0.315
from 192.168.171.131: icmp_seq=3 ttl1=128 time=0.336

from 192.168.171.131: icmp_seq=4 ttl=128 time=0.475
from 192.168.171.131: icmp_seq=5 ttl1=128 time=0.337
from 192.168.171.131: icmp_seq=6 ttl=128 time=0.286
from 192.168.171.131: icmp_seq=7 ttl=128 time=0.252

loveduuled IJigble gl odlzol
S99, 03l 1JBuwp pedsple spdud luueeslpol Jluwed il igble IJodssy sluadlzol.
sogs, Idbulgs iy IUluweelus euve IJluue

eos lowald gpsd Uvwds VPN sedssue JJsuesd 1ds uvwds LAN Ideedss. I spdud 1dbulgs b9 IUluve)luo euve 1dluwe
eds Uvods LAN ldpzdss. ould gsbilo polzlo JJogdo gds o3l IUsoeg:

Jluve sl 9 IJbolgs puve guslo IP.

o Jdluweg)lgoc wadl pu lduoslgs. \\sharenameiuuo'@p IJuoslés WX XX gse SI9u XxxX gusly IPJJIJpusso,
lJp oSS,

Jdbulgs: §p vogss) duolisue blogs IUguods Jlgueésle £09lu IP wodl pu luwpe. ds uvosd Idpeld
Jl po IJuoslés. \sharename\printernamel w oo \x.x.X\printername: zs& $J9o XXxX gosly 1P.

Sp wlouile pJd LMHOSTS Jg psJ VPN s wessdo. suwpe JI pdd LMHOSTS £ s Jpwsoe, Microsoft Windows
Jlousle cessule eluws wso luvele IJpsosW 980lasu IP. gds uvwsd 1Jpold: spdo o swsg pdd LMHOSTS Jol
Sds:

192.168.0.3 SERVER1
192.168.0.4 SERVER2
192.168.0.5 SERVER3



s Microsoft Windows X P Professional Edition. s9g> pJwd LMHOSTS 8.s %SystemRoot%\System32\Drivers\Etc. jlze 9&lis$
Microsoft JJzuo9d eJs 05> pu ldpgdselo.
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/vpn/asa-917-vpn-config/vpn-anyconnect.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/vpn/asa-917-vpn-config/vpn-anyconnect.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/vpn/asa-917-vpn-config/vpn-anyconnect.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/vpn/asa-917-vpn-config/vpn-anyconnect.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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