oJd9sy Microsoft 365 Ll uwgsle ldo)sd
IJIJIe)s0s 1o

lJpzogsle
| 9300

el dole 1wl w.sé

- Ja,5c; DNS (_wz,) MX

oS | s> oy, Microsoft 365 CES
loile 8lgs8 09,8 s>

ool | o Lo 908 | L

lo 3le 6

9ulis, § Cisco Secure Email Gateway
9o lis, 8 Secure Email Cloud Gateway

olis § Cisco Secure Email

2lis 8 puiozle Cisco Secure

lJp 95,00

SueW o3l IJpwews gbgle IJodssy Jspez Microsoft 365 ¢ o ys> Cisco IJlJI e 908 |.JTIDQ
Josoosd ldesss IIJJe,gus 1Jghs slduals,.

IJecbdole 1Jlul jusé

lJeobdolo

9008 Cisco Llu ooy Jrsd pe,uds Lldpsluose IJoldss:



- Cisco Secure Email Gateway (g u1)6 lJo,so 1JIJIe,90s 1Jlew pu Cisco) I 1Jg Ll)s
IJowelosé

* 9,29J 9lz0s Lulbo, IJisle, (CLI) Us wsiss gwbs gobs guls 1wy IdIdIe 08 Ilps pu
Cisco |Jgleé wJ:
Cisco Secure Email Cloud Gateway > 1, Ja_09.J |.).s 9lz0é _wlo, 1 Jisls, (CLI)

* Microsoft 365

* 1Joyosdad IJounsl Jud suwlsd IJoss> (SMTP)

* e luwe 1dezld Is wble luwe IJpeld (DNS)

lJpdovlo Idpuuwespd
Jlsgouo) o3l ldpuwows gds luoshle o)leg 9pdsule plrsé pesus.

op louble LJPEJ_S.D'U |,J_9|_po OGS o3l IJpwaews pu Ulao_)o 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu apse Ulao_,o U,ouuua),oo -.95 03l |.Jr0u.tJuu) uu-J_9..5u prouuja (Idujluos) Bl Jdlpo

peJ9ple lpwlyuss
SpIJu lgwwsle o3l ldpuwews lpl JJduslole 1Jpzdsé Is Josglole lJuweles pu Cisco.

I3l oo puwdsd wusd U908 lew po Ciscor Blo Huwlds e sw 1Ugluesd wd woup e
culdsu IP Josles Idwelws 1Ugluos o 9pedsple ié)s Slo yods. wldlgolws [Js Idgble 1J3s
olo oule sop Lwld wosd IdIdesus puvd) [Jsd $98, JI oBlasd ualoss zad £
wolole IUuweles (Idper9ads lsuol wluwe ESA) sldesss IdIdYessus Jduweles 9038, 1Jase
(Ipe19d Is ol Lluwe SMA) 1Jesd,6 Jotuosued. bl Jp odu & oddse b Jp sdo Josd
uuwed pu ldegblo. lood cesactivations@cisco.com wpgdsele zos IJlouold 1Jgluoé wd Sluwe IJprld wow [gs06.


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access

Your Cisco Cloud Email Security (CES) service is ready!

Organization Name: Nl BN = =
Start Date: 2022-09-09 05:09:04 America/Los_Angeles

Below you will find information about your login credentials and other important information regar
ding your CES. Please retain this email for future reference

MX Records for inbound email from Internet
« mxi. = B .iphmx.com

= mx2. mm " 1.iphmx.com

Your Cisco CES portals:
Email Security

hitps://dhmm" -esal.iphmx.com
Security Management
https://dhl B% -sma1.iphmx.com
End User Quarantine
https://dh' ™ -eug1.iphmx.com

Please sign in the portals with this user ID:

Username: sl
Password: w® "ol wm *

Note: We recommend changing your password after the initial login.

Hostname and IP addresses to be whitelisted(for Microsoft/Office365 and G-Suite u
sers):
Email Security:
m m.140.105
m.150.143
BN 143.186
—_32.98
Security Management:
157.91

If you are using a Cloud service such as Office365, G-Suite, etc., you should direct your o
utbound emails to the address below to have them scanned by Cisco Cloud Email Securit

.

Host and IP address used for outbound relay from Office365 and G-Suite:
ob1.hcmmm .iphmx.com

Include CES host and IP address in your SPF record:

v=spf1 exists:%{i}.spf.hca B .iphmx.com ~all



Sew9s IJ gpsd £ 008U IP pguou06. Spdud luueesle gulsse 1Py Iguple IJlzojé 1Jposds Bes wdgsy Microsoft 365.

S pITES: $900s wus wlple ool Sud s Bbe v locle pebb Jiu gedsle IJedsso cuwedrs sdel Jlols IJouwt
IJpoplod B 9236 wedp Microsoft 365 Exchange. eJes 18 w @8 luwpe wuwles 9lss Josgd JIds IJegssile 2s)
lJoudss.

S

g coolwe golasy IPOs IJedlb 1Jusl s pe £33 wolole Iduwelos 1dpi936 Joguosued. eds uvosd Idpeld:
XXX.yy.140.105 o9 gu9lu IP Jslgos Datal JJgol,6 1.0 xxx.yy.150.1143 909 gus9lu IP Jglzes Datal JJsolys 2. gusly IP
JJslzos Data2 JJgoly6 1 xxx.yy.143.186 . 9 u9lu IP JJ9lgod Data2 JUg w6 2 09 xxx.yy.32.98. |o Jl swuopu gble
IJeszse Igloe wd pedsele J Data2 (zhe $ho IPS) leuad o cisco TAC s szuod Idpebsle 2 $ho luode 1Us
SRS

wd9sy Microsoft 365 wluwegsle Idesss IUIJdYe,90s UTlpc_.
odysu Ideyss IUIJYe 906 1d9lhs b Microsoft 365 e Cisco Secure Email

T8 GIg B Cpadisd 1q s 1108506 1dgUaslis g

o Op vouwesd IUsgsd IJs ey b6 Microsoft 365 (https://portal.microsoft.com).

o B Blisps 1dss IJsuws: Bp wldoes> Admin Centers.

 lyud, Exchange.

o pu 8lispd Idss Idsuws: luedd IJs Mail flow > Rules.

o lud) [H] Jlogsle $less zos6.

+ g, Bypassspam filtering... oo 1J8kses IJpuusJs.

. i)aJ el JJB8less 1Ugssr6 1Ugloé i Bypass spam filtering - inbound email from Cisco CES.

o Jrubusd oo lJdless 3l i'coJ The sender - P addressisin any of these ranges or exactly matches.

1 oldouwes Jozsss ubldle guldsu IPIJpuwo@o. iu'ou} eolasu IP1Uss s gble Idojzsy gvl Idws
IJIJIe,90s Idlew po Cisco.

2. 10, OK.

o JMNJSslp wel sUs.op wpass 1J8less [Jerss6 puwodl: Set the spam confidencelevel (SCL) to... - Bypass spam
filtering.


https://portal.microsoft.com

e luy, Save

pold g0 Jsd ooy Ylesed:

; : ; i i = - ; ol me
Bypass spam filtering - inbound email from Cisco CES Enter in the IP address(es)
associated with your Cisco
Name: Secure Email Gateway/
[Bypass spam filtering - inbound email from Cisco CES I

Cloud Gateway
*Apply this rule if..
Sender's P address is in the range... - | 'l B EEs e

| add condition

*Do the following...

Set the spam confidence level (SCL) to... - | Bypass spam filtering
Mark specific messages with an SCL
before they're even scanned by spam
filtering. Use mail flow rules to set the
spam confidence level (SCL) in
messages in EOP

| add action |

Except if .

| add exception |

Properties of this rule:

Priority:

El

Save ‘ | Cancel

Yo eld 1dasuad

o 1dodle B pyd; Islyé Exchange.
o 0 dlisps IUsy IUsuws: luedd lJs Mail flow > Connectors.
o lody [+] Jluusle p9uod gaso.

o B UIbb Jpowdd Jopsss uwsobiss ©338 Idusss IUglue wd g

1. pu: Partner organization



e |Js: Office365

o lud, Next.

o bedluwel JJesued IJesss: Inbound from Cisco CES.

o bed ool bl oo oste B 3JY.

e lu@, Next.

e lu@, Usethesender's|P address.

e lud, Next.

© o) [H9bed eolsso IPIJeuuly Idsel Bis gbolu ozse Iwnss IIJIesus Ilew po Cisco.
e lu@, Next.

+ 2o, Reect email messagesif they aren't sent over Transport Layer Security (TLS).

e lu@, Next.

o lud, Save

eold eds Judd odssu ldpsued 1Uelue W



Inbound from Cisco CES
DR

Mail flow scenario

From: Partner organization

To: Office 365

MName
Inbound from Cisco CES
Status

On

Edit name or status

How to identify your partner organization

Identify the partner organization by verifying that messages are coming from these P
address ranges: il N & | [

Edit sent email identity

Security restrictions

Reject messages if they aren't encrypted using Transport Layer Security (TLS)
Edit restrictions

odyso ldess> e Cisco Secure Email |J.s Microsoft 365

goluay 1darda G 1 szod

G0 wdses dlos eds pzld oundse Vs goluo) wedpe 1Uszos. wldbog: spdud [51Js IJig_JoIJ B 98w Jlgd 9JJu 030 0
golosu IP 23836 |Js Microsoft 365. 9J1 )8 s ©8sss po Bwd Microsoft wuwow gupgwol £s) 1Upge1996.

o wed Iged Ids Iduslos 1Ugluos o

e lyoedd lJs Mail Palicies > Destination Controls.

¢ lud, Add Destination.



o [Jlgwegsle:

1. 1d9z08: I>¢d luwpe IJpelJ

2. Jlogoldle 1dpujlews: 10

o e WiGuos Juwlisd JIJ louelJ: 20

*  >gp TLS: Preferred

e lu®) Commit Changes W IJs> Ideds! Idseos Jslzos Idpuwegse (Ul) Jedb cessle IUodsso.

pold gJs I sus9 229d ldoede B 1Ugzos 1Ugluo o

Destination Control Table Items per page

| Add Destination...  Import Table |
All

Domain IP Address Preference = Destination Limits TLS Support | DANE Support ~ | Bounce Verification * @ Bounce Profile Delete

10 concurrent connections,
your_domain_here.com Default 20 messages per connection, | Preferred Default Default Default ]
Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, None Nane Off Default
Mo recipient limit

[Export Table

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
~ DANE will not be enforced for domains that have SMTP Routes configured.

Z23d su2sd Weuadas O

08> 3JY Bp woessu 29d 9u29d Ipuwedesy (RAT) JEwad Idesss Jeeldled:

o lywdd lJs Mail Policies > Recipient Access Table (RAT).

% adigks: olds po 1o 9298 IUluogle peuouesé Jpuweee 19l Iy IncomingMail iy MailFlow | ueolsl 1Js 1Jluwe
IJSeds Jpuwopg 0288 IJenss Iipwlus 10glue .

e lud, Add Recipient.
o o ppldled B 2dd guslo IUpuwede.

o e, Ulple IJIG el s J Accept.



1o, Submit.

*  lu®, Commit Changes Wb IJs> IJeds! IUspeus po 9lzos ldpuwegse Jedb oessle [Jodsso.

pold gu dsBs6 oy, Ield Idzslu:

Recipient Details
Order: El

Recipient Address: |7/ fyour_ﬁomain_here.com

Action: | [accept v |
Bypass LDAP Accept Queries for this Recipient

Custom SMTP Response: @ Mo

O | Yes

Response Code: | [25n

Response Text:

Bypass Receiving Control: (2 ® no
O Yes

auul i SMTP

eSS puwly SMTP Jouwdse Idwsss 11JIe 1906 po Cisto go) Idouss IUIJIe 908 1Jlpo 1Js peld Microsoft 365 Jssd:

e luedd lJs Network > SMTP Routes.

e lud, Add Route...

o peld Jlpwedle: bed luve Iezld.

o dossle IJpuosds 1Usges: Iuows yued Microsoft 365 MX IJiads 1Jglue wd.
e lud, Submit.

*  lu®, Commit Changes W 1Js> IJeds! IUspeus pu 9lzod ldpuwegse Jedb oéssle [Jodsso.

pold eds Jsdss boy) lesble puul) SMTP:



SMTP Route Settings

Receiving Domain: \2)  [your_domain_here.com
il s Priority (2 Destination ' ? Port Add Row

|0 Ivnur_domain.mall.prnt 25 i}

(Hostname, IPvd or IPvG address. )

Qutgoing SMTP Authentication:  No outgoing SMTP authentication profiles are configured. See Network > SMTFP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

@ ys0 DNS (0egd MX)

v gloy Jebe IUpeld po JIJ céss) uved Mail Exchange (MX). Ig pd pg puw99d DNS Ussd Jed uvedle MX Js golsso IP
Jeosd uweled Idesss 1dIdIe,sos Idles po Cisco. Jel 09 p9 oz B gblu IJeszse ewy IJwnss IUIJIe 908 1dlpo pu Cisco.

S2d8 pu lJogss) eJs uwed MX pu 9238 wzdp Microsoft 365 s ol:

o Gp vouwesd 1Usged 1Us 9226 wedp puwysd Microsoft 365 (https://admin.microsoft.com).

e lyodd lJs Home > Settings > Domains.
. i'aoJ luwe Jezld IJIG el os 1UElue w3

+  1u8,Check Health.

899, 3JY wedle MX 1Jzldss JJdsdss Gsle Microsoft 365 Lldwze g gwedle DNSy MX 1dp 8,06 wegldd:

‘ Microsoft 365 admin center Search

.| | I B

Domains >
Managed at Amazon Web Services [/ ) = Default domain

Remove domain Refresh

DN records

Tio manage DMNS records for sesssssss com, go to your DNS hosting provider:

Microsoft Exchange

CHAME



https://admin.microsoft.com

~ 2ITEs: B 031 IUpolJ: cop luwouslds oble Iuele IJoblBle (DNS) sbhoo wsluulbs #30le sso Amazon (AWS).
Jpwdod: ©98E 1986 weds,) 131 Jlu DNSIJgl Lo wJ puweold Bs s pdlu ¢hz zuvle Microsoft 365. spdoud welod
opssle podi Jp 0dundd go luolds Lupdle 226836 |Js your_domain_here.com. olds oy lo Idgwedle IJos Bee
clogblisol B puos O woblud pe odd ldpg 9,06 oul... wgpd lJogdsele wldoviosd eds lehs wesso uvedle
MX [Js pl ©p odgsuo Bs Idwslss Jlglhs Idogzse IUs guwle Microsoft 365. 9o 03l 1Js Lilds golye 1w ss
IJIJIe,908 1dles po CiSCo oo w38 2596 1dp,9, 1J9l)56.

ey g 1dIdde ) 50 1dsue

Gp vlgool) Idosss [J9bs 1Us guslo 1dosss IUIJYe,90s J Microsoft 365. ogs 3Jd wedd JJolds pU 9u29dol [Js gdué 1l
Jdwuss IJIJYe 908 J Microsoft 365.

288 pu LoRs wwedle Idusss Vs wedu Iduwlsd eds wusd IUIUIe,908 ITes 9038, IUssw pu Cisto (IJpg 98 ls ol
oluywe SMA) 1Uss wp 03-.'9‘5_)0 P& poldd.

Ddss gwedle IJusss eds SMA 1Ugl o o

o wwed lUsged |Js SMA (hitps://smaiphmx.com/ng-login).

e lu@y Tracking.

o bed eglssy Moz 1dplbdsws slud, B9 Search: 9u9.8e L3sé 030 IJuclse:

4 Email and Web Manager

Email - Service Status Manitoring Tracking Quarantine 1 ? o] - SEC
M300V
Message Tracking B~
3 Filkers | 1 Messages Ramediate ;:.;\ T
iils )
) wcoming Policy Match Sander Grous Sonder
# Delivered 330714 13 Aug 2021 17:195:48 (GMT) Hitiy--- ] BYPASS_SBRS W 200230
Sander Recipiemt Subject
sanden@testcom a INBOUND EMAIL TEST

JJibJle eds pwedle 1Ju)s> b Microsoft 365:

o Yp vouwesd 1Usgsd IUs ey 1316 Microsoft 365 (https://admin.microsoft.com).
+  IJie, Expand Admin Centers.

¢ lud, Exchange.

o luewd lJs Mail flow > Message trace.

o o9, Microsoft IJeglss) Ul el osé Jduee wluuoésleol. sds wwusd IJpeld. lge,
M essages received by my primary domain in thelast dayJoose lguogdle Idoze.

o bgd pelssy dwze Upbdsws JJpuwadpso 9lud, Search sosde 1dss IJuclsz IUpeleds J:


https://sma.iphmx.com/ng-login
https://admin.microsoft.com

Message trace > Message trace search results

1 Home

A Recipients o~ L Export results 27 Edit message trace () Refresh Zitems | O Search
Mailboxes
Groups Date (UTC-05:00) | Sender Recipiert Subject Ssanus
Resources 8/13/2021, 1:20 PM senderiiestcom H o INBOUND EMAIL TEST Dalwered

Contacts

= Mail flow ~

Message trace
Rubes

Remote domains
Accepted domains
Connectors

Algrts

Alert policies

Fa  Roles w

=

Migration

odysu Ideyss IUIJYe 908 1duels) po Microsoft 365 |Js Cisco Secure Email
<y RELAYLIST gds Cisco Secure Email Gateway

bze s eble IJosese ewy ldesss IUIIe,908 1dleo po Cisco. LlJluolds 1Us 3JY: op opass 9lzos lusss JJyuwlsd
lJuolsss ey Idoslus [Jgluos .

o owrd 1sgsd IJs 1Juslus 1glues oo,

e lyodd|lJs Mail Policies>HAT Overview.

% pdigs: o> po 0 9226 IJluogle uwegsp 9238 IUluoéle IJuols,é s OutgoingMail Iy MailFlow-Ext I we ol [Js
IJlgwe IJBeds Jogas Idluogle Josdd 1dusss IJgbzs/Iduols).

e lu@, Add Sender Group...

* e wodIsu preses IJeund eds Idugs Idelds:
1. IJlywp: relay_0365
2. 1Jogdsdi<bed wedsdl bl Joo eofw Bs ouvesd peeses IUpumdsu IUglues wJ>

3 1duwslgws: eslgeduol

4. 149, Submit and Add Senders.



e IJeyuwd: protection.outlook.com

W W (1003b8) 10092956 S5 woless luwe sl W psowd pbodsus.

« 148, Submit.

¢ lu®, Commit Changes W IJs> IJgds! IUspeus oo 9lzos ldpuwegse Jedb oéss)le lJodsso.

pold gJs Jsdss bog) lesble pzeses IUpyuwdso IJgluosé v

Sender Group Settings
Name: RELAY_0365
Order: 1
Comment: l From Microsoft 365 mail to Cisco Secure Email
Policy: . RELAYED
SBRS (Optional): . Not in use

External Threat Feed (Optional): None
For IP lookups only

DMS Lists (Optional): None
Connecting Host DNS Verification: None Included

<< Back to HAT Overview |

| Edit Settings...

| << Back to HAT Over\riewj

Find Senders that Contain this Text: (7) i Find
Sender List: Display All Items in List Items per page
| Add Sender...
All
Sender Comment Delete
.protection.outlook.com [ From Microsoft 365 mail to Cis... | D

[Delete |

Cedso TLS

e ludy <<Back toHAT Overview.

o 1ud) B8 uwsluws e 1duyss IJeuwpes: RELAYED.

o lu3dls Jigwdd slulb, s Security Features|Jpe$log J Encryption and Authentication.

o olduuwed J-TLS: Ige,: Preferred.

« 1@, Submit.



e lud,) Commit Changes W IUs> IJeds! IUspeos pu 91206 IUpuweése Jedb wess)le Idodsso.

pold gds Jsdss bog) wdysy wog wrd§ lduyss:

Encryption and Authentication: TLS: | O use Default (0ff) O off @ Preferred O Required

TLS is Mandatory for Address List: | None
[] Verify Client Certificate

SMTP Authentication: | (8) Use Default (0ff) O off ) Preferred () Required

If Both TLS and SMTP Authentication are Require TLS To Offer SMTP Authentication
enabled:

& 550 e o Micr osoft 365 1Js CES

o Op vouwesd IUsgsd IJs oy b6 Microsoft 365 (https://admin.microsoft.com).
+ IJie, Expand Admin Centers.

¢ lu@, Exchange.

e lyedd lJs Mail flow > Connectors.

o oy [Fl Jlouble pased zaso.

o Bs bl IJpuwsd Jopsss gusoliss w3 Idu,ss Iglue v ige):

1. po: Office365

¢ |Js:Partner organization

e lud,y Next.

o bedluwel JJesued IJesss: Outbound to Cisco CES.
o bedooodl bl oo oste B 3JY.

e lu@)y Next.

o pOS OuS luwogsle 03l 1desoJS:

1. I¢<,: Only when | have atransport rule set up that redir ects messages to this connector.

. IU;9_) Next.


https://admin.google.com

¢ lu@, Route email through these smart hosts.

o lud) Bsd [+l sbed golssu IP1JLo18 19 luwele IJpupsd 1pesd)s Bs Huwlds o zsw CES.
e luy, Save

e lu@, Next.

o Jperds Jsidss louold Office 365 Ll Iwyss IIdes90s 1Jgluo wldedomams 1duinsdss

1. I3 Always use TL Sto secur e the connection (recommended).

+  lgo,.Any digital certificate, including self-signed certificates

o lud, Next.

o Op odrse uiluws Idoldss JJ.

e lud, Next.

o dwegse [+ Jbeld eoslo woss IJIosus wolde slud, b9 OK.
o oy Validate gl upz voubgsd IJozdd pu IJuozs.

o e WYeeldilug,) W9 Close.

e lug,Save.

peld eds wdd Iesoad 1Juslsy:



Outbound to Cisco CES
® ) W

Mail flow scenario

From: Office 365

To: Partner organization

Mame
Outbound to Cisco CES
Status

On

Edit name or status

Use of connector

Use only when | have a transport rule set up that redirects messages to this connector.

Edit use

Route email messages through these smart hosts; 8 BT jphmx.com

Edit routing

Security restrictions

Always use Transport Layer Security (TLS) and connect only if the recipient’s email server
has a digital certificate.

Edit restrictions

Validation

Last validation result; Validation successful
Last validation time: 10/5/2020, 9:08 AM

Validate this connector

Jadils (@l Cadd§ g


https://outlook.office365.com

1 Jepsss p98¢ IJpouwd IUpowod: igw,: Inside the or ganization.

. Iud_) OK.

lu@, Moreoptions...

lud) B9 add condition ) 980 vl Uil ol

1. I¢<, Therecipient...

* g Isexternalfinternal.
o Joesss pade Ieouwd Idpuw e ¢e,: Outsidethe organization .

. IULBJ OK

J*8p wpl sJs.. l¢w,: Redirect the message to...

1. weasa: Idesuad 1daid.

2. 923> Wualas 1Jgl o v s p9od CES a0 Cisco.

3.9lu8, W9 OK.

bze IJs "8p wel sds." sbed lple elusl:

1. Iz <,: Modify the message properties...

*  lgo,: set the message header
o oessuldevslo IUyssuvs Jdyuwlds: X-OUTBOUND-AUTH.
. Iud_) OK.

B woESSU IJ9sps: mysecretkey.



¢ lud, OK.

° IU;_9_) Save.

% pdicE: Jooe Iyuulisd ) 1dpuose wol po Microsofts spdu gop sluw X Guss g0 e)9z Iuwlsd e pzld Microsoft 365:
950 wdsse o3l Iluw sbldoe dud ouwdse 1Js Wlocoe.

pold gds Jsss bog)y wdysy IJegzse J Microsoft 365:



Qutbound to Cisco CES

Marme:
| Qutbound to Cisco CES

*Apphy this rule if.
X The sender is located.. ~|  Inside the organization

and

¥ The recipient is located... -| Qutside the organization
| add condition

*Do the following...
X Set the message header to this value.. - I Set the message header 'X-DUTBOUND-
AUTH: to the valfue ‘mysecretikey’
and
X Use the following connector., -r] Qutbound to Cisco CES
| addacion |
Except if.,

[ add exception '

Properties of this rule:
Priority:

o]

O Audit this rule with severity level
Mot specified = |

Choose a mode for this rule:

@ Enforce
O Test with Palicy Tips
O Test without Policy Tips
[ Activate this rule on the following date:
Fri 8/13/2021 = | | 1:30 PM L
[ Deactivate this rule on the following date:
Fri 8/13/2021 'l 1:30 PM v

O Stop processing more rules
O pefer the message if rule processing doesn't complete

Match sender address in message:
Header f;

[ Add to DLP policy
PCI - |

Comments:

ﬁ Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or a RMS Online license
for each user mailbox. Learn more


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access

office365_outbound: if sendergroup == "RELAYLIST" {
if header("X-OUTBOUND-AUTH") == "Amysecretkey$" {
strip-header ("X-OUTBOUND-AUTH") ;

} else {

dropQ;

}
}

luogl eJs szoe p06 91226 Jluuble uwlo) 25> SLE.
i)éJ [] Bs Iduwb, Ide>ss Jlwole glpd wuodss I)uwlisd 1Uzass.
lod, o6 Teturn sle>s JJese e Slisps IJe,uvele.

Bp wobgsd Commit IJie, Jeudb lJogss)lo Bs lJodsso IJglue wd.



eIz czuw Iz 1glues Jdpdole Iduwss: * 9§ 1Jp9u026 B eouie Id)uwlds os 2,9 regex souwese Jel o9
£9uoT S5 IJpeld.



pdicEs: 1 zle polzes luve JsBsé wdosy Blisps lelxs IJuuin 1Uglues wd. spdu wdssuel wluueesle luve wasd: s
Sedud 1deuesd eds luwe p2d loweobl Ids voz IJeszsd 19 0998, 1dwsss.

Il eue 10108 ) 50 1dualay

ltooh Idosss Iduols) po guslo 1desss IUIJYe, 906 J Microsoft 365 |Js puvede peld ehes: spdud pilees wede ldyuwlisd
pu Cisco Secure Email 9 Web Manager J_oplo wozsool wuvdd puluwe.

% adicks: jlze wdose TLS (1415 1dobla > @ gse SSL) edis 1Jwslus 9lduvd)le IJpuueeses J SMTPIJ ol). o9os 1o



%‘ eebuvle Cisco wpl sds:
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Incoming connection (ICID 405417) has sender_group: RELAY_O365, sender_ip: Il B 50175 and sbrs! not enabled

Protocol SMTP interlace Data 2 (1P 1 [.57.36) on incoming connaction (ICID 405417) from sender IP W -59.175. Raverze DNS host mail-
drvBnam12ip21 75 cutbound_protection outlook com varifed yes.

(ICID 405417) RELAY sencler group RELAY_0O3E5 match .protection.ouliook.com SBRS not enabled country not enabled

gl 1 (ICID 405417) TLS protocol TLSV1.2 cipher ECOHE-RSA- AES256-GCM-SHAISS.

Message 186371 Sender Domain: [ @7 .com

Start message 186371 on incaming connection (ICID 405417}

Massage 186371 enquaued on incoming connection (ICID 405417) from

Message 186371 direction; ouigaing

Message 186371 on incoming connection (ICID 405417) added recipient (| NS WM )

Message 186371 containg message 1D header
"<MNZPR1IMB4007C 1 BBFIB26CFAADI40E54FEFASBMNIPR 1 IMBADDT,
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Message ID Header <MN2PR13MB40076A4BBICA00EEAC1618DAFEFAS@MNZPR 13MB4007 namprd13.prod.outlook.com>

Processing Details

Summary

15:54:18 ) Incoming cennection (ICID 137530} successiully accepted TLS protecol TLSV1.2 cipher ECDHE-RSA- AESI56-GOM-5HAIE4.

15:54:18 ) Message 94011 Sender Domain: beo-demo.com

15:84:18 ) Start message $4011 on Incoming connection (ICID 137530},

15:54:18 ) Message 34011 enquoved on incoming connection (ICID 137530) from I IO

15:54:18 ) Message 34011 direction: culgoing

15:54:18 ) Message 34011 on incoming connection (ICID 137530 added recipient | k

15:54:19 (@ Message 34011 contging message ID header
"<MNZPR1IMB400T6AJBBICA00EEAC |61 EDIFBFASEMNZPR 1 IMB4007_nampad13.prod. outlook.com>",

1554019 -. Meszage 24011 original subject on Mjection: OUTBOUND MAIL 3:54PM POST-SECRET CHANGE

15:54:19 ) Message 94011 (7555 bytes] from - raady.

15:54:1% ) Message 94011 has sender_groum: RELAY_ 0365, sender_ip: @ 57174 and sbws: Qur &

15:54:19 @ w

15:54:19 (1) | Message 4011 aborted: Dropped by fitter ‘office365_outbound'
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