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https://[FQDN of-Prem server])/TransportGateway/services/DeviceRequestHandler

Smart License Call home Configuration
*» Call Home Protacol: https
Permanent License oy
ress: +/ {CiscoSat?. cscotaclab.com/Transportgat services/Dey
Cisco Success Network hitps:// m/Transpartgateway,services/
Save | Delete
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Smart Software Manager On-Prem

06-9

Certificates
Access Settings
Management Host Common Name
CiscoSat7.cscotaclab.com
0 e
Accounts Support
Center

odpst Sedu lsuol 1deedd po Idluue IUuikse Jeunsd SSM Glguagsle le, 316



OpenSSL openssl s_client -connect [sJs ¢l> Prem 1P]:443

MCPrT: ~ user$ openssl s_client -connect 10.48.23.171:443
CONNECTED( 00000003)
depth=2 O = G sco, CN = Cisco Licensing Root CA
verify error:num=19: self signed certificate in certificate chain
verify return:0
Certificate chain
0 s:/CN=CiscoSat7.cscotaclab.com/ OU=TC/ C=US/ O=Ci sco
i 1/ C=US/ O=Ci sco/ CN=TG SSL CA
1 s:/C=US/ O=Ci sco/ CN=TG SSL CA
i :/O=C sco/ CN=Ci sco Licensing Root CA
2 s:/ 0O=Ci sco/ CN=Ci sco Licensing Root CA
i :/O=C sco/ CN=Ci sco Licensing Root CA

pdled: O 2lJs wéss lgwe Iublisg JJpuosd u) 9lzod IUpuwcise Iyuw9psd
(SSM) 1Jgl o6 « SSM. $p wpilpué SSM pg 2uwle OnPrem Ws LoWdzs w sy Cisco
wluwogsle IC—’ esbs Idpslewsd IJoldssuo:
1- eV IJbbJu Ew IJ!uu_)uu .,5;9u_)u0 9¢9> IVUDIJ ulJ!uu_)uu 9SUp -)Jd Ew IJPJIPU{’
IJIleJs IJlo.
2.5dsd gwd ldbJu: sop pu edld IJpilewd 1Js3956 > 1Jpjlpud IJIleJo

Smart Software Manager On-Prem

ﬂé:}

Accounts Schedules
Access Settings
Management
[ o Jroee Minor Search by Name
6 @ Name Satellite Name Last Synchronization Synchronization Due Alerts Actions
_satellite_server satelli.. 2020-Feb-03 20:14:21 2020-Mar-04 20:14:21  Synchronization Successful Actions
Accounts Support - - 3

Center
Disable Scheduled Synchronization...

[ TOOLS | m i) Data Privacy...

AP Toolkit  Synchroniz .
Standard Synchronization Now...

@ [ ] I Full Synchronization Now... I
U Manual Synchronization... b

Network Users

@ j

Security




Smart Software Manager On-Prem

Synchronization (X
’ Accounts Schedules

Access Settings
Managemant
[ o JU Minor Search by Name
. e Name Satellite Name Last h Synch Due Alerts Actions
Accounts Support _satellite_server _satelli... 2020-Feb-03 20:14:21 2020-Mar-04 20:14:21  Synchronization Successful I Actions. |
Center

Disable Scheduled Synchronization...

elll! Data Privacy...

APl Toolkit  Synchroniz
Standard Synchronization Now...

@ [ Full Synchronization Now...
' Manual Synchronization... 4 Standard Synchronization
Network Users
Full Synchronization
@ ﬁ

Security

IJelds o 2d FADN woluwbos sepun Il ¢he DNS Iss p cdasoe gds FCM.

odpse: Spdu IJezdd pu lpdloss luwegls SSM eds 9lzoé Lwb, 1Jisle, (CLI) 1Jgl 06 o
FCM o0 puwess IJ6 1dpedss

FPR4110# connect local-mgmt

FPR4110( | ocal - ngnt ) # ping CiscoSat7.cscotaclab.com

PI NG Ci scoSat 7. cscot acl ab. com (10. 48. 23. 171) from 10. 62. 148. 38 et hO: 56(84) bytes of data.
64 bytes from 10.48.23.171: icnp_seq=1 ttl =53 tine=47.9 ns

64 bytes from 10.48.23.171: icnp_seq=2 ttl =53 tine=47.9 ns

IUgl96 2. §p wouwzsd 1U5e9d IJs puwles gpd IJasgsue 7 1U¢luos o« SSM edis 1Ughe IJlew
(SSM) slowdd Is IJengsuo Isds > Iegiso > Igle.

Smart Software Manager On-Prem > Smart Licensing

Smart Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account: Default

General Licenses Product Instances Event Log

Local Virtual Account
Description This is the default virtual account created during company account creation.

Default Local Virtual Account: Yes

Product Instance Registration Tokens

The reqgistration tokens below can be used to register new product instances to this Local Virtual Account. For prodcuts which support Smart Transport you must configure th
which still use Smart Call Home, you must configure "destination address http" on the product to use the Smart Call Home Registration URL. The recommended method is §

New Token... |

1Jg9s 3. o283 1) pes) 29> Jludble 5p) ppss.




Product Instance Registration Tokens

The registration tokens below can be used to register
which still use Smart Call Home, you must configure "

New Token... ]

IJgdogs 4. g d 1Us o 9980 luwole Iduodlzss Jips pes) 9223 ludile 5p5 pps).

Create Registration Token

This dialog will generate the token required to register your product instances with your Account.

Virtual Account Default
Deseriplion token1|
Expire After = S| S5

Enter the value between 1 and 365 but Clzco recommends 8 maximum of 20 days

Max. Number of Usas

The loken will be expired when aither the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registened with this token O

Create Token Cancel

abgo 5. |Qu.ué_ |.JJ|0J' |.Jro|0-.§)' IJs |Ja|dbo

1JgLo9s 6. IJluedld [Js FCM uble > ogsue > wigsue 39s: Gp wJuod IUse) [Upps 522>
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* Smart License Welcome to Smart Licenses
Call Horme Smart License i not set up in this product.To use smart license, first register this product with Cisco Smart Scftware Manager

Scmart Licenss Product Registration
Permanent License Reg

Cisco Suocess Network Enter Product Instance Registration Token:

1235000 3Maal L334 56 7B AR e T FET 2A00T LG ALTEIME O Dl S 0AMiky N TIBG2 SrUz2 1 2 34IECFgDETH
ON2IWolVDREQUIPY 1oy MGAr Wit 2MUdnFs0AdiV 1 234567890

If you don't have your product instance registration tolen, you may copy it from your Cisco Smart Softwane
Manager under the assigned virtual acoount.

Cisco Success Metwork

Cisco Success Network enablement provides usage information and statistics to Cisoo which are essential for
Cisco to provide technical support. This information also allows Cisco to improve the product and to make
YOl WanG of unused avallable features 5o that ¥Ou Can maxsmize the value of the product In your network.
Click heng to check cuk the sample data thak will be sent to Cisco.

You can disable the Cisco Success Network amytime by visiting the Cisoo Success Nebwork preferences pane.,

Disconnection of Cisco Sucoess network will not impact the receipt of Updates or operations of the Smart
Licensing; such furctions will continue to operate narmalhy.

Enable Cisco Success Network

lJoedd po lJuoes

SpJdu ul'J.S) 2ldé Idesgsue gus IJlue@ld 1ds IJouble > I.JI,_,uul beld > o gsue 39 lo
oubgsd |.J||o , show license techsupport gJs 9lzoé yub, I.JI_9I,o ) (CLI) I.Jal,_,oo w FCM:

* Smart License Smart License Status
Call Home Registration:
Permanent License Status: REGISTERED
B Smart Account: _satellite_server
Cisco Success Network Wirtual Account: Default

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Feb 03 2020 20:50:39 CET
Last Renewal Attempt: None

Next Renewal Attempt: Aug 01 2020 21:50:39 CEST
Registration Expires: Nov 02 2020 09:37:25 CET

License Authorization:

Status: AUTHORIZED on Feb 03 2020 20:50:44 CET

Last Communication Attempt: SUCCEEDED on Feb 03 2020 20:50:44 CET
Next Communication Attempt: Mar 04 2020 20:50:44 CET
Communication Deadline: May 03 2020 21:47:43 CEST

| Unregister |

FPR4110# show license techsupport
Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

Regi strati on:
Status: REGISTERED
Smart Account: _satellite_server
Virtual Account: Default
Export-Control | ed Functionality: ALLOAED
Initial Registration: SUCCEEDED on Feb 03 2020 20:50:39 CET
Last Renewal Attenpt: None
Next Renewal Attenpt: Aug 01 2020 21:50: 39 CEST
Regi stration Expires: Nov 02 2020 09:37:25 CET

Li cense Aut horization:
Status: AUTHORI ZED on Feb 03 2020 20:50:44 CET



Last Conmuni cati on Attenpt: SUCCEEDED on Feb 03 2020 20:50:44 CET
Next Conmuni cation Attenpt: Mar 04 2020 20: 50: 44 CET
Conmuni cati on Deadline: May 03 2020 21:47:43 CEST
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/content/en/us/products/software/smart-accounts/software-licensing.html
/content/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271.html
https://www.cisco.com/web/software/286285517/147683/Smart_Software_Manager_On-Prem_7_User_Guide.pdf
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