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 First Packet Last Packet Action Reason  [Initiator IP Initiator ip Ingress Egress Source Port / Destination Port /
Country Country Security Zone  Security Zone ICMP Type ICMP Code
I 2017-05-12 17:48:05 Block 10,32,38.30 192,168.38.30 443 (hitps) / tep 44705 / tep
3 2017-05-12 17:39:13 Allow 192,168,38.30 10,32.38,30 44705 / tcp 443 (https) / tcp
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Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Access Control Import/Export Intrusion Rules Access Control_Network Analysis Policy.

¥ Compare Policies | | L) Create Policy
Malware & File

DNS Drop when Inline Status Last Modified
Identity — e Used by 1 access control policy 2017-05-12 08:17:51
ssL b Policy not applied on any devices Modified by "admin”
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Create Network Analysis Policy

Policy Information

Name *

Description

Inline Mode

Base Policy Balanced Security and Connectivity ¥

* Required
Create Policy | Create and Edit Policy | Cancel
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Policy Information  TCP Stream Configuration < Back

Global Settings

Back Orifice Detection
Packet Type Performance Boost
Checksum Verification

DBCE/RPE Configuration Targets Configuration
DNS Configuration Hosts S etwork Kefault (Single 1P address or CIDR block)
. default
FTP and Telnet Configuration Policy Windows (WinSB, WinME, WinNT, Win2000, WinXP)
GTP Command Channel Conf Timeout 180 e
HTTP Configuration
Maximum TCP Window 0 bytes (0 to disable)
1P Defragmentation
Overiap Limit ] overlapping segments (maximum of 255 segments, 0 for unlimited)
Packet Decoding
Flush Factor 0 (Effective only if Normalize TCP is enabled, O to disable)

SMTP Configuration
SSH Configuration Stateful Inspection Anomalies

SSL Configuration TCP Session Hijacking

Sun RPC Configuration Consecutive Small Segments

Rl T Ports Ignoring Small Segments
Bifoty Leyers Require TCP 3-Way Handshake

3-Way Handshake Timeout o seconds (0 means unlimited timeout)
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Object Management Intrusion Network Analysis Policy DNS Import/Export
Intrusion
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Tz Inheritance Settings | (%] Policy Assighments (1)

Rules  Security Intelligence  HTTP Responses ' dvanc .

Prefilter Policy Settings Regular Expression - Recursion Limit Default
Prefilter Policy used before access control Default Prefilter Policy Intrusion Event Logging Limits - Max Events Stored Per Packet 8
m y Latency-Based Performance Settings
Intrusion Policy used befare Access Control rule is determined Mo Rules Active  Packet Handling Disabled
Intrusion Policy Variable Set Default-Set Rule Handling Disabled
Default Network Analysis Policy test
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