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oY) bblye Firepower (FMC)
- pg 86 Il wsd wlzos Lwlo 1Usle, (CLI) Jozss IJopde FMC.
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o louile 1Jegdsele 1shss s o3l Ipumens po 112036 10092956 s wisisé pepdss $luob.
u)lu apgse Ulao_)o |Jrowua)|o0 L_96 o5l |JrOL}Uuu.) uudﬁsu PPL)‘USC (ldu)lws) |.)| Jluu

pEJ9ple iuulum§5
JuwlJs gl

|.J'a]oi '"Remote FMC is not updated successfully. Complete the update on remote FMC before updating this peer" S & )2
eds 9lzod lJpwegsp lyun9pss (GUI) J FMC gud oclodo u)d..so IJlaoJo lJos s>s)0l jgg
lJo9ws, I.J(C_I.Js (HA) J FMC. Jl swpee o3l IJgbl wouse o) 986 UlaoJo lJp>1)6. ool IS Swo9
cowse IJgbl pu slzos IJpuwegse Idyumspss:

Overview Analysis Policies Devices Objects AMP Intelligence
Error
Remote FMC is not updated successfully
o ‘ ! X

Complete the update on remote FMC before
updating this peer

IJgbol spwebse lsupl Joo 388w pu IJ CLI oo I FMC pg Igws) lusdsw Ie, cat
Ivar/log/httpd/httpd_error_log.1 | GREP -I'FMC gy wg>'.

> expert
root @MC: ~$ cat /var/log/httpd/httpd error log.l | grep -i 'Remote FMC'

[ Mon Jan 30 07:20:10. 062741 2022] [cgi:error] [pid 5906] [client 192.168.1.10:45267] AH01215:
(Remote FMC is not updated successfully. Conplete the update on renpte FMC before updating this
peer.) in /usr/local/sf/htdocs/adm n/update.cgi:331 at /usr/local/sf/lib/perl/5.10.1/SF.pmline
120.: /usr/local/sf/htdocs/adm n/update.cgi, referer:

[ Mon Jan 30 07:22:43.370986 2022] [cgi:error] [pid 15376] [clien 192.168.1.10: 45267] AH01215:
(Remote FMC is not updated successfully. Conplete the update on renpte FMC before updating this
peer.) in /usr/local/sf/htdocs/adm n/update.cgi:331 at /usr/local/sf/lib/perl/5.10.1/SF.pmline
120.: /usr/local/sf/htdocs/adm n/update.cgi, referer:
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Jeblo$s |uosl) po FMCs s HA o GUI:

¥ | T

- IreOwWer Maradeimen L]

IJoedd pu 2lds odwss [uoslle VDB 9 SRU 9 GeoDB gJs FMCs s HA po
CLI

pU 9L2E IJE e gJs 8lz0s Lulb, IUisle, (CLI) IUglu06 w9236 IJoede Wi 116 1UJogs



IJlwlwsé (FMC). sdipd IJeedd eel Bl JIue wessele VDB 9 SRU 9 GeoDB (9> wpe
couswol ulddled 590 Is eldle Wuvd eds JJ po 9pale IJoede B 1UJogs 1wl wss (FMC)
s HA.

pdlzbo: QQ‘;.;S 030 I.JiLéu.uI,o‘ Swpe Uiz JsWss ldoedd pu IJzlds.log JIJ ped> luosl)
wP90. Sew lu wublug pedsle luosl IJuo9,s 030 pg Idpeds 1Up9z9es eds FMC IJubs,).
eds uwosd ldpold !él Jly pzd> oo, VDB lJpoww gds Fl\/lCeo_9 "VDB—4.=5.0—338"‘
J@ijd lduadd U |._)UL9J Qk.'gu.u |JroaJ> JGJJ 1) FMCs. OQL |L}uoé)ro |.J|ro) cat
Ivar/log/sfivdb-4.5.0-338/status.log g Js JJI FMC JJwe9d pu glds wesse VDB. ssubo g
IJlo) o wo eJs wessele SRU 9 GeoDB ls ol

V2o ¢lJs weuse VDB

o0 9,28 IJgws) eJs FMC CLL iswegse o3l 1 i, cat /varflog/sf/<vdb-image-folder>/status.log
Jduegdd pu uelz wedse VDB. oul puld gds vowse VDB wugle:

root @MC. ~$ cat /var/log/sf/vdb-4.5.0-338/status.log

state: running

ui : The install has begun

ui:[ 0% Running script pre/000_start.sh...

ui:[ 49 Running script pre/010_check_versions.sh...

ui:[ 84 Running script pre/011_check_versions.pl...

ui:[12% Running script pre/020_check_space. sh. ..

ui :[15%4 Running script pre/500_stop_rna.pl.

ui :[19% Running script pre/ 999 fi ni sh. sh.

ui:[23% Running script installer/000 start sh

ui:[27% Running script installer/100_install _f| I es.pl...
ui:[31% Running script installer/200 install _fingerprints.sh...
ui :[35% Running script installer/300_ install_vdb.sh...

ui :[38% Running script installer/400 _install _rdps.pl...
ui:[42% Running script installer/420_del ete_obsolete_ids.pl...
ui :[46% Running script installer/450_resave_detectors.pl...

ui : [50% Running script installer/525 export_conpliance_policies.pl...
ui :[54% Running script installer/600_fix_dbcheck.sh...

ui :[58% Running script installer/605 install_dbcheck upgrade_script.sh...
ui:[62% Running script installer/610_install_m ssing_upgrade_script.sh...
ui :[65%4 Running script installer/615 purge_vdb_149 | og.sh. ..
ui:[69% Running script installer/900 update_version.sh...
ui:[73%9 Running script installer/901 update_db_version.pl...
ui:[77% Running script installer/950 reapply_to_sensor.pl...

ui :[81% Running script installer/975 export_data.pl...

ui :[85% Running script installer/999 finish.sh...

ui :[88% Running script post/000_start.sh...

ui :[92% Running script post/500 start_rna.pl...

ui :[96% Running script post/999 finish.sh...

ui : [1009% The install conpleted successfully.

ui : The install has conpl eted.

state: finished

IJozdd pu elJs oewse SRU

o0 9,28 IJgus) s 9lzoé Lwlo, 1UIsle, (CLI) J FMC. Iuwegse 1Jie, cat varflog/sf/<sru-image-
folder>/status.log JJoz 808 pu welz wedse SRU. sspl sds pold eds wowse SRU wogle:

root @MC: ~$ cat /var/log/sf/sru-2021-05-03-001l-vrt/status.log



state: running

ui : The force install has begun.

ui:[ 09 Running script pre/000_start.sh...

ui:[ 5% Running script pre/010_check_versions.sh...
ui:[119% Running script pre/020_check_space. sh. ..

ui:[169% Running script pre/ 999 fi ni sh. sh.

ui:[219% Running script installer/000 start. sh

ui:[269% Running script installer/050 _sru_l og_st art.pl...
ui:[329% Running script installer/100_install _files.pl...
ui:[37% Running script installer/510 install_policy.pl...
ui:[429% Running script installer/520_install _rules.pl...
ui:[479% Running script installer/521 rul e_docs. sh. ..
ui:[53% Running script installer/530 install_nodule_rules.pl...
ui:[58% Running script installer/540 install_decoder_rules.pl...
ui:[63% Running script installer/602_I| og_package.pl. ..
ui:[68% Running script installer/900 update_version.sh...
ui:[74% Running script installer/999 finish.sh...

ui: [ 799 Running script post/000_start.sh...

ui:[84% Running script post/500_copy_contents.sh...
ui:[89% Running script post/900_iru_log finish.pl...

ui :[95% Running script post/999 finish.sh...

ui : [1009% The force install conpleted successfully.

ui: The force install has conpl eted.

state: finished

IJozdd pu 2ldé oeuse GeoDB

00 9,28 IJEws) £Js 9lzos yulo, IUisle, (CLI) J FMC. Iueés e IUie, cat /var/log/sfi<geodb-
image-folder>/status.log JJwz 99 pu welz wedse GeoDB. Wsel sds pold £Js wouse
GeoDB wugle:

r oot @MC. ~$ cat /var/log/sf/geodb-2022-08-02-100/status.log
state: running

ui : The install has begun.

ui:[ 0% Running script installer/200_prechecks.pl...

ui:[339% Running script installer/500_ install_country_map.pl...
ui:[67% Running script installer/601_fix_country.pl...

ui :[1009 The install conpleted successfully.

ui: The install has conpl eted.

state: finished

I3l Guud IJovuse I 8 Jis guow: Bspdod puiloss 1Jgbgs IJos Buvd Bbsol o3l iy g8
pu 030 IJzlJs.log. oul peld eds Vuvd wewse GeoDB gJs FMC:

root @MC. ~$ cat /var/log/sf/geodb-2022-07-17-100/status.log

state: running

ui : The install has begun.

ui:[ 09 Running script installer/200_prechecks.pl...

ui:[33% Running script installer/500_install_country_map.pl...
ui:[679% Running script installer/601_fix_country.pl...

ui:[679 Fatal error: Error running script installer/601_fix_country.pl

lJozdd pu 2lds vouse luodh Iduyulez 9vlouy eJs FMCs s HA oy CLI

pw 9u2E IJEws) eds FMC CLI lwegspe IJie, cat letc/sfipatch_history JJcz 83 eel Bl Jio JIJ
eu FMC Il o5l ug9uuo sldyob powol. Bp wouvgsd 03l 1o, Jopsss s 30 wblud eds
JJ pu spdle IJoede WS 1J9uo9d o wed> (FMCs). oul peld pu wuoese eldo e300 w9lvd pu IJ
CLI:



root @MC. ~$ cat /etc/sf/patch_history

6.2.3-83

6.6.0-90 6.6.4-59 6.6.5-81 Hotfix_ DE-8_ 413769962 <<<<<<<<<<< Here the FMC seems to have a
Hotfix installation image that is not present from the other FMC

------------------------------------------------------------------- root @-MC: ~$ cat
/etc/sf/patch_history

6.2.3-83

6.6.0-90 6.6.4-59 6.6.5-81

Jeisd pu IJozdd pu ule covse Idluadlz IJgled Ws FMC. sz 1Jezdd pu IJelJé.log
Jdeed> IUuoy) o3l

root @MC: ~$ cat /var/log/sf/Cisco_Firepower_ Mgmt_Center_ Hotfix DE-6.6.5.2/status.log

ui :[98% Upgrade conplete ui:[99% Running script

999 finish/999 z nust _renain_last_finalize_boot.sh... ui:[99% Running script

999 finish/999 zz install_bundle.sh... ui:[100% The systemw Il now restart services. ui:System
will now restart services. ui:[1009% Installation conpleted successfully. ui:Upgrade has

conpl eted. state:finished

;_Suadd o3l Idpuld pu o w290 lJouozse Je oo 092956 Vs 29,0 FMC 1Je9z956 s HA.
;9.5 CSuU Iu |Ju0_9_)0 |J|C)§ 9> OUp COUSU Uuuoada uutla

lweduuldd IJizble gl oJlzol

Jed IJgbl szo edsd lpls wovse $9 JJopasele po 9lges uub, 1isle, (CLI) 1J¢l 06
w96 lJoedp FMC e wp vy lJpuuvdJo.

Di scl ai ner: Root access to the FMC devices is required in order to execute the commands under
this section. Please use caution when running commands fromthe root of the FMC

puvdJé wedse VDB 9 SRU 9 GeoDB

w8 oS pldd werse VDB l9 SRU ig GeoDB:. §p wlple vouse wlJ§9s $29.sl pu ey
9lzos wlo, IUl9le, (CLI) install_update.pl /var/sf/lupdate/<image-file> — force. Wspl sJs pelJ
eds dooose 1Usres JJ¥9se Jugsrse GeoDB:

> expert

root @MC. ~$ sudo su

<Enter the root password>

root @MC. # install_update.pl /var/sf/updates/Cisco_Firepower_ GEODB_FMC_Update-2022-08-02-
100.sh.REL.tar --force

Jlabo |LJULJC-)|D |qu.u|_) |J|obJL9 JroJu_Q |JU09_)O u|u.uua)|p |r°.) mstall update pI -Jp| 09
1Jisle.

pubdJs weLse Iluodle IJeled

Jovose Uluadle IJgleddouozse: weole lds oujsd pd IJouoese soewsee [Js FMC
ese Je sJu pdo ldouozse p9e9l ew sleod Idpuwerp Irumgpss (GUI) b9 slzos yulb,
\Jisle, (CLI).



pw 9lzod IJpuwesp IUyuuspss FMC:

loodd s Iduble > cpysele > cpselo Jpuoe 58e vozesd luosh Idouozse Idss uvsop
Cooswo. S lud) eds ¢sb IJodwge slzo, Idzol 1dss weolz lds covse douoese IJso
gpulogs lJovwsw.

irepower Management Center
el Firepowe .|\.II.|_._I\.III\.II[- Cente Araiaisi  (Poides Dewces . " oy o @ 25 @ adminv
Product Updates Rule Updates Geolocation Updates

8 verrsion: 7.0.2

d VDB version: build 338 ( 2020-09-24 12:58:48 )

Available Updates Readiness History

]
F v
F ]

o5 FMC CLI:

Joswse Uuolee/ldouozse pu slzes uwb, 1Ji9le, (CLI) J FMC. Gp wozpsd pdd c)dss
IJluedlz 1Jgled 1Js 1Jpusl, Ivarfloglstl ¢ Js 9lzos (o, 1UI9le, (CLI) J FMC 90083 1Jle,
install_update.pl /var/log/sf/<image-file>. s 99, o053l IJi,oJ vogvgsd wedle 1Jo)8s6 sds oo w
IJpluive Jduwelz Jul opildos IJoBope. ool pold gds covse ldouozse pu 9leos yub,
1JI9lp):

> expert

root @MC: ~$ sudo su

<Enter the root password>

root @MC. # install update.pl /var/log/sf/Cisco_Firepower Mgmt_ Center Hotfix DE-6.6.5.2

5l Il ool pods Guosy6 eds eduws SSH. Bl waese Il install_update.pl—detach
Ivar/log/sf/<image-file> Jougsd IJovwse Vs 1UgJBs6. 903l suwpe vouvgsd Ido,dsé
oS wed ledld eJuws SSH.

IJoedd pu lJuoes
oesse VDB g SRU Iy GeoDB

w8 Jupeld L.JQCJV;T_SQ lJs>9s: Spdud o9l pu glds ldovwso pu 9lgos yub, IJi_9I|D) (CLI)
oluweesle IJle, cat /var/log/sf/<image-version-folder>/status.log Jogsse VDB 9 SRU 9 GeoDB.
Ospl sds peld gds @)l status.log Joowse GeoDB ulze:

root @MC: / Vol une/ hore/ adm n# cat /var/log/sf/geodb-2022-08-02-100/status.log
state: running

ui : The force install has begun.

ui:[ 094 Running script installer/200_prechecks.pl...

ui:[33% Running script installer/500_install_country_map.pl...

ui:[679% Running script installer/601_fix_country.pl...

ui : [1009% The force install conpleted successfully.

ui: The force install has conpl eted.



state: finished

Uluedlz Ugled Iy coase IJouozse

v lJosose Ids9s JJopdse: §p woudss |Ji o, cat /var/log/sf/<patch-image-
folder>/status.log o 9lzoo Lwlo, 1JIgle, (CLI) JJwzldd pu 2ldo o3l IJoewse. 989sel sds pold
eJs [gle status.log Jg pdsé vouse ulggé:

root @MC: / var/ | og/ sf/ G sco_Fi repower _Mynt _Center_Hotfi x_DE-6.6.5. 2# tail -f status.log

ui
ui
ui
ui
ui
ui
ui

:[989% Upgrade conplete

:[999% Running script 999 finish/999 z nust_remain_|last_finalize_boot.sh...
:[999% Running script 999 finish/999 zz install_bundle.sh...

:[100% The systemw || now restart services.

:Systemwi || now restart services.

:[100% Installation conpleted successfully.

: Upgrade has conpl et ed.

state: finished

pdlzlos: 31 Jlo 1Ugbol JI 51 p9295] v pelods codess IJgbsle 1916 s ol
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