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ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X
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2 Deployment Modes:
*  Routed } «
«  Transparent

6 Interface Modes

Device Modes inherited from ASA

« Routed , ,

. Switched (BVI) }1 Interface Modes inherited from ASA
« Passive

) F?SS'UE {ERSPAN) <+— Interface Modes inherited from FirePOWER
* Inline pair

* Inline pair with tap
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VLAN ID 201 -
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Device Management MNAT VPN Qos Platform Settings
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Cisco ASAS512-X Threat Defense
Devices Routing Inline Sets DHCP
: & Add Interfaces -
s B B Sub Interface |
St... Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address B
J Redundant Interface
(a] GigabitEthernet0/0 Physical
&g Ether Channel Interface
(4] GigabitEthernet0/ 1 Physical r

odysu lesble 1Jglzes IJ,es6 puve IJpobdole:



Add Sub Interface
Name: INSIDE # Enabled '/ Management Only
Security Zone: INSIDE_ZONE v
Description: INTERMNAL
EEETN P pve Advanced
MTU: 1500 (64 - 9198)
Interface *: GigabitEthernet0/0 v | L Enabled
Sub-Interface ID *: 201 51:55;4%?295}
VLAN ID: 201 (1-4094)

lesble 1P JJslzo6:

Add Sub Interface

Name: INSIDE ¥ Enabled [ Management Only

Security Zone: | INSIDE ZONE w

Description: INTERMNAL

General 'iz. IPv6  Advanced

IP Type: Use Static IP w

IP Address: 192.168.201.1/24 eg. 1.1.1.1/255.255.255.228

wew lJylzoes IJwwedso (GigabitEthernet0/0) 25> leshle 1Juwygo 9ldbuwld euliss Idlegle:



General IPv4 IPv6  Advanced Hardware Configuration
Duplex: auto i
Speed: auto .

pdoe IUBLo boses (GO0 B o3o 1JzlJ6):

MTU:

Edit Physical Interface

Mode: Mone W

Name: #! Enabled| [/ Management Only
Security Zone: v

Description:

m IPvd4  IPv6  Advanced  Hardware Configuration

Interface ID:

1500 (64 - 9198)

GigabitEthernet0/0

lJglo9é 2. odysy 1U9lzod 1Jpl>sé

B woasy IJolzos 1Jpl>ss GigabitEthernetd/1 95§l JJpebbdule:




Mode:

MName:

Security Zone:

Description:

IP Type:

IP Address:

Edit Physical Interface

Mone

OUTSIDE

OUTSIDE_ZONE

Enabled [ Management Only

EXTERNAL

General lizl IPvG Advanced

Hardware Configuration

Use Static IP

192.168.202.1/24

eg. 1.1.1.1/255.255.255.228,

JJ9lzos 1Jp9zos sJou 19 og: none
IJluwp pdlois Jluwp 9lzos ASA IF

* £Js FTD: czugs zese Islzole eds puwoss el =0
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Devices Routing Inline Sets DHCP
| & | i (4] Add Interfaces -
o GigabitEthermnet0/0 Physical &
O GigabitEthemnet0/1 OUTSIDE Physical OUTSIDE_ZONE 192.168.202.1/24( Static) &
o] GigabitEthernet0/2 Physical &
(5] GigabitEthernet0/3 Physical &
(2] GigabitEthernet0/4 Physical 0/"*
o GigabitEthernet0/s Physical &
e Diagnostic/0 Physical &
©  [§ GigabitEthernet0/0.201 INSIDE Sublnterf..  INSIDE_ZONE 192.168.201.1/24(Static) pd:]

p0 9lzod wlo, IJlsle) B yulpz FTD:



<#root>
>
show interface ip brief

Interface
GigabitEthernet0/0

G gabi t Et hernet 0/ 0. 201

G gabi t Et hernet 0/ 1

GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
Internal-Control10/0
Internal-Data0/0
Internal-Data0O/1
Internal-Data0/2
Management0/0

<#froot>

>
show i p

System IP Addresses:
Interface
GigabitEthernet0/0.201
GigabitEthernet0/1
Current IP Addresses:
Interface

G gabi t Et hernet 0/ 0. 201
G gabit Et hernet 0/ 1

IP-Address OK?
unassigned YES
192.168.201.1 YES
192. 168. 202. 1 YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
127.0.1.1 YES
unassigned YES
unassigned YES
169.254.1.1 YES
unassigned YES

Name
INSIDE
OUTSIDE

Name

I NSI DE
OUTSI DE

Method Status Protocol

unset up up

manual up up

manual up up

unset administratively down down

unset administratively down down

unset administratively down down

unset administratively down down

unset up up

unset up up

unset up up

unset up up

unset up up
IP address Subnet mask Method
192.168.201.1  255.255.255.0 manual
192.168.202.1  255.255.255.0 manual
IP address Subnet mask Method
192.168.201. 1 255. 255. 255. 0 manua
192.168.202. 1 255. 255. 255. 0 manual

9lzos Idpuwegse Iyuw9pss (GUI) oo FMC 99lzoé yulb, 1Jisle, (CLI) oo FTD:

> show running-config interface g0/0.201

Edit Sub Interface

Name: INSIDE
Security Zone: |INSIDE_ZONE
Description: INTERNAL

h-___ ¥ Enabled

W

Management Only

!

interface GigabitEthernet0/0.201
description INTERNAL

vlan 201

General m IPv6  Advanced

nameif INSIDE
cts manual
propagate sgt preserve-untag

policy static sgt disabled trusted

IP Type: Use Static 1P v security-level 0
IP Address: 192.168.201.1/24 r—————ieeel D address 192.168.201.1 255.255.255.0
<#root>

>



show i nterface g0/0. 201

Interface G gabitEthernet0/0.201

is up, line protocol is up

Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

VLAN identifier 201

Descri ption: | NTERNAL

MAC address a89d.21lce.fdea, MTU 1500

| P address 192.168.201. 1, subnet mask 255.255.255.0

Traffic Statistics for "INSIDE":
1 packets input, 28 bytes
1 packets output, 28 bytes
0 packets dropped
>

show i nterface g0/1
Interface G gabitEthernet0/1 "OUTSIDE", is up, |line protocol is up

Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

Aut o- Dupl ex( Ful I - dupl ex), Aut o- Speed(1000 Mops)

Input flow control is unsupported, output flow control 1is off

Description: EXTERNAL

MAC address a89d.21ce.fde7, MTU 1500

| P address 192. 168. 202.1, subnet mask 255.255.255.0

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
pause input, 0 resume input
L2 decode drops
packets output, 64 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 12 interface resets
late collisions, 0 deferred
0 input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (511/511)
output queue (blocks free curr/low): hardware (511/511)
Traffic Statistics for "OUTSIDE":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec

[eoNeNel oo Ne]



minute output rate 0 pkts/sec, O bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, O bytes/sec
minute drop rate, 0 pkts/sec

(S, B

epdso FTD JJslzos IJe9zoo

o2l pu w388 2jpo FTD guspl odyy 1Jglzole 1Je9zoo §s> IJluwegsle.

lJzJ

ulb,6 gled eds wuss FTD

bbb gles gldss IJpwess eds puwess wslole FTD:

Snort EI'IQII‘IE Snort Verdict l
i . - eqgress
:2?;;2?:& ASA engine ASA engine interface

wlboj 030 lJo9,6 weuo IJoegile IJos weae slgd JJ peyd:

Fast Path

IJoglo 1dissumss



c ool lJozlddle Iduwdds pe p:quJ wslulo pzyd FTD LINA
* [Jdoeddle 1Jpesgsss slgd Idpywe LG oyl posd pzyd FTD snort

ob,ys gles gds 191206 IUpsz0s J FTD

© pu99) IS B oy IJpsze

* oui @b IJeelss IJoddsss pu ldpuvoss Idelde

¢ 9lzo6 9les8 I9 1Je,) pu Idslzole 1UBluJs JJosese IJelbsé 19 1dpubbdsé (VLAN)

¢ sose vdIsu psile pod NAT Ig y9esdedle IJegzsoe lUssolpsdss

* owp lebs wozgso e luvoubl lUs vew ldeuwl) 9sep 2d 1Ugbgs IJeldss [gweobl |Js
* I8 1ders) IJedss spdo luwdlbol

.« sop obusd Weaole peyd LINA IJIleds pg BzoLole peyd IUuug) 1Jdled

95pJ0 w9 IJudbs IUids)6 eds IJuzs IJolds:

GO0 llima_ [ snon Juma__

GO0/1

IJozdd pu lduogs

CEVw 2jpd £Js 9lgod FTD lJpe9zo0d

lLuwe IUotbsbs Jduvodo

Router-1

G0/0.201 m m GO/1 Router-2

192.168.202 X

192.168.201.X

NGFW

luwegspe wbosd Packet-tracer pg 1Jpgdple IJeldss JIbJle eJs Iduusluwle 1pbué:

51206 11581 NS




435 TCP 8
Josesdsideses|t S Tooe
IP 1JeL0, 192.168.201.100
IP 1J9z05 192.168.202.100
lJeJ

g luwoole 9lzed p9z0d wup peldes IJzips wlo)s s publuod JJ9lzod IUo9dso$6 IJpgzod
ASA. sup lple gpdsle ldoedd pod ved Idpuwl) slbl) IJuusluwle IJuplbss (MPF) 9 NAT
Sldoze B wa9w9dsd pd IJeulssy (ARP) 9pl [Js 3JI B puwly wslole pzyd LINA.
olJluolws |Js 3Jdde Bl g guslyws [degde bs 1dyuesd colbbde 3dde sop Voo 1Ug)po
w9luwlos pgyd Idyug) (i@ eosdlo Idyud)) s sup lugsle Idgdp slgb oo |Us pzyd LINA:

<ttroot>
>

packet-tracer input INSIDE tcp 192.168.201.100 11111 192.168. 202. 100 80

Phase: 1

Type: ROUTE- LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 192.168. 202. 100 using egress ifc COUTSI DE

Phase: 2

Type: ACCESS- LI ST

Subtype: Tog
Result: ALLOW
Config:



access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268437505

access-1list CSM_FW_ACL_ remark rule-id 268437505: ACCESS POLICY: FTD5512 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268437505: L4 RULE: DEFAULT ACTION RULE

Addi tional |nformation:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 3

Type: CONN- SETTI NGS

Subtype:
ResuTlt: ALLOW
Config:

cl ass-nmap cl ass-defaul t

mat ch any

policy-map gl obal policy

class cl ass-defaul t

set connection advanced-options UM STATI C_ TCP_NAP

service-policy global _policy globa

Additional Information:

Phase: 4

Type: NAT

Subtype: per-session
ResuTlt: ALLOW

Config:

Additional Information:

Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:



Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 11336, packet dispatched to next module

Resul t:

input-interface: |NSIDE

input-status: up
input-line-status: up

out put-interface: QUTSIDE

output-status: up
output-line-status: up
Action: allow

% pdlebo: Vs 1dpyzds 4 swp lJozdd pu 1Uzies pdled E)sbs TCP 1Jeuwpelo
UM_STATIC_TCP_MAP. o030 05 ¢ysbo TCP IJlwe,lsssé gJs FTD.

<#root>
firepower#
show run all tcp-nmap

|

tcp-map UM_STATIC_TCP_MAP
no check-retransmission
no checksum-verification
exceed-mss allow
queue-1limit 0 timeout 4
reserved-bits allow



syn-data allow

synack-data drop

invalid-ack drop
seq-past-window drop
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
tcp-options mss allow
tcp-options md5 clear
tt1-evasion-protection
urgent-flag allow
window-variation allow-connection

pedyple slo LoJs
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