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Overview QUIEELERY | ogical Devices Security Engine  Platform Settings

o oy iy
comsoLe  MCMT - u i
)

Network Module 2 : Empty 1 3 5

ot s

&3 Add Port Channelll | Filter., x

| Interface Type Admin Speed  Operational Speed  Application Admin Duplex Auto Negotiation  Operation State Admin State
MGMT Management )
= W Port-channel1s data 1gbps 1gbps FTD Full Duplex no up & S8 ‘
Ethernetl/2 up
Ethernetl/3 up |
% Port-channelds cluster 10gbps indeterminate Full Duplex no admin-down ’LE & ;_'j
Ethernet1/1 mgmt 1gbps 1gbps FTD Full Duplex no up &0 & ‘
Ethernetl/4 data 10gbps 10gbps Full Duplex noe failed (E



Edit Port Channel - Part-channells

Available Interface Member 10
| a4 Search

[ Ethernesis 2 a
[ Gehermati/4 - [ Ethernet1/3 g
........ dat [T]l Ethammatifs
[T Ethaemati /s
[Tl Ethasmoti/?
dat [T1] Ethermati/s
[T1] Ethasnatarl
[T]] Ethasmata s
[T1] Ethaenatars
[I1] Ethasmatd 4
[T1] Ethammatars

M Crhasenrn g

oK | Cancel |

od9u Juls [Jpuds pelbds (welds Wluvdos) zos sup wessuel Jzols pubBs:



Interfaces QES(i=INerY

Metwork Modile 1 Natwork Module 3

Hetwaork Module 2 : Empty . 3 5
e L ooo
consoie  MeMT  USe ’g e [ -

e s

&3 Add Port Channel

interface Type Admin Speed  Operational Speed  Application  Admin Duplex  Auto Negotiation  Operation State  Admin State
MGMT Managemant &0
4 Jla!m.:hanneus data 1gbps 1gbps I Full Duples L] failed &0 & 8
Ethernet1,/2 data 1gbps Full Duplex L] dawn
Ethernet1/3 data igbps Full Ceuplex na down
53 port-channetas cluster 10gbps indeterminate Full Duplex nao admin-down » | 78
Ethernetl/1 mgmi igbps 1gbps FTD Fulll Duples na up &0 &
Ethernetl/4 data 10gbps 10gbps Full Duplex fia failed 9 0] &
Ethernet1/s data 10gbps 10gbps Full Druplex na sfp-not-present = &
Ethermetl/& data 1lgbps 10gbps FTD Full Bruples na afip-not-present :m &
@ Ethermetl/7 data 10ghbps 10gbps Full Duplex na sfp-not-present (_n &
@ Ethermeti/& data 10gbps 10gbps Full Buplex na sfp-not-present m &
[ﬁ Ethermet3/1 data 10gbps 10gbps Full Buplex na admin-down »: o] &
@ Etharmetd/ 2 data 10gbps 10gbps Full Duplex na admin-dowmn :_n F
Ethernet3/3 data 10gbps 10gbps Full Duplax no admin-down 9 5] p-
Ethermet3/ 4 data 10gbps 10gbps Full Buplex na admin-down :_‘ e
Ethernet3/S data 10gbps 10gbps Full Cuplex no admin-down _ &
Etherniet3/6 data 10gbps 109bps Full Duplex na admin-down 9.5 p:

Jogssu Bulo 1Jpuwds Jdgols IdpubBs:

Provisioning - mzafeiro_FTD Save Cancel
Standalone | Cisco Firepower Threat Defense | 6.2.0.363
Data Ports -
Ethematl/4
Ethemetl/S
Ethemetl/6
Ethematl/7?
Ethemet1/8
Ethemet3/1 = e
Ethemat3/2 =
Ethemetd/a = @
= FTD - 6.2.0.363
Ethemets/4 = Ethemeti/1
EthaatlE o Part- Click to conflgura
¢hannells
; =
Poat-channells

lJowses:



Overview BOICTETSTN Logical Devices Security Engine Platform Settings

Metwork Modosle 1 Nabwork Module 3

[ | Notwork Madulo 2 : Empty L5 s
= 1 3 5 7 E’ E:! D
comsole MeMT  USE [ - - - -
2 4 £ ] 2 - 5
PRGOS Hardware Bypass
sl Add Port Charinel
Interface Type Admin Speed Dperational Speed application Admin Duplex  Aute Negotistion  Operation State  Admin State
MGMT Managemant (.8
4 W port-channel15 data ighps 1gbps FTD Full Duplax T wp [ &
@ Ethernetl/2
E Ethernetl/3
ﬁ Port-channelss clugtar ibghps ndeterminate Full Duplex o admin-dawr =
@ Ethemetl/1 gt ighps igbps FTD Full Duplax ™ i &L

IJodlb 1J1 gl wsé

o $od luosl, FXOS 2.4.x. 558 0 FPRA100/FPRI300 1999 LACP BBl (o0 390 9 08
oubgsd 19 PAGP). ub)l Jiw suoe IJouigsd Wbs FXOS 2.4.1.101 o390 JBusle
Etherchannel JJoslole 9puulyds Idoslole.

* SUeS IJelds U i IJ9glzoo (IJglzole) IJos ywowe luoldeol Ws Port-Channel Jpo oo e
luoldool LldSed [Us IJzob Ideubds. lo sdsu: Jl sbo, 0p S 1J3bu guspl 1J port-
channel sJyy | o,

o Jlspdud wpdsologbsd ig_u'olc Iuls 1Jpeuwds IJWpssu 9JIo spdud 3Jd W ib
JBulé [Jpuds ydwol.

oo suwebse Jlspes psole $uls o sdou luvegpdo o bls pubds (podl ASA s
FTD). wzw £dsd 1Jgle lisloo Is i

« Jlobo) uls Idpuwds zos w89pe vogsswel Jzolj pulbbds. bl wee I51Js Yuls
EtherChannel oy 1Jzol; IJpulb 3 ig op 239 IJzol Idpub s Buwoggs Juls 1Jpuuds
IJs 1Jz1Js e 6.

c Looo ldpdole psule v syub s wuivb Tuudse J I od eyl .

ods§o UP\.J)U

ewd wdysu IJPL):J‘SJQEQV eldle 30 luweo @)l Buls 1Jpuds s9uos wel sJs:

o lgwogsp ey wbl@ 1Jslzos.

¢ lsBIB wupgsd lgole 9206 Buls IJpods $od lple IJegssile IJes v, eds gpdséd

$018 1p0®3 (eds wansd Idpald: bl op ofssr 9uoe $olb 1Jewds).

pulJ

<#root>
Switch(config)#
interface range g1/0/2 - 3

Switch(config-if-range)#



shut down

Switch(config-if-range)#

swi tchport trunk encapsul ati on dot 1q
Switch(config-if-range)#

switchport node trunk
Switch(config-if-range)#

channel -group 5 node active
Switch(config-if-range)#

no shut down

pdlebs: Lze slsel lds Suwe sJdsd wdsu uesse Idezsd Jeuesd eds oBluasd luolodss.

S J9s0 Bulb podd ey 91206 wlo, Isle, FXOS (FPR4100/FPR9300)

IJg¢bgo 1. 1Jewz 8l pu lJslzole IJos wp wesswoel wldwed JJzols ldpub$s J FTD

<#root>
FP4110-7-A#

SCcope ssa

FP4110-7-A /ssa #

show | ogi cal - devi ce

Logical Device:
Name Description Slot ID Mode Oper State

mzafeiro_FTD 1 Standalone 0Ok

FP4110-7-A /ssa #
scope | ogical -devi ce nrzafeiro_FTD
FP4110-7-A /ssa/logical-device #

show ext ernal - port-1ink

External-Port Link:

Name Port or Port Channel Name App Name Description
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd

lJglogs 2. [doe 99 pu slzole lJosIdd

<tfroot>

TempTlate Name

ftd



FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show i nterface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data DisabTed Admin Down Administratively down
Ethernetl/3 Data DisabTed Admin Down Administratively down
Ethernetl/4 Data DisabTed Failed SFP checksum error
Ethernetl/5 Data DisabTed Sfp Not Present Unknown
Ethernetl/6 Data DisabTed Sfp Not Present Unknown
Ethernetl/7 Data DisabTed Sfp Not Present Unknown
Ethernetl/8 Data DisabTed Sfp Not Present Unknown
Ethernet3/1 Data DisabTed Admin Down Administratively down
Ethernet3/2 Data DisabTed Admin Down Administratively down
Ethernet3/3 Data DisabTed Admin Down Administratively down
Ethernet3/4 Data DisabTed Admin Down Administratively down
Ethernet3/5 Data DisabTed Admin Down Administratively down
Ethernet3/6 Data DisabTed Admin Down Administratively down

FP4110-7-A /eth-uplink/fabric #

show port - channe

Port Channel:
Port Channel Id Name Port Type Admin State Oper State State Reason

48 Port-channe148 Cluster Disabled Admin Down Administratively dow

U bo96 3. louble $ol6 1o

<#root>

bsns-4110-2-A#

scope et h-uplink

bsns-4110-2-A /eth-uplink #

scope fabric a

bsns-4110-2-A /eth-uplink/fabric #

create port-channel 15

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
create nmenber-port Ethernetl/5

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #



exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
create menber-port Ethernetl/6

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #
exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
set port-type data

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
set speed 1gbps

bsns-4110-2-A /eth-uplink/fabric/port-channel* #
enabl e

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

comm t-buffer

lJglb9sé 4. 9p woguosue lJ9lges JJgolj IJpub 9s FTD:

<#froot>
FP4110-7-A#
Scope ssa

FP4110-7-A /ssa #

scope | ogical -devi ce nzafeiro_FTD

FP4110-7-A /ssa/logical-device #

create external -port-link PCl5_ftd Port-channel 15 ftd
FP4110-7-A /ssa/logical-device/external-port-Tink* #
conmi t - buf fer

FP4110-7-A /ssa/logical-device/external-port-Tink #

lJozdd

<#root>
FP4110-7-A#

scope ssa
FP4110-7-A /ssa #

scope | ogi cal -devi ce nezafeiro_FTD



FP4110-7-A /ssa/logical-device #

show external -port-1ink

External-Port Link:

Name Port or Port Channel Name App Name
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd
PC15_ftd Port-channell5 ftd
<#root>
FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show port-channe

Port Channel:

Description

Admin State

Oper State

State Reason

Port Channel Id Name Port Type

15 Port-channell5 Data

48 Port-channel48 Cluster
<#root>

FP4110-7-A /eth-uplink/fabric #
enter port-channel 15

FP4110-7-A /eth-uplink/fabric/port-channel #

show nemnber - port

Member Port:

Port Name Membership Oper State
Ethernetl/2 Up Up
Ethernetl/3 Up Up

Enabled
DisabTed

State Reason

2309 Bul6 pudd oy 9lz0s ulo, Isle, FXOS (FPR4100/FPR9300)

<{froot>

Up
Admin Down

Administratively dow



FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-upTlink/fabric #
del ete port-channel 15
FP4110-7-A /eth-uplink/fabric* #

commi t - buf fer

Sulo lJpeuwds eJs FPR21xx/FPR1xxx

lLowe IJogbsbs Jdubods

FPRZlOO

oo Ibhs Bulé puwds FTD gds lzojé FPR21xx/FPR1xxX w9l uloé 505 FXOS. 9JJu swp la)le
IJedssy po FMC ulo,l Jio J9s FTD gFXOS pspzl B 2506 wlpe 9lzsé:



Overview Analysis Policies SIS0 Objects = AMP Intelligence @ System Helpv admin ¥

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

FTD2100 oo (O concal |

Cisco Firepower 2110 Threat Defense

Device Routing Inline Sets DHCP  SNMP

2 | %) Add Interfaces -
. 2 © sub Interface
@ Ether Channel Interface

0 (B ethernet1/1 Physical

(s] Ethernetlfz Physical V4

8] Ethernet1/3 Physical ‘,/"

Add Ether Channel Interface 7%
Marme: INSIDE

Security fone: w

Description:

MMMHWI—HMEW

MTU: (64 -
1500 9198)
Ether Channel 1D *: m (1-48)
Available Interfaces & Selected Interfaces

=

4, Search 5
Etherneti/13 - Ethernet1/2 [
Ethernet1/14
Ethernet1/15
Ethernet1/16

Ethernetl/3
m i L

0] 4 Cancel

Sop wdas Isuoe (LACP IJugib Iy IJouivgsd) pu edles IJowssy podps:



Add Ether Channel Interface 7 X

Mame: INSIDE * Enabled
security Zone: »
Description:

Gemeral IPvd  IPwb BLNEL G Hardware Configuration

IO gnEuagm ARP and MAC  Security Configuration

LACP Mode: ..ﬂu:ti'n.re Pl
Active Mac Address: Active
On

Standby Mac Address:

DMNS Lookup:

Sop odosu lesble 1Lyl 1Ups09z slduwsgs o edlps IJowssey wdssu IJizess:

Add Ether Channel Interface

Name: INSIDE * Enabled
Security Zone: .
Description:

General IPvd  IPwE  Advenced EGETGETETGRET TS

Duplex: Full W
E@Efﬂ: [gbps W
Auta-negotiation:

odlzbs: eJs FPR2100. JI spdud logile $ulé puwds pu slzos Lo, 1Jisle, (CLI) Juble
lJoubgsd FXOS pl Jp ouuegsp ASA Jzolj pulbbds. sgae 03l W9 Vs "9 og lJpuod" wgd
IJluosl, ASA 9.13.x. Bbs 9,08 IJzols (11xx/21xx). JI 592> FCM 950 p wudss JJ oIdoso
Islz06 puluing B 9lzos yulp, I9lo, ASA.

<#root>
Fp2110 /eth-uplink/fabric* #

create port-channel 16



Fp2110 /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/10

Fp2110 /eth-uplink/fabric/port-channel/member-port* #
exit

Fp2110 /eth-uplink/fabric/port-channel* #

create nmenber-port Ethernetl/11

Fp2110 /eth-uplink/fabric/port-channel/member-port* #
exit

Fp2110 /eth-uplink/fabric/port-channel* #
conmi t - buf fer

Error: Changes not allowed. use: 'connect ftd' to make changes.

WO gldo welbd 9lz06 plrso 9Jue wigw Vs wpdsuol Gp el sUs:

<#root>

firepower-2110#

scope et h-uplink

firepower-2110 /eth-uplink #

scope fabric a

firepower-2110 /eth-uplink/fabric #

show i nterface

Interface:

Port Name Port Type Admin State Oper State State Reason
Ethernetl/3 Data Enabled Up Up
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl/8 Data Disabled Link Down Down
Ethernetl/9 Data Disabled Link Down Down
Ethernetl/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl/12 Data Disabled Link Down Down
Ethernetl/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down

firepower-2110 /eth-uplink/fabric #
enter interface Ethernetl/4
firepower-2110 /eth-uplink/fabric/interface #

show



Interface:
Port Name Port Type Admin State Oper State State Reason

Ethernetl/4 Data Disabled Link Down Down
firepower-2110 /eth-uplink/fabric/interface #

enabl e
firepower-2110 /eth-uplink/fabric/interface* #
conmi t - buffer

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/4 Data Enabled Link Down Down

firepower-2110 /eth-uplink/fabric/interface #
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Add EtherChannel Interface

Mame Mode EtherChannel 1D Status

=m0 (@]

Description

EtherChannal Specific IPvd Address IPvE Address Advanced

Link Aggregation Control Protocol

Active b

EtherChannel Members
&=

(4] unnamed (Ethernet1/3)

@ unnamed (Ethemet/2)

Bp wluolws IJslzole 1Jw,es6:



Add EtherChannel Subinterface

Parent Interface

unnamed {Port-channel1) oo

Subinterface Name Mode Status
Description

VLAM ID Subinterface 1D

IPv4 Address IPvE Address Advanced

Type

Static v

IP Address and Subnet Mask

192.168.201.112 f 24

& QF 16R 5 15517 5 192 16R. 5 15 g o

lJowses:

Interfaces Bridge Groups EtherChannels

1 EtherChannel Q, Search + v

LOGICAL NAME O MOMITOR FOR HA

Port-channell EtnarChannel m Routed Enabled

ETHERCHAMNEL MEMEERS

* Ethernetif2 Physical Interfoce
* Ethernetif3 Physical Interface

SUBINTERFACES

& Port-channel1.201 ingide Subinterface 192,168,201.112 Enabled

& Port-channel1.202 ingide202 Subinterface 192.168.202.112 Enabled



vu IJogssle 1dpesses

IJo2ldl pu lduors
lJozldd pu Yuls IJpuwds edJs FPR4100/FPR9300

lLwe Idotbsbs Jduvodd

Catalyst 3750-X

1/

‘-/Elllc'

Jl sd9y FTD (I9 ASA) eds o)lsé yig_u'alc Iuld 1Jpuwds IJWnssu. swup wdyso IUglzele
lJeulbdso (IUslzole 1J,es6) eds FMC:

<#root>

>

system support diagnostic-cl
firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up

Port-channell5 unassigned YES unset up up



firepower# show nameif

Interface Name Security
Port-channell5 INSIDE 0
Ethernetl/1 diagnostic 0
<#root>

firepower#

show i nterface Port-channel 15 det ai

Interface Port-channell5 "INSIDE", is up, Tine protocol 1is up
Hardware is EtherSVI, BW 20000 Mbps, DLY 1000 usec
MAC address 2c33.118e.07de, MTU 1500
IP address unassigned
Traffic Statistics for "INSIDE":
6767 packets input, 566328 bytes
0 packets output, 0 bytes
6736 packets dropped

1 minute input rate 4 pkts/sec, 375 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 4 pkts/sec

5 minute input rate 4 pkts/sec, 401 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 4 pkts/sec

Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

JJozdd pw 2lds Buls 1Jewds slg olisol. luwdd |Js 9 os FXOS:

<tfroot>

FP4110-7-A#

connect fxos

FP4110-7-A(fxos)#

show port-channel sunmmary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Pol5(SU) Eth LACP Eth1l/2(P) Eth1l/3(P)
48 Po48(SD) Eth NONE --



JJlbJle eds 2lJs Busle 1dpouds pg clhst 1) 21Js:

<#root>
FP4110-7-A(fxos)#
show port-channel database

port-channell5

Last membership update is successful

2 ports in total, 2 ports up

First operational port is Ethernetl/3

Age of the port-channel is 0d:00h:35m:00s

Time since Tast bundle is 0d:00h:34m:56s

Last bundled member 1is Ethernetl/3

Ports: Ethernetl/2 [active ] [up]
Ethernetl/3 [active ] [up] *

port-channel48
Last membership update is successful
0 ports in total, O ports up
Age of the port-channel 1is 5d:06h:35m:27s

JJozdy pu wojse Idd 1des9) vsu igu'olc 9lzoo Bulo IJpeuuds:

<#root>
FP4110-7-A(fxos)#
show port-channel traffic

ChanId Port Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst

15 Ethl/2 20.83% 49.71% 17.75% 43.67% 20.11% 49.94%
15 Ethl/3 79.16% 50.28% 82.24% 56.32% 79.88% 50.05%

IJozdd pu 29l LACP

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

port-channell5 neighbors

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 1984 FA

LACP Partner Partner Partner



Port Priority Oper Key Port State
32768 0x5 0x3f

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/3 32768,28-6f-7f-ec-59-800x104 2221 FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x5 0x3f

Partner Oper Key 0x5 = wp o J9su ldpwsd wluwegsle pg)0d Guls 1Jpuw93 5

gds Ipwsd:

<#root>
Switch#
show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is 1in Active mode P - Device is 1in Passive mode

Channel group 5 neighbors

Partner's information:

LACP port Admin Oper Port Port
Port Flags Priority Dev ID Age key Key Number State
Gil/0/2 FA 32768 2c33.118e.07b3  Os 0x0 OxE 0x42 0x3F
Gil/0/3 FA 32768 2c33.118e.07b3  Os 0x0 OxE 0x43 0x3F

Jlz b iso gJs IUpwsd Ipzlsye sop bol, Partner Oper Key Lluwpe OXE (14) eJs I)ép po
oJdgsu FXOS Cluwedsle oy Buls 1Jewds 15

lJodlb 2506 LACP s Wireshark:



LACP switch capture - SLOW - FX0S FAST.pcapng

Fle Edt View Go Capture Analyze Statistics Telephony Wieless Took Help

AR 2@ LOREQ*e»EFE _([E[QaQaaTl

N |iacp

No. I'ﬁme [Snume Inesﬁaalinn Protocol |nglh |SwrnePort
480 2817-10-12 11:25:34.759928 Cisco_ec:59:8f Slow-Protocols LACP 124

= Partner State LACP Activity, LACP Timeout, Aggregation, Synchronization, Collecting, Distributing
,,,,,,, 1 = [ACF Activity: Active
...... 1. = LACP Timeout: Short Timeout f
«ae. «1.. = Aggregation: Aggregatable
.... 1... = Synchronization: In Sync

..1 .... = Collecting: Enabled |
= Distributing: Enabled 3

P - . Defaulted: No

L — = Expired: No
[Partner State Flags: **DCSGSA]
Rezerved: G00008
Collector Information: @x@3
Collector Information Length: @x1@
Collector Max Delay: 32768
Reserved: 000000000000000000000000

elJé IJyiysd
elds 0950 o lgost|psies  [loveds [Mesleo  IJorese P20, |90
IJoodlzss LACP |LACP
[J8sped |0 0 1 1 1 1 1 1
v luws|3 9

IJe2dd po Buls 1Upuds gds FPR21xx/FPRIXXX

lLuwe dotbsbs Jduveods



FPR2100

FEFFEEESEFEEEEE
T i | gy ¥ oy = =

IJe2dd Ilusluns po Buls 1Jposs

<tfroot>
>

connect fxos

FP2110-2#

connect | ocal - ngnt
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met

w0
1

Group Port- Type Protocol Member Ports
Channel

11 Pol11(U) Eth LACP Ethl/1(P) Ethl/2(P)



o2dd luolss:

<#root>

FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #

show port-channe

Port Channel:
Port Channel Id Name

Port Type

Admin State Oper State

State Reason

11 Port-channelll

S2dd pu ol Losd Buls 1Jpuus:

<#root>
FP2110-2 /eth-uplink/fabric #

show port-channel detai

Port Channel:
Port Channel Id: 11
Name: Port-channelll
Port Type: Data
Description:
Admin State: Enabled
Oper State: Up
Auto negotiation: Yes
Speed: 1 Gbps
Duplex: Full Duplex
Oper Speed: 1 Gbps
Band Width (Gbps): 2
State Reason: Up
flow control policy: default
LACP policy name: default

oper LACP policy name: org-root/lacp-default

Lacp Mode: Active
Inline Pair Admin State: Enabled
InTine Pair Peer Port Name:

w2dd pu oSlLosd eu9 Buld [Jpuds:

<tfroot>

Enabled



FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #
scope port-channel 11
FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State State Reason
Ethernetl/1 Up Up Up
Ethernetl/2 Up Up Up

oluosd Idpudds IJgLoy:

<#root>
FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port det ai

Member Port:
Port Name: Ethernetl/1l
Membership: Up
Oper State: Up
State Reason: Up
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown
Current Task:

Port Name: Ethernetl/2

Membership: Up

Oper State: Up

State Reason: Up

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown

Current Task:

lJoz 8l pu LACP



<#root>
FP2110-2(Tocal-mgmt)#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x10e 13 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 O0x10f 5 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:
Yes Yes No No

pdlebs: Vs FPR21xx/FPR1xxx sJ9y pes>d LACP IJIe,)lios wbssl 9dl spdu wgss)o

e>ble LACP

<#root>
FP2110-2(Tocal-mgmt)#

show | acp counters



LACPDUs
Port Sent Recv

Channel group: 11

Ethl/1 4435 3532
Ethl/2 4566 3532
FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs
Port Sent Recv

Channel group: 11
Ethl/1 4436 3532

Marker Marker Response LACPDUs
Sent Recv Sent Recv Pkts Err
0 0 0 0
0 0 0 0

Marker Marker Response LACPDUs
Sent Recv Sent Recv Pkts Err
0 0 0 0
0 0 0 0

Ethl/2 4567 3532

IJe2dd pu slzos FPR2100

JsB.56 wessw Idslzole 1Jelsss JJpwsd 1sléds FPR2100:

Islzod Wewsd Ilds eds Jewsd I0sleds eds
FPR2110/FPR2120 FPR2130/FPR2140
E1/1 1 1
E1/2 0 0
E1/3 3 3
E1/4 2 5
E1/5 5 5
E1/6 4 4
E1/7 7 7
E1/8 6 5




E1/9 9 49
E1/10 8 48
E1/11 11 51
E1/12 10 50
E1/13 12 59
E1/14 13 58
E1/15 14 57
E1/16 15 56
E2/1 - 70
E2/2 - 71
E2/3 - 69
E2/4 - 68
E2/5 - 66
E2/6 - 67
E2/7 - 65
E2/8 - 64

o298 pu gldé 1Uslzoesd 1Jpelbsé:




<#root>
FP2110-2(Tocal-mgmt)#

show portmanager port-info ethernet 1 1

port_info:
if_index: 0x1081000
type: PORTMGR_IPC_MSG_PORT_TYPE_PHYSICAL
mac_address: 70:df:2f:18:d8:04
flowct1: PORTMGR_IPC_MSG_FLOWCTL_NONE
role: PORTMGR_IPC_MSG_PORT_ROLE_NPU

admin_state: PORTMGR_IPC_MSG_PORT_STATE_ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR_IPC_MSG_SPEED_AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED_1GB
admin_mtu: 9216
admin_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
oper_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
pc_if_index: 0x200000b
pc_membership_status: PORTMGR_IPC_MSG_MMBR_UP
pc_protocol: PORTMGR_IPC_MSG_PORT_CHANNEL_PRTCL_LACP_ACTIVE
native_vlan: 1011
num_allowed_vlan: 1

alTowed_vlan[0]: 1011

esble 1Jglgos 1Jpl>sé:

<#root>
FP2110-2(Tocal-mgmt)#

show portmanager counters ethernet 1 1

Good Octets Received 1 2692986
Bad Octets Received : 0

MAC Transmit Error : 0
Good Packets Received : 37038
Bad Packets Received : 0
BRDC Packets Received 1 22290
MC Packets Received : 12538
Size 64 1 34193
Size 65 to 127 : 1531
Size 128 to 255 : 1515
Size 256 to 511 : 374
Size 512 to 1023 : 95
Size 1024 to Max : 0
Good Octets Sent : 87296
Good Packets Sent 1 682
Excessive Collision : 0

MC Packets Sent 1 682
BRDC Packets Sent : 0
Unrecognized MAC Received : 0

FC Sent : 0
Good FC Received : 0
Drop Events : 0
Undersize Packets : 0
Fragments Packets : 0
Oversize Packets : 0



Jabber Packets

MAC RX Error Packets Received
Bad CRC

ColTisions

o O OO

229J MAC JewsJ FPR2100 1513 Jes. Jlgbo Io 01:80:C2:00:00:02 = LACP

<#root>
FP2110-2(local-mgmt)#
show portnanager switch nac-filters

port 1ix MAC mask action packets bytes

00 03e 70:DF:2F:18:D8:05 FF:FF:FF:FF:FF:FF FORWARD

043 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD 687 87936
044 70:DF:2F:18:D8:2D FF:FF:FF:FF:FF:FF FORWARD

045 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD 5501 385360
3d0 00:00:00:00:00:00 01:00:00:00:00:00 DROP 2101 141426
3e8 01:00:00:00:00:00 01:00:00:00:00:00 DROP 7946 1524820

01 03f 70:DF:2F:18:D8:04 FF:FF:FF:FF:FF:FF FORWARD

040 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD 687 87936
041 70:DF:2F:18:D8:2D FF:FF:FF:FF:FF:FF FORWARD

042 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD 22351 1451504
3dl 00:00:00:00:00:00 01:00:00:00:00:00 DROP 2215 154542
3e9 01:00:00:00:00:00 01:00:00:00:00:00 DROP 11886 1006067

02 03c 70:DF:2F:18:D8:07 FF:FF:FF:FF:FF:FF FORWARD
049 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD
04a 70:DF:2F:18:D8:6D FF:FF:FF:FF:FF:FF FORWARD
04b FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD
3d2 00:00:00:00:00:00 01:00:00:00:00:00 DROP
3ea 01:00:00:00:00:00 01:00:00:00:00:00 DROP

S9lBE Ipodsle e1/1 9e1/2 pg 0/0 50/1 £ds 1Jpwsd IDslgs:

<#root>
FP2110-2(Tocal-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode
0/0 QSGMII Up 1G Full None
0/1 QSGMII Up 1G Full None
0/2 QSGMII Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSCMII Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Down 1G Half None

0/7 QSGMII Down 1G Half None



0/8

0/9

0/10
0/11
0/12
0/13
0/14
0/15
0/16
0/17
0/18
0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27

QSCMII Down 1G Half None

QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 1G Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
QSCMII Down 10 Half None
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
n/a Down n/a Full N/A
KR Up 10G Full None
KR Up 10G Full None
KR Down 10G Full None
KR Up 10G Full None

lpwod ol IJIzble 9] odlzol

ulb,6 glpd eds wi9w9ded LACP

28ls® wy9w9ded LACP:

pesly [EEE (802.3ad) wy9099sJ IJoedp B wzpse Islub (LACP) 09 wy9wsdsd L2
SV P Jpg.9|_9ub|o Yulé |.JroQg.95.

S e w9e9d9] LACP 1Jgzos MAC 0180.c200.0002 9¢,9¢ Ethernet 0x88089.

LACP 99 o€ lJouivésd (pu 290 LACP) opl U oglo 1928510 1Jpse9plo £ Izosé
Firepower (v oo luolds s oe IJouvgsd eJs FP4100/FP9300 B | ool, FXOS 2.4.x).
Sedu odasu w9w9ded LACP B izs IUsupeso (wuib 19 ¢led). suwagse FXOS sksel
lJsuoe Idogvl.

lJo>9 I)iss s J- LACP o9 IJzelss oo wdssule Buls 1Jeuwds 1Uglbise.

Jds sbo, Jposo) uizuos sepd ww9ogdsd LACP. cdsy ould 2les Jszss vduw
lesble IduwedldbLuwld 1p59z B lgole 9lz06 $uls IJpuwds. s FXOS. o@sp wioub
UuUJwEé eJs puve9s Buls IJeonds.

e 93 LACP = IJzolj IJpzds

Uiy LACP = 1Jzols IJugss

JIJ zols per® uble LACP 9sJ9u £l36 09 MAC IJ¢lLo wldosdd 1Jpgsros. sop buwld
pg,8 wble LACP 5l3J JJ ¢506 LACP.

SwJ€ ezpe JJ gjed LACP z9lds 110 Clsw.

sedo o sepd 90999d LACP Lpesd uusse 19 pesd wbss (ebs). wldouwws s
FXOS: sJ9u Idperd Iduvirse 09 Idperd IUIGC,)los I Spdu Ls,_,oT odysuo gJs
lpesd IJobss (wlovowols xx/21xx s sdoo Ieesd ISl os o9 1Jpesd Idwbse
slispl). sewes 9upe LACP eJs 2low IJewsd gds byl 1dewsd 9SW IJpuwetse. eds



wwosd IJpold: ss8p bl Cat3750 JJI pu Idpesdsu IJubse 9lduuse wasl po
15.2(4)E. ©288 pu >Jsd wldss Idpwsd Jepiss pu ldodluosd.

© B Bu,6 1Jouild o)90999d LACP. swp huwld 2jp LACP JJ wluss wiue IJub) go
pe3J LACP. Jl s8¢, pesd LACP |Jl gds We s luue eyl wuullb LACP gus el oJdoy 1Uslzos
I IJoyvgsd.

B9lis> w9999 LACP Keepalive

@E) lovo el uuvllb LACP pg§§>T O Iduwsobsyole IJos JI ogpd Vol 1Jglzoos IJogs>06
w&s 1Jloe sdIduol Jl ojld B Idogvésd (Jp sop ldounld Ouud poluiy). 95 sJ9u 03l 09
2lJ6 puvdJs wyolpz IJouvgsd/L2 19 31 JIu 0uld 2ol ol Bs IUpuwh (eds pwesd IJpeld: IPS)
Jl suwee wldogilo zldle wuud IdLhoolb gu wgs. sewys LACP Keepalive gJs podo Jpgsd
IJobs) X 3. eds uvwsd Ipold: I3l Sle ldobs) Idogs> ohuld IJ 1 eluss: Sewsss s89pe
lJzols Idpeds wledlo lugsluo IJoubs) Idegss 3l de sop odbds zied LACP ¢JIJ 3 &olu. Vs
2lJs 1Jpesd dobbse: sgas 03l wgs 90 eluss.

2PSE 299d 25p6 LACP Jpl oo, s Wireshark:

[
o, = | source | Dessinsten Protocel | Length | Sourea Port | Info
156 2017-10-12 18:13:01.348473 Cisco_ec:59:8f 5low-Protocols LACP 124 Link Aggregation Control Protocol Version 1. Actor Port = 272 Partner Port = 2116

% [Frame 156: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface @
# Ethernet II, Src: Cisco_ec:59:8f (28:6F:7f:ec:59:8f), Dst: Slow-Protocols (01:80:c2:90:00:02)
# 5low Protocols
Link Aggregation Control Protocol
LACP Version Nusber: @x@l
Actor Information: @x@l
Actor Information Lemgth: @uwld
Actor System Priority: 32768
Actor System: Cisco_ec:59:80 (2B:6f:7f:ec:59:80)
Actor Key: 16
Actor Port Priority: 32768
Actor Port: 272
= Actor State: @x85, LACP Activity, Aggregation, Expired
LACP Activity: Active
= LACP Timeout: Long Timeout
= Aggregation: Aggrepatable
« Synchronization: Out of Sync
= Collecting: Disabled
= Distributing: Disabled
. Defaulted: Mo
= Expired: Yes
[Actor State Flags: E***"G*A]
Reserved: 000080
Partner Information: BxB2

Partner Information Length: Oxld
Partner System Priocity: 32768
Partner System: 23:00:88:c3:0¢:ec (a2:00:88:¢3:9¢:0¢)
Partner Key: 9
Partner Port Priority: 32768
Partner Port: 2118
2 Partner State: Ox36, LACP Timeout, Aggregation, Collecting, Distributing
....... @ = LACP Activity: Passive
LACP Timeout: Short Tiseout
. = Aggregation: Aggregatable
= Synchronization: Out of Sync
= Collecting: Enabled
= Distributing: Enabled
-9. «» = Defaulted: Mo
@... .... = Expired: No
[Partner State Flags: **DC*G5"]
Reserved: 200000
Collector Information: 8w@3
Collector Information Length: @x10
Collector Max Delay: 32768
Reserved: 9000000000000000000MODD0
Terminator Information: Gwdé

Terminator Length: x0@
Reserved:

pdlzbs: gpl sop loole Buls s gds FTD. Jl se,up el FXOS 250 LACP (e3¢ I9
pIR)

Jeesd Idumse pdled Wegsd IJwbse Jo9odsd LACP



w9zo &l SILOS wluwogsle Ideesd |:Ju”.)~..$€ eds JJl lJzluwso (FXOS gJs 4100/9300
Suvwede Ideesd IJou§§ lwe,)luosl 9eds FPR2100 sY9y pesd huwld LACP IJlW el os 09
lJeesd Idobse). spdu lu s IJpesd Iduwsse Jongwgdsd LACP oo uigd wzese Suls
|Jpgg.9.').

op wdgsu FXOS wpe wdysy FXOS
wldee>d Idobse wldee>d 1duse

bdole lJowssd wbsiss ||bdole lJowssd wbsiso

bJdole FXOS Cbsisé bdole FXOS uysed

we wdysu ldposd Souwd 1w LACP slzsT|lsyowd 1Jewsd LACP slpal
Clegsd obse JJ 30 eloss JJ eloss

Syuwd FXOS w909dsd  |lsyuwd FXOS o)90999d
LACP slesl JJ 30 elusé [LACP slzsl JJ 30 wluss

bdole ldowssd ysesd [bdole ldowssd gvised

bJole FXOS Ubsise  |bdole FXOS u,sgo

wp odosu ldewsd Souwd [Jpwsd LACP slesT|lsyuwd 1Jpwsd LACP slpsT
wlJpedd IUpuse JJ 30 eluss JJ elouss

wyuwd FXOS ¢ y90999d |leyuwd FXOS w0999
LACP glgsl O IJeloss  |[[LACP slesl B 1Jeloss

Jodysu 9uoe wy9wsded LACP gJs FXOS (41xx/93xx):

<#root>
KSEC-FPR4100-1#

scope org
KSEC-FPR4100-1 /org #

show | acppolicy

LACP policy:
Name LACP rate
default Fast
KSEC-FPR4100-1 /org # scope lacppolicy default
KSEC-FPR4100-1 /org/lacppolicy # set lacp-rate
fast Tacp rate fast
normal Tlacp rate normal



lpwed il i3 ble $uls 1Jpuwds sl odlzol gJs FPR4100/FPRI300

lyuwe IJotbsbs Jduvodd

_FPR4110

Sewss lJosdd L_J'o&.)u.,s J- FPR4100 9FPR9300 gJs pu.)d slgds sop Vo luole Gulo
IJpouds. ool Jiu 1dpwsd 1dsleds subwo Nexus 5K 9l FXOS JI ssg e U1 LACP. By wog
luweduuld IJigble gl odlzol subwo Jeldo J- Nexus 5K.

IJSz00 09 1-1dezdd eu 2lds $uls IJpods

<#root>
FP4110-7-A(fxos)#

show port-channel summary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel



15 Pol5(SU) Eth LACP Eth1l/2(P) Ethl/3(P)

weldd pu glds 9lzes FXOS:

<{froot>
FP4110-7-A(fxo0s)#

show i nterface brief

Ethernet VLAN  Type Mode Status Reason Speed Port
Interface Ch #
Ethl/1 1 eth 1qgtunl up none 1000(D) --
Ethl/2 1 eth 1qgtunl up none 1000(D) 15
Ethl/3 1 eth 1qgtunl up none 1000(D) 15
Ethl/4 1 eth 1qgtunl down SFP not 1inserted 10G(D) --
Ethl/5 1 eth 1qgtunl down Administratively down 1000(D) --
Ethl/6 1 eth 1qgtunl down Administratively down 1000(D) --
Ethl/7 1 eth 1gtunl down Administratively down 10G(D) --
Ethl/8 1 eth 1gtunl down SFP not 1inserted 10G(D) --
Ethl/9 1 eth wvntag up none 40G(D) --
Ethl/10 1 eth access down Administratively down 40G(D) --
Ethl/11 1 eth access down Administratively down 1000(D) --
Ethl/12 1 eth access down Administratively down 1000(D) --

IJS200 de 2 - 1Je2dd pu buwld FXOS sluueduldol Jussesdsdle LACP (wuigsd ip) g6
ele)

<#root>
FP4110-7-A(fxos)#

show | acp counters interface port-channel 15

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 223019 207280 O 0 0 0 0
Ethernetl/3 296532 207744 O 0 0 0 0

w2dd pu lduivse uBuwo eds IUpusd:

<{froot>
Switch#

show [ acp 5 counters



LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 5
Gil/0/2 627 596 0 0 0 0 0
Gil/0/3 623 593 0 0 0 0 0

oeldd pu wdluosd LACP Jglzoos FXOS W9556:

<#root>
FP4110-7-A(fxos)#
show [ acp interface ethernet 1/2

Interface Ethernetl/2 is up

Channel group is 15 port channel is Pol5
PDUs sent: 222828
PDUs rcvd: 207074
Markers sent: 0
Markers rcvd: 0
Marker response sent:
Marker response rcvd:
Unknown packets rcvd:
I1legal packets rcvd: 0

o O O

Lag Id: [ [(8000, 28-6f-7f-ec-59-80, 5, 8000, 103), (8000, 2c-33-11-8e-7-b3, e,

8000, 42)] ]
Operational as aggregated Tink since Tue Oct 31 19:14:57 2017

Local Port: Ethl/2 MAC Address= 2c-33-11-8e-7-b3
System Identifier=0x8000,2c-33-11-8e-7-b3
Port Identifier=0x8000,0x42
Operational key=14
LACP_Activity=active
LACP_Timeout=Short Timeout (1s)
Synchronization=IN_SYNC
Collected=true
Distributing=true

U200 18e 3 - 1Joedd pu peydle LACP JJzols Idpeds sldogss

<#root>
FP4110-7-A(fxos)#
show | acp port-channel interface port-channel 15

port-channell5
System Mac=2c-33-11-8e-7-b3
Local System Identifier=0x8000,2c-33-11-8e-7-b3
Admin key=0xe
Operational key=0xe
Partner System Identifier=0x8000,28-6f-7f-ec-59-80
Operational key=0x5
Max delay=0
Aggregate or individual=1l



Member Port List=

IJoz02 18p 4 (IReshs) - Bp vozese 0o lJuwses (Spdu luwasleol wolywbs p,d;
lJeuwless IJuse (TAC) ws Cisco)

<ffroot>
FP4110-7-A(fxo0s)#

show | acp internal event-history errors

1) Event:E_DEBUG, length:74, at 574387 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_proto_set_ntt(1780): Restarting periodic tx timer in 0x210 msecs

2) Event:E_DEBUG, length:467, at 544757 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_ac_init_port_channel_member(1660): TYPE1l UPDATE Tlacp_ac_init_port
_channel_member port-channel port-channell5(0x1600000e) lacp_mcec_typel upd_sent

9200 086 5 - ©283 pu lowdld LACP FSM Jdpuds IJezss Lolew Ipuinds. sop 00
sulisd po WiGop Bis IUese Igdss po Iptele

<#root>
FP4110-7-A(fxos)#

show | acp internal event-history interface ethernet 1/2

>>>>FSM: <Ethernetl/2> has 975 Togged transitions<<<<<

1) FSM:<Ethernetl/2> Transition at 257150 usecs after Sun Oct 29 12:35:16 2017
Previous state: [LACP_ST_WAIT_FOR_HW_TO_PROGRAM_RECEIVE_PATH]
Triggered event: [LACP_EV_PORT_RECEIVE_PATH_ENABLED_AS_CHANNEL_MEMBER_MESSAGE]
Next state: [LACP_ST_PORT_MEMBER_RECEIVE_ENABLED]

4) FSM:<Ethernetl/2> Transition at 966987 usecs after Sun Oct 29 12:35:19 2017
Previous state: [LACP_ST_PORT_MEMBER_COLLECTING_AND_DISTRIBUTING_ENABLED]
Triggered event: [LACP_EV_PARTNER_PDU_IN_SYNC] <--- Good (Received LACP with ‘Synchronizatio
Next state: [LACP_ST_PORT_IS_DOWN_OR_LACP_IS_DISABLED]

207) FSM:<Ethernetl/4> Transition at 482767 usecs after Sun Oct 29 13:18:40 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC]
Next state: [FSM_ST_NO_CHANGE]

208) FSM:<Ethernetl/4> Transition at 363720 usecs after Sun Oct 29 13:18:41 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC] <--- Bad (Received LACP with ‘Synchroniza



Next state: [FSM_ST_NO_CHANGE]

IJB2 L0 1dpe 6 - 2pg pebsble izsle Buls 1Upuds (spdu luvogsleol Loluwbs oyd; 1dpumless
lJoss (TAC) s Cisco)

<#root>
FP4110-7-A(fxos)#
show port-channel internal event-history al

Low Priority Pending queue: Ten(0), max len(1) [Tue Oct 31 19:37:03 2017] High Priority Pending queue: 1

lpwed pls [3ble $ols |Jpuds sluodlzol gJs FPR21Xx/FPR1XXX
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s Il dzlocso (Idpewsd 9 FXOS) syuwdlo ssuvededlu:

<#root>
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0

ould 1,586 138 JJoedd pu IJie) wdwo:

<#root>
FP2110-2(Tocal-mgmt)#
show pktngr counters

Ports Tx Tx Tx Rx Rx Rx Rx

Packets Drops Bytes Packets Drops Bytes Forwards
Ethl/1 4575 567300 3537 452736 3537 < LACP PDUs forwarded inter
Ethl/2 4706 583544 3537 452736 3537 < LACP PDUs forwarded 1inter
Ethl/3 0 0 0 0 0
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Eth1l/8
Eth1l/9
Eth1/10
Ethl/11
Ethl/12
Ethl/13
Ethl/14
Ethl/15
Ethl/16
Misc.

[eNeNeoloNoNoNoNoNoNololoNeoNa]
[eNeNeoNoNeNoNoNeoNeoNo o NoNoNe]
[eNeNeoleNoNoNoNoNoNoNoNoNoNe]
[eNeNeNoNoNoNeoNeNoNo o NoNoNe]
[eNeNeleNolNoNoNeNeNoNoNoNel

n/a

oedd pu 2. 1Jozdyd pu 2lds peed wrvwd ldoslule

<#root>
FP2110-2(Tocal-mgmt)#

show | acp nei ghbor



S - Device 1is requesting Slow LACPDUs
F - Device 1is requesting Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

Flags:

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x10e 9 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 0x10f 24 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributed: Defaulted: Expired:

Yes Yes No No

212106 13l Jp SY 2pe 995SE '0g e 93l IJIBel o 08 'l Bl sep wzese LACP,

22838 pu 3. IJozds pu lu pesd wble LACP IJpzds Jsuw 0

<#root>
FP2110-2(local-mgmt)#
show [ acp sys-id

32768, 70df.2f18.d813



lweduuld IJigble 1J]uoldss sluadlzol (puivend B zpse IUpuuole)

U200 186 1

weue lu Jddl glow (o)) 1Jzelss 9ldpesd) sedds lesble pbluds (eds uwvosd IJpol.

lJuw)y €0 05 wOwoli 928 Juls IJpsule 09 UL wo).

U200 250 2

<283 pu lebld FXOS. luo suvobse Iz 03l va8sd po IJosdd puveged Sbo (UN) I e
IJ CLI g suwegpd 03l 1oy

<tfroot>

FPR4100#

show faul t

Severity Code

Last Transition Time

Description

Major
Major
Minor
Major
Major
Major
Major
Info

Info

Minor

F0479
FO0373
F0480
F1767
FO727
F0282
F0277
F0279
F0279
F1437

2020-03-19T11:
2020-03-19T10:
2020-03-19T10:
2020-03-19T10:
2020-03-19T09:
2020-03-19T09:
2020-03-19T09:
2020-01-17T11:
2020-01-17T11:
2020-01-16T10:

543322
34178
34177

531228

522921

522922

522929

300958

300903

291723

Virtual interface 781 1link state 1is down

Fan 1 in Fan Module 1-5 under chassis 1 operabilit
Fan module 1-5 in chassis 1 operability: degraded
The password encryption key has not been set.

Tan Member 1/5 of Port-Channel 10 on fabric interc
Tan port-channel 10 on fabric interconnect A oper
ether port 1/5 on fabric interconnect A oper state
ether port 1/7 on fabric interconnect A oper state
ether port 1/6 on fabric interconnect A oper state
Config backup may be outdated

obo, IJigble Lososy jpus. cedow ",z [Jglos)s" lopsé IJgbl Lsupl $98) IUsob wlb,6
gled p9236. svLow IJesds) wubdd luwluss eds 2)zs IJebs)s sldblog 15p0s sldsueo.
98I0 LuuSw s eb9y8 IJghbl pu 11, Elog,é |Us 1l by ,é Jidelds:
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https://www.cisco.com/c/ar_ae/support/security/firepower-9000-series/products-system-message-guides-list.html
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FPR2100

ie)loo 1JpuudJé

eJs FirePower. o J9y Yuls IJpeuwds pelbdo 9w ,909Y9d IJedlg o 09 LACP:

<#root>
FP2110-2(Tocal-mgmt)#
show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
11 Po11(D) Eth LACP Ethl/1(D) Ethl/2(D)

Ws FXOS: swp jshe gsxble LACP 1Jeyuwds JJ 30 eluss: 9ddu gsble IJodds Jsuwwe:

<#root>



FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11

Ethl/1 11356 3762 0 0 0 0 0
Ethl/2 11393 3761 0 0 0 0 0
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11
Ethl/1 11357 3762 0 0 0 0 0
Ethl/2 11394 3761 0 0 0 0 0

Joveoe IJzds

odu Juls 1Jpuwds eds Idpwsd s Idogngsd: 9dJIJu Jleb gsle wi9e9dd Idedly o:

<#froot>
Switch#

show et her channel 22 sunmary

Number of channel-groups in use: 15

Number of aggregators: 15

Group Port-channel Protocol Ports

—————— e e e e e e e e e e
22 Po22(SU) - Gil/0/13(P) Gil/0/14(P)

S8 ©dasy puds IJpwsd eds o3l 1Ule:

<#root>
Switch#
show run int g1/0/13

interface GigabitEthernetl/0/13
Tacp rate fast

channel-group 22 mode on

end

Switch#

show run int gl1/0/14



interface GigabitEthernetl/0/14
Tacp rate fast

channel-group 22 mode on

end

lJeJ
bl Jiu 03l zol; FPR21xx. Bould pdlu peopdly:

1. 0SS 9528 Bl 1Jpuds 8Js eluw 1Jpwsd pu suoe IJoubésd 1Js LACP (uubb Iy
&led).
2. 0858y 9028 Yuls IUpusd gJs gluw FTD oo LACP |Js s og IJouivésd.

O o3l Idwsubsy: wp lRosh 1dzd IJelus (vesso Yulo pouds FTD gds 9o IJouvgsd):

<#root>
FP2110-2(Tocal-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
11 Pol1(U) Eth ON Ethl/1(P) Ethl/2(P)

Je we> e5ble LACP pg)9,06:

<#root>
FP2110-2(local-mgmt)#
show | acp counters

FP2110-2(local-mgmt)#

1J2lds 2. ouopse Juls puds Es) LorSe

e loo IJpund s

<{froot>



FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SD) Eth LACP Ethl/2(P) Ethl/3(s)
48 Po48(SD) Eth NONE --

&8> g3ble FXOS LACP G JJI IJlezlosy:

<#froot>
FP4110-7-A(fxo0s)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451268 O 0 0 0 0
Ethernetl/3 419215 446806 O 0 0 0 0

FP4110-7-A(fxos)# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451269 O 0 0 0 0
Ethernetl/3 419216 446807 O 0 0 0 0

Jovoo 1Jdz)s

s&u2 1elz 1die, show lacp neighbor og ;08 Gble IJuinssd 1dpgedd gds JJ pods:

<#root>
FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device 1is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device 1is in Active mode P - Device 1is in Passive mode
port-channell5 neighbors
Partner's information
Partner Partner Partner



Port
Ethl/2

System ID Port Number
32768,28-6f-7f-ec-59-800x103

Partner's information

Port
Ethl/3

LACP Partner Partner
Port Priority Oper Key
32768 0x5

Partner Partner
System ID Port Number

32768,4-62-73-d2-65-0 Ox12f

LACP Partner Partner
Port Priority Oper Key
32768 0x16

98pIJu wposd 3JY eds IJues IJolds:

Cat 3750-X

Age
419611

Age
419610

Flags
FA

Partner
Port State
0x3d

Partner
Flags
SA

Partner
Port State
Oxd

Cat 3750-X

* Vs 2lds 2960. sogsu edsy wdssu lJodssuw (FlexStack).

* Vs elds 3750-X/3850 9l |Us 3JJ: swgsu gdsd odysu IJodrsuw (StackWise Plus).
* Vs zlJs 4500 _96509 _96890 Swesu edsd luvogsle ublp IJowssd IJIve,lios (VSS).
* s gldo Nexus 5K 19 7K [9 9K weolz 1Js luvwésle Virtual Port-Channel (vPC).

© Vs elds ppodds seesu edsd waesd FXOS Cldewsd Idebs odwo.

lJzldé 3. Jp swp wgssu FXOS Port-Channel



lyuwe IJotbsbs Jduvodé

Ldui s,

ie)loo 1JpuudJé

o0 2luw FXOS. o Jgy elds lgLole Buls 1Jpwuds "ogJ 56"

<#froot>
FP4110-7-A(fxos)#

show port-channel sunmmary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SD) Eth LACP Ethl/2(s) Ethl/3(s)
48 Po48(SD) Eth NONE --

o) udwo pu 2luw Idewsd:

<#root>



Switch#

show et herchannel 5 summary

Group Port-channel Protocol Ports
—————— e e e
5 Po5(SD) LACP Gil/0/2(s) Gil/0/3(s)

oeue £sble FXOS LACP IUzjp IJes sop buwldol sluuadulJol:

<{froot>
FP4110-7-A(fxo0s)#

show [ acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 420839 452531 0 0 0 0 0
Ethernetl/3 420793 447409 O 0 0 0 0
FP4110-7-A(fxos)#
show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 421026 452537 O 0 0 0 0
Ethernetl/3 420981 447416 O 0 0 0 0

eds zlow 1Jpged: whbo, gsble LACP Lsuol lJgie Idos swp buwldoli 9dIJdu Jl sop
luwo9oldol:

<#root>
Switch#
show | acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 5

Gil/0/2 452539 420223 O 0 0 0 0
Gil/0/3 447232 415274 0 0 0 0 0
Switch#

show | acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err



Channel group: 5
Gil/0/2 452540 420223 O 0 0 0 0
Gil/0/3 447233 415274 O 0 0 0 0

Jovew 1Uzds

90dpu IJpuudJs. B o030 1Jelds: B Iu Buls puds FXOS Jp sop wesswol JJzols
lJpub s (wbwsy FTD):

Overview BOICEHE=N Logical Devices Security Engine Platform Settings

Network Module 1 Network Module 3
- - Network Module 2 : Empty 1 3 5
- EE [ Jow
console MeMT  USB - - n _— - m m
2 4 3 B 2 4 6
VRO ESE N Hardware Bypass |
{
@ add }
Interface Type Admin Speed Operational Speed Application Admin Duplex Auto Negotiation Operation State Admin State
MGMT Management @
« W Port-channel1s data 1gbps 1gbps D Full Duplex no failed (8]
Ethernetl 2 data 1gbps Full Duplex ne suspended
Ethernet1/3 data lgbps Full Duplex ng suspended

oeSsSu Yuls Idpuws Jdzol IJpulb ds
IJelds 4. Jl suwode wuwsole IJuoes z9J Port-channel is )b
Souwd IJeols (FTD) pedsple JJ 5508k 29d 206 p)9) 1U9lz0d Idppwedes eds JJ 9lzes wp

oJISU |u:uro Jol 905 B3 IJouugsd. Bl dp odu ould gjp rouqu;oé Os Huwlsd Ul oJ
lJspus IUIgs)6 wlboy pod 030 I, uwuldé gJs 9lzod puwegse FMC:

(12 total ) 1 warning 11 critical

@ Interface Status Interface Port-chanmeld. 50’ i1s not receiving any packets
Interface Port-channel10.14° is not receiving any packets

lzle 1Jpsoos wo

p0 91208 pwb, 1Jisle, (CLI) 1Jglues o FTD c2dd pu rue 1l 098 IJpasy 9,95 eds pesd
Ibeld 136 swdg 5 28lsd: eds wwesd IJecld:

Interface Port-channell0.14
INSIDE:



received (in 237938.740 secs):

2 packets 84 bytes

0 pkts/sec 0 bytes/sec
transmitted (in 237938.740 secs):

5 packets 140 bytes

0 pkts/sec 0 bytes/sec

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

1IJ2lJs 5. couwso Iduozs eJs FMC: wpe Gbg louold Guls [Jeuwds ig lolo
9lzod

SUBS) Guwse [Juozs 1Us: "Uslzos sl IUluwe 1 elss: "Port-Channel” g, pde,0s." Is " 9lzos
sle 1Wlgwe I elss: \"name_if" o ol 86."

lole 1Jpsoos wo

030 p&)9 86 pwugoile weesd luosh sowgol cisco L. § id CSCvb15074

leooble Yulsé 1Jpowds
lJzlJs 1. FTD/ASA Blade w.s HA

o3l 1Jlgals &5y p3890- 1w 09 lo 0dase $uls IJpuds eds gluw 1Jpzad £8) Lo2ST 989>
s Jods 28 p)9) Idoslole eds 1dzols Idlzeslbs. 3Jd 1Jouspse $Y90 poe9pl Sb £uo
oJ9su ASA Ig FTD s Idguog "ldpewss" Jdeze9es.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb15074

Incorrect Port-Channel design

wgdsy: 0l Iduwsubsy s worse Vs welys IJynd (w9, gll)

03l 09 wLLpSe Yuld IJpuwds IJpuluwe JJoyw,) Idelds:

___FRP4100 FTDor ASAInHA _ FPR4100
Po10

Correct Port-Channel design

IJpolze

e IJlo old o 9ulé EtherChannel ol 13

59le, EtherChannels

IJzlJé 2. FTD/ASA B wlble |Upzeses

ouuedde Julo 1Jeuwds 1Ugluos wolzos wslule 2ol IJzelss 1dguog "ldpews" (9031 09 I og
192> 1Jpre9p £Js puuelw FirePower). oo puby) ldouopse: pu 2luw dpwsd oo pes
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inline-set setl
snhort fail-open down
interface-pair INSIDE OUTSIDE
I
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
I
interface Ethernetl/3
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted

LACP Ethertype is 0x8809 (dec 34825):
firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP



1: 21:15:00.403131 2894.0f57.271d 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0016 8000
0223 3d00 0000 0214 8000 0017 dfd6 ec00
0015 8000 0222 3d00 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000
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interface Ethernetl/2

bridge-group 1

nameif INSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

|

interface Ethernetl/3

bridge-group 1

nameif OUTSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

|

interface BVI1

ip address 192.168.201.134 255.255.255.0

firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP

1 packet captured
1: 21:21:29.731987 2894.0f57.271c 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0015 8000
0222 7d00 0000 0214 0000 0000 0000 0000
0000 0000 0000 0000 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000
1 packet shown
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