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Di sclainer: The information in this docunent was created based on FTD devices on version 7.0 in
a specific lab environment. All of the devices used in this docunent started with a cleared
(default) configuration. If your network is live, ensure that you understand the potential



i mpact of any conmand.

ol 1o zose slzole FTD wzw9s £Js puwess lplo 00 Blo loy 1J9lzos B show conn sgwpe> IRz
eJs u3p 1Uslzes. 9edis 9zo IJeursue: swp erue 1Usleod Slo H,9p Slzos IJuble Idluwlyws
IJblo,s (VPIF) IdlgJs I9Jl.

Di scl ai ner : The show conn output can be too long, hence it is reconmended to use 'terminal
pager' or wite into a file saved in diskO: such as 'show conn | redirect filename.txt'

firepower# show conn

3 in use, 22 nost used

I nspect Snort:

preserve-connection: 3 enabled, 0 in effect, 22 nost enabled, 0 nbst in effect

TCP 1 SP2 192. 168. 50. 14: 35518 | nside 192. 168. 45. 130: 22, idle 0:10:00, bytes 7164, flags U O N1
TCP 1 SP2 192. 168. 50. 14: 80 Inside 192.168. 45. 130: 54554, idle 0:00:13, bytes 0, flags U N1

TCP Inside 192.168. 45. 130: 34070 | SP1 10. 31.104.78:3128, idle 0:00:02, bytes 1187822, flags U O
N1

e suwobse Hlse 1J8Lo VPIF 8spé o0 lJluelz pu show interface detailerasecat4000_flash:.

firepower# show interface detail | i Interface number is|Interface
Interface G gabitEthernet0/0 "I1SP1", is up, line protocol is up
Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface G gabitEthernet0/1 "Inside", is up, line protocol is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface G gabitEthernet0/2 "DMZ", is up, line protocol is up
Control Point Interface States:
Interface number is 5
Interface config status is active
Interface state is active
Interface G gabitEthernet0/3 "I1SP2", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

SEHLO |.Jiro_) show conn long9 show conn detail,9L9 Ui_9|ro_) oluosd 2od IJobs sldpuwezsy
JJlouald.

firepower# show conn long

3 in use, 22 nost used

I nspect Snort:

preserve-connection: 3 enabled, 0 in effect, 22 npost enabled, 0 nost in effect
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,
- TCP probe for server certificate,

- TCP state-bypass or nail ed,

- CTIQBE nedia, ¢ - cluster centrali zed,

DNS, d - dunp, E - outside back connection, e - seni-distributed,

- initiator FIN, f - responder FIN,

- group, g - MCP, H- H 323, h - H225.0, | - initiator data,

- inconplete, J - GIP, j - GIP data, K- GIP t3-response
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- Skinny nedia, L - decap tunnel, M- SMIP data, m- SIP nedia
- inspected by Snort (1 - preserve-connection enabled, 2 - preserve-connection in effect)
- GUP, O - responder data, o - offl oaded

- inside back connection, p - passenger flow

- SQ*Net data, R - initiator acknow edged FI N

- UDP SUNRPC, r - responder acknow edged FIN

SIP, t - SIP transient, U - up,

- VPN orphan, v - M3UA W- WAAS

- secondary domai n backup

- inspected by service nodul e,

- per session, Y - director stub flow, y - backup stub flow,

- Scansafe redirection, z - forwarding stub flow

NX Xs<Hdx<oe uvs z~x

TCP |1 SP2: 192.168.50. 14/ 35518 (192.168.50. 14/ 35518) | nside: 192.168.45.130/22
(192.168. 45.130/22), flags U O N1, idle 9nl3s, uptinme 9ml7s, tineout 1hOm bytes 7164
Initiator: 192.168.50.14, Responder: 192.168.45.130

Connecti on | ookup keyid: 168317598

TCP |1 SP2: 192.168.50.14/80 (192.168.50.14/80) Inside: 192.168.45. 130/ 54554
(192. 168. 45. 130/ 54554), flags U N1, idle Os, uptine 10s, tineout 1hOm bytes O
Initiator: 192.168.45.130, Responder: 192.168.50.14

Connecti on | ookup keyid: 168367034

TCP Inside: 192.168.45.130/34070 (192.168.45.130/34070) |SP1: 10.31.104.78/3128
(10.31.104.78/3128), flags U O N1, idle Os, uptime 46s, timeout 1hOm bytes 617331
Initiator: 192.168.45.130, Responder: 10.31.104.78

Connecti on | ookup keyid: 168227654

edlole louold FTD TCP

S&ue 03l 1dzred gdlple louold FTD TCP W p)led pgoduwds pu zolj glds TCP. x.9¢; FTD.
ofJgo edlple 1Jlouold os wdwol 1UEl o0 .,_,IJIouolJlocldglyé slduolyye ulbyl Jlo puwessle
IJlelo 05 slisel '0'. spdu 49686 030 Idgdlple Llgwegsle IJle, show conn gJs FTD.



TCP Connection

TCP Flags Conn Flags
SYN > aA N1
SYN+ACK < aN1
ACK > U N1
Initiator data < UI N1
Responder data = UIO N1
FIN S UFIO N1
FIN+ACK = UfFRIO N1
ACK > UEFRAO
= - W——

ISp £Jlpd loolJ TCP

S&ue 03l 1dzred gdlple louold TCP IJos swpe Lldwoel 9luoldwel gus [uwedle 2jes.

B g Awaiting Initiator ACK to SYN
_-fl A Awaiting Responder ACK to SYN
| U Up-3wayHandshake Complete
| | Received Initiator Data |

- Received Responder Data

F Received Initiator FIN

e Received Responder FIN
R Received Initiator ACK to FIN
Inspected by Snort with preserve-connection enabled

N2 Inspected by Snort with preserve-connection in effect

Jesoe JIs 1dedlele IJppepds B louold ol luuegse IUls, show conn detail.



firepower# show conn detail

1 in use, 22 npbst used

I nspect Snort:

preserve-connection: 1 enabled, 0 in effect, 22 nost enabled, 0 nbst in effect
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,

- TCP probe for server certificate,

- TCP state-bypass or nail ed,

- CTIBE nedia, ¢ - cluster centralized,

- DNS, d - dunp, E - outside back connection, e - seni-distributed,
- initiator FIN, f - responder FIN,

- group, g - MCP, H- H 323, h - H225.0, | - initiator data,

- inconplete, J - GIP, j - GIP data, K - GIP t3-response

- Skinny nedia, L - decap tunnel, M- SMIP data, m- SIP nedia
- inspected by Snort (1 - preserve-connection enabled, 2 - preserve-connection in effect)
- GUP, O - responder data, o - offl oaded,

i nsi de back connection, p - passenger flow

- SQ*Net data, R - initiator acknow edged FIN,

- UDP SUNRPC, r - responder acknow edged FIN,

- SIP, t - SIP transient, U - up,

- VPN orphan, v - M3UA W- WAAS,

- secondary domai n backup,

- inspected by service nodul e,

- per session, Y - director stub flow, y - backup stub flow,

- Scansafe redirection, z - forwarding stub flow

NX Xs<-dxXxTe 1tz "7"OTmoOOoc ™
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