odosu pepotle peodle FirePOWER IUslgdsé
Jlews sldezdd pu wozwol

lJpzogsle

Lo 9500
el dole 1wl w.sé
leclo ole

lJp 95,00

SueW 03l 9o IJovdsd 9ldwz8s pw IJ FirePOWER! 9lJ Secure Firewall slgJs pdolz
eJs Yuo.

IJpclbdole Il ulusé
lJpolbdolo

pEr38 1Jpuce Iluwlwss sozded IIJodlb.



lJpdouvlo Idpuweispd

e logble Upg.Jgplu |,J_9|J)o WIS o3l IJpwews pu I._JlaoJo 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu CP5E |.JICOJO |.Jrouuua)|00 k.96 o)l |Jpwuu) uukJ_9gSu forouuja (Ikﬁu)luOgS) !)l \Jluu

ouwowd Idpedyele 1Uglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1Jebss Ideldss:

» Secure Firewall 31xx 9 42xx

» Firepower 41xx

» Firepower 93xx

« ublp lJogvgsd IJ8led JJouvgsd Ilew (FXOS) 2.12.0.x pu Cisco
« 1bVle IJley g0 w038 2ol IJzplsé (FTD) ey Cisco 7.2.0.x. 7.4.1-172
o o5 bhs 2ol 1deelss IJlew (FMC) ey Cisco 7.2.0.x. 7.4.1-172

o zolj 1diely 1délod JJodsds (ASA) 9.18(1)x 9 9.20(x)

» Wireshark 3.6.7 (https://www.wireshark.org/download.html)

peJ9ple Il yuss
Syt £lp6 E1JSS Ipuwess £ woss IJoble

pu puby) w388 1Uz)jps Spdu wuo9) wuss Firepower 4100/9300 9zl 1z elso Uipo
3100/4200 Jpl 09 p9 oz Vs o3l IduuvIJ:

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA)
Backplane/uplink

Front Interfaces

Swuoeu ldosdd oo ldpdyulu:

* 1Jpead Isleds - sess wozsoe 1dzied pu ldubeds [Us Idobosd slded . sop w9uosd
IJpzod IUsleds wldslzole 1Jieless 10092936 s 9226 1Uslzos 1pspzé 19 925l 1dubwds
IJzLzs6 sldlouold wldizesé 1Jghess: eds wvosd Ipold: IUpzedle. 1oeJs 1dslzole
IJielpss 0 lsenue 110 8lsenoe 2/4: 90l 1Us 3J. o "lJzw08" Jsuwe wersdl odusl
89!, B 03l lJpuwews swp luvogslpo Jopsss 1Uslzole IUpouads wldizess 1Ughzss


https://www.wireshark.org/download.html

o0 1JJogs 1JgJwdso i_9 slzole IJsodle.

¢ 1JJ9eé 1JeJbss 19 1Js o Js - 9lzos slgdss wuod 9256 1Jlely IJupelbss (SM) Lldezed

lUsIgJs.

* 90,0J6 1JD51)6 - 91206 slgJss puo)ss Jpoly Idzelsé 1Ules 3100/4200 &9, puwl) 2596 09,
wslole IJbLs oo ldeesd IUslds sldebosy.

s9upz 03l 1Jzsed slzole 1UJszs IUsJdss e FirePOWER 4100/9300 gslzole IJs oJle s
231, 1z plsé 1Jee 3100/4200:

e 9pdle

. ) 9lzole
. [Jl el 9lzole 1UJ9zé 9leole w9o8J .
Jeoues lJupelbss lJgJess/ldssodle (16 J dd
|.Jro)&9roo
Firepower 4100 SM1:
(u|._}u-;>&o|c Internal-Data0/0
i 1 Ethernet1/9 £S5y P99,
Flrepower Internal-Data0/1
4110/41 12) Ethernet1/10
Internal-Data0/0
Firepower 4110/4112 1 Ethernet1/9 £S5y P99,
Internal-Data0/1
SM1: Internal-Data0/0
Ethernet1/9 Internal-Data0/1
Ethernet1/10
Internal-Data0/0
SM2:
_ Internal-Data0/1
Firepower 9300 3 Ethernet1/11 £S) P9,
Ethernet1/12 Internal-Data0/0
SM3: Internal-Data0/1
Ethernet1/13
Ethernet1/14
SM1: in_data_uplink1 Internal-Data0/1
Secure Firewall 3100 1 in_mgmt_uplink1

IJs1,6 1/1




SM1: in_data_uplink1 Internal-Data0/1

SM1: in_data_uplink2 (4245 | . Internal-Data0/2
o in_mgmt_uplink1 4245 5 61
Secure Firewall 4200 1 SSb) (4245 SSb)
in_mgmt_uplink2
-mgmt_up IJ>1,6 1/1
IJs1,6 1/2

Wb glJs Firepower 4100/9300 pg slzole J9zé woLosd gJdss JIJ 9226 Iy Secure Firewall
4245 pg glzole oggo.___sJ wsluloe s@9p lJpzed IUbIRJs sldobosyle 1Uesgssé eds IJgzsle
IJoplosé wpslivs leeld 2596 p)9) Idoslole gw) 1dglzole 2.

e 9258 IJlolo 1Jupboss l9 peyd 1Jiely 19 1Jgh e Iduuods - 1J9236 IJes sop Bsol oouse
obosdle pod FTD g ASA. ss¢ » Firepower 9300 ol suod [Js 3 9zsle elw.

¢ 9lzos IJolbusd IJpgsuws - luuple 1UJozs IUgJbss 9 glzole IJs odle B IJobusdlo.
poJ FTD Ig ASA.

Iuwegse IJie, show interface detail JJoz 88 pu IUslzole 1UslgJsé:

<tfroot>
>

show i nterface detail | grep Interface

Interface Internal-Control0/0 "ha_ctl_nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up

Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active

Interface Internal-DataO/1 "", is up, line protocol is up

Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0/3 "ccl_ha_nlp_int_tap", is up, line protocol 1is up
Control Point Interface States:
Interface number is 5



Interface config status is active
Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 7
Interface config status is active
Interface state is active
Interface Port-channel6.666 "", is up, line protocol is up
Interface Ethernetl/1 "diagnostic", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 8
Interface config status is active
Interface state is active

U6 gled gldsé lJpumwess eds gpdslo IUpezodle [Uslgdss
Firepower 4100/9300

JIegls &by lehs wozso. suwaise IJpzsd 10sleds edlps VLAN Jslzos. Iy gJleé VLAN Jposs.

9edles Luwds blo,ss (VN-tag).

Swp luwwgsle edlesd Gvwds VLAN 1Jgluos wldeuds oo God 1dezed 1UsIJs Jog)rsyd 9lzos.
S¢d Idpdelz IJ VLAN bl 6 slgd JJ prgd Hob v sles eds Wby lolps. swp oI9Sy eJdlpd
VLAN cJdlissl woluwlos [duble 9dl spdo wgssyol sx9sl. spdu ldeedld po SSpd [Jgdlpd
b |0, fxos shell:

<#root>
firepower#

connect fxos

firepower (fxos)#

show run int el/2

!Command: show running-config interface Ethernetl/2
!Time: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink
no 11dp transmit
no 11dp receive
no cdp enable
switchport mode dotlg-tunnel

swi tchport trunk native vlan 102

speed 1000
duplex full



udld disable
no shutdown

|J VN-tag i@u'ol i)'a._Jo cldpdole slgds sluwogpdo I Sovd ok s IJobousd. 9swpe
odgsuvol odyliss! woluwbé IJuble 9Jl spdu wgss)ol $x95l.

wop publ)Jds gdles VLAN IUglLo6 ldeodds 9edles VN-tag e IJolbusd. $3¢d IJobosd
edlple VLAN 1Ugloé wolzos 1JE)9z 9edlele VN-tags Ws JJ 25p6. gudpl suwede sub po
obuss wledole dleds eds 1dges Iedodss Shor Ipsole sl Ipeiz Sbo wblss
VLAN 9 IJ VN-tag: sesu Idobosd sldetre Shu: sz Idesuols VLAN Cbl$é 9 1J VN-L bl §s.
ssyund Iyob s Idgvods.

Secure Firewall 3100/4200

Jpl W Firepower 4100/9300: swp luwwgslp gdles vwds VLAN 1UElL00 wldpods oo God
lJezod IsIgJs Jog s glzos.

o puuhds gdles VLAN 1Jgl 06 Lldeowds og lJobousd. sspd IJebosd edlele VLAN
1Jgluos wilzod IUg 9z S I 2ips. ewspl suvede sob puldobosd wldelolz slieds eds
IJsuods o Idpbcle séol 1detz bo VLAN Cblgs. seso etz o sz Idesole
VLAN Ul 6. 95)0md 1ol 1 Iy Jé.

w98 1Jze0 suilb IUIJe@lb
Firepower 4100/9300 92>, IJzpls6 1Jlee 3100

sdogb JJ py Firepower 4100/9300 9 Secure Firewall 3100 Firewalls |Jz 06 gJs slzole 1Jpesd
l>IgJs.

S9uee ol Iduvdd vilb Idoylb 1Jg 06 eds puwl) 1Uzeé s1gd IJosdd sldoboss:

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA

?@;
Backplane/uplink
&

Front Interfaces

3)

Snort Engine (FTD only)




ullb IJIJoglb os:

1.

a b~ WwN

udbs 1Je bl 9lzos 9lz0é 1pesd 1Ulelpss IUslgJss. 1Uslzos IJleless o ls 9lzos oo oJé
wlzosd Idobs) pod IUpzsdle.

. udbs lJo@lb ps¢d 9lgos puwess Iduslule

udbe IJoglb IJgug, b

L udbs lJoblb pg)z 9lzged puwess Iduslule

- J926 waLosd 2Jdsé slgdss 9 udbs IJodll psed. w@se slzos IJesLosd I 1UJ9zs

IJeJbs6 wusuosd Idpesd IbRJs wldoboss.

sulos IJpBuole slgds BEb e3td BLo eds Guup. 03l Béb 1ok suweds eu Iubeds 9
po IJ ASAFFTD wbusd suvebst Joo eds Suup. IJedlb 2ie 10819z £y #2890

Secure Firewall 4200

lJoslb 2506 580 2o IJgpelséd L_JLOQ 4200 Firewalls gJs 9lzole 1dpeod lUsIEJs. s9uoe 03l
lJuvdd vilb IJoglb 1Jgse6 eds puwl) 1Jgjed s1Ed ldosdd gldebus§:

Chassis

Internal Switch Security Module

FTD/ASA

@ 5 I Data Plane (LINA
Backplane/uplink

& g

4
Snort Engine (FTD only)

Front Interfaces

0dlb 1JIJodlb os:

1

O Ok WDN

7.

L 0dbs IJodlb 9lzoé 9lzos |Jpzod 1Jieless 1Us1gJss. 1Uslzos 1Jleless os Is 9lzoé poLods

lzojé 1dubs, pod IJpzedle.

cudbo IJodlb pg)z 9lzoes IJJ9zs IJgJdss Jpzed IUsIgJs.

. uldbs lJo@lb ps¢d 9lgos puwess Iduslule

uldbé lJoylb 1Jguy,)b

cudbé ldodlb pgrz 9lzoed puwess lduslole

- J926 w9Losd #Jss sledss 19 uEbs IJodlb esgd. w@9p 9lzos IUesLosd 19 1dJ9zs

IJe 86 wosoosd Weesd Ioleds wldobosd.
udbé IJoglb pg)z 9lzod 9lzges IUpzed IJlpless 1Us5IEJs6.

$8p Idpead 1Us1eds lRosbsl gpdsle IUIJo@lb oulisss Idleglo - Ul pu 1Usged 9lJg)sz.
cubdd lVu)lios: eds Guuo Idpalz sIRds Hob Vs Idesgd loglo.



IJodsso 9ldezdd pw FirePOWER 4100/9300

Spdu odasu 1ol 1dezed IUslgJs Firepower 4100/9300 s 1Jxsle > Idedlb 1Jz5e sds
FCM Iy B IJe bl 2506 1Jubld B 9lz0é Lwlb, 1Jisle, (CLI) Jouble lJouivgsd FXOS.
JJeuosd £Js 9,0 sble 1ol 1Uze6 Llze s3dsd odssy sy osIdd FXOS Cisco
Firepower 4100/9300 FXOS g ddsd wdssu 9lgos ub, UBIPJ Cisco Firepower 4100/9300
FXOS. IJBod luwed vl 1Jigble gl odlzol IJSwe IJodlb 1z 506.

ogbs 030 IUumsobssole 2lUle IJluvessle IJuslse JIJodlb pzedle Firepower 4100/9300

IUslpJs6.

IJodlb 1z506 £Js 9lzod pl>ss 19 9lz06 Buls puuds

Iuwegse FCM g CLI Jodssy IJedlb 2506 9|Jﬁo&§.§§ pU woewo £Js 9lzod !:,_scb_)oo 1/2 19 glzos
PortChannel1. Ws zlJs 9lzos Julo IJpeuds olds pu wpass gese 9lzole Idlgole 1Jplss.

IUpglobo. &388 1Uzsp6: 906l IUIJeéll

Internal Switch

Chassis

Security Module

FTD/ASA

- -

192.0.2.100

Backplane

@ ICMP echo-reply

198.51.100.100

lJodosy

FCM

luzyw o3l steps eJs FCM Iy suvdd sub gds Bho le,ose 1/2 1g PortChannel1:

1. lgwegsp bole > IJoslb 1Jze > 2duws IJIJodlb Jlousle eduwé gpd IJoBlb 2386:

Overview Interfaces Logical Devices Security Engine Platform Settings

Capture Session [z =l

System Help admin

| Packet Capture | Troubleshooting Logs

No Session available

C Refresh || Capture Session | | Delete Al Sessions

2. 22> 1Jslzoo Ethernet1/2. 9§ w996, luwpe Izduws sl e 9 ved Jougvshb

IUJodlb:




SOt [nterfaces  Logical Devices  Security Engine  Platform Settings

ftd1 | Session Hame® canl
Selecied Interfaces Bhamalt1f2
[T . |
o v Buffer Size 256 MB -
Snap length: 1518 Byles
Ethematl/3 ) Store Packats Cuerwrie Aspend

Lt Capture Filter apely Fte [
Ethamatils

3. Vs 2lds pl B S0lé Lo 22> Id guos buses Sbu: 9w IJeduws luwe sbdb s pdb
subéd 1o suuib IUIJoslb:

ol an oce: i . fon i

Etherneti/s, Bhemeti/4

Buffer Size 256 ME v
Seap length 1518 Bytes

L= ] Cagture Fier Tl Cocture il |
FTD
Exhamnetl/3; Ethemetl/10

Ethamanis L

et - |
[ty

Ethasnanifa i
{Porebannelz)

9lz06 Lwlo, 1Jigle, (CLI) oo Fxos
luzse o3l steps gJs FXOS CLI iy susdd sub gds Bbo les,use 1/2 1s PortChannel1:

1. ogrsd ug ldoubousd 9perd IJobusy:

<#root>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No



2. Bs 2lJs 9lzoé Buls IJpwds: Bp wog s slzole lgolisol:

<#root>
firepower#

connect fxos

<output skipped>
firepower(fxos)#

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( SU) Eth LACP Et hl/ 4( P) Et h1/ 5(P)

3. louble 2w [Jodlb:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #



up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

Jolzole Wuls IJpuds swp wdsu IJoblb podod JIYJ 9lzos g 09:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/5

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl



firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

lJozdd
FCM

298 pu luwpe Ugl@_oc's‘goid) U I 2lJs Idogvgsd 88> IJovgsd 900 e zepe IJpdwd
(vldolsw):

Overview Interfaces Logical Devices Security Engine FPlatform Settings

¢ Refresh Caplures Sesion Dt Al Sessions
u capl Drop Count: 0 Operational Stato: up Bulfor Size: 256 MB Snap Length: 1518 Bytes
Interdace Namae Filter File: Skze (in bytes) File Mome Daevici Nasme
Ethamatts2 None 28632 capl-athamat: 1-2:0.peap a1 &

PortChannell o¢ slzole IJig ole Ethernet1/4 9 Ethernet1/5:

€ Rebedh | | CophoeSessen  |Delite AllLeisen

u capt Dvap Counts 0 Operational State: up Butfer Size: 256 MO Snap Langth: 1518 Dytes
Filter File Size (in bytes) Device Rame
Hane 180 #d1
[ 85000 i

9lzos ulo, IJIgle, (CLI) oo Fxos

IJe2dd po olluosd IUIUedlb B Iodlb 2506 IJoblé:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl



Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed
Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot 1d: 1
Port Id: 2
Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 75136 bytes
Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Buld [Jpuds 1 pg slzole IJlgole lse,uw 1/4 9lse o 1/5:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl



Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 310276 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 5

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-5-0.pcap



Pcapsi ze: 160

Filter:
Sub Interface:

Application Instance Identifier:

Appl i cation Nane:

byt es

0

ftdl

ftd

czpse pddle IUIo sl

e wlole IUgbsle Bs 1dEuwe cepse pddle 1Jodlb 1Upzsd IUslgJs Firepower 4100/9300.

wedsd pdu IJldo@lb

iu:uo'a),o obosy Wb ,o.:Jg_élo IJollb 1dzje JOoe pdu IUIJo@lb Jlse,ow 112, 235 1Jz e
IJlsds 99z 2 IJoglb 1Jlgwl wss:

1. sop lJodlb gje ICMP Echo-Request W §b. sop

2. luw g6 IJIuods wa9u eJlesé VLAN.

3. &3¢d IJpdclz slgds luolvds psule VLAN Ll g
4. s3¢d Idpolz IUslgJs edles VN |ollose.

(o)

lJoylb JJ 25pd 98 )00l 2 p)lo.

102 1y seso 1Jpsgd BLu lesusa /2.

» Frame 1: 188 bytes on wire (854 bits)
» Ethermet 11, Sre: Viware 9d:e@:be (08:

e, Time Sourcs Dvstraten Prossce]
1 2022-07-13 962358, 265060930 192,0.2,100 198,51, 189, 104 ICHP
2 022-07-13 D6:23158, 2ESOEIASE  192.0.2.100 198,51, 109,104 ICHP
3 I022-97-13 86:23:59, 309048886  192.0.2.100 198,51, 109,188 ICHP
4 2022-07-13 86:23:59, 309193731 192.0.2.100 158.51. 100,180 ICHP 102
5 2022-07-13 06124100, 333054190  192.0.2.100 198.51.109.180 ICHP 108
6 2022-07-13 086:24:00, 333056014  192.0.2.100 198.51.100.180 ICHP 182
7 2032-07-13 96:24:01.357173530 192.0.2.100 198.51.100. 100 ICHe 106
B I032-07-13 96:24:91, 357174708  192.0.2.100 198.51. 100,100 ICHe 102
9 2032-07-13 96:24:02, 381073741 192.9.2.100 198.51. 100, 108 ICHP 108
18 2022-87-13 86:24:02, 381074999  192.9.2.100 198.51. 129,108 ICHP 182
11 2022-87-13 86:34:83.405199041  192.9.2.180 198.51. 109,108 ICHP 188
12 2022-07-13 96:24:03 405200261  192.0.2.100 198.51.100. 100 ICHP 182
13 2022-087-13 86:24:84 470155683  192.0.2.108 198.51.180.188 ICHP 108
14 20822-87-13 86:24:84 470156831 192.8.2.109 198.51.100. 100 IcHe 182
15 2022-07-13 @6:24:05,.453156612 192.0.2.100 198.51.180. 108 IcHe 108
16 2022-07-13 @6:24:05, 453158052  102.0.2.108 198.51. 120, 108 ICHP 102
17 2022-97-13 26124106, 477127667  192.9.2.100 198.51. 120, 108 ICHP 108
18 2022-97-13 @6:24:06.4771298%9  192.0.2.100 198.51. 100,108 ICHP 182
19 2022-07-13 96:24:07,.501201314  152.0.2.100 198.51.100. 100 ICHP 108
20 2022-07-13 96:24:07.501293041  192.0.2.100 198.51.100. 108 ICHP 102
21 2022-07-13 86:24:08.525080956 192.0.2.108 198.51.188.168 ICHP 108
22 2022-07-13 86:24:08.525000088 192.0.2.100 198.51.100. 1080 IcHe 182
23 2022-07-13 06:24:09,540236500 192.0.2.100 198.51. 180,188 IcHe 108
24 2022-07-13 $6:24:109, 540210564 102.8.2. 180 198.51. 180, 188 ICHP 182
25 2022-87-13 86:24:10.573118146  192.8.2.188 158.51. 180, 108 1CHP 108
26 2022-07-13 B6:24:10.573112%04  152.0.2.108 158.51. 100,168 IEHP 102
27 2022-07-13 B6:24:11.557026027  152.0.2.100 158.51.180, 1068 ICHP 108
28 2022-07-13 86:24:11,557088170  192.8.2.108 158.51.188.188 ICHP 182
29 2032-87-13 B6:34:12.621061032  192.8.2.108 198.51. 188,108 ICHP 188

188 bytes captured (884 bits) on interface capture ud 1, id 8
S6:0d:eB:be), Dst: Cisco bD:77:0e (58:97:bd:b3:77:0e)

S W-Tag

<00 D000 DOG3 1018

Type: §02.1Q Virtual LAN (ox3100)

- - ODDG DODO DORR - Source: @

= Direction: From Bridge

= Polnter: vif_id

= Destination: 18

= Looped: Mo

« = Regerved: @ 4
= wersion: @

~ 802,10 Virtual LaM, PRI: @, DEL: 9, ID:
[ P o ovane = Priority: Best

|90 2118 0118 = 1D: 182
Pva_ (B

= DEL: Ineligible 3

102
Effort (default) (@)

Internet Contrel Message Protocol
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12022-07-13 06:23:58,2685080930 102.9.2,100  108.51.190.100 ICHP 108 1 Oxddec (48428) (ping) request |id-expela, seq7/1792, ttl=6d (no response found!)
| 22022-07-13 06:23:58.285082858 102.0.2.100  108.51.190.100  [ICHP J162 axddec in pest | ide@wdila, seqe7/1792, ttl=6d (no response found])

3 2022-97-13 26123150, I00048806  192.0.2.108 198.51. 120, 108 ICHP 108 request  idsdwedla, seqed/2048, ttl=s4 (no response foundl)
42022-07-13 86:23:99,300103731  102.0.2.100  1598.51.100.100 TcHe 102 Ox0edd (40656) 64 Echo (ping) request idsoxddla, seqss 2048, ttlssa (no response found])
5 2022-07-13 @6 .333054190  192.9.2.100  198.51.100.100 (i) 108 x0f20 (40735) 64 Echo (ping) request id=oxedla, seqeo/23e4, ttl=ea (no response found!)
6 2022-07-13 86 .333056014  192.9.2.188  198.51.109.108 (a7 182 OxoF20 (40736) 64 Echo (ping) request idsoxbola, seqe9/2304, ttl=ea (no response found!)
7 2022-07-13 @6 357173538 192.9.2.188  198.51.109.188 ICHP 108 0x0f2d (40749) 64 Echo (ping) request id-axpola, seq=10/2560, ttl=6d (no response found!)
8 2022-87-13 8612 LISTATATER  107.0.2.108 198.51.180. 160 ICHP 102 Bx0f2d (408749) 64 Echa (ping) request id-@xedla, seq-10/2560, ttl-64 (no response found!)
9 2022-07-13 ¥6:2 LIB1O7ITAL 192.0.2.188 198.51. 180, 188 ICHP 108 @OfER (J0R40) 64 Echa (ping) request id-0wb0la, seq-11/2816, ttl-64 (no response foundl)
18 2022-87-13 86:2. LIB1OTAS00 192.8.2.188 198.51. 180, 188 ICHP 182 @xOfER (Ja040) &4 Echa (ping) request id=dwddda, seqell/2016, ttl=64 (Ao response foundl)
11 2022-07-13 06:24:03. 405150041  152.0.2.160  150.51.100.180 TeMe 108 0xa07? (41078) 64 Echo (ping) request id-oxddla, seq=12/3072, ttl-64 (no response foundl)
12 2022-67-13 06:24:03. 405200261 152.0.2.160  158.51.180.100 1eHe 182 axa@T? (41075) 64 Echa (ping) réquest id=oxddla, sqe12/3072, ttleGd (no résponse found!)
13 7022-07-13 85:24:04. 429155683  152.0.2.160  158.51.180.100 1EHP 188 axalef (41231) &4 Echo (ping) request idegnddla, seqe13/3328, ttlegd (no réesponse found!)
14 2023-67-13 86:24:84, 420156331 192.8.2.100  198.51.100.100 TCHP 182 oxalof (41231) 64 Echo (ping) request id-@xdla, seqe13/3328, ttl-6d (no response found!)
15 2622-07-13 86:24:05 453156612 102.0.2.100  198.51.100.100 TCHP 108 oxaléa (41322) 64 Echo (ping) request id-@xBdla, seq-14/3584, ttl-6d (no response found!)
16 2022-07-13 06:24:05,453158052 102.0.2.160  198.51.100.100 TCHP 102 dxalba (41322) 64 Echo (ping) request id-OxBdla, seq-14/3584, ttl=64 (no response foundl)
17 2022-07-13 86:24:06, 4T7127687  192.9.2.100 198.51. 106, 168 ICHP ige oxaled (41449) &d Echo (ping) request id=dxddia, seqei5/igdd, ttl=64 (no response found!)
18 2022-07-13 86:24:06.4T7100809  192.0.2.1060 198.51. 106, 166 ICHP 182 @xaled (41449) &4 Echo (ping) request id=deddia, seqeiS/3edd, ttl=64 (no response found!)
19 2022-07-13 86:24:07.501251314  192.0.2.180 158.51. 106,168 IcHP 108 axalfé (41a62) &4 Echo (ping) request idegxedla, seqelé/4696, ttl=64 (ro response found!)
20 2022-07-13 86:34:07.501293041  192.8.2.180 198.51. 188,168 ICHP 182 axaife (41a62) &4 Echo (ping) request idedxedla, seqe16/4096, ttl=64 (no response found!)
21 2022-07-13 86:24:08. 525080956 102.0.2.100  198.51.180.100 1M 188 0xa257 (41555) 64 Echo (ping) request id-0xddla, seqe17/4352, ttle64 (no response found!)
22 2022-07-13 06:24:08,525001088 102.0.2.100  198.51.190.100 TCHP 102 8xa257 (41550) 64 Echo (ping) request id-8xddla, seq-17/4352, ttl-64 (no response found!)
23 I022-07-13 96:24:09,540036500  192.0.2.100 198.51.100. 104 ICHP 1ag GxaZad (41641) 64 Echo (ping) request id-Ox00la, seq-18/4608, ttl-64 (no response found!)
24 3022-07-13 86:24:09,540038564  192.0.2.108 198.51.100. 100 ICHP iz @xaZad (41641) 64 Echo (ping) request 1d-0xbdla, seqe-18/4608, ttl-64 (no response foundl)
25 3022-97-13 86:24:10,.573118146  192.0.2.108 198.51.180. 100 ICHP iad @xalds (41797) &4 Eche (ping) request ld=0xedda, seq=19/4864, ttl=84 (no response found!)
26 2022-07-13 86:34:10.573112504  192.0.2.180 198,51, 106,166 ICHP 182 @xa34s (41797) 64 Echo (ping) request id=-éxédla, seqe=19%/4864, ttl=64 (no response found!)
27 2022-97-13 B6:34111.597086027  192.0.2.100 198.51. 198,168 ICHP 188 @xa3as (41881) 64 Echo (ping) request ide=oxedla, seqe=20/5120, ttl=64 (no response found!)
28 2022-07-13 96124111, 597086170  192.0.2.100 198.51.199,180 ICHP 192 @xa3a9 (41881) 64 Echo (ping) request ideexpala, seqe2e/5128, ttl=64 (no response found!)
29 7022-07-13 96:24:12,621061022 192.€.2,190  198.51.190.100 ICHP 108 oxa3dc (41948) 64 Echa (ping) request id-exeela, seq-21/5376, ttl=64 (no response foundl)

» Frame 2: 192 bytes on wire (B16 bits), 182 bytes captured (816 bits) on interface capture we 1, id @ S8 97 bd bo 77 B 90 56 od e be B1 00 090 66
» Ethernet II Dst: Cisco b9:77:0e (58:97:bd:b9:77:0e) B8 00 45 00 0D 54 9d ec 40 00 40 01 af cd cd WO
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o Time Saurce Destington Fragocol FD PTIL info

r 12022-08-95 23:07:31.865872877 192.8.2.100 198.51.100.100 cHP 108 | | exizze (12846) 64 Eche (ping) request | id=0x002d, seq=245/62720, ttl=6a (nc

2 2022-08-05 23:07:31.B65875131 192.9.2.100 198.51.100.100 ICHP 182 @x322e (12846) 64 Echo (ping) request | id=oxpe2d, seq=245/62728, ttl=64 (nc

3 2022-98-95 23:87:32.B67144598 192.8.2.188 198.51.168.188 ICHP 183 [:TEF 29 cho (ping id=gxee2d, seq=246/62976, ttl=64 (nc

42822- 2.B67145852 192.8.2.184 198.51.160.188 ICHP 182 @ex3zbo (12985) &4 Echo (ping) request id=0x@e2d, seq=246/62976, ttl=64 (nc

5 2022- 3.881902485 192.0.2.109 138.51.100. 100 ICHP 108 @x32dE (13016) 64 Echo (ping) request id=oxpe2d, seq=247/63232, ttl=64 (nc

6 2022-88-95 23:87:33.881904191 192.8.2.184 198.51.168.188 ICHP 182 exizde (13916) 64 Echo (ping) request id=8xeezd, seq=247/63232, ttl=64 (nc

T 2022-98-95 23:87:34.8830459435 192.8.2.189 198.51.100.188 ICHP lag ex3273 (13171) 64 Echo (ping) request id=0x@e2d, seq=248/63488, ttl=64 (nc

8 2022-08-95 23:07:34.B83051649 192.0.2.180 198.51.100. 100 ICHP 182 @x3373 (13171) 64 Echo (ping) request id=oxpe2d, seq=248/63488, ttl=64 (nc

9 2022-08-95 23:87:35.B83478016 192.8.2.189 198.51.168.188 ICHP 188 ex3427 (13251) 64 Echo (ping) request id=8xeed, seq=249/63744, ttl=64 (nc

10 2022-88-85 23:07:35.8834759198 192.8.2.108 198.51.1080.188 ICHP 182 @x3427 (13351) &4 Echo (ping) request id=0x002d, seq=249/63744, ttl=64 (nc

11 2922-88-95 23:07:36.889741625 192.9.2.189 198.51.109.109 ICHP 108 @x3dde (13534) 64 Echo (ping) request id=exee2d, seq=250/6400@, ttl=64 (nc

12 2022-88-85 23:087:36.889742853 192.8.2.100 198.51.168.188 ICHP 182 exidde (13534) 64 Echo (ping) request id=8xeed, seq=258/6480@, ttl=64 (nc

13 2022-08-95 23:07:37.913770117  192.9.2.109 198.51.100.100 ICHe 108 @x35ac (13644) 64 Echo (ping) request id=0x8e2d, seq=251/64256, ttl=64 (nc

14 2022-88-85 23:07:37.913772219 192.8.2.100 198.51.100.188 ICHP 182 @x354c (13644) 64 Echo (ping) request id=exee2d, seq=251/64256, ttl=64 (nc

-937825879 192.8.2.100 198.51.100.188 ICHP 188 @x3602 (13826) 64 Echo (ping) request id=0x0e2d, seq=252/64512, ttl=64 (nc

937831215 192.9.2.100 198.51.100.100 (1] 102 ox3602 (13826) 64 Echo (ping) request id=0x002d, seq=252/64512, ttl=64 (nc

187:39.961786128  192.0.2.100 198.51.160.100 ICHP 108 ex3ced (14061) 64 Echo (ping) request id=8xeeid, seq=253/64768, ttl=64 (nc

18 2022-88-95 23:07:35.961787284 192.8.2.100 198.51.100.188 IcHe 102 exibed (14061) 64 Echo (ping) request id=0x0e2d, seq=253/64768, ttl=64 (nc

19 2022-08-95 23:07:40.985773090  192.0.2.100 198,51, 100,100 ICHP 108 @x37d5 (14293) 64 Echo (ping) request id=oxpe2d, seq=254/65024, ttl=64 (nc

< Ed
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» Ethernet II, Src: VMware 9d:ef:be (@9:50:56:9d:e8:be), Dst: a2:76:f2:00:00:25 (a2:76:F2:00:00:25) 90 00 B1 @B 93 e9 OB 9B 45 8B 90 54 32 2e 48 G0 - E--T2.@-
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1. swp lJoylb 2jp ICMP Echo-Request B §b. sop lJodlb JJ 25pd 98,000l 2 p)le.

2. luw IJe5e6 IJILods wo9u eJlesé VLAN.
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Mo Time Source Destnation Frotocol Length FE PTIL ke
12022-88-05 23:87:31.865872877 192.9.2.198 198.51.100.189 ICMP 188 1 @x3zze (12846) 64 Echo (ping) request | id=exed2d, seq=245/62728, ttl=64 (nc
2 2022-088-95 23:07:31.865875131 192.9.2.100 198.51.108.189 ICHP 182 lex322¢ (12846) | &4 Echo (ping) request | id-oxee2d, seq-245/62720, ttl=64 (nc
3 2022-88-95 23:07:32.867144598 192.9.2.100 198.51.108. 169 ICHP 168 0x32D9 (12985) &4 Echo (ping) request id=@xpezd, seq=246/62976, ttl=64 (nc
4 2022-88-95 23:97:32.867145852 192.9.2.120 198.51.190.189 ICHP 182 @x32bo (12985) 64 Echo {ping) request  id=0xe02d, seq=246/62976, ttl=64 (nc
5 2022-88-95 23:87:33.881902485 192.98.2.180 198.51.100. 108 ICHP 188 @x32dd (13016) &4 Echo {pinr_) request id=0x002d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881984191 192.9.2.108 198.51.198.189 ICMP 182 @x32ds (13016) 64 Echo (ping) request id=exee2d, seq=247/63232, ttl=64 (nc
7 2022-88-95 23:97:34.883249425 192.9.2.120 198.51.190.189 ICHP 188 @x3373 (13171) 64 Echo {ping) request id=0xe02d, seq=248/63488, ttl=64 (nc
8 2022-988-95 23:87:34.883851649 192.9.2.180 198.51.108.189 ICHP 182 ex3373 (13171) 64 Echo (ping) request id=-0xe@2d, seq=248/63488, ttl=64 (nc
9 2022-88-85 23:87:35.8B3478016 192.9.2.188 198.51.198.189 ICMP 188 @x3427 (13351) 64 Echo (ping) request id=@xee2d, seq=249/63744, ttl=64 (nc
10 2922-88-85 23:87:35.883479199 192.9.2.188 198.51.190.180 ICHP 182 @x3427 (13351) 64 Echo (ping) request id=0xe02d, seq=249/63744, ttl=64 (nc
11 2022-98-05 23:87:36.889741625 192.9.2.190 198.51.108.169 ICHP 168 ex3ade (13534) 64 Echo (ping) request id-exee2d, seq=25e/64808, ttl=64 (nc
12 2922-88-85 23:87:36.8E0742853 192.9.2.188 198.51.198.189 ICHP 182 @x3idde (13534) 64 Echo (ping) request id=@xe92d, seq=258/64808, ttl=64 (nc
13 2922-88-05 23:87:37.913772117 192.9.2.188 198.51.120.182 ICHP 188 @x354c (13644) 64 Echo (ping) request id=e@xeo2d, seq=251/64256, ttl=64 (nc
14 2022-88-05 23:87:37.913772219 192.9.2.100 198.51.108.169 ICHP 182 ex354c (13644) 64 Echo (ping) request id=exee2d, seq=251/64256, ttl=64 (nc
15 2922-88-85 23:87:38.9378298B79 192.9.2.188 198.51.108.188 ICHP 188 @x36082 (13826) 64 Echo (ping) request id=@xee2d, seq=252/64512, ttl=64 (nc
16 2022-88-05 23:87:38.0937831215 192.9.2.188 198.51.128.182 ICHP 182 @x36082 (13826) 64 Echo (ping) request id=@xeo2d, seq=252/64512, ttl=64 (nc
17 2022-68-05 23:67:39.961786128 192.9.2.100 198.51.108.169 ICHP 168 ex36ed (14061) 64 Echo (ping) request id-2xe02d, seq=253/64768, ttl=64 (nc
18 2922-88-@5 23:87:39.961787284 192.9.2.128 198.51.198.189 ICHP 182 @x3bed (14061) 64 Echo (ping) request id=@xe92d, seq=253/64768, ttl=64 (nc
19 2@22-88-85 23:87:40.985773898 192.8.2.188 198.51.128.188 ICHP 188 @x37d5 (14203) 64 Echo (ping) request id=8xed2d, seq=254/65824, ttl=64 (nc
< >
Frame 2: 182 bytes on wire (&16 bits), 182 bytes captured {816 bits) on interface capture ué 3, i1 a2 76 2 00 08 25 00 S8 56 9d of be 81 00 83 @9 e O EE
Ethernet II, Src: VMware 9d:eB:be (@8:50:56:9d:eB:be), Dst: a2:76:f2:80:80:25 (a2:76:f2:00:00:25) @8 00 45 00 00 54 32 2e 40 00 40 01 1b 7F cR @0 E--T2. @8-
882.1Q Virtual LAN, PRI: @, DEI: @, ID: 1881 92 64 c6 33 64 64 03 8@ 1e d6 o 2d @0 f5 a6 a2 d-3dd-- ----
BB8, ...s anes waa. = Priority: Best Effort (default) (@) ed 62 00 @2 @0 88 7a 2f ob 00 00 00 80 00 10 11 b ‘2!
ceeB aeir wres u.. = DEL: Ineligible 3 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 e : !
.. 8p11 1118 1801 = ID: 1081 22 23 24 25 26 27 28 29 Za 2b 2c 2d 2e 2f 30 31 mEXE" () "+,-./01
32 33 34 35 36 37 2345867

Type: IPv4 (Rx0E6Q)
Internet Protocol Wersion 4, Src: 192.8.2.188, Dst: 198.51.186.188
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lJuine
g0 d9s0 IJodlb 2ip6 £Js 9lzod lpless: sJodb IUpzsd I 2ips Bs 98¢ 9l2s @Sy

. g> gl eJlps Port VLAN.
o s beld edles IU b ds 13106 1 1blo,ss (VN).

B rose gpdslon sop Iolz gdlps VN Bis p)2d6 Jlzds eo llz gdlps VLAN Igl 06
ldpuds. pople B IUIUCGIb poys lyob pg IJ VN Cblds iod) po ldyob e IUpsole VLAN
bl §6.

SJeue 03l 1da9d 1Jpops:

sleds psule
VLAN O Gouo |loglo o8 1Jer) Idpuvesds edsol
bbb

u9bé

Jeops UlJodlb

odysu IJoglb z5e6
pIJC2SS PO LAZEO | ety 102 P
eJs 9lzod O9b
Ethernet1/2

bdole o35 ICMP oy
lJposed 192.0.2.100 |Js
lJposwd 198.51.100.100

odysu IJoglb zjpesé |Ethernet1/4 1001 ped bdole o35 ICMP oy
eJs 1Jslzos Ethernet1/5 VYb lJposed 192.0.2.100 |Js




PortChannel1
9ozl pu LoZwo
wluwwdsle slzolo
|Jlg _ole Ethernet1/4
9 Ethernet1/5

lJposd 198.51.100.100

IJodlb 1Jze6 eds lzole 1JJ9zs 1JEgJdso

Iuwegse FCM 9 CLI Jodsso IJedlb 2506 9ldozdd pu wozwo eJs slzole 1UJozs IJgJbss.

IUpglobo. &388 1Uzjp6: 90lb IUIJe Gl

Internal Switch

Chassis

Security Module

FTD/ASA

F 3

192.0.2.100

QX

®

Backplane

A 4

@ ICMP echo-reply

198.51.100.100

lJodosy

FCM
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1. lgwegsp bole > IJodlb 1Jze > 2duws IJIJedlb Jlousle eduwé gpd IJoBlb 2386:

Overview Interfaces Logical Devices Security Engine Platform Settings

System Help admin

[ e s TR

i Packet Capture | Troubleshooting Logs

No Session available

¢ Refresh l| Capture Session | yelete Al Sessions

2. Idodlb 1Jzpe eds gpse dlzole 1UJ9zs 1gdWdso: 2o [Jobousd &p zpse puluds
IJJ9zo 1JgJss pu Idldedlb gds 1J8lkspes IJpeogwsds. wadl pou 3JY. i'acu 9lzod 1JJ9zo
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Overview Interfaces Logical Devices Security Engine Platform Settings

Sedect an instance: fedl 5]
| frd1 | Session Name® capl I
Selected Interfaces Naas
Buffer Size 256 MB o5
Ethemat1/2
Snap kength: 1518 Bytes
Store Packets
Capture an
Ethematl/3 Ethernet1/9
Capture Fiter |
Ethermetl/10
Al Backplane Ports
Ethemetl/1

Canced

9lz0s ulo, IJIgle, (CLI) oo Fxos

Gp wlele 030 IJgbsle £Js 9lzos wbs, 1Jisle, (CLIY J FXOS Jodssy lJedlb 1Uzje s slzole

IJJszs 1JsJb.s6:

1. 088 w9 lJobusy 9pe)9 IJobosy:

<#root>
firepower#

sScope ssa

firepower /ssa#

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82

2. loyule edws |Joglb:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

Native

No




firepower /packet-capture/session* #

create phy-port Ethl/9

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/10

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

commi t

firepower /packet-capture/session #
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FCM
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Overview Interfaces Loglcal Devices Security Engine Platform Sattings System Tools Help admin

o
& Refresh Capiure Sesson Delete A Sessions
- u capl Drop Count: 0 Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filtar Fibe Size (in bytes) File Hame Device Mame
Ethernet1/10 Nare 194352 capl-ethernet-1-10-0.pcap fed1 &
Ethamat1/a Nans 286358 capl-athamat- 1-9-0.pcap frd1 &,

9lz0s ulo, IJIgle, (CLI) oo Fxos

IJozdd pu wllosd IUIJo@lb Ws Idodlb e IJublg:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl
Session: 1

Adm n State: Enabl ed
Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 10



Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-10-0. pcap

Pcapsi ze: 1017424 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 9

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-9-0.pcap

Pcapsi ze: 1557432 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

wgpSE pdule IUIde @l

Ie vlple IUgbsle Bs 1J8uwe wepse pdile ldedlb Idezed 1Us1¢Js Firepower 4100/9300.

wedsd pdu IJldoylb
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2 1z IJlbds sldeluss: 96z Lo IJodlb Il uss:

1. swp lJoglb JJ 256 bde o35 ICMP glboljol 2 p)6.

2. 5w 1z506 1JIuods w90 eJlesé VLAN.

3. 8¢d Idpulz slgds luolvs psuls VLAN bl go 103 I Sesu ldpirz Sbu leyuse1/3.
4. s5¢d ldpolz IUsIgds edlps VN | olose.
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Wa. it Sauree Demeation Prstacsl Lt FB BT W

© 13022-07-14 20:20:36.513854256 102.0.2.100  108.51,100.180  ICWP 108 1 Bx5000 (22028) 64 Echo (ping) request | id-x8001, s0q-15/3848, ttl-s4 (no response found!)
2 2022-07-14 (513857280 102.0.2.109  108.51.180.100 e 108 035090 (22918 64 Echo (ping) request | id-exem01, seq-15/3848, ttl-s4 (reply in 3)
3 2022-07-14 (514117304 108.51.160.180 102.0.2.100 (e 108 Brccac (52268 €4 Echa (ping) reply  id-x8081, seq-15/3840, ttl-64 (request in 2)
42022-07-14 (514119312 108.51.160.100 102.0.2.100 IcHe 108 Bxcele (52268) 64 Echa (ping) reply  id-0x8001, seq-15/3840, ttl-64
5 2022-07-14 (537723822 102.0.2.100  198.51.180.100 IcHe 108 035300 (23040) 64 Echa (ping) request id-9xB001, seq-16/4096, ttl-64 (no response found)
6 2022-07-14 (537726588 192.0.2.100  198.51.100.100 1cHe 108 03500 (23040) 64 Echo (ping) request id-0x0001, seq-16/4006, ttl-64 (reply in 7)
7 2022-07-14 (SIBO46165  108.51.100.100 192.0.2.100 1cHe 108 Bxcedb (52379) 64 Kecho (ping) reply  id-0x0001, Seq=16/2006, ttl=64 (request in &)
£ 2022-07-14 (S3B040311  159.51.100.180 192.9.2.100 1M 108 Bxceab (52379) 64 Eeho (ping) reply  id-0x0001, Seq=16/4096, ttl=g4

5 2022-97-14
18 2822-87-14
11 2032-97-14
12 2022-97-14
13 2822-87-14
14 2822-87-14
15 2822-87-14
16 20822-87-14

(SE1776064  182.0.2.100  198.51.100.180 1cHp 108 oxSab? (23223) 64 Echo (ping) request Ld=ox0001, S0q=17/4352, ttl=84 (no response found!)
LSE1778318  152.8.2.100  198.51.106.180 1P 108 oxsab? (23223) 64 Echa (ping) request §d=0x8001, $0q=17/4352, ttlesa (reply in 11)
(S620482E8  158.51.100.180 192.8.2.100 1cHP 188 Bxcced (52420) 64 Echa (ping) reply id=0x0081, seq=17/4352, ttl=b4 (request in 18)
(562050333 158.51.100.180 192.8.2.100 1CHP 188 Bxcced (52420) 64 Echa (ping) reply id=0x0001, $0q=17/4352, ttl-g4

5856770843 192.8.2.100  198.51.106.180 e 188 Bxshas (23368) 64 Echo (ping) request ideBwd0l, Seqe18/4503, ttlebd (no response found!)
585678455 192.0.2.100  108.51.100.100 e 108 oxshds (23368) 64 Echo (ping) request id-0x8001, seq-18/4608, ttlesa (reply in 15)
585036554  198.51.100.100 102.9.2.100 (] 108 oxcdid (52621) 64 Echo (ping) reply  id-0x8001, seq-18/4608, ttle6d (request in 14)
585037900  108.51.100.100 102.9.2.100 (<] 108 oxcdsd (52621) 64 Echo (ping) reply  id-0x0001, seq-18/4608, ttl-s4

17 2022-07-14 (600BBAEGA  102.0.2.100  198.51.180.100 (] 108 ax5b7b (23419) 64 Echo (ping) request id-0xB001, seq-19/4864, ttl-64 (no response found)
16 2022-07-14 (600807618 192.0.2.100  108.51.180.100 IcHe 108 8x5b7b (23419) 64 Echo (ping) request id-0xB001, seq-19/4864, ttl=64 (reply in 19)

18 2022-07-14 (616170685 198.51.100.100 192.0.2.100 IcHe 108 oxcdif (52623) 64 Echo (ping) reply  id=0x0001, seq=19/4864, ttle6d (request in 18)

20 2022-07-14 (616181544  158.51.100.100 192.0.2.100 1cHe 108 oxcdif (52623) &4 Echo (ping) reply  id=0x0001, seq=15/4864, ttl=g4

21 2022-07-14 (633805153 152.0.2.100  198.51.180.100 1cHe 108 axsble (23423) 64 Echo (ping) request id-x0001, seqe=28/5120, ttl=t4 (no response found!)
33 2023-07-14 (633800857 152.0.2.108  198.51.180.100 1cHe 108 axsble (23423) 64 Echo (ping) request [d=0x@001, seqs=20/5120, ttledd (reply in 23)

33 2022-07-14 (634084102 158.51.100.100 192.9.2.100 1cHe 168 Gxceds (52768) 64 Echo (ping) reply  id=0x8001, seq=20/5120, ttledd (request in 23)

24 2002-87-14
25 2022-97-14
26 2022-97-14
27 2022-07-14
38 2023-87-14
39 3023-87-14

634085368 158.51.100.100 192.9.2.100 1cHe 108 Oxeelt (52799) 64 Echo (ping) reply  id=ox0001, seq=20/5120, ttlega

SESFIRGEGE  192.0.2.108 198, 51,188, 188 IcHe 108 exshfe (23536) 64 Echo (ping) request id=9x8081, seq=21/5376, ttl=64 (no response found!)
SESFTLIGEE  192.0.2.189 198,51, 180, 188 cHe 108 exshfe (23536) &4 Echo (ping) request Id-oxoedl, seqe=21/5376, ttlesa (reply in 27)
LG5TIB0ETS  198.51.100.100 192.9.2.100 IcHR 108 Bxceas (52809) 64 Echo (ping) reply id-0x0081, s0q=21/5376, ttl=6a (request in 28)
(657981971 158.51.190.180 1032.0.2.100 1cHe 108 Bxcedd (52809) 84 Echo (ping) reply  id-Bx8081, seq-21/5376, ttl-sd

(681736607 102.0.2.100  108.51,180.180  ICWP 108 BxSc52 (23634) 64 Fcho (ping) request id-0x8081, seq-22/5632, ttl-64 (no response found!)

BB EEEEEEEEEYEEEEIEEEREEEEZRD

<
o Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture ud 8, id @
» Ethernet 1T, Src: Cisco b9:77:2d (58:97:bd:ba:77:2d), Dst: Viware 9d:e7:5a (00:50:56:9d:07:58)

o v-Tag

58 56 9d eF 50 58 97
@a B1 00 B0 67 08 0
o1 £4 1c c0 00 02 62
of 89 74 d0 62
o9 80 60 10 11 1z 13

= pirection: To Brid,
id " 15 16 17 18 19 1a 1b

XRBEERE
-
g

= :;:‘1:;1;:‘,'; 1d e af 20 21 22 23 24 25 26 27 2B 2P 2 b -
’ 2d 2e 2f 30 31 32 33 M 35 36 37 5+ /0123 4567
= Leoped: Ho 4
= Reserved: @
. = Wersion: @

aran . GO0 SO0 1010 = Source; 18
802,10 Virtual LA (0x8100
FLual LAN, i i

Py iy 3

= priority: Best Effort (default) (@)
= pEl: Ineligible

sess DOO9 9110 9111 = ID: 193

Internet Proto<el Version 4, Src: 192.0.2.109, Dst: 198.51.100.108
+ Internet Control Message Protocel 2

2 Iese 1deldes sldlugs: 968z Lo IJodlb 11wl uss:

1. swp lJoglb JJ 55 gds uods ICMP glbolyo 2 p)6.

2. 5l 1z506 1JIuods wa9u gJlesé VLAN.

3. &3¢d Idpclz slgds luolds psule VLAN Lblgs 102 i Sesu ldpdrz Sbu leyose1/2.
4. s3¢d Idpolz IUslgds edles VN |olse.

e Time Sorte Destratcn Proteect Lasgeh D PITL e
12022-07-14 20:39:36.513854256 192.0.2.100  198.51.100.180  ICWP 108 05990 (22928) 64 Echo (ping) request ids9x@d1, seqs15/3840, ttls=64 (no response foundl)
{+  32023-87-14 20:39:36.513857285 192.9.2.100  198.51.100.180  ICNP 108 3 938 id=guddal, seqe15/3840, ttlees (reply in 3)

:!-- 3 1823-87-14 ide@n@o0l, seqs15/3848, ttlsea (request in 2)

-514117394  198.51.100.180 192.9.2.108 ple 188 1

oxceae (52268) [ 64]Echo (ping) reply
@xccic (52268) &4 Eche (ping) repl

4 2022-07-14 (514119312 198.51.100.160 192.0.2.100 e 108 id=@x@001, seqe15/3848, ttlesd

5 2022-07-14 (537723822 192.9.2.100  108.51.100.180 NP 108 o B Echo [ping] request  id-oxee01, seq~16/4006, ttle6d (no response Found!)
6 2022-07-14 (537726588 102.0.2.100  108.51.100.100 NP 108 exsa0e (23040) 64 Echo (ping) request id-9x0001, seq=16/4006, ttleed (reply in 7)

7 2022-07-14 (5IB046165  198.51.100.190 192.0.2.100 TcHp 108 exeeob (52379) 64 Echo (ping) reply  id=0wd001, seqel6/4096, ttlesd (request in 6)

8 2022-07-14 (538088311 198.51.100.190 192.0.2.100 1eHe 108 oxecab (52379) 64 Echo (ping) reply  id=0wd001, seqelS/4006, ttlsed

9 2022-07-14 LSE17TEOGA  192.9.2.100 198.51.100.100 ICHP 108 axsaby (23223) 64 Eche (ping) request idsoweaol, seqe17/4352, ttlses4 (no response found!)
10 2022-07-14 (561778310 192.0.2.180  199.51.100.100 M 108 exsaby (23223) 64 Echo (ping) request id=9x0001, seqe17/4352, ttl=sd (reply in 11)

11 2022-07-14 (562048288 198.51.100.190 192.0.2.108 e 108 excoca (52420) 64 Echo (ping) reply  1d+9x8001, seq-17/4352, ttleed (request in 18)

12 2022-07-14 .562050333  108.51.100.190 192.0.2.100 e 108 excced (52420) 64 Echo (ping) reply  id-9x0001, seq=17/4352, ttle6d

13 2022-07-14 (SES677043  102.0.2.100  108.51.100.100  ItNP 108 OxSbaE (23366) 64 Echo (ping) request id=0w0001, seqe18/4608, ttls=e4 (no response foundl)
14 2023-07-14 (SESE7EASE  192.0.2.100  108.51.100.100  ICNP 108 oxibas (23366) 64 Echo (ping) request ids0w0001, seqe18/4608, ttls=gs (reply in 15)

18 2023-07-14 LS85036554  198.51.100.100 192.0.2.100 1Hp 108 oxedad (52621) 64 Echo (ping) reply  idsoxe001, seqe18/e608, ttlsgd (request in 14)

16 2022-07-14 192.51.100. 100 192.0.2.108 a0 108 axcdad (52621) &4 Echo (ping) reply  idsoxeael, seqe18/4608, ttlsea
17 2022-07-14 192.8.2.108  108.51.160.108 ToHP 108 axsh7b (23419) &4 Echo (ping) request id-9xeae1, seq-10/4864, ttl-64 (no response found!)
18 2022-07-14 192.8.2.108  198.51.160.108 NP 108 @xsh7b (23419) &4 Echo (ping) request id-gx0a1, seq-10/4864, ttl-6d (reply in 19)
19 2022-07-14 198,51, 100,108 192.8.2.180 NP 108 wedaf (52623) &4 Echo (ping) reply  id-0w0001, seqe-19/4864, ttle6d (request in 18)
20 2022-07-14 20: 192,51, 160,108 192.8.2.188 NP 108 awedaf (52623) 64 Echo (ping) reply  id-owse0l, seqe19/4864, ttl-64
21 2022-67-14 20: 192.8.2.108  198.51.100.168 LEHP 108 aush7e (23422) &4 Echo (ping) request id-9x0001, $eqe20/5120, ttl=gd (no response Found!)
22 2022-07-14 20:30:41 633006997  192.0.2.100  198.51.100.168 ICHP 182 axshTe (23422) &4 Eche (ping) request id-0xB01, $eqe20/5120, ttlegd (reply in 23}
23 2022-07-14 20:20:41.634084102  198.51.100.100 192.0.2.100 HP 108 fxce3t (52709) 64 Echo (ping) reply  id-8x@001, seq-20/5120, ttl-s4 (request in 22)
24 302207 -14 3D 1634085368 198,51, 100,100 192.0.7.100 ICHP bl dceds (52700) &4 Eche (ping) reply id-gmdo01, seq-20/5120, ttl-64
25 022-07-14 3, SGSTFRRE9E  192.9.2.180 198,51, 100, 16d ICHP iaa axsbfo (23536) &4 Eche (ping) request 1d-0m0001, seq=21/5376, ttl=64 (no response foundl)
26 2022-07-14 20! ASTFLI6E0  192.0.2.100  198.51.100.100 IKHP 108 exsbfa (23536) &4 Eche (ping) request 1d=0m0d01, seq=21/5374, ttl=ed (reply in 27)
27 W22-07-14 B CEETHEOETS  198.51.100.100 192.0.2.100 ICHP 188 dxce4d [52809) &4 Eche {ping) reply id=gm@oal, seqe=21/%376, ttl=g4 (request in 26)
28 1922-07-14 29 SESTIE1ST1 198.51.100.100 192.0.2.100 ICHP 183 axcead (52809) &4 Echo {ping) reply id=gxpoal, seq=21/5376, ttl-ca
29 2022-07-14 20:19:43.681736697  192.9.2.109  198.51.100.109 e 108 #5032 (23634) &4 Echo (ping) request id-oxeoe1, seqe22/5632, ttleed (no response found!)
<
* Framg 3: 186 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture_ve 8, id @ of 50 56 od ef be 58 97 bd b2 7¥ de 89 26 00 0O
A Dst: VMware 9d:ed:be (00:50:56:9d:e6:be) 94 45 21 60 80 66 a2 a6 U5 B 0@ 54 £C 1c 00 8O
48 81 ¢ 8O c6 33 64 64 €@ 02 02 64 01 00 23 68
= pirection: To Bridge 00 01 03 0f B0 7a 00 62 93 00 02 84 b3 d7 0o B
= Pointer: vif id 00 00 00 0 10 11 12 13 14 15 16 17 18 19 1a 1b
- ettninica 1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 2a b C1TE SRET()
2c 2d 2¢ 2f 30 31 32 33 34 35 36 37 o= /0123 4567
« Looped: Mo 4
= Reserved: @
= Wersion: @
= Source: 19

, 10: 1
Best Effort (default) (@)
- = DEI: Ineligible
oo DOBX D110 0110 = ID: 182

i IPvd (Dx08d;

A Internet Control Message Protocol 2
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g0 wdosu IJoBlb 25p6 eds 9lzos puwess Vs sdodb IUpzad JJ 2ipé Os 99w 9lz>
P1oS0. B 030 IJzldé: suwade IJpdolz slgds sob lu sdso wldded 00 o Idoboss eds
IUlo0s6 9256 welbss pg ldpsole VLAN Lblgs 9lJ VN. 1J VLAN seso wblés 1Jeg )z $ho lu
IJosdd slgds suveepd 1o souwd I ob 1Js IJuswds. og,d edles VLAN 103 Bs 20 bdo
0235 ICMP 1l 0o 113 Jslzos oz wsupl wgyd edlps VLAN 102 Bes 250 5> ICMP ECHO
Ilseooo 112 Jslzos pérz. Sisd Idpdolz slgds IJ VN bl $s sldslzos 1UslgJsé VLAN Lol §s
Sod o 1dywl sdso buwde [Us IUguwds.

sdeue 03l 1Jza9d IUpops:

23l sl psule
IJpo 06 YO VLAN G Guoo ezl [euds 1Jeuss Idpuwesds edsol
IJIJoslb b
<
bdole yoss ICMP oy
IJpuosed 192.0.2.100 |Js
odoso Joble 1Jzie  lzole 102 . IJpLosd 198.51.100.100
) . . P3¢ -
eds glzole 1JJ9z6 IJJ9eé M _
Uz b6 9ldeedd puol [Jedb.ss 103 O% 11595 ICMP ECHO oy lJpo 58
198.51.100.100 |Js IJpos8
192.0.2.100

IJedlb 12506 eds IJobusd 9p0ls IJobosd

Swp wJ9su gie puldd In.JoJoy‘;._é 9 IJobusd sksel gds slzole 1UJses 1JgJbss LlJlolbs
IJs 3JY gds IUglgole 1Ulelesd 131 Ole Idpuwesp vogyss logle IJoylb IJobosg.

92> B IJluwlw gldos luvogsle:

© Bp wodisu IJodlb 1Uz5e eds slzole 1UJees 1UgJbss JJeip IJos ooy 9lzos 1ol oss
pESUS. s uvwsd IJpeld: §p wodssu IJedlb 1Jzse eds sleoes 1UJszs IJgJ9s6
Ethernet1/9 JJgjpe IJos oo,y 9lzos Ethernet1/2.

* Be vodasu Iedlb IUge Idewsleus es lz06 Ipless pesus 9slzole Idszs 1JgJb.sé.
eds wwosd dpold 8p vodssu lJollb 1Uz)e lJeusles eds 9lzod Ethernet1/2 9eJs
9lzoo 1JJ9eo IJgJoso Ethernet1/9 JJzje IJos wwyd 9lzoo Ethernet1/2.

Sebs 03l 1dguwe JJl pu gldle IUlguesle.
l'Jr°°r°6 1
Iuwegse FCM g CLI Jodssy IJedlb 256 9ldozdd pu Lozwo eJs 9lzos 1UJses g b ss.

sop lJodlb IUze lJos sop pu lzdol wpass puds IJobosd Ethernet1/2 Jslzos of)z. B
oo lJglJé: swp ldollb 5395 ICMP.



lJpelob: w>938 1Jz5p6: 9038l 1UIJo Bl

Chassis
Internal Switch Security Module
FTD/ASA

Port VLAMN 102

192.0.2.100 Backplane

[

ICMP echo-reply

198.51.100.100

lJodssy

FCM

Ip wlole 030 1Jgbyle eds FCM Jodysy Idedlb 506 eds wbwsd FTD 9003 IJobosd
Ethernet1/2:

1. lgweese bole > IJodlb 1Uge > 2duws IUIJodlb Jlogsle gduws gpd IJoblb 23556:

Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

o scmion T

¢ Refresh

No Session available

2. 2 IJobos@: Ethernet1/2 O s 1USlsps 1Jpouwsds pouds [Jolbousd 9235 256 péiz 9OS
lozlo IJodlb Iobosd. bed luwe Idzduws 9lud) eds edb sovgsd Jouuvshb
IJIJogllb:

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance:  fdl - Save Ccancel

frd1 ] Session Name* capl I
Selected Interfaces Nomt
Buffer Size 56 MB >
Ethernetl/2
Snap kength: 1518 Bytis
Store Packets Append
Capture On fd -
=i
—— vt Apphcation Part Ethemetl/2 -
FTD
Ethemet1/3, Etherm Appkeation Capturs DEection LT s Packat |
Capture Fiter Apply Fitar m

Etharmati/ 1




9lzos yulo, IJIgle, (CLI) oo Fxos

Sp wlole 030 1Jgbsle 8 slzod ulo, Iisle, (CLY) J FXOS Jodsso IJedlb Izse eds slzole
1UJoes 1JgJ b6

1. 0889 w9 lJobusy 9pe)9 IJobosy:
<#root>

firepower#

Scope ssa

firepower /ssa#

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. logble 2duwé [Joglb:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

Create app-port 1 112 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session/app-port* #

set filter ""

firepower /packet-capture/session/app-port* #

set subinterface 0O



firepower /packet-capture/session/app-port* #

up

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session #

lJozdd
FCM

288 pu luwe 1Uslz0s. 9eids oo 1o 2lJs IJobgsd $ss IJouvgsd 9p0 5shbs 2z 1Updd
(eldolsw):

[sNELNEE Interfaces Logical Devices Security Engine  Platform Settings
Frer i
& Refiesh Capture Sission Dt Al Sesisions
= capl Drop Count: Bullor Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filber File Size (in bytes) File Mame Device Name
Ethamati/2 - Etharmeti/10 N 576 capl-wethamat: 1175.pcap fran L
Ethermet1/2 = Etharmetl/s Mo 4360 capl-wethernat= 1036.pcap frdl

9lzos ulo, IJIgle, (CLI) oo Fxos

IJe2dd po olluosd IUIUeBlb B Iodlb 2506 IJobld:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed
Qper State: Up

Qper State Reason: Active



Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

AppTlication ports involved in Packet Capture:

Slot Id: 1

Li nk Name: |12

Port Nane: Ethernetl/2

App Name: ftd
Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:

Nane: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 53640 bytes

VI an: 102

Filter:

Nane: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10



Pcapfil e: /workspace/ packet - capt ure/ sessi on- 1/ capl- vet hernet-1175. pcap

Pcapsi ze: 1824 bytes

VI an: 102

Filter:

weese pdle IUIJe$lb
Gp Sele IUgbsle B 1dGuwe ceese pdudle IUodlb Idezsd 1slgs Firepower 4100/9300.
wedsd pdu IJldoylb

iuuo@ro obousd E§|_).:5 pdVle Idoglb 1dzse JVoe pdule IJIJodlb. Ws zlds glzole Jogo
2JWs6 pugss wlds pu Vo zpse pdVdle IUIUo @l JJJ 9lzos J9go J9s6. WO 030 IdzlJs:
IJodbo lub gds 1Udoes IJgdbss $ho lesouse /9.

23 IJzse 1Jisds sldoluss: 9z Lo IJodlb Iluluss:

1. swp ldoglb JJ 55 gds uods ICMP glbolyo 2 p)6.

2. 5w 1Jz506 1JIuods wa9u eJlesé VLAN.

3. s¢d Idpdule slgds luolvs psuls VLAN bl go 102 i Sesu ldpdrz Obu loyose1/2.
4. s3¢d Idpolz IUslgJs edles VN |oluoss.

e, Time Sewrcy Destration ] mgeh FE P ki
12022-08-01 10:03:22,231237959  198,51.100.100  192.0.2.160 M 108 BXAZFE (17144) 64 Echo (ping) reply | id=oxp01z, seqs1/256, ttl=sd
2 2022-08-0 (231239747 198.51.100.100  192.9.2.100 oM 108 axazfs (17144) 64 Echo (ping) reply | ideox@012, seqel/256, ttl=ed
3 7022-08-0 (232744769 198.51.100.100  192.9.2.100 M 108 ideox012, seqe2/512, ttl=cd
4 2022-98-0 (232247753 198.51.100.100  192.9.2.100 e 108 axa3b3 (17331) 6a Echo (ping) reply  ideex@@l2, seqez/512, ttlsed
5 2022-98-0 238703981  198.51.100.100 192.9.2.100 cHe 108 axadse (17502) 6a Echo (ping) reply  id=x@@l?, seqe3/768, ttlesd
6 2022-98-0 234786751  198.51.100.100 192.9.1.109 ICHP 106 auadse (17502) 6a Echo (ping) reply  idx@@l2, seqe3 /768, ttlesd
7 1032-05-0 -258672449  198.51.100.100  192.9.2.109 IcHe 16 Bxddsd (17508) 64 Echo (ping) reply idepxpil?, seqed/1024, ttlefd
8 2022-08-0 258674861  198.51.100.100 192.0.2.100 IcHe 108 oxad6d (17508) 64 Echo (ping) reply  id-0xpBl2, seqed/1024, ttle6d
9 1022-08-01 L2B2663169  198.51.100.100  192.9.2.104 IcHe 108 oxaacy (17603) &4 Echo (ping) reply ideixdidl?, seqe5/1280, ttl-6d
18 2022-08-01 LZB2666183  198.51.100.100  192.8.2.109 IcHe 108 fxAdck (176 64 Echo (ping) reply idwixdidl2, seqe5/1280, ttl-6d
11 822-08-91 LIBG6T1604  198.51.109.100  192.8.2.100 e 108 axddeT (17639) 64 Echo (ping) reply idwixdil2, seqe6/1536, ttl=64
12 022-08-01 LIBE6TAITE 198.51.109.180  192.8.2.109 IcHe pLi axddeT (17639) 64 Echo (ping) reply idwixddl2, seqe6/1536, ttl=6d
13 2922-08-01 LAIPGEIGTT  198.51.109.180  192.8.2.109 IcHe bl axa558 (17744) 64 Echo (ping) reply idwoxdel2, seqe?/1792, ttl=td
14 022-08-01 LAIPGETISI  198.51.108.180  192.8.2.108 IcHe 18 Bxa558 (17744) &4 Echo (ping) reply ideox@012, seqe7 1792, ttledd
15 2032-02-81 354795931 198.51.100.100  192.9.2.100 (a0 108 Bx4553 (17747) 64 Echo (ping) reply  id=exeel2, seqss,/2048, ttl=od
16 2032-02-8) 354936706 198.51.100.100  192.9.2.100 (a0 188 axass2 (17747) 6a Echo (ping) reply  id=ex@e12, seqs8/2048, ttl=cd
17 2022-08-8) 378795204  198.51.100.100 192.9.2.109 oM 188 axasar (17815) 6a Echo (ping) reply  id=ex@@12, seqe9,/2364, ttlssd
18 2022-08-8) 378798172 198.51.100.100 192.8.2.109 oM 188 Bxasa7 (17815) 6a Echo (ping) reply  ide=ex@@12, seqe9,/2364, ttlsd
19 2022-08-8) 131.482772217 198.51.100.180 192.8.2.188 cHpe 188 BxaGTa (18847) 64 Echo (ping) reply  ideex@@l2, seqs18/2560, ttlssa
20 2022-08-81 10:03:31.402774775 198.51.188.180 192.0.2.108 MR 188 ex467a (18842) 64 Echo (ping) reply  ideex@@l2, seq=18/2560, ttlssa
21 2022-08-01 10:03:32.426693254 108.51.100.100 192.9.2.180 IcMe 188 @xa68a (180858) &4 Echo (ping) reply id=pxd@12, seqe11/2816, ttlesd
12 M022-08-01 19:03:32 426695601 198.51.100.180 102.9.2.189 IcHe 108 @xdGRa (18858) 64 Echo (ping) reply ideoxpe12, seqe11/3816, ttl=sd
¢
Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture_ud 8, id @ 82 58 56 d 8 be 58 97 bd b9 77 o 89 26 £ 00 [T w &
» Ethernet 11, Src: Cisco bo:77:0e (S8:97:bd:iba:77:de), Dst: Vware Sd:eB:be (00:50:56:9d:e8:be) 90 0a 8L 00 0D 65 0B 00 45 00 00 54 42 8 0D 0O f- E--TH
—_— 40 01 43 b5 6 33 64 64 O OO OF 64 OO 0D 0D 4 @0 -3dd d
= Direetion: To Bridge 00 12 00 01 dd a4 eF 62 B3 90 00 00 &3 B 09 9 b
= Pointer: vif fd 00 00 00 80 19 11 12 13 14 15 16 17 18 19 1a 1b - paea
= Dastination: @ 1c 1d 1e 1f 20 21 22 23 24 2% 26 27 2 X 2a b - |T@ SKET()"
2c 2d 2¢ 2f 39 31 32 33 34 35 36 37 y- 0123 a56T
= Looped: WO 4
= Reserved: @
K = wersion: @
ser +e.- GDDO OD0O 1010 = Source: 19
Type: tual LAN (0x8100)
#0210 Virtual LAN, PRI: @, DEI: @, ID: 102
B0, wies wees see = Priority: Best Effort (default) (@)
wwes wean sean = DEL: Imeligible 3
" 2908 9118 9118 = I 192
Ime: IPva ’omeao; —
Internet Protocol version 4, Src: 198.51.100.109, DSU: 192.8.2.100
Internet Control Message Protocol 2




Juioe

B 030 1zlds. sdoy Ethernet1/2 pg psole VLAN Cbl$s 102 IUpé sz $lo J IJ ICMP oss
va IJ_).).

cwpl sup soub logle IJoylb IJg;,Jo._,@,j eJs pioe Vs gsble IUIdedlb sop IJodlb 1Jz5e
slo gdlps VLAN Jdpowds 102 s Hluw Idlsesue gds glgole 1JJ9gs [JgJwdss s loglo
lJesgd.

sdeue o3l 1Jza9d IUpops:

_ lgds psule )
l|Jpoped UlJoblb VLﬁN VS Vw2 |loglo £ sl
Do

odosu gpdsle
IJIdoglb gldoz 8l [slgole
roQo| E_J-.S !u,_SC'J_)QQ LJ.J_SE_(S 102
Jpuds lJobosd lJgJoso
sldobosg 1/2

39> ICMP ECHO py
lJposd 198.51.100.100 |Js
lJposd 192.0.2.100

e
bbb

|Jpor05 2

Iowegse FCM g 9LI Jodssu ldodlb g5e6 91z 88 pu woewe eds 9lgos [JJ9zs IJgJdso
991206 1slz06 1Jielps6 Ethernet1/2.

ope odsso Idodlb 1dzse Idpwslps gds:

¢ 1Jslzo6 1Jlplesé - swp IJodlb 1Jz5e pe 1Jpwds VLAN 102 gJs |slzoé Ethernet/2.
lJzie IJos swpe IJog@lbol os bdole Loss ICMP.

* 9lzole 1JJ9zs 1JgJdss - sop IJodlb 1dze IJos swpe wpas> Ethernet1/2 Jol Jglzoo
etz 19 1Jz5p pg IJpeds VLAN 102.. 1Jz e lJpdo@bs o 595 Loss ICMP.

lJegblo ©>938 1Uzjps: suldlb IJIJodlb

Chassis
Internal Switch Security Module
FTD/ASA

Paort VLAM 102

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Y




lJodssy
FCM

e wlole 030 1Jgbyle eds FCM Jodysy Idedlb 2506 eds wbwsd FTD 903 IJobosd
Ethernet1/2:

1. lgweese bole > IJedlb 1Uge > 2duws IUIdodlb Jlogsle gduws gpd IJoblb 23856:

System Help admin
Packet Capture Troubleshooting Logs

Overview Interfaces Logical Devices Security Engine Platform Settings

o scmion T

¢ Refresh

No Session available

2. 2> obosyd FTD: lse,uw 1/2}_'9\5 IJG8lises 1Jpuwsdo pods I...Jobg_,.,_.ské 9233 gpSE IJgjpe
Vs logle IJoylb IJobos@. bed luve Idgduws 9ol eds b souvgsd Jougivshb
IJIJogllb:

System Tools Help admin

Appen:

Appication Capture Oirection [JFTERITSENN Fqress Packet
Apply Filtgr

9lz0s ulo, IJIgle, (CLI) oo Fxos

Ip wilple 030 lJgbsle gJs 9lzod yub, IJi_9IrOJ (CLI) J FXOS Judysy IJolb 1Jzse eds glzole
lJJ9zs 1JgJSs6:

1. 088V w9 lJobousy 9pe)9 IUobusy:

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance



App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. louble 2duws [Jedll:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port ethl/2

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

create app-port 1 linkl2 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session # commt

lJozdd



FCM

o288 p0 luwpe 1Uslz0d: 90lds pu o 218 IJeubgsd Gss IJouvésd 9o 5shs zzp Idpdd
(¢lJolsw):

ystem Tools Help admn

Bulfar Size: 236 MB Snap Langth: 1518 Bytes

Nona

9lzos yulo, IJIgle, (CLI) po Fxos

lJozdd pu wlluosd IUIdoedlb Bs Idodlb 2pe6 IJublé:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Admin State: Enabled
Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1



Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 410444 Dbytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Application ports involved in Packet Capture:

Slot Id: 1

Li nk Nanme: |inkl12

Port Nane: Ethernetl/2

App Nare: ftd

Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9

Pcapfil e: /workspace/ packet-capt ure/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 128400 bytes

VI an: 102

Filter:



Name: vnic2

Eq Slot 1d: 1
Eq Port 1d: 10
Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap
Pcapsi ze: 2656 bytes

VI an: 102

Filter:

ogpSE pdule IUIJe @l
Ie vlple IUgbsle Bs 1J8uwe wepse pdile ldedlb Idezed 1Us1¢Js Firepower 4100/9300.
wedsd pdu IJldoylb

oot obusd dlis pddle 1Jedlb Igse Joor pdodle IlJodlb. B 2lJs slzele Jses
JWs6 pugss wlds pu Vuz zpse pdVle IUIJoBlb JJJ 9lzos J9go ¢J9ss. WO oo IJzldo.
lJodbo ld,ub gds 1Jdses 1UgJoss Lo le,use1/9.

ez pdd IJIJodlb Jslzos lsesue 1/2: 9233 1Jz 506 IIsds: 90288 o0 1Judlb 1Jluslwss:

1. s0p Idodlb 2ip bde o35 ICMP V@b, sop ldodllb I gips 98,000l 2 p)le.

2. 5w 1z506 1JIuods wa9u eJlesé VLAN.

3. 8¢d Idpule slgds luolvs psuls VLAN bl go 102 I SESU IJpsgd Bhu le,oswe1/2.
4. s5¢d ldpulz IUsIgds edlps VN | olose.



Mo, T Sorce Cestnaton Frotocol F F piy
© 132022-98-81 11:33:19.070693081  192.8.3.100 198.51.180.100 10WF axceis (49161) 64 Echo (ping) request] id=ox®013, seq=1/236, ttle6d (no response Found!)

2 3023-88-81 11:33:19.070695347  192.8.2.100 198.51.189. 108 TCM Bxcods (49161) 64 Echo (ping) request] id=ex@d13, seqs1/256, ttlstd (no response found!)

3 2022-988-81 11:33:19.871217121 192.8.1.100 198.51.180. 108 TCM AUTE EXECHG (PIng 0 ide@x@o13, seqe1/256, ttlséa (no response found!)

A4 3033-98-81 11:33:19.871218458 192.8.2.100 198.51.189. 108 TCM 162 Bxcods (19161) 64 Echo (ping) request id=ex@d13, seqs1/256, ttls6d (no response found!)

5 2022-88-81 11:33:20.872036625 191.8.2.100 198.51.186. 108 IcHr 188 BxcBae (49326) 61 Echo (ping) request idsPw@d13, seqe2f512, ttlesd (no response found!)

6 20320881 11:33:20.072038399 192.8.2.108 198.51.188. 188 pie, 192 Bxclae (49326) &4 Echo (ping) request id-8x@e13, seq=2/512, ttl=64 (no response Found!)

7 2023-88-81 192.8.2.100 198.51.168. 108 ToMP 198 Bxc167 (49511) 64 Echo (ping) request id-8x@913, seqs3/768, ttls64 (no response found!)

B 2022-08-01 192.8.2.108 198.51.100. 108 ple 192 Bxcl67 (40511) 64 Echo (ping) request id-Pwdo13, seqe3/768, ttl=64 (no response found!)

0 2022-08-01 11:33:22.074576648  192.08.2.100 198.51.100, 108 ple 198 Bxcl?S (40525) 64 Echo (ping) request id-fwdd13, seqed/1024, ttlesd (no response found|)
10 2022-08-01 11:33:22.074578010  192.8.2.100 198.51.100, 108 ple, 192 @xci?s (40525) &4 Echo (ping) request id-0w@d13, seqe=4/1024, ttl=sa (no response foundl)
11 2022-08-01 11:33:23,075779089  192.0.2.100 198.51.100, 103 e, 1908 BxcINE (40672]) 64 Echo (ping) request id-0wdod3, seqe5/1280, ttle6d (no response found|)
12 2022-08-91 11:33:23,07578151%  192.9.2.100 198.51.100, 103 e, 192 BxcINE (40672) 64 Echo (ping) request id-gwdodd, seqe5/1280, ttle6d (no response found|)
13 2022-08-91 11:33:24,.081839490  192.9.2.100 198.51.100, 108 e, 108 Bxc211 (40681) 64 Echo (ping) request id-0w®d13, seqe6/1536, ttles4 (no respense foundl)
14 2022-08-91 11:33:24,.081841386  192.0.2.100 198.51.100, 108 e, 192 Bxc211 (40681) 64 Echo (ping) request {d-0w®d13, seqe6/1536, ttle4 (no respense foundl)
15 2022-08-01 11:33:25,105806249  192.0.2.100 198.51.100. 108 e, 198 Bxcded (40800) 64 Echo (ping) request ide-0wdddl, seqe?/1792, ttleéd (no response found!)
16 2022-08-01 11:33:25, 105807895  192.0.2.100 198.51.100. 108 e, 102 Dxc2el (49899) 64 Echo (ping) request Id-ox13, seqe?f1792, ttl=é4 (no response foundl)
17 2022-08-01 11:33:26.129836278  192.0.2.100 198.51.100. 100 TCMe 108 Oxcabd (S100) 64 Echo (ping) request id=oxdd13, seqsE/2048, ttlskd (no response found!)
18 2022-08-01 11:33:26.129839114  192.0.2.100 198.51.100. 100 TCM 102 Oxeabd (S100) 64 Echo (ping) request id=ond013, seqsE/2048, ttlsed (no response found!)
15 2022-08-01 11:33:27.153829653  192.0.2.100 198.51.100. 100 1o 108 OxeaTe (S0204) 64 Echo (ping) request id=oxe13, seqso/2304, ttlsed (ne response found!)
20 2022-08-01 11:33:37.153830201  192.0.2.100 198.51.180. 108 oM 1602 Oxears (S0204) 64 Echo (ping) request id=ox@d13, seqs9/2384, ttlséa (no response found!)
21 2022-08-01 11:33:28.177247175  192.0.2.100 198.51.100. 108 TCM 108 BXES16 (454 64 Echo (ping) request idsox@013, seqe10/2%68, ttl=64 (no response found!)
22 3022-08-01 11:33:28.177849075  192.0.2.100 198.51.100. 108 oM 162 BxE516 (Sa454) 64 Echo (ping) request idsox@013, seq=10/2568, ttl=64 (no response found!)
23 3022-08-01 11:33:29.301804760 192.0.2.100 198.51.100. 188 oM 1908 Bxc578 (50552) 64 Echo (ping) request id=0xe013, seq=11/2816, ttl=6a (no response found!)
24 2022-08-21 11:33:29.2018064838  192.0.2.100 198.51.100.100 TCM 102 Bxcs7E (50552) 64 Echo (ping) request id-Bwdd13, seqs11/2816, ttls6a (no response found))
25 2922-98-91 11:33:30.225834765 192.0.2.100 198.51.180. 108 ple, 192 BucERS (S056%5) 64 Echo (ping) request idePwdal3, seqs12/3872, ttl=&d (no response found!)
26 1032-08-81 11:33:30.225836835 192.8.2.100 198.51.180. 108 ple 192 BxcERS (50565 64 Echo (ping) request id-ewddl3, seqe12/3872, ttl=&d (po response found!)
27 1022-08-81 11:33 2498780955 192.8.2.108 198.51.100. 108 ple, 198 BxcE18 (58712) 64 Echo (ping) request id-Bwdd13, seqs13/3328, ttl=6d (no response found!)
28 2022-08-81 11:33:31,240831121  192.8.2.100 198.51.100, 108 ple, 192 xcE18 (50712) 64 Echo (ping) request id-Swdd13, seqe13/3328, ttle=6d (no response found!)
20 2022-08-01 11:33:32.273867060 192.0.2.100 198.51.100, 108 ple 198 oxceaf (50767) 64 Echo (ping) request id-8wdd13, seqe14/3584, ttle=6d (no response foundl)

» Frame 1: 108 bytes on wire {864 bih}. me hytes uptured (864 bits) on interface capture wd 1, id @ 5 97 bd bD 77 de 00 50 56 9d ed be &9 26 80 Ga

» gt 11, Srei Viwa st Cisco boi77i0e (58:97:bdibo: 77 0e) B1 00 00 66 OF DO 45 00 B 54 <0 99 40 8D
Jwi-tag B0 a3 €0 90 02 64 c6 33 64 64 08 9@ 84 Te
TP Birection: From Bridge B0 01 2 b9 €7 62 80 90 %0 00 cb 7F 06 00
- T—— Painter: vif id 00 869 18 11 12 13 14 15 16 17 18 19 1a 1b
X 1e Af 20 20 22 23 24 25 26 27 28 29 Za 2b
«. 00 D200 2000 1010 Dest t
L“"f"‘o 4 e 2f 30 31 33 33 34 35 36 37
Reserved: @
version: @
Source: @

LAN, PRI: @, DEI: @, ID: 182

. = Priority: Best Effort (default) (o)

. = DEL: Ineligible 3
o DROD 9110 9110 = I0: 102

__Lipei IPys (0x9500)

Internet Protocel version 4, Sroi 192.9.2.100, Dst: 198.51.100.100
Internet Control Message Protocol 2

233 1z506 1JSluss 98z L0 1Judlb 1Jigslwss:

1. s0p IJodlb 2ip bdo L0358 ICMP B3k, soe lJedllb I 2ies 98000l 2 pile.
2. w1256 1JILods ws9e gJles VLAN. ‘
3. &o¢J Ipdclz slzds luolds psole VLAN Cblgs 102 1o seso 1dpsgd Bho leoose1/2.

™ Time Cemanen ot Lanygh FE P e
1 2822-88-81 11:33:19.870693081 198, 51.109. 108 i, 188 1 T4 Echo (ping) id-ex2p13, seq=1/256, ttl=e4 (ne response found!)
| 22922-08-91 11:33:19.870695347 198.51.100.100 o 102 { ping) reg id-px@@13, seq=1/256, ttl=64 (no response found!)
3 2022-88-91 11:33:19.871217121 1598, 51. 100108 ICHP 182 (ping’ ideew@013, seq=1f2%6, ttl=e4 (no response foundl)
4 2022-08-81 11:33:19.871218458 198, 51,100 . 108 i, 182 Bxcefs (49161) &4 Echa (ping) request id-exe013, seq=1f2%6, ttl=ea (no response found!)
5 2022-04-01 0. 872036625 198, 51,100 . 106 i, 168 axclae (49326) &4 Echa (ping) request id=exe013, seqe=2/512, ttl=e4 (no response found!)
& 20220801 120,87 2038399 198, 51,100 . 106 i, 4 182 Gxclae (49326) &4 Echa (ping) request id=gx013, seqe=2/3%12, ttl=e4 (no response found!)
7 H22-0d-01 1,873 2066030 158, 51,100 . 106 i, 4 168 GxclBT (49511) 64 Echa (ping) request Ld=9x9013, seq=3/768, ttl=e4 (no response foundl)
£ 2022-0d-01 1.873268327  192.0.2.100 158. 51,100,100 1emp 102 Gxel6T (49511) 64 Echo (ping) request id-0x0013, seq=3/768, ttlega (no response found!)
O F33-08-01 11:33:22.074576640  192.0.2.108 158, 51. 160 . 106 pie, L Bxci?S (49525) 64 Echa (ping) request id=x®01l, seqedf1024, ttle=é4 (no response foundl)
18 2320801 2. @TASTENLG 158, 51. 160 106 pie, i@ Bxci?S (49525) 64 Echa (ping) request id=ox®0il, seqed/1024, ttle=64 (no response foundl)
11 2220801 3. @75 TIS0ED 158, 51. 160 106 pie, L BxcHOE (49672) 64 Echa (ping) request ide=ox®0il, seqe5/1288, ttl=64 (no response foundl)
13 2023-08-01 3, @75 TEIS1Y 158, 51,160, 106 TcHp 12 GcI0B (49672 64 Echo (ping) request Ld-0x0013, seq=5/1280, ttle&4 (no response found!)
13 2023-08-01 A, B RIGANY 158, 51,160, 106 TcHp 108 Gwcdil (496E1) 64 Echo (ping) request id-0x0013, seq-6/15316, ttle&4 (no response found!)
14 7023-08-01 :24. BR1B41IE6 198, 51,1060, 166 1cHP 1z Gwcdil (496E1) 64 Echo (ping) request id-0x0013, seq-6/1536, ttle64 (no response found!)
15 2023-08-01 198, 51,1060, 160 ToHP 108 Gxcel (A0E0G) 64 Echo (ping) request ide0xd013, seqe7/1792, ttl=64 (no response foundl)
16 2022-06-01 :35. 105 ROTAGS 19, 51, 1060 160 ToHp 12 Bxctel (40B99) 64 Echo (ping) request ide0xd013, seqe7/1703, ttle64 (no response found!)
17 2022-08-01 6. 129836278 102.8.2.160 15 51. 1060 160 ToHP 10k Gxc3bd (SEE00) 64 Echo (ping) request id-0x0013, seq-B/2048, ttle64 (no response found!)
AR 2022-08-01 6. 129838114 102.8.2.180 156 51. 1060160 ToHP 102 Gxc3bd (SG000) 64 Echo (ping) request id-0x0013, seq-B/2048, ttle64 (no response found!)
19 3022- 68-01 :27.153828653  192.9.2.100 198.51.100.100 ToHP 108 Bxca7s (50394) &4 Echo (ping) request id-oxd613, seq-0/238d, ttled (no response found!)
26 2922-08-91 7.153830201  192.0.2.100 198.51.100. 100 ToHp 102 Gxca7s (508294) 64 Echo (ping) request id-Bx0013, seq-0/2304, ttle64 (no response found!)
21 3032-08-00 11:33:38.177847175  192.0.2.180 158.51.100. 108 bl g 138 Bxc516 (50454) &4 Echa (ping) requost id-Pxd813, seq-18/2560, ttl=sd (no response Found!)
22 2022-88-01 1568, 51.150.158 oM 182 OxcS16 (50454) 64 Echo (ping) request id=Bxd13, seqe=10/2560, ttlesd (no response Found!)
33 2022-08-81 158, 51.160. 158 oM 168 Gxc5IE (58552) 64 Echo (ping) request id=Bxd13, seq=11/2816, ttl=sd (no response Found!)
24 2022-88-01 L2108 158, 51.160. 156 ToHe 182 axc5I8 (58552) 64 Echa (ping) réquest id=oxd013, seq=11/2815, ttl=gd (no response Found!)
25 2022-08-81 L2108 158, 51.160. 186 1o 168 axcSB% (58565) 64 Echa (ping) réquest id=oxd013, seq=12/3072, ttl=sd (no responsé Found!)
36 2022-08-01 L2108 158, 51.160. 186 1o 182 axcSA% (58565) 64 Echa (ping) réquest Ld=oxd013, s6q=12/3072, ttl=sd (no responsé Found!)
27 2022-08-81 L2100 158. 51,100,180 Temp 108 Oxee1s (Sa712) 64 Echo (ping) request 1de0x0013, seqe13/3128, ttleg4 (no response Foundl)
28 2022-08-01 L2100 158, 51,100,100 1M 102 axe61s (S0712) 64 Echo (ping) request ide0x0013, seqe13/1228, ttlega (no response Foundl)
20 2022-08-01 192.0.2.100 158. 51,100,100 1M 108 oxesaf (SO767) 64 Eeho (ping) request ide0x0013, seqe14/1584, ttleg4 (no response Foundl)
<
» Fra-e 2: 182 bytes on wire {316 bits), 182 bytes r.apwred tslb bits) on interface capture wd 1, id @ 58 97 bd b9 77 Do 00 50 56 Od ef be #1 OO B) 66 Xooow P Y f
» : : {58:97:bd :b9: 77 0e) 08 00 45 00 00 S4 <0 99 40 00 40 B Bd a3 o B9 E-T-- g-@
832.1@ wirtual LM, PRI: %, DEl a, ID. ]” @2 64 6 33 64 64 0B OO Bd To 00 13 00 01 2 bo d 3dd 1
S aiaass = Priority: Best Effort (default) (0) o7 62 00 00 00 00 cb 7 06 00 00 B0 00 00 10 11 b
T = BEL: Eneligible 3 12 13 14 15 16 17 18 19 12 1b 1c 3d 1e 1f 20 21 A O |
\ 000 0’!10 o110 = T0: 103 2223 24 25 26 27 28 29 24 2b ke 2d 2e 2f W M "SRR} "+,-. 01
32 33 B4 35 36 37 234567

TPy [ i)
Internet Protocol Version 4, Src: 192.0.2.100, Dst: 198.51.100.100
Internet Control Message Protecel 2

I-.ég.:,a pJ IUlIJe @l Jglzoo lsesuw 1/9: 9235 1Jzje IJigJes sldeluséi gz 8l pu lJudlb

1. sop ldJodlb JJ 55 gds uo>s ICMP glbolyo 2 p)6.
2. sluw 1Jgsp6 1Jluods w90 gdles VLAN.



3. s¢d Idpdule slgds luolvds psuls VLAN bl go 102 i Sesu ldpdrz Sbu loyose1/2.
4. 536 1dpdolz 15z s £led VN | olbss.

"o, T P— [r— Fronsesd Larsg ro 7T

1 2022-08-01 11:33:19.071512698  198,51.180. 180 192,9.2.100 IcHe 108 1 o=ty (20263) 64 Echo (ping) reply id=@od13, seqe=1/256, ttl=6a

2 2022-08-01 11:33:19.0715148682 198,51, 100,188 192.9.2.100 ICHP 188 oxaf2y (20263) 64 Echo (ping) reply ide@d013, seqelf256, ttle6a

3 2022-08-01 11:33:20.072677302 198.51.180.100 192.9.2.180 ICHP 188 id=@cd13, seqe2f512, ttl=6a

A 3032-08-91 11:33:20.072679304  198.51.100.100  192.9.2.100 ICHP 108 axaffh (20475) 64 Echo (ping) reply  ide@cd013, seqe3f512, ttls=ea

5 2022-08-91 11:33:21.073913640 198.51.100.100  192.0.2.100 ICHP 168 axS0ac (20652) 64 Echo (ping) reply  ide@cd@13, seqe3/768, ttl=ea

6 2022-88-91 11:33:21. 073915659 198.51.100.100 192.0.2.100 ICHP 168 axSeac (20652) 64 Echo (ping) reply  ide@xd@13, seqe3/768, ttl=ea

7 2022-08-81 11:33:22 075239381 198.51.100.100 192.9.2.100 ICHP 168 ax513e (20798) 64 Echo (ping) reply  ide@x0013, seq=4/1024, ttls=sa
£ 2023-88-81 11:33:22.075241491 ICHP 168 ax513e (20798) 64 Echo (ping) reply  ide@x0013, seq=4/1024, ttls=ea
9 2023-88-81 11:33:23 076447152 ICHP 168 ax51c9 (20937) 64 Echo (ping) reply  ide@xd013, seq=5/1388, ttl=cd
18 2022-88-91 11:33:23 076449203 ICHP 168 ax51c9 (20937) 64 Echo (ping) reply  ide@xd013, s0qe5/1288, ttl=sd
11 2022-88-91 11:33:24 081407806 ICHP 168 ax528e (21134) 64 Echo (ping) reply  ide@xd013, s0qe6/1536, ttlesd
12 2022-88-91 11:33:24.082410009 ICHP 168 ax528e (21134) 64 Echo (ping) reply  ide@xd013, s0qe6/1536, ttlesd
13 2022-88-91 11:33:25.186382424 ICHP 108 Bx52af {21167) &4 Echo (ping) reply ide@ode13, seq-7/1792, ttl-cd
14 2022-08-01 125, 106384549 ICHP 108 ox52af (21167) 64 Echo (ping) reply  id-@wd013, seqe7 1792, ttl-64
15 2022-08-91 11:33:26,130437851 ICHP 108 Ox53a6 (21414) 64 Echo (ping) reply  id-@xd013, soqe8/2048, ttl-64
16 2022-08-91 11:33:26.130440320 ICHp 168 Bu53a6 {21414} 64 Echo (ping) reply id=iodo13, seqeR/2048, ttl-c4
17 2022-08-01 11:33:27.154308212 ICHP 108 Ou5a46 (21574) 64 Echo (ping) reply  1d=000013, seq-0/2304, ttl-64
18 2022-08-91 11:33:27. 154400198 ICHP 108 @5446 (21574) 64 Echo (ping) reply  1d=000013, seq=0/2304, ttl-64
16 2022-08-91 11:33:28, 178469866 ICHP 108 O5450 (21651) 64 Echo (ping) reply  id=0:0013, seqe=10/2560, ttle-64
20 2022-08-91 11:33:28,1784718180 ICHP 108 B5451 (21651) 64 Eeho (ping) reply  id=0:0013, seqe=10/2560, ttle=64
21 2022-08-91 11:33:29, 202355869 ICHP 108 ox5afa (217480) 64 Echo (ping) reply  id=0x0013, s0q=11/2816, ttl=6a
23 2022-02-91 11:33:29. 202350067 1CHP 108 axsafa (21748) 64 Echo (ping) réply  id=mcd013, seqe11/2816, ttl=g4
23 2032-08-91 11:33:30.22635873% 1CHP 1688 Bx5526 (21738) 64 Echo (ping) reply ide@cd@l3, seqel2/3872, ttleda
24 2022-88-91 11:33:30.226401817 ICHP 188 Bx5526 (21738) 64 Echo (ping) reply ide@od@l3, seqe12/3872, ttleda
25 2022-88-91 11:33:31.250387508 ICHP 188 ax55F2 (22002) &4 Echo (ping) reply ide@cdel3, seqe13/3323, ttlesa
26 2022-85-91 11:33:31.250383971 ICHP 188 ax55F2 (22002) &4 Echo (ping) reply ideacde13, seqe13/3328, ttlesa
27 2022-86-91 11:33:32.274416011 ICHP 188 X566 (22112) &4 Echo (ping) reply id=acdel3, seqe14/3584, ttlesa
2B 2022-86-91 11:33:32.274418229 ICHP 188 X566 (22112) &4 Echo (ping) roply id=acael3, seq=14/3584, ttlesa
29 2022-86-91 11:33:33.298397657 ICHP 188 Bx56e7 {22247) 64 Exho (ping) reply ideaxoe13, seq=15/3848, ttl-64

]

Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture ud 8, id @ ©0 50 56 9d o6 be 58 97 bd b9 77 fe 89 26 B0 BB PV X cow &
Ethernet 11, Src: Cisco bO:77:08 (SB:S7:bd:b9:77:0e), DIL: VMware 9d:es:be (89:50:56:5d:e8: ) o} Ba 1 00 00 66 O 09 45 R 00 54 4F 27 o0 0D ¥ E-T0"
| VN-Tag 49 @1 Je 86 C6 33 64 64 O O 02 64 00 B0 95 T §> - d d |

Biii siee sres sres sres swes sess ases ® Direction: To Bridge 0D 13 04 01 £2 bb o7 62 60 B0 00 00 cb 7F 86 00 b

s T L e i B s e
R € . 5 4 ! +

S aeiwiisniiwrni e = D WIS 2c 2d 2e 2F 30 31 32 33 34 35 36 37 »=- 48123 4567

........... = Looped: Mo 4

= Reserved: @
cher eees aee. = Varsion: B
& 0330 BBBG 1918 = Source: 18

Type: 892.1Q Wirtual LAN {exg18a)
B02.10 Virtual LAN, PRI: @, DEL: 0, 10! 102

A, s am = Priority: Best Effort (default) (9)

cver ween wee = DED: Ineligible 3
won . BOG0 0110 0110 - ID! 102

Type: IPwd {Endaod)
Internet Protocoel versionm 4, Src: 198.51.100.100, Dst: 192.0.2.104
Internet Control Message Protocol 2

well

lJuioe

Bl oe wpdss 1Jgsh zese IJeie Ws lozlo IJod@lb IJobosd « Suwsop odysy ‘;.9'4’30*5 2ip
pujilpuosu povbosy vldobosd e !;o_)oo 1/2: 1Jo gl gds 1Uglzod 1Ulelpss
lseyow 112 9ldodlb gds 9lgole [JJsgs 1JgJdss 1Jpeass.

g0 odosu IJodlb 25pé £ds 9lzos lpless: sdodl IJpzsd Id 25pé B 83 9lz prosu:

- g bgld gdles Port VLAN,
. s beld edles IUuvwds 1gluos 1Jblo,ss (VN).

VOs wyosw Idgpdslor sop Ib)lz edles VN BOs pyedo Jlzds pu Iolz gdles VLAN IJgl o0
ldpuds. 9JIJs Vs pdud IUIde @l sbojy IJyob o IJ VN Obl§6 pod) pu ld b o
lJpsule VLAN Cbl§s. Ws o3l IJpeld: wgyd gdleo VLAN 102 WOs 2ip bdole Loss ICMP
IJlseyow 112 Jglzos prgd.

gws wdysu ldodlb 25p6 eJs 9lzos puwess gJIOs sdodlb [Jpzed JJ 25es Bs 99w 9le>
Pro80. Suwade Ipdalz sleds sub o sdsu wldded pse o IJobosd eds Iipuss 526
Lebss pg IJpsule VLAN Lblés olJ VLAN blés. sgso ldpsole VLAN Llbolés 1Upg e Sho
1o 1Josdd sleds suwet pd 1o soumd Iyob 1Us Iduvods. B o3l IJpsld: gy gdlps VLAN
102 B 2jp 1U395 £Jis ICMP ECHO IUlsénoe 1/2 Jslzos pé e

Sisd IJpdole sleds IJ YN Lblgs sldglzos 1Usle s VLAN Lblgs $od lo 1ol sdso
Lhuwdo 1Js IJgvods.

sdeue 03l U9 Ipops:



sleds psule

lJpopb IL:J? JJ" °L§| L [VLAN G lezlo @i: :ij Jewesds
o . 0
Iwe owb &

9lzole 58 39> ICMP ECHO pu
980 £pdslo IJ...J_93<:5 " 102 gj]o U,ou'og;-.é 198.51.100.100 |Js
puol eJs lseyow
JGO']ZB UUJ?/';S\B olzo5 .y bdole o35 ICMP oy
Pldobos9 C . :

lseo0 172 102 Bob lJeosed 192.0.2.100 |Js

lJeoswd 198.51.100.100

IJodlb 1Jz506 £Js 9lzoé B,856 J9lzod ol>sé 19 91206 Buls puuds

Iuwegse FCM g CLI Jodasy IJedlb 2506 sldezdd pu woewo s 1Uslzos [J, e s6
Ethernet1/2.205 ig 1Jslz06 IJ,g.s6 PortChannel1.207 JJGols 1Jw g6 JJpods FCM g CLI.
lJslzole 1Jw,es6 9lde @l gds 1Uglgole 18,8686 038906 B9 Jubousd FTD Ws 9 o¢
IJzloss. B o030 1UzlJé: wp odssy IJedlb 256 s Ethernet1/2.205 ¢ PortChannel1.207.

IUpglobo. &388 1Uzsp6: 90l IUIJeéll

| Internal Switch

Chassis

Security Module

FTD/ASA

L)

192.0.2.100

=)

198.51.100.100

lJodosy

FCM

4
-

Backplane

Y

ICMP echo-reply

Bp wlale 030 IJgbsle eds FCM Jodsso Ideblb 25eé eds wbwsd FTD 9003 IJobosd
Ethernet1/2:

1. lgwegsp bole > IJodlb 1Jze > 2duws IJIJodlb Jlousle eduwé gpd IJoBlb 2386:




Tools

Overview Interfaces Logical Devices Security Engine Platform Settings System

| Packet Capture | Troubleshooting Logs

Help admin

Capture Session [l =gl -4

No Session available

2. 23 posd IJobosd ftdl 1Jeess. 9ldslzoes 1Jw,es6 lse,uw 1/12.205. 980 w998, luwpe
lJeduwo: 9lu®) W9l ewb sovgsd Jouuvsb IUIJo@llb:

1518 !
rfac
: zoeens
= c

FID
Eharssti/, Dthar

3. B 2lJs 1Uslzos 1J,es6 J§uls 1puds wuwow pesd ouoese IJigble oo Cisco
CSCvg33119 subinterfaces ¢.s) pyiss b FCM. Igwaése FXOS CLI Jodssy IJIJodlb gds
lJslzole 1J8)es6 J9uls 1Jpeods.

9lz06 Lwlo, 1Jigle, (CLI) oo Fxos

Ip vlple 030 lJgbole gds 9lgod yub, IJEIPJ (CLI) J FXOS Jodssu IJoglb g6 eds
lJslzole 1Jws, 856 Ethernet1/2.205 9 PortChannel1.207:

1. g8 v9g ldebosd 9perd IJobusy:

<#root>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Container No R
ftd ftd2 1 Enabled Online 7.2.0.82 7.2.0.82 Container


https://tools.cisco.com/bugsearch/bug/CSCvq33119

2. Bs 2lJs 9lzoé Buls IJpwds: Bp wog s slzole lgolisol:

<#root>
firepower#

connect fxos

<output skipped>
firepower(fxos)#

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( SU) Eth LACP Et h1/ 3(P) Et hl/ 3(P)

3. louble 2w [Jodlb:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #



set subinterface 205

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

Jolzole Wuls IJpsule 1,856 Bp wluyile IJo@l 2500 JIJ 9lz0o £,09 Os Buls IJpeuuds:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter vlan207

firepower /packet-capture/filter* #

set ovlan 207

firepower /packet-capture/filter* #

up

firepower /packet-capture* #

create session capl

firepower /packet-capture/session*

create phy-port Ethl/3

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl



firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

commi t

firepower /packet-capture/session #

lJozdd
FCM

2288 0 luwp 1dslzod: 90l oo o 2lJs IJoubgsd B> IJoubgsd 9p0 sshé zze IJedd
(¢ldelso):

Gveriew Interfaces Logical Devices  Security Engine  Platform Settings

G Rebmh Capturs Sowcn Dot M s,
& - Evop Count: & [ operationst Siste: ur Bermrecmess Sespla gt 1518 Byton

tatestace Mame Fatar T Fibe Mamsa Devicn tuasma

odyy IJodlb 1Jglzos 1J,es6 JOuls 1Upeuwds IJos we wdysuel geds FXOS CLI p)iss6 I..suol



eJs FCM: 9p¢ 3JI Jl spdu wz)s)ol:

Qvardew  Interfates  Logicsl Devices  Security Enging  Platform Settings

C Rty e Sesorn Diete: Al Sewunns.
w e PR o] [ar— Beap Lengthc 1318 nyes

QST ee— vver tho e mbim) e pame: Pr—

9lz06 Lwlo, 1Jigle, (CLI) oo Fxos

lJozdd pu wlluosd IUIJo@lb bs ldodlb e IJublg:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed
Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:

Slot 1d: 1

Port 1d: 2



Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 9324 bytes

Filter:

Sub I nterface: 205
Application Instance Identifier: ftdl

Application Nane: ftd

Bulé 1dpuwds 1 g slzole 1Jlg ole lsesue 113 slse,ow 1/4:

<#root>
firepower#

scope packet-capture

firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed
Qper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 3



Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-3-0.pcap

Pcapsi ze: 160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd

Slot 1d: 1
Port Id: 4
Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 624160 bytes

Filter:

Sub Interface: 207
Application Instance Identifier: ftdl

Application Nane: ftd

czpse pdBle 1o slb
e wlle IUgbole Bs 1Jduve czese pddle IJodlb 1dezsd IUslgJs Firepower 4100/9300.
wedsd pdu IUIJoglb

lwegspe wbousd Sbis pdBle IJodlb 1zse JSoz pJB IUIdedlb. 23> 12508 IJlsJs 98z 0
IJodlb 1l ul jussé:

1. swp lJodlb 2jp bdo o35 ICMP V@b, swpe lJodllb JJ 256 98,000l 2 p)le.



2. s2e9s luw 1eses Iiads eds edles VLAN 205,
3. &3¢d Idpclz slgds luolds psule VLAN Lblgs 102 1y seso 1Upsgd Bbhuo leyose1/2.
4. s3¢d Idpolz IUslgJs edles VN |oluose.

. Tt Sowre. Estrston Fretunl

© 12822-88-84 07:21:56.993302182 192.8.2.180 198.51.180. 108 1o 501256, ttle6a (no response found|)
2 1022-08-84 #7:21:56.993303597 192.8.2.180 198.51.1080, 198 o seq=1/256, ttl=6d (no response foundl)
3 2022-08-04 O7:22:06, 20436477 192.8.2.108 198.51.100, 108 ple o 12 DxOa81 (39553 &4 Ecl ping) request ide@wd022, seqe18/2560, ttlesd (no response found!)
4 2022-058-84 07:22:06, 204267373 192.8.2.100 198.51.100, 108 ple o 182 ex2381 (39553) 64 Eche (ping) request ide-0xg@22, seqe10/2568, ttl=64 (no response found|)
5 2022-06-04 O7:32:07.215113393  192.8.2.100 198.51.100, 109 IcHe 12 ex3ac3 (39619) 64 Eche (ping) request 1de-0x@022, seqe11/2816, ttl=64 (no response found|)
6 2022-06-04 O7:322:07.215115445  192.8.2.100 198.51.100, 109 IcHe 192 fxGacy (I9619) 64 Eche (ping) request 1de-0x@022, seqe11/2816, ttl=64 (no response found|)
T I022-08-04 OF:22:08,2299385F7  192.8.2.100 198.51.100, 109 IcHe 12 xeha3 (39731) 64 Eche (ping) request id-0xi022, seqe12/3072, ttl=64 (no response found|)
B I022-08-04 O7:22:08,229%40829 192.8.2.100 198.51.100, 109 IcHe 192 xsha3 (39731) 64 Eche (ping) request id-0xid22, seqel2/3072, ttl=64 (no response found|)
9 I022-08-04 B7:22:09.253544601 192.9.2.108 198.51.100, 189 IcHe 112 exScie (3I9950) 64 Eche {ping) request 1d-0w0022, seqe13/3328, ttl=64 (no response foundl)
18 }022-08-04 @7:32:09.253946899 192.9.2.100 198.51.100, 188 IcHe 182 exScde (39950) 64 Eche {ping) request 1d-0w0022, seqe13/1328, ttl=64 (no response foundl)
11 }022-08-84 @7:32:10.277953070 192.9.2.100 198.51.100, 188 pla, o 112 exScch (49139) 64 Eche {ping) request id-0wda22, seqel4/3584, ttl=64 (no response foundl)
12 }022-08-04 @7:32:10.277954736  192.9.2.100 198.51.100, 188 IcMe 182 BxScch (49139) 64 Eche {ping) request id=0wda2:, seqel4/3584, ttl=64 (no response foundl)
13 3022-08-84 @7:32:11.301931287 192.9.2.100 198.51.100. 188 IcMe 112 BxSdsd (a324) 64 Eche (ping) request id=2wda22, seqel5/3848, ttl=64 (no response foundl!)
14 2022-08-04 07:23:11.301533600  192.0.2.100 198.51. 160, 1089 1CH 102 exoded (493324) 64 Echo (ping) request id=0x@02:, seqs15/3840, ttlséd (no response found!)
15 2022-08-04 07:23:12,325536521  192.0.2.100 198.51.100, 108 TeM 112 exodaz (49354) 64 Echo (ping) request id=oxe02?, seqe16/4096, ttlsd (no response found!)
16 2022-08-04 07:23:12,325537895  192.0.2.100 198.51.100. 1089 1M 102 exodaz (49354) 64 Echo (ping) request id=ox@022, seqe16/4096, ttl=sd (no response found!)
17 2032-08-04 07:23:13,326988040  192.0.2.100 198.51.180, 108 1M 12 exgea7 (48455) 64 Echo (ping) request id=@xee22, seqs17/4352, ttl=6a (no response found!)
18 3023-08-84 07:22:13.326500258 192.8.2.100 198.51.180. 108 10 182 exgea7 (48455) 64 Echo (ping) request id=@xee22, seqs17/4352, ttle6a (no response found!)
19 2032-88-84 07:23114.341944773  192.0.2.108 198.51.180. 108 T 112 exgesa (0554) 64 Echo (ping) request id=8x@e22, seqs18/4688, ttlssa (no response found!)
20 2023-08-04 B7:23 31546349  192.8.2.108 198.51.180. 188 oW 182 BxSeta (48554) B4 Echo (ping) request id=@w8ai?, seq=18/4888, ttl=s4 (no response found!)
21 2022-88-84 07:22115.365941588  192.8.2.108 198.51.180. 168 1009 112 exgefh (10699) 64 Echo (ping) request id=8x@e22, seqs19/4864, ttlssa (no response found!)
72 7022-88-84 B7:27:15,.365047566 192.8.7.180 198.51.180. 168 o 182 exsefb (4B699) &4 Echo (ping) request ide8x8e2?, seqe=19/4864, ttl=s4 (no response found!)
23 3022-08-24 @7:22:16.380973843 192.8.2.180 198.51.100. 100 o 1z exafes (48936) &4 Echo (ping) request id-8x@a2?, seqe20/5128, ttl=64 (no response found!)
24 30230884 97:32:16.389975129 192.8.2.180 198.51.100. 100 o 182 exafes (48936) &4 Eche (ping) request id-8x@@i?, seqs20/5128, ttl=64 (no response found!)
25 2022-08-24 @7:22:17.413936452 192.08.2.198 198.51.100. 198 ok 112 Bxad7o (41881) B4 Eche (ping) request id-@x8a22, seq=21/5376, ttl=64 (no response foundl)
26 J022-08-84 07:22:17.413035000  192.8.2.188 198.51.100, 108 IcHe 182 xad7o (41681) &4 Eche (ping) request ide-0x@@22, seqe21/5376, ttl=64 (no response found|)
27 2022-08-04 07:22:18.437954335  192.0.2.100 198.51.100, 108 Icke 12 @xalle (41246) 64 Eche (ping) request ide-0xd@22, seqe22/5632, ttl=64 (no response found|)

©

o Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bite) on interface capture ud 1, id @ 00 00 10 TR 90 o8 be 99 26 80 54 v Oy & T
R H 801501561 9die8:be), Det: a2:76:f2:08:08:1b (a2:76:f2:00: 00 00 66 81 90 @0 Cd OB P 45 90 @9 54 e sl=
09 49 @1 bE 38 0 90 02 64 of 33 64 63 o-3dd
Direction: From Bridge BAUNU BTIHEGE NN s
;::::::“:‘f :: 1b 1c 1d 1e 3f 20 31 22 23 24 35 26 37 - £ - 1TEgER"
H . N 4 Boce 28 29 2a 7b 2c 2d e 2F 39 31 32 33 34 35 36 37 ()%, .S @1234567
Reserved: @
Version: @
source: @
o 882.10 virtual LAN, PRI: @, DEI: @, ID: 182
00, ... = . = Priority: Best Effort (default) (o)
saollizsie s . = DEI: Ineligible 3
cone BOGD 0110 0118 = ID: 102
d 89210 ViFtual LAN (0xB100.
o 802,10 virtual LAN, PRI: &, DEL: @, 10! 205
[ T, . = Priority: Best Effort (default) (@)
L PN . = DEL: Ineligible
. BROD 1100 1101 = ID: 205 2
Type: IPvd (0x0800)
Internet Protocel Version 4, Sre: 192.9.2.100, Dst: 198.51.100.100
Internet Control Message Protocol
- .- H
2 1Jg)ped 1deluss e o IJullb IUlgwl yusé:
1. sup lJoglb 2jpe bdo o35 ICMP Wb, swpe lJo@lb JJ 2506 98,200l 2 p)le.
e s
2. 5229 Jluw 126 Iiuods eds edles VLAN 205.
™ Tt S Desmeston Fronoel Lengey
12022-08-84 07:21156.993302102  192.0.2.100 198.51.100. 100 ToHe 12 1 (ping) request lid=ex@022, seq=1/256, ttlesa (no response found!)
| 2 2032-08-84 07:21:56.993303597 192.0.2.100 198.51.100. 180 ICHP 1082 i t Jid=BnB022, seq=1/256, ttl=cd (no response found!)
3 2022-08-84 07:22106. 214264777 192.0.2.100 198.51. 100,100 1M 12 x9aB1 ping) request id=expBzz, seq=18/2568, ttls=sd (no response found!)
4 2022-08-04 O7:22:06. 214267373 192.0.2.100 198.51.100. 100 1M 182 ox9aBl (39553) 64 Echo (ping) request id=x@z?, seq=10/2568, ttl=6d (no response found!)
5 2022-08-04 07 7.215113393  192.0.2.100 198,51, 100,109 M 112 oxgac3 (39619) 64 Echo (ping) request id=oxo0z2, seq=11/2816, ttl=sd (no response found!)
6 2022-08-04 07 192.0.2. 108 198,51, 100,100 M 102 oxgacy (39619) 64 Echo (ping) request id=oxo0z2, seq=11/2816, ttl=6d (no response foundl)
7 2022-08-04 07 192,0.2. 108 198,51, 100, 109 M 112 oxgb3d (39731) 64 Echo (ping) request id=ox0022, seq=12/3072, ttl=64 (no response foundl)
8 2022-08-04 07 192,0.2. 100 198,51, 100,109 M 102 fxgb33 (39731) 64 Echo (ping) request 1d=0x0022, seq=12/3072, ttl=64 (no response foundl)
9 W2z-08-04 97 192.9.2. 100 198,51, 109, 109 ITHP 12 fxgcle (39950) 64 Echo (ping) request ide=gx@ez2, seq=13/3328, ttl=6d4 (no response foundl)
12 2022-08-04 07 192,8,2, 100 198,51, 109, 109 ITHP 192 fxgcle (399590) 64 Echo (ping) request id=2xe022, seq=13/3328, ttl=64 (no response found])
11 2022-06-04 07:22:10.277953079  192,0,2. 100 198,51, 109, 109 ICHP 12 dxScch (49139) 64 Echo (ping) request ld-oxooz2, ttl=64 {no response foundl)
12 2022-98-84 07 0.277954736  192,0,2.100 198,51.100, 109 He 102 fxgcch (49139) 64 Echo (ping) request id-oxenzz, ttl=64 {ne response foundl)
13 2022-98-84 07 1.301931262  192.0,2.109 198,51.100, 109 e 112 fxadEd (40324) 64 Echo (ping) request 1d-exe02z, seq-15/3848, ttl=64 (no response foundl}
14 2022-98-04 07 1301933609 192,0.2,109 198,51.100, 109 e 182 oxgdd (40324) 64 Echa (ping) request id-pxo0z2, seq-15/3848, ttl-64 (no response foundl}
15 2022-98-04 7 2.325936521  192.0.2.1090 198,51.100, 109 P nz fxidaz (40354) 64 Echa (ping) request  id-oxo0z2, seq-16/4096, ttl-64 (no response foundl}
16 1022-08-04 @7:22:12.325937895  192.0.2.109 198.51. 109, 109 ICHP 192 extdaz (48354) &4 Echo (ping) request id-exe022, seq-16/4096, ttl=64 (no response found!)
17 2022-98-84 @7 3.326988040 192.0.2.109 198.51.100. 189 ICHP 112 axoea? (48455]) &4 Echo (ping} request id-ex@022, seq=17/4352, ttl=sa {no response Found!)
18 28322-08-84 07 3326990258  192.0.2.180 198.51. 100, 189 ICHP 182 Bxoed? (48455) &4 Echo (ping) request id-exoe22, seqe=17/4352, ttl=sa (no response Foundl}
19 2022-08-84 07:22:14.341944773  192.0.2.168 198,51 100, 189 MR 112 axteta (40554 &4 Echo (ping) request id=0xd022, seq=13/4608, ttl=64 (no response found!)
28 2022-08-84 07 192.0.2.168 198,51, 100, 189 1cHe 182 axteta (40554 &4 Echo (ping) request id=0xd022, seq=18/4608, ttl=64 (no response found!})
21 2922-08-84 07: 192.0.2.168 198.%51. 100, 109 1P 112 dxtefh (40699) 64 Echo (ping) request id=0xd022, seqe=19/4864, ttl=64 (no response found!)
23 2022-08-04 07 192.0.2.100 198.91.100.100 1EMe 182 oxoefh (40609) 64 Echo (ping) request ide=0x0022, seq=19/4864, tEl=ga {no response foundl)
23 2022-08-04 07 192.0.2. 100 198.51.100.100 1EMe 112 oxofes (40934) 64 Echo (ping) request ide=0x0022, seq=20/5120, tEl=ga {no response foundl)
24 2022-08-04 07 182.0.2. 100 198.51.100.100 LEHe 182 oxofed (40934) 64 Echo (ping) request id=0x0022, seq=20/5120, tl=g4 {no response foundl)
25 J022-08-04 07 192.6.2. 108 198,51, 106, 100 ICHP 112 dxadFa (41081} 64 Echo (ping) request idedxddll, seqedi/S376, ttl=td (no response foundl)
26 J022-08-04 07:22:17.411030050 193,023,100 198,51, 100, 100 ILHP pL SxadFe (41081} 64 Echo (ping) request idedxddld, seqe2i/5376, ttl=td (no response foundl)
27 H02e-08-04 07:22:18.437954335  193.0.2.100 198,51, 100, 100 ILHP 112 dxaiie (41246} 64 Echo (ping) request ide@xddl2, seqe22/5633, ttl=td (no response foundl)
<
* Frame 2: 102 bytes on wire (16 bits), 102 bybtes captured (216 bits) on interface eapture uo 1, id o 76 2 00 00 1b 00 50 56 d o8 be B1 00 @0 cd v P Voo
» Ethernet 1T, Src: VMware Sd:ed:be (00:50:%6:0d:e8:be), Dat: aR:76:F2:00:00:1b (a2:76:F2:00:00:1b) o 45 O 0D 54 95 T4 40 0O 4D 01 bE I8 ob B0 BTt @@ -8
'802.10 Virtual LAN, PRI: B, DEI: @, 1D: 205 @ 64 (6 33 64 64 OB B0 eb 95 90 22 00 01 88 73 .d.3dd "aig
= Prioeity: Best Effort (default) (0) - G2 00 00 00 00 49 3d 00 %0 00 00 00 00 10 11 b
= BEL: Ineligible 0 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 1
. o000 1100 1101 = I0: 205 @ 23 24 35 36 3T 3 30 Ja db dc 3 Je 2f 30 31 "egER'() "s,-.f01
2 L 33 34 35 3 37 234567

Type: IPvd (000800}
Internet Protocol Version 4, Sre: 102.0.2.100, Dst: 108.51.100.100
Internet Control Message Protocol

Ibee 1o pddle IIJedllb J PortChannel1.207. 235 12506 IJisds 90z00 il IJpsolz



1. sop lJodlb gip bdo o>s ICMP VB9, sup ldodlb JJ gjpd 9800l 2 p)lw.

2. s2w9s Jluw 1Uzs06 IJiods eds edles VLAN 207. :

3. &3¢d Idpclz slgds psule luolds VLAN Lblgs 1001 1o sesu Idpsgd Sho
PortChannel1.

4. s5¢d 1dpBolz 1Uslz s gdles VN | Lol ss.

" Tee Sowrce Desmngtn Frosecd ] FE PN ke

= 132022-98-84 BBI18:24.572548869  192.168.247.109 192.168.247.102 ICHP 128 1 255 Echo (ping) request |id-exeerb, seq-/@, ttl=255 (no response found!)
2 2022-98-04 ©8:18:24.572550073 192.168.247.100 192.168.247.102  ICWP 13 255 Echo (ping) request || id=gxpa7b, seq=2/@, ttl=255 (no response found!)
3 2022-98-04 BB:18:24.573286638 192.168.247.100 192.168.247.182 ICHP 128 255 Ec Ping, id=gx@e7b, seq=1/256, ttl=255 (no response found!)
4 2022-98-84 BB:18:24.573287648 192.168.247.100 192, 168.247.102 TCHP 118 ex6esf (24735) 255 Echo (ping) request id-ex@e7b, seq=1/256, ttl=255 (no response found!)
% 2022-98-84 BB 1812457370751 192, 168.247. 102 TCHP 178 @xbad (24736} 255 Eche (ping) request id-Bxee?b, seq=2/512, ttl=255 (no respense found!)
6 2022-98-84 BB:18:24.573795748 192, 168.247. 182 pie 1a @600 (24736) 255 Eche (ping) request id-gxea?b, seq-2/512, ttl=-255 (no respense found!)
T 2022-98-84 BE:18:24. 574360638 192, 168.247. 182 pie 128 @x60al (24737) 255 Eche (ping) request id-@xee7b, seq-3/768, ttl-255 (no respense found|)
B 2022-98-04 BA:18:24,. 574369574 192, 168.247., 182 e 18 xfaal (24737} 255 Eche (ping) request id-@xed7b, seq-3/768, ttl=255 (no respense found|)
9 2022-98-04 05:18:24,574914512 192,168,247, 182 IcHp 128 @xfidaz (24738} 255 Echo (ping) request id-8xed7b, seqe-4/1924, ttl=255 (no response foundl)
10 2022 -98-04 0E:18: 24, 574915415 192,168,247, 182 Iche 1a @xfidaz (24738) 255 Echo (ping) request id=-8xed7b, seqe=4/1924, ttl=255 (no response foundl)
11 2022 -98-04 192,168,247, 102 Iche 128 w60a3 (24739) 255 Echo (ping) request id=Dxd7b, seqe5/1280, ttl=255 (no response found|)
12 2022-08-04 0B:18: 24,57 5443601 192,168,247, 102 Iche 118 @a60ald (24739) 255 Echo (ping) request id=Dx@d7b, seqe5/1280, ttl=255 (no response foundl)
1% 2022-08-04 0B:18:24,575918119 192,168,247, 100 192, 168,247,182 Iche 128 @aidad (24740) 255 Echo (ping) request id=Bxed7b, seqe6/1536, ttl=255 (no response foundl)
14 2022-08-04 0B:18:24, 575919057 192,168,247, 180 192, 168,247,182 Icne 118 DwGaad (2aTaD) 255 Echo (ping) request id=@xed7b, seqe6/1536, ttl=255 (no response foundl)
15 2022-08-04 0B:18:24, 576407671 192,168,247, 100 192, 168,247,182 Icne 128 Dw6aas (247a1) 255 Echo (ping) request id=@xed7b, seqe?/1792, ttl=255 (no response foundl)
16 2022-08-04 DB:18: 24, 5T04BB585 192, 168,247,100 192, 168,247,182 Icne 118 Dw68as (247a1) 255 Echo (ping) request ld=oxedTb, seqe?/1792, ttl=255 (no response foundl)
17 2022-08-04 0B:18:24,576885643  192,168.247.100 192,168.247.102  ICHP 128 x60as (24742) 255 Echo (ping) request id=oxpo7b, seqe8 2048, ttls25S (no response found))
18 2022-08-04 08:18:24,576886561 192,168.247.100 192,168.247.102  ICHP 118 xb0as (24742) 255 Echo (ping) request id=oxpo7b, seqes /2048, ttls25S (no response found!)
19 2022-08-04 08:18:24,577354328  192,168.247.100 192,168.247.102  ICHP 128 Bx60a7 (24743) 255 Echo (ping) request id=Bxporb, seqes /2384, ttls2ss (no response foundl)
20 2022-08-04 BB8:18:24,577355234  192,168.247.100 192,168.247.102  ICHP 118 x60a7 (24743) 255 Echo (ping) request id=oxpovb, seqeS 2304, ttls25s (no response found!)
21 2022-08-04 08:18:24.577987632  192.168.247.100 192.168.247.102  ICHP 128 @x6aas (24744) 255 Echo (ping) request idedxearb, seqe19/2560, ttls=25s (no response found!)
22 2022-08-04 B8:18124.577959290  192.168.247.100 192.168.247.102  ICHP 18 @x6aas (24744) 255 Echo (ping) request idsdxea7b, seqe19/2560, ttls=255 (no response found!)
23 2022-08-04 BB:18124.578448781 192.168.247.100 192.168.247.102  ICHP 128 @x6aaa (24745) 255 Echo (ping) request ideexee7b, seqe11/2816, ttls255 (no response found!)
24 2022-08-04 BB118124.578449909  197.168.247.100 192.168.247.102  ICHP 113 @x60aa (24745) 255 Echo (ping) request ideexee7b, seqe11/2816, ttl=255 (no response found!)
25 2022-05-04 BE:15:24.576900043  192.168.247.180 197.168.247.102  ICHP 128 @xbBaa (24746) 255 Echo (ping) request ideexposb, seqe12/3972, ttl=255 (no response found!)
26 2022-08-04 BE:15:24.576900897 192.168.247.180 197.168.247.182  ICHP 1a OuGdaa (24746) 255 Echo (ping) request ideexeo7b, seqe12/3072, ttls255 (no response Found!)
27 3027-96-04 BEI1H:24.5704I6962  192.160.347.100 192.168.247.102 pie 178 Bxsdab (24747) 255 Echo (ping) request id=Bxdd7b, seqe13/3328, ttl=255 (no response foundi)

[

> Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface capture ud 3, id @ f2 00 00 1c 09 17 df d6 ec 0@ &9 26 69 3d

» Ethernet 11, Src: Cisco db:ec:od (90:17:dfidéiec:od), DSt: a2:76:f2:00:00:1c (a2:76:F2:00:00:1c) 81 00 @3 o0 51 90 00 of 08 0O 45 0D 09 64

o0 00 Ff 01 ea dd cd a8 7 64 ob aB f7 66
&5 2B B0 Th 00 30 B0 00 00 02 44 B 44 78
ab ed ab ed ab ¢d  ab ed ab od ab cd ab cd
ab ed ab cd ab ¢d ab cd ab ed ab cd ab cd

f VN-Tag

Direction: From Bridge
Pointer: vif_id
Destination: 61

ab od ab cd ab cd ab cd ab ¢d ab cd ab cd
Looped: No 4 #h od ab cd ab od sk cd ob od ab od ab o ab cd
Reserved: @
Version: @
Source: @

. = Priority: Best Effort (default) (@)
weell aeas . = DEL: Ineligible 3
ceee BO11 1110 1001 = ID: 1091

1 892,10 Virtual LAN, PRI: &, DEL: @, ID: 207
[ P . = Priority: Best Effort (default) (@)
R I . = DEL: Ineligible
cone D009 1108 1111 = ID: 207 2
Type: IPvd {@od@a)
Internet Protocol Version 4, Src: 192,168.247.1080, DSt: 192.168.247.102
Internet Control Message Protocol

230 108 IJoluss 9z o IJudlb 1JIuwl jusé:

1. swpe Uoﬁjlb e JoJ..;, w238 ICMP Wb, swe lJod@llb JJ 2506 98,4001 2 p)l
2. 529 Jluw IUesed 1dluods eds gdlps VLAN 207.

™ Teoe Souren rr—— Froseed e o I R
1 2022-08-04 08:1E; 24, 572548065 192,168,247, 100 192, 168,247, 182 IcHe 128 1 oxGase (24734) 255 Eche (ping) request Nd-0x@d7h, seq=/@, ttl=255 (no response foundl)
| 2 2022-08-04 08:18:24.572550073  192.168.247.100 192.168.247.102  ICHP 118 axB0se (24734 255 [Echo t |id=0x207h, 5eq=0/0, tti=255 (no response foundl)

3 2022-08-04 08:18:24.573286630  192.168,247. 180 192, 168.247.102 IcHe 128 oxpast (24735 255 Ecl ping) request id=dxed7b, seqelf256, ttls=255 (no response foumd!)

4 2022-08-04 08:18:24.573287640  192.108.247.100 192.168.247.102  ICHP 118 oxBasf (24735) 255 Echo (ping) request id=oxpd7h, seqs1/256, ttl=25S (no response found!)
S 2022-08-04 08:18:24.573794751  192.168.247.100 192.168.247.102  ICHP 128 OxBaa0 (24736) 255 Echo (ping) request id=oxpd7h, seqs2/S12, ttl=2SS (mo response found!)

6 2022-08-04 05:18:24.573795748  192.168.247.100 192.168.247.102  ICHP 118 axBan (24736) 255 Echo (ping) request id=8xaTh, seqs2/512, ttl=255 (no response found!)

7 2022-08-04 05118124.574368638 192.168.247.100 192.168.247.102  ICHP 128 exBial (24737) 255 Echo (ping) request id-8xaTh, seqs3/768, ttls255 (no response found!)

8 2022-08-04 05:18:24.574369574 192.168.247.100 192.168.247.102  ICHP 118 exGial (24737) 255 Echo (ping) request idsexPa7h, seqs3/768, ttl=255 (o response found!)
@ 2027-08-84 06:16:24.574014512  192.168.3247. 100 192.168.247.102 IcHe 128 exGdaz (24738) 255 Echo (ping) request id-x@a7hb, seq=4/1824, ttl=255 (no response found!)
10 3027-08-04 0F:16:24.574015415  192.168.247.100 192, 168. 247,102 IcHe 118 exGdaz (24738) 255 Echo (ping) request id-@wdd7h, seqed/1024, ttl=255 (no response found!)
11 3027-08-04 0F:16:24.575442569 192.168,247.100 192, 168. 247,102 IcHp 138 fxGdad (24739) 255 Echo (ping) request id-0wdd7h, seqe5/1780, ttl=255 (no response found|)
12 2022-08-04 08:16:24.575443601 192.168,247.100 192, 168. 247,102 IcHe 118 owGda3d (24739) 255 Echo (ping) request id-0wdd7h, seqeS/1289, ttl=255 (no response found!)
13 2022-08-04 08:18:24.575918119 192.168,247.100 192, 168.247.102 IcHe 138 dmitad (24740) 255 Echo (ping) request id-0xdd7h, seqe6/1536, ttl=255 (no response found!)
14 3022-08-04 D8:18:24.575915057 192.168,247.10@ 192.168.247.102 IcHe 118 exidad (24740) 255 Echo (ping) request id=@x®07h, seqe6/1536, ttl=255 (no response found!)
15 3022-08-04 B8:18: 24576407671  192.168,247.18@ 192, 168.247.182 IcHe 128 ex6@as (24741) 255 Echo (ping) request id=@x@07b, seqs7/1792, ttl=355 (no response found!)
16 3922-98-04 B3:18:24.576408585 192.168.247.18@ 192.168.247.182 ICHP 118 Bx6aas (24741) 255 Echo (ping) request id=ox@aTh, seqe7/1792, ttl=255 (no response foundl)
17 2022-08-04 O8:18:24.576085643 192.168.247.100 192.168.247.102  ICHP 128 OxBOa6 (24742) 255 Echo (ping) request id=ox@aTh, seqe2/2048, ttls255 (no response found!)
18 2027-08-04 08:18:24. 576886561 192.168.347.100 192.168.247.102  ICHP 118 axBaas (24742) 255 Echo (ping) request id=8x@a7h, seq=2/2eas, ttl=255 (no response found!)
19 2027-98-04 @8118124.577394328  192.168.347.100 192.168.247.102  ICHP 128 exBaa7 (24743) 255 Echo (ping) request id=8x@a7h, seq=9/2364, ttl=2ss (no response found!)
20 2027-08-04 08116124.577395234  192.168.747.100 192.168.247.102  ICHP 118 exGia7 (24743) 255 Echo (ping) request id-8xaTh, seqs9/2304, ttls2ss (no response found!)
21 2022-08-04 08116:24.57T087632  192.168.247.100 192.168.247.102 IcHe 128 ExGdal (24744) 255 Eche (ping) request id-ex@e7hb, seq=10/2560, ttl=255 (no response found!)
2% 1027-08-04 0F:16: 24577089290 192.168.247.100 192.168.247.102 ICHe 118 PxEdal (24744) 255 Echo (ping) request id-ex@d7h, seqe10/2568, ttl=255 (no response found))
23 3027-08-04 0F:16:24.578445781  192.168.247.100 192, 168. 247,102 IcHe 128 ExGaD (24745) 255 Echo (ping) request id-0x@é7h, seqe11/3816, ttls255 (no response found|)
24 3027-08-04 0F:16:24.578445009  192.168,247.100 192, 168. 247,102 IcHp 118 ExGaD (24745) 255 Echo (ping) request id-0wdd7h, seqe11/Z816, ttl=255 (no response found|)
25 2022-08-04 08:18:24.578000043  192.168,247.100 192, 168. 247,102 IcHe 138 oxGdas (24746) 255 Echo (ping) request id-0x@dd7h, seqe12/3072, ttl=255 (no response foundl)
26 2022-08-04 08:18:24.578900897  192.168,247.100 192, 168.247.102 IcHe 118 dmitan (24746) 255 Echo {ping) request id=-0x®07h, seq=12/3072, ttls=255 (no response foundl)
27 2027-08-04 D818 24.570426962 192.168,247.100 192.168.247.182 IcHe 128 ex6dab (24747) 255 Echo (ping) request 1d=gx@dTh, seqe13f3328, ttle255 (no response foundl)

<

> Frame 2: 118 bytes on wire (044 bits), 118 bytes captured (944 bits) on interface capture_ue 3, id @
» Ethernet I, Src: Cisco deec:dd (90:17:df:dé:eczdd), Dst: a2:76:§2:00:00:1c {ar:76:F3:00:00:1c)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 207
B, wiar aeen a... ® Priority: Best Effort (default) (@)
eea® wiin weas aea. ® DED: Imeligible
. D200 1180 1111 = ID: 207

76 f2 00 90 1c 8@ 17 df o6 oc 89 B1 @0 20 of
00 45 00 DO 64 68 9¢ 0O 03 Ff 01 ca dd c@ a8
64 <@ ag f7 66 08 00 o5 cf 00 7b 02 00 o0 8P
92 4d 8c 4a 78 ab od ab od ab cd ab od ab cd
cd ab cd ab ¢d ab cd ab cd ab ¢d ab od ab od
€d ab ¢d ab ¢d ab cd  ab cd ab cd ab od ab od
d ab od ab cd ab cd ab cd ab cd ab od ab od ] L
cdabedabed 0 seeees

Type: Ipva (@x0800)
Internet Protocel Version 4, Sre: 192.168.247.100, Dst: 192.168.247.102
Internet Control Message Protocol
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£0> od9su IJodlb 2506 £Js 31208 lelpsé: sdodb 1Upzsd JJ 256 B 95 Sle> prosu:

* g beld gdles Port VLAN.

o s beld gdles IUuvods 1gluos 1Jblo,ss (VN).

VOS wyosw Idgpdslor sop Iz gdles VN Bs pyzdo Jlzds pu Iblz edles VLAN IJgl oo
ClJpu9s. 9JIJy Bs pdod IJIJo @l sbo) Idywl pg IU VN Lbl§s pod) pu ldyob pg
lJpsule VLAN Ublgs. wldluolws |Js 3dd: B lds 1Uglzole 1 es6 Os pdudle IUIJo@lb.
Jlceess JJ gjpd elusse gds gdlps wpss) lJpouwds VLAN.

sdeue o3l 1Jza9d IUpops:

L lgds psule .
1Jpopd uSbs VEAN g_; oelo [P0 Meso ldepmesds
degls | 2770 [T Jedso

e doso IJedlb 25 eé
9IJi§§; 'duo a:-:o sl [P we2s IMP eo

QOO PO LOT=C  IEthermet1/2.205 102 LT | oo 192.0.2.100 |J.s

>00 o .

gds [Uglgos IJ9,es 99 b T
Srhermoti2 008 IJposed 198.51.100.100
Sp vodssu ldoglb
2ipd 9ldoz9yl pu
woewo eds [Jglzod lseyoe 1/3 Ny bdole o35 ICMP oy
IJs,e.56 PortChannel1 1001 ié c L [192.168.207.100 Jlweolds
Nowegsle lzole Ethernet1/4 Y€ 1192.168.207.102
|Je o9 Ethernet1/3 9
Ethernet1/4

e9lod o oS0 IJodlb 1z e

luwegse FCM g CLI Jodssy IJe sl 2506 9ldezdd pu woewo s 9lzod lseyow 1/2

wluwesle pouie.

|Jpglbolo. 38§ IJzjp6: 908l 1o Bl




Chassis
Internal Switch Security Module
FTD/ASA

al
-

=
L)

LLFDER T

@ ICMP echo-reply

198.51.100.100

Backplane

lJodosy
FCM

Ip wlple 030 IUgbsle gJs FCM Jodysu gled wuodss IUIdeylb Jzjp bde o8 ICMP oy
lJeuosd 192.0.2.100 |Js IJpuosed 198.51.100.100 9o bos@o eds IJodlb 1Uz)jes eds 9lzood
lseyue 1/2:

1. lwegsp bole > IJodlb 1Jze > Blises IJeuivele > 1uolds gz Jlouble pyuve
IJIJedlb.

2. es0e IJpyuig luwe: 90939 oo, IPVA. Elss IPVA 9l §lb 86 2 bl

Filter List

fitar_icmp. £0500100100:90:00 192.0.2.100 {1 o BORO%:00100180500 192.0.2.100 n 0 1 ] o ] #8

Edit Packet Filts

Fites Masie

Protecs HP_Pe

Etherype Any

trar 0 Ontar 0

Source Destination
l:m PLATE00 18y 96,51, 100,100
toes 1B u

Port 0 Fort 0

WAC 00:00:8000:00:00 MAC 103:00:00:00:00:00

3. luweese bele > 1dedlb 1z > eduws IUIJe sl Jlogsle eduwé god IJoslb 22836



[Coriresesion T

Overview Interfaces Logical Devices Security Engine Platform Settings

System

Packet Capture

Help admin

Tools

Troubleshooting Logs

No Session available

4. 23 lehose 112 3930 1dgduws luwe bode IUIJo@lb o)z 9b 9 §6 kb 9 bgd i

sSugvb IUIJoglb:

Select an instance: | fd v
ftd1 Sest @l
256 MB i}
1518 Byies

Ethamati/3

FTD
EL/5, Echarnetl

Apply

| Aspty Fiter ISV

Bugly Ansther Fikar

Feer_lcmp

Srnite Fiker

¥| To  Ethemet1/2 ~ @

9lzos ulo, IJIgle, (CLI) oo Fxos

Ip vlple 030 lJgbole gds 9lzgod yub, Uigl,o_, (CLI) J FXOS Jodssu Ideylb 1Jz)e eds slzole

IJJdoes IJgJdse:

1. 088V w9 lJobusy 9pe)9 IJobosy:

<#root>
firepower#

SCcope ssa

firepower /ssa#

show app-i nstance

App Name  Identifier Slot ID

1 Enabled Online

Admin State Oper State

7.2.0.82

Running Version Startup Version Deploy Ty

7.2.0.82 Nati

ve No

2. 23 )90 wy9w9eded IP W hitps://www.iana.org/assignments/protocol-numbers/protocol-

numbers.xhtml. Vs 030 IJzlJéc SY9G ,Gp wy9w9d9d ICMP o9 1.


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

3. logule gduwé IJo@lb:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter filter_icnp

firepower /packet-capture/filter* #

set destip 198.51.100. 100

firepower /packet-capture/filter* #

set protocol 1

firepower /packet-capture/filter* #

set srcip 192.0.2.100

firepower /packet-capture/filter* #

exit

firepower /packet-capture* #

create session capl

firepower /packet-capture/session* #

create phy-port Ethernetl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set filter filter_icnp

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #



enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

lJozdd
FCM

298 pu luwpe Ugl@_oc's‘goid) U I 2lJs Idogvgsd 88> IJovgsd 900 e zepe IJpdwd
(vldolsw):

ST e o |
Filter List Ak it
From Ta
Filter Name: Protocs] Inmer vlam Duter viam EtherType
AL L) 1P Port HAE T i et
I [ 00:00:00:09:00:00 192.0,2.100 : ] 00:00:00:00:00:00 159.51,100.100 W ] 2 ) [ ] 8 I

2880 LU luwe: IJ pruiz: wopue IJgpdss 9uoe prode: IUpw 2ee (Wldulse) sis> Bs
bole > ldoglb ,ob > 1ol gduws gpd:

G Rebesh | CaphreSesson | Dedete Al Seasons

= | capi Drap Count; 0 Operational State; up Buffer Size: 256 MO Snap Lengthi 1518 Dyles
Inderface Hame Fitter Fille Size {in bybes) File Hame Thevice Hame
Exhermet fiter_scomp BaM0 Capl-ethernet-1-2-0.pcap A1

9lz06 Lwlb, 1Jigle, (CLI) oo Fxos

IJozdd pu wdluosd IUldodlb Bs 1ol 25ps IJublé:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show filter detail

Configure a filter for packet capture:

Narme: filter_icnp

Protocol: 1



Ivlian: 0O
Ovlan: 0

Src Ip: 192.0.2.100

Dest [p: 198.51.100.100

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: O

Dest Port: O

Ethertype: 0

Src Ipvé6:

Dest Ipvé6:

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 213784 bytes



Filter: filter_icnp

Sub Interface: 0

Application Instance Identifier:

Application Name: ftd

weese pddle IUIJe$lb

ftdl

Ie vlple IUgbsle Bs 1Juwe wepese pdile e dlb 1dezed IUsl¢Js Firepower 4100/9300.

wedsd pdu IJldoylb

Ipwegspe wbousd dhis pdiéle IJodlb IUze Jbee pJud IUIJodlb. 235 102506 1Jisds 98z 0

uldlb IJpdelz

1. SOp lJosdlb e bdo ,o35 ICMP Wb, swe lJod@llb JJ z5p6 98,4001 2 p)le.
2. 5l Idzspd IJlgods w90 gdles VLAN.

3. s¢d Idpulz slgds luolws psule VLAN bl go 102 i SESU IJpsgd Bhu le,oswe1/2.

4. s3¢d Idpulz IUslgds gdles VN |oldse.

Looped: HNo
Reserved: @
version: @
Source: @

2000 OO0 0000 =
Type: 802.19 Virtual LAN {8x8108)

B2.1Q virtual LAN, PRI: @, DEL: @, 1D: 182

BB, ... s aaas = Priority: Best Effort (default) (@)
S i <2 dmimis = DEI: Ineligible
ao 2989 9118 9118 = ID: 182

Type: IPvd (@x@E8a)

») Internet Protocol Wersion 4, Src: 192.8.2.188, Dst: 198.51.180.188
»| Internet Control Message Protocol

2

PIIL W

Na. Tiis Soisih Deatnation Pretossl Length L]
12022-88-92 15:46:55.683277760 192.9.2.190 198.51.108. 169 ICHP 188 1 @x8012 (18)
2 2022-88-92 15:46:55.683279688 192.9.2.100 198.51.108. 180 ICHP 182 8812
3 2022-08-82 15:46:56.627139252 192.8.2.100 198.51.1088. 168 ICHP 188 axoadb (219)
4 2022-08-92 15:46:56.627140919 192.9.2.100 198.51.108.169 ICHP 182 exeadb (219)
5 2022-88-92 15:46:57.651185193 192.9.2.190 198.51.108. 180 ICHP 188 ex@lch (459)
6 2822-88-92 15:46:57.651186787 192.8.2.180 158, 51,108,188 IcHP 182 @x0lch (459)
7 2022-08-92 15:46:58.675153317  192.9.2.190 198.51.108. 169 ICHP 188 ex@1d6 (47@)
£ 2022-08-82 15:46:58.675154583 192.9.2.100 198.51.108. 180 ICHP 182 ex@1dé (47@)
9 2022-08-92 15:456:50.609152639 192.9.2.100 198.51.190.109 ICHP 198 oxo1fa (S00)
19 2022-86-02 15:46:59.609153835 192.9.2.180 198.51.108. 188 ICHMP 182 exe1fa (50@)
11 2022-28-02 15:47:00.723142641  192.9.2.180 198.51.108. 1088 ICHP 188 axe1fe (505)
12 2022-08-92 15:47:09.723144643  192.9.2.190 198.51.100.109 ICHP 192 oxoifa (505)
13 2022-28-02 15:47:01.747162204 192.9.2.180 198.51.108. 188 ICHMP 188 exe26e (622)
14 2022-28-02 15:47:01.747163783 192.9.2.100 1498.51.108. 1088 ICHP 182 exe2ee (622)
15 2022-08-02 15:47:02.771209952 192.9.2.100 198.51.108. 160 ICHP 168 exd2be (T00)
16 2022-88-82 15:47:02.771211862 192.9.2.180 198, 51,108, 108 ICMP 182 exe2bec (708)
17 2022-88-82 15:47:03.772258558 192.9.2.180 198.51.108. 108 ICHP 188 ox032f (815)
18 2022-88-92 15:47:03.772259724  192.9.2.189 198,51,109, 189 ICHP 182 exe3zf (815)
19 2022-88-82 15:47:04.791118519 192.9.2.180 198.51.108. 188 ICHMP 188 exedef (1839)
20 2022-08-92 15:47:04,791119721 192.9.2.100 198.51.100.109 lay 192 oxeaaf (1839)
<
» Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ue_1, i 0000 58
» I : VMware Od:ed: 250 :56:0d: 88 Dst: Cisco ba:77: (58:07:bd:b0:77:0e) L]
- a8
Direction: From Bridge b
Pointer: vif_id o
Destination: 1@ ;:

a7
L]
e1
18
L]
1d
2d

bd
81
ad
a1
a2
ie
2e

64 |Echo (ping) request

64 Echo

64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)

request
request
request
request
request
request
request
request
request
request

seq=349/23809,
seq=349/ 238689,
seq=358/24865,
seq=358/ 24065,
seqe=351/24321,
seqe=351/24321,
seqe352/ 24577,
seqe352/24577,
seqe353/24833,
seqe353/ 24833,
sers354/25089,

id=exee18,
id=0x0018,
id=8x0018,
id=0x0018,
id=0x0018,
id=gx0018,
id=@xe018,
idw0xe018,
id=gxgo18,
idwexee1s,
idwoxee18,

ttl=6a
ttl=sd
ttl=gd
ttl=ss
ttless
ttl=c4
ttle=ca
ttlesa
ttlesd
ttlesa
ttlesa

(ne
(no
{no
(no
(no
{ne
(no
(no
{ne
(no
(no

64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echa (ping)
64 Echo (ping)
64 Echo (ping)

ba
ae
b
Sd
L)
1f
2f

”w
@a
ca
82
1@
28
3@

Be
66
(2]
a6
11
21
31

o8
-]
oz
o9
12
22
Iz

5@
ag
Gl
62
13
23
33

request
request
request
request
request
request
64 Echa (ping) request
64 Echo (ping) request
64 Echo (ping) request

56
a5
oh
(]
14
24

ad ed
[
33 64
o8 ae
15 16
25 26
35 36

be
54
B4
aa
17
27
37

89
8a
e
cl
18
28

id-oxeo1s,
id=@xoo1s,
id=exeo18,
id=gxpois,
id=@xee1s,
id=exeo18,
id=gxpeis,
id=exee1s,
id=gxeo1s,

26
12
L]
ab
19
il

seqe35d/ 25089,
seqe355/25345,
seq=355/25345,
seq=356/25601,
seq=356/25601,
Seq=357/25857,
seq=357/25857,
seq=358/26113,
5eq=358/26113,

B0 Ba
4 8o
e 67
o 00
1a 1b
2a 2b

G
¢e]eF-

WPV

ttlesd
ttle=s4
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64 (no
ttl=64 (no
ttl=64 (no

¥

(ne
(no
(no
(ne
(no
(no

SR

T
3dd- g
boressases

E

: o

»-+/0123 4567

23 Idgjpeo Ideluss: 99z 0 widlb IJpwule:

1. swp lJodlb 2jp bde o385 ICMP V@b, swpe lJodll JJ 2jps 98,000l 2 p)le.




2. 5luw 1Jzs06 1JIuods wa9w eJlesé VLAN. ‘
3. ¢d Idpdule slgds luolws psule VLAN Lblge 102 Iy sgsu 1dpesgd Sbho le,ose1/2.

Type: IPvd (@x0808)
Internet Protocol verslon 4, Src: 192.9.2.108, Dst: 198.51.108.10@
Internet Control Message Protocol

o Time Source Destination Frotocol Length FD FTIL Info
12022-08-02 15:46:55.603277760 192.9.2.100 198,51.100., 108 IcMp 108 1 WW‘I) (18) 64 Echo (ping) request | id=0xee18, seq=249/23809, ttl=64 (no r
2 2022-08-02 15:46:55.603279688 192.8.2.100 198.51.108. 108 ICHMP 182 Bxee12 (18) 64 Echo (pigg} request | id=0xee18, seq=349/23809, ttl=64 (no r
3 2022-08-02 15:46:56.627139252 192.8.2.100 198.51.198. 188 ICMP 188 axeddb (219) 64 Echo (ping) request id=0x@e18, seq=350/24865, ttl=64 (no r
42022-08-02 15:46:56.627140919  192.0.2.100 198,51.100.,108 IcMp 1082 axeadb (219) 64 Echo (ping) request id=0x0018, seq=250/24065, ttl=64 (no r
5 2022-08-02 15:46:57.651185193 192.8.2.180 198.51.108. 188 ICMP 108 axelch (459) 64 Echo (ping) request 1d=0x0018, seq=351/24321, ttl=64 (no r
6 2022-08-02 15:46:57.651186787 192.8.2.1080 198.51.100. 108 ICMP 182 ax@lch (459) 64 Echo (ping) request id=0x0018, seq=351/24321, ttl=64 (no r
7 2022-08-02 15:46:58.675153317  192.9.2.100 198,51.1900.108 ICMP L] oxoidé (478) 64 Echo (ping) request id=0x0018, seq=352/24577, ttl=64 (no r
8 2022-08-92 15:46:58.675154503 192.8.2.180 198.51.198. 188 ICHP 182 axe1ds (47a) 64 Echo (ping) request id=0x0018, seq=352/24577, ttl=64 (no r
0 2022-08-02 15:46:59.699152630 192.0.2.100 198.51.100. 100 IcMp 108 oxo1fa (500) 64 Echo (ping) request id=0x0018, seq=353/24833, ttl=64 (no r
18 2022-08-92 15:46:59.699153835 192.08.2.100 198.51.100. 100 ICHP 1a2 axdlfa (500) 64 Echo (ping) request id=0x0018, seq=353/24833, ttl=64 (no r
11 2022-88-02 15:47:00.723142641 192.0.2.100 198.51.100.108 ICMP 188 axg1fe (585) 64 Echo {pinz] request  id=2x@8l8, seq=354/25889, ttl=64 (no r
12 2022-08-02 15:47:00.723144643  192.0.2.100 198.51.100.100 IcMp 102 axg1fo (585) 64 Echo {plﬂz] request id=0x0018, seq=354/25889, ttl=64 (no
13 2022-08-92 15:47:01.747162204 192.0.2.180 198,51.100, 108 ICHP 108 ex026e (622) 64 Echo (ping) request id-exee18, seq=355/25345, ttl=64 (no r
14 2022-88-02 15:47:01.747163783 192.9.2.100 198.51.100. 108 ICMP 182 ax@2ee (622) 64 Echo (91”5] request id=2x@818, seq=355/25345, ttl=64 (no r
15 2022-88-02 15:47:02.771209952 192.0.2.100 198.51.100.100 IcMp 108 axd2bc (790) 64 Echo {plﬂz] request id=0x0018, seq=356/25601, ttl=64 (no r
16 2022-08-02 15:47:02.771211862 192.0.2.100 198.51.100. 108 1cHP 102 axazbc (700) 64 Echo (ping) request id=exee18, seq=356/25601, ttl=64 (no r
17 2022-@8-02 15:47:03.772258550 192.9.2.100 198.51.100.100 IcMp 108 axe32f (B15) 64 Echo {l}iﬂs] request id=9x@818, seq=357/25857, ttl=64 (no r
18 2022-88-02 15:47:03.772259724 192.8.2.100 198.51.100.100 IcMp 182 ex832f (815) 64 Echo (ping) request id=0x0018, seq=357/25857, ttl=64 (no r
19 2022-08-82 15:47:84.791118519 192.0.2.100 198.51.100. 188 P 108 axaanf (1939) 64 Echo (ping) request id=exee18, seq=358/26113, ttl=64 (no r
20 2022-88-02 15:47:04.791119721 192.9.2.100 198.51.100.100 IcMp 182 axadef (1839) 64 Echo (ping) request id=0x@818, seq=358/26113, ttl=64 (n0o r
< >
Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture_u@ 1, iy 58 97 bd b9 77 0c 60 50 56 Od o2 be 81 00 00 66 X W P W-----of
Ethernet II, Src: VMware 9d:eG:be (©9:58:56:9d:e8:be), Dst: Cisco b9:77:0e (58:97:bd:b9:77:0e) @8 90 45 00 00 54 00 12 40 00 40 01 4d 9b cO 00 - E--T-- @-@M
+[802.10 virtual LAN, PRI: @, DEI: @, ID: 102 ©2 64 c6 33 64 64 03 80 9e 67 00 18 01 5d €2 46  -d-3dd-- -g---]-F
OBIE: caiisies st Enss = Priority: Best Effort (default) (&) €0 62 00 8@ 98 80 C1 a6 Oc 90 00 80 80 6@ 10 11 b
R = DEI: Ineligible 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 28 21 ]
.. POOO 9110 0119 = I0: 102 22 23 24 35 26 27 28 29 23 2b 2c 2d 2e 2f 30 31 "‘m:{} *+,-.f01
32 33 34 35 36 37 234567
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Szpst pddle IUodlb 1Jezsd 15l s Firepower 4100/9300
FCM
luzyw o3l steps s FCM Iu szpeg sleds pdole [Jodlb pus:

1108, eds 1 websd eduws Weed Jlsslsd IUIJoslb IJoilb:

Overview Interfaces Logical Devices Security Engine Platform Settings

& Refrosh Captune Session Diete Al Sessons

- El capd Drop Count; O Operational Siate: up Bulfer Size: 256 MG Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Hame Device Hame
Ethemaetl/2 Hone 34700 capl-ethernet- 1-2-0.peap fred1 o~

2. olds po webd 2lds IJevgsd - session_admin_shutdown:

Cwverview Interfaces Logical Devices Security Engine Platform Settings

rra

& Rafrish Caphtuné Setion Dt Al Sesioees
S capl Drop Count: 0 Oparational State: DOWH - Sesskon_Admin_Shut Buller Size: 356 MB Snap Length: 1518 Bytes
Interface Nama Filter Files Sicrer (i bytaes) Fil Namse Davice Nama
Etharmnatifz Hona 218836 capi-athomat-1-2-0.peap fedi

3. 1u@) V9S8 wujsd Jousisd pJu IUIJeBlb:

Overview Interfaces Logical Devices Security Engine Platform Settings

G Refresh Cagiture Session Dot Al Sessions:
S capl Drop Count: 0 Oparationsl State: DOWN - Session_Admin_Shut Buller Size: 156 MB Snap Langth: 1518 Bytes

Intesface Name Filter File Size {in bytes) Fille: Hamae Dewioe Name

Etherneti/z Hore 210820 capl-ethemet- 1-2-0.pcap fodi

WO glds glzole Buls IJpouwds: I, 030 1Jgbys JIJ 9lzos g09.
9lz06 Lwlo, 1Jigle, (CLI) oo Fxos

e lle 030 IUgbsle gJs 9lz0s Lub, 1Jisle, (CLI) J FXOS Jozese pddle 1JIJodlb:

1. lsdl IUledlb 1Jo bl

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

scope session capl



firepower /packet-capture/session #

di sabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

up

firepower /packet-capture #

show session capl detai

Traffic Monitoring Session:
Packet Capture Session Name:

capl

Session: 1

Adm n State: Disabled

Oper State: Down

Qper State Reason: Adnmin Disable

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1
Port Id: 2
Pcapfile:

/ wor kspace/ packet - capt ur e/ sessi on- 1/ capl- et hernet-1-2-0. pcap

Pcapsize: 115744 bytes

Filter:

Sub Interface: 0

Application Instance Identifier: ftdl
AppTlication Name: ftd

2. ozpsd pJV IJIJodlb po oblg 1Jie, local-mgmt:



<#root>
firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

copy /packet-capture/session-1/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

firepower(local-mgmt)#

copy /packet-capture/session-1/capl-ethernet-1-2-0.pcap ftp://ftpuser@O0. 10. 10. 1/ capl- et hernet - 1- 2- 0. pc:

Password:

B 2lJs glzole $uls 1Jpuds: luuwg pJd IIdegll JJJ 9lzos £ os.
Lusble 902383 91 Ipplhuwle JIJedlb 2506 IJezsd 1Us1¢s

JJzuesd eds Idbuuble 9ld@ses Idewedds wldodlb 1Jezed IUs1gJs Firepower 4100/9300
Lee IJs s3dsd odasy pas, IJosdd Cisco Firepower 4100/9300 FXOS Chassis Manager Ig
sdsd ©dasu 9lzoé Lwlb, 1Jigle, Cisco Firepower 4100/9300 FXOS. IJB oJ Iuweduld
IJizble slodlzol IJuwe 1Jodlb 1Jz5e.

030 0 Ylispd iu_éu'oJ IJephuwle Ideuwewsd [Js luvesle Idodlb 1Uzje Ws eldle TAC:

* Ju eds ylss wldpwbs IJeszsoess 9lJ8s9s.

s Idogb Idze eds I slzole gu29 IJBuls dpsule sopdsd IJ pdule IUIJo@lb.

* lugwodsle 89lpd wuoBss IUIJo@lb.

c 9ot Vs llsool) clos) NAT eds I ub g0l el yudde Idodlb ouie.

* 9p wisheé 9 o@dsd lozsle len 1Jss s zepe IJlbl) s 2lds [gedlve gu lJB8seo
IUIGe,luoss IJos wwdé 1518 wlse. suoe gu ldeee IUIBuo) £33 pojlss pu Ideip
IJedodbs gldeduw wldedyw.

* Sp wwb zze ldpdiu Ipsde pume IUzles.

« Ju eds Hlss wess IUluwdlb gds slzos ubo, 1Jisle, oo FCM g FXOS. ez, 1Js o9
IJs 2> eze 1dpéeio Idpsde: sjsls sl gl IJluwdlb.

e lgwegsp glod IJo o s Ivntag gJs Wireshark Jg,00 1Jzje Bk w90 eJleé VN. o3l
088> I sgds VN-tagged ;oo s 1Uslzos 1Jieless sub IJodlb pus.

« lgwegspe pyuve frame.number&1 g Js Wireshark Jg, o [blle 853856 B@b. sds> 3JJ
B [gle IUzjp 1Upd)y0 Vs pddle 1ol 2506 9lzos 1UJ9es 1UgJB8s6.



« Vs elds wy9e9dodle ped TCP. sbug Wireshark v dd 18 e,los $9les IJedoso
IJos werue Ueie wuiisb pesus Wldslu peodds. B 2lds Idodlb 1dezad 1518 Js
wuvow ol Idgie Vs pdVle IUIdodlb: spdo odso IUzies 9900e edles edsol
w0586 p9zwb Elbiss. I3l Yeo vopdsd pdle IJodlb 1Jzses 9o e ks pouie: &p $p
wouweds) e Ideessued IUs pdod e sldog IdpdO 1z wodl pu 3JY.

IJodsso 9ldez 8l eds 2ol IJeelss IJlee 3100/4200

9eds gJw Firepower 4100{9300‘ SUp UI9SU IJ%.jIJo IJpeod Is1zJs eds 2ol 1Jzplss 1Ulee
3100/4200 gJs 9lzgod ywlo, I9lp) IJobousy o) Ul capture <name> switch. gse segas gsh
IJpzod luo wp wdssu gpdsle IUIJollb eds 1dpeeod IUs51EJs.

03l 09 IJlo, capture og ¢sl) 1Jpzod:

<#froot>

> capture cap_sw switch

?

buffer Configure size of capture buffer, default is 256MB
ethernet-type Capture Ethernet packets of a particular type, default is IP
interface Capture packets on a specific interface

ivlan Inner Vlan

match Capture packets based on match criteria

ovlan Outer Vlan

packet-length

Configure maximum length to save from each packet, default is
64 bytes

real-time Display captured packets in real-time. Warning: using this
option with a slow console connection may result in an
excessive amount of non-displayed packets due to performance
Timitations.

stop Stop packet capture

trace Trace the captured packets

type Capture packets based on a particular type

<cr>

lJgbsle 1Jglps Jodssu IJoglb 1Ugjes os Jel sds:

1. esuw pogd 8bu:
SOwJ Qd?uSO lJoulb 1Jpeeed |,:)ufo 9lz0d 1Us29d. Spdu Jdpuwegspe wesss iu,urolc Slzolw
lJoslole 19 [dyedle 1Ub1gJdss 19 glzele 1JD1é:

<ffroot>

>

capture capsw switch interface ?

Available interfaces to Tisten:
in_data_uplinkl Capture packets on internal data uplinkl interface



in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
inside Name of interface Ethernetl/1.205

management Name of interface Managementl/1l

e 22b IUzelsé IUlpw byl 4200 gpdsle IUIJe@lb solsss Ilogle. IJdses esgd: ol Je
Sesu gJlw 3Jd:

<#root>
>

capture capi switch interface inside direction

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

9uldluolwes |Js 3JdYe sposs b 1Jeplss |.JLOQ 4245 ¢Js 2 wslule slgdsé 92 9lgos wyosJ
l)b@éi

<tfroot>
>

capture capsw switch interface

eventing Name of interface Managementl/2
in_data_uplinkl Capture packets on internal data uplinkl interface
in_data_uplink2 Capture packets on internal data uplink2 interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
in_mgmt_uplink2 Capture packets on internal mgmt uplink2 interface
management Name of interface Managementl/1l

2. z>> EtherType Jlbl, IJlse,yue. EtherType 1JIGe,los 09 IP. wzas Bsp esh wae lsesue
u9e EtherType:

<#root>
>

capture capsw switch interface inside ethernet-type ?

802.1Q

<0-65535> Ethernet type
arp

ip



ip6
pppoed

pppoes
rarp

sgt
vlan

3. 223 Jiygb lJpble8s. sgas esh IUIdollb obleg pglss) IJoblod:

<{froot>
>

capture capsw switch interface inside natch ?

<0-255> Enter protocol number (0 - 255)
ah

eigrp

esp

gre

icmp

icmp6

igmp

igrp

ip

ipinip

ipsec

mac Mac-address filter
nos

ospf

pcp

pim

pptp

sctp

shp

spi SPI value
tcp

udp

<Cr>

4. 25 Idpedple IJI2oshsé I:Jia)ts pod zee ldpeiu 1Jpsdw 9bsd 1Uzied 9pl Ids 3JI.
5. 8p wopdsu IUIJoblb. IJls, no capture <name> pBuelz |sdlv sugvb IJIJe@lb:

<tfroot>
>

capture capsw switch interface inside match ip

>

no capture capsw switch stop



6. 0288 pu wluosd IdIJe@lb:

* op wpdsu lJelds IUbhss 9dlpw zlds Idogvgsd 88> IJoubvgsd suuvbé.

+ Packet Capture File Size sjs>.

« e ldgip Idpdodbs s I3)lz show capture <cap_name> ¢, LoW,)s.

« IJodlb pJwd PCAPFILE Jdeuwl). swp 2b IUgje IJpdodbs oddlissl Ws 1dezds
/mnt/diskO/packet-capture/.

« bV IIJeBlb. s@9p IJeyulee wlouble puvzle IUIJeBlb IJs! vole eds gl
IJIJoglb.

<tfroot>
>

show capture capsw

27 packet captured on disk using switch capture

Reading of capture file from disk is not supported

>

show capture capsw detai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et her net - 1- 1- 0. pcap



Pcapsi ze: 18838

Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovl an: 205
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture:
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. ls@lo IUIJoslb o> 1Jzlze:

<#froot>
>

capture capsw switch stop

>

show capture capsw det ai

Packet Capture info

Nare: capsw
Session: 1
Adm n State: di sabl ed

Qper State: down



Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

8. ugpse pduile IJIJo,jIJo.}éro Clole IJgbsle 1Je9z956 Bs IJduwe wzpse pdudle IJodlb
e29d 2ol Idgpelss 1Uslgds 1Uleu.

O |4!,f>.>|_, 7.4 o0 wyulpz 2L 1deelss IJleo: Jl $38p ©d9su Utc,,jlb lJezod IUsleds eds
FMC lg FDM. W zlds wyulez ASA IJluosl) 9.18(1) sldluoshle Idlzser spdu wdsy Ided@lb
IJezodle 1UslgJss Ws lueshle ASDM 7.18.1.x 9ldloslle I._Jia)c;.

welbs 030 Iduwsubsyole gldle IUlgwedsle Iduslise JIJo @l pzedle Secure Firewall
3100/4200 IU>1gJsé.

IJodlb 1Jz506 £Js 9lz06 plsé 19 9lz0é Bl puids

Iuwegse FTD Ig ASA CLI Jodssu IJedlb 2506 91Jezdd pu woewo £J6 9lz06 lse,oe 1/1 19
9lzos PortChannell. 9oz pd JJI IUslzowse 1dluwe wldslgd.

IUpglobo. &388 1Uzip6: 906l IUIJedll



b lJgpelsé I.JTPQ 3100:

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink
@ ICMP echo-reply outside »
198.51.100.100
2ol IJzplsé IUley byl 4200 1Je395 wpzesele Sulisss IUloglo:
Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Uplink

outside

||

lJodosu

luzyw o3l steps eJs ASA I FTD CLI Iy suvdd sub gds Bho le,use 1/1 s Port-channel1:

1. 0283 pu IJluwe:

<#froot>

>

show nanei f

Interface Name Security
Et hernet1/1 i nsi de 0
Ethernetl/2 outside 0

Managementl/1 diagnostic 0



<tfroot>
>

show nanei f

Interface Name Security
Port - channel 1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. louble 2duws [Jo sl

<ffroot>

>

capture capsw switch interface inside

S>gp Secure Firewall 4200 w9zso IUIJolb:
<#root>
> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. pJduu IUldoglb gdwé:

<tfroot>

> no capture capsw switch stop

lJozdd

o299 puU luwpe gduwé |J|Jo$|b?alJ6 IJbbbo sldoyvgsd 99wz6 1Jglzos 9ldpg . oldds oU
386 Yspé Pecapsize Lldolso 9lo £33 1dgjpe IUos op ldo@lbol £s) uod)s:

<{froot>



>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 12653

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0



79 packets captured on disk using switch capture

Reading of capture file from disk is not supported

Secure Firewal 4200:

<tfroot>
>

show cap capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Direction: bot h
Drop: disable
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0
Ivlan: 0
Ovlan: 0

Src Ip: 0.0.0.0



Dest Ip: 0.0.0.0

Src Ipvé6:

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

33 packet captured on disk using switch capture

Reading of capture file from disk is not supported

b glJs Port-channel 1. sop odsso IUIJodlb gJs zpse sleole 1Jlg ole:

<{froot>

>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Admi n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port 1d: 4



Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 28824
Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0
Ivlan: 0
Ovlan: 0
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: -
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0
Physical port:
Slot Id: 1
Port 1d: 3
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 18399
Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

56 packet captured on disk using switch capture

Reading of capture file from disk is not supported



SpJdu 1dezdd pu sleole L9 IJBuls IJpport B e, fxos local-mgmt po gJIJ 110, show
portchannel summary:

<ffroot>

>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Po1( V) Eth LACP Et h1/ 3(P) Et hl/ 4(P)

Channel PeerKeepAliveTimerFast

1 Pol(U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol(U) False False 0 clust

JJsuosd IJs FXOS gJs ASA. §p wouigsd IJle, connect fxos admin. W 2lJs [Juusl @
IJewess e voubésd ey Ss yusls IJbLs.

cepse pdule IUlJodlb

Sp wlole IUgbsle 1Ueszsss Os Id8uwe wrest pdIle IJodlb pzad 2oL Idzelss 1ds1lzds
I.JTIoL',.



wedsd pdu IJldo@lb

Ipwegspe obousd dhis pddle IJodlb IUzse Jboz pddle IUIodlb Juvuds lseyoe 1/1.

WO o3l IJpeld SUp wedsd IJodlb 1Jge eds 2ol
99zuo IJudlb 1Jluwluse:

1. swp ldodlb 2jp bde o35 ICMP B §b.

2. 5luw 1Jzse6 1Jluods wasw £Jleé VLAN.

lJgplsd I._JTroo 3100. g>> 1Jgjp6 Uing

o Time

f 12022-88-07 19:50:06.925768
2 2022-08-07 19:52:07.921684
3 2022-08-97 19:50:08.924468
432032-08-07 19:50:09.928484

5 2022-08-97

6 2022-88-07

7 2022-08-07

8 2022-08-07 :13.934155
9 2022-08-07 19:50:14.932004
10 2022-08-07 19:50:15.937143
11 2022-08-07 19:50:16.934848
12 2022-06-07 19:50:17.9365908
13 2022-08-07 19:50:18.939584
14 2022-08-07 19:50:19.941262
15 2022-08-07 19:50:308.940716
16 2022-088-07 19:50:21.940288
17 2022-086-07 19:50:22,943302
18 2022-08-07 19:50:33,944679

Source

192.8.2.1689
192.8.2.109
192.8.2.109
192.8.2.109
192.8.2.100
192.8.2.109
192.9.2.100
192.9.2.100
192.8.2.100
192.9.2.100

192.8.2.109
192.9.2.160

Destination

198.51.180. 100
198.51.160. 100
198,51, 109, 190
198.51.160. 100
198.51.100. 100
198.51.100. 100
198.51.100. 100
198,51, 100,100
198.51.100. 100
198.51.100. 100
198,51, 100,100
198.51.100. 100
198.51.100. 100
198,51, 100,100
198.51.160. 100
198.51.160.100
198,51, 100, 190
198.51.160. 100

ICHP
ICHP
ICHP
ICHP
IcHe

ICHP
ICHe
IHP
IHP
ICHP
IHP
ICHP
ICHP
ICHP
IHP
IHP
e

Length
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102
102

FE

I Bxc9ale (39448

Internet Control Message Protocol

Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (816 bits)
Ethernet II, Src: VMware 9d:es:be (@8:50:56:9d:e8:be), Dst: Cisco_34:9a:14 (bc:e7:12:34:0a:14)
Internet Protocel Version 4, Src: 192.8.2.180, Dst: 108.51.180.108

2

Gx9a3a (39482)
oxdaa6 (39598)
ecdafe (39678)
Bxoble (39696)
exab3a (39732)
exobB3 (39811)
oxobib (39819)
ox9c07 (39943)
exdcch (46134)
oxoded (40296)
ocaded (48429)
exdesa (40538)
octefh (40659)
exafsa (46784)
exofed (40932)
oxa@3l (41009)
Bxad6? (41863)

e7
5d

12
99

13
12
28

FTIL info

34
1@
L)
eL
EL
5

64 Echo _(pin

64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)

9a 14 90 50
a8 90 40 81
€6 91 90 34
98 @8 00 84
1a 1b 1c 1d
2a 2b 2¢ 2d
55 55

uest | id=9xee3d,

request
request
request
regquest
request
request
request
request
request
request
request
request
request
request
request
request
request

56
b3
L)
ae
1e
2e

ad
o
a1
aa
1f
2f

8
@
61
1@
28
]

id=ax0034,
id=ax0034,
id=@x@a3a,
id=0x0034,
id=axe034,
id=gx@a34,
id=0x0034,
id=@x@a3a,
id=gxpa3a,
id=x0034,
id=@x@a3a,
id=oxe03d,
id=ax0034,
id=@x@a3a,
Ld=gx0e3d,
id=0xpo3d,
id=axee3d,

be a8
o8 a2
17 fo
11 12
21 22
31 32

@
G
62
13
22
33

45
o
o8
14
24
34

seq=1/256, ttl=64 (no res
S0q=2/512, ttl=64 {no res
s0q=3/768, ttl=64 (no res

seq=4,1824,
S0q=5/1280,
seq=6/1536,
seq=7/1792,
seq=8/2048,
seq=9,2304,

ttl=64 (no re
ttl=64 (no re
ttl=6a (no re
ttl=64 (no re
ttl=64 (no re
ttl=64 (no re

$eq=18,/2560, ttl=64 (no
seq=11/2816, ttl=64 (no
seq=12/3072, ttl=64 (no
seq=13/3328, ttl=64 (no

s0q=15/3848, ttl=64 (no
Seq=16/4896, ttl=64 (no
seq=17/4352, ttl=64 (no

r
f
r
r
seq=14/3584, ttl=64 (no r
f
f
r
f

seq=18/4608, ttl=64 (no

G7UULU

I"ug%

35 &°()%,- /012345

1B pdole IUIJedlb Jslzole gy PortChannell. 235 1Jzsp6 1isds 98200 IJuéllb

Il ol wsé:

1. swp ldodlb 2jp bdo o35 ICMP B 3b.

2. 5luw 1Jes06 1JIuods wasw gJleé VLAN.

Mo Time
r 12022-98-07 20:40:58.657533
2 2022-08-07
3 2022-08-07
4 2022-98-07
5 2022-08-07
6 2022-08-07 20:41:03.663226
T 1022-08-07 20:41:04.661262
8 2022-08-07 20:41:05,665955
9 2022-88-07 20:4 -666538
10 2022-08-
11 2022-08-
12 2022-98-
13 2022-08-
14 2022-08-
15 2022-98-
16 2022-08-
17 2022-08-
18 2822-088-87 28:41:15.676984

1.671369
2.675462

192.0.2.198
192.9.2.188

Destination
198.51.108. 189
198,51.100. 109
198,51, 100,100
198,51, 108, 189
198,51, 100,109
198,51, 198, 189
198,51, 108,189
198,51.100. 109
198,51, 108, 189
198.51.108. 109
198,51.100. 109
198.51.108. 189
198.51.108. 109
198,51.100. 109
198.51.108. 189
198.51.108. 109
198.51.108. 189
198.51.108. 189

ICHP
ICHp
ICHP
ICHP
IcMp
ICHP
ICMP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP

182
182
102
182
182
102
182
182
182
182
1e2
182
182
le2
182
182
le2
182

Internet Control Message Protocol

Frame 1: 182 bytes on wire (&16 bits), 182 bytes captured (816 bits)
Ethernet II, Src: VMware 9d:eB:be (@9:50:56:9d:eB:be), Dst: Cisco 34:%a:2c (bc:ie?:12:34:9a:2c)
Internet Protocol Wersion 4, Src: 192.9.2.188, Dst: 198.51.1008.108

2

FPD

0x9296 (37526
0x9370 (37744)
oxa3fe (37872)
oxa46f (37999)
ax94ad (38052)
oxa52d (38189)
ox958d (38285)
ox95d8 (38360)
exa64b (38475)
0x9720 (38699)
axsgda (38922)
0x9831 (38961)
@x98a2 (39074)
oxdEf7 (29159)
ox99e4 (39396)
0x9aB4 (395586)
ex9af3 (39667)
oxgbie (39822)

bc e7
e 0 54
0020 64 64
CECAN- N -]
16 17
6 27
36 37

12
a2
a8
e
18
28
55

PTTL Info

64 Echo_(pin

64 Echio (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)

9a Ic 88 58
48 28 a8 a1
58 a8 ea 35
a4 98 80 ad
1a 1b 1c 1d
2a b 2c d
55 55

est | id=0xee3s,

regquest
request
request
request
request
request
rgquest
request
request
request
request
request
request
request
request
request
request

56 9d eg
bb 16 ca
o0 81 ad
8 88 10
le 1f 28
ze 2f 3@

id=exea3s,
id=gxga3s,
id=exea3s,
id=0xea3s,
id=exea3s,
id=exea3s,
id=axea3s,
id=exea3s,
id=exea3s,
id=ax@a3s,
id=exea3s,
id=exea3s,
id=ax@a3s,
id=exed3s,
id=gxe035,
id=gx@a3s,
id=exea3s,

be a3 80
@3 82 64
23 fa 62
11 12 13
21 22 23
31 32 33

a5
b
e
14
24
34

seq=1/256, ttl=64 (no res
seq=2/512, ttl=64 (no res
seq=3/768, ttl=64 (no res

seq=1/1824,
s8q=5/1288,
seq=6/1536,
seq=7/1792,
seq=8/2048,
seq=9/2304,
seq=1a/256a,
seq=11/2816,
seq=12/3872,
seq=13/3328,
seq=14/3584,
seq=15/3848,
5eq=16/4896,
seq=17/4352,
seq=18/46@8,

e

T
oo dd- -

LUV

ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no

¥ aaaaaaa222223

H el

Le™® g
a
w

U 4

35 &°()%+,- ./P12345

lJuioe

Sup odasu IJodlb 1ezed eJs IUslzole Ethernet1/1 Ig PortChannel.

Sdéue 03l 1Uzasd 1Jpops:




|.Jroor06

|JI

v 9o

gled

ollb

ouo9s6 |logle

o 1dey9y ldpuwesds edsol

odssu IJoglb 25e6

bJole o35 ICMP oy

wluwegsle glgole IJg o9
Ethernet1/3 9 Ethernet1/4

9ldoedld pu wozwo gJs Ethernet1/1 |[None Sai* lJposd 192.0.2.100 |Js

9lz06 Ethernet1/1 J lJp o 198.51.100.100

odosu lJoglb 2506 eds

lJ9lzoé PortChannel1 lseyue 1/3 Ny bdole o35 ICMP oy

810288 pu LOTEO N None |7 g Lo [Meups 192.0.2.100 s
thernet

IJp_os® 198.51.100.100

*eds eJuw 31000 sogp 2ol 1 plséd I.JTIoQ 4200 gpdsle IUIJo@lb wulisss Idlezlo (Is>ged

slJg9e)-

IJodlb 1Uz506 £Js 9lzod 8,856 J9lzos plosé 19 9lz06 §ul6 puids

luwegse 9lzos wlo, 1lsle, (CLI) pu g FTD iB;ASA Jodysu Idoilb 25eé 9ldezds pu
Lozeo e Islzole 1, g6 Ethernet1/1.205 Iy PortChannel1.205. wzo9.s JJI 1slzole
IJ8,856 £ IUlwe wldslzd.

|Jpglolo. &338 1Jz 506 908l IJ1IJo @l

2oL 1Jzplss 1Ulee 3100:

- -

192.0.2.100

198.51.100.100

Chassis
Internal Switch Security Module
FTD/ASA
S Uplink
E
@ ICMP echo-reply ! outside >

231, 1Jzplss IUTew boyl; 4200:




Chassis

Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

outside
198.51.100.100

Uplink

v

lJodosu

luzyw o3l steps eJs ASA I FTD CLI Iy suvdd sub gds Bho le,use 1/1 Is Port-channel1:
1. 0283 pu IJluwe:
<#root>

>

show nanei f

Interface Name Security
Et hernet 1/ 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0
<#root>

>

show nanei f

Interface Name Security
Port - channel 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. logble 2duwé [Joglb:

<ffroot>



>

capture capsw switch interface inside

S>& e Secure Firewall 4200 ¢9zs0 IJIJo@lb:
<#root>
> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. Yp vupdsu gduwd IUIJo@lb:

<{froot>

> no capture capsw switch stop

IJozdd
2288 pu luwe 2duws IdIJedlb 5218 1116 sldouigsd 980rs 1Uslzes sldpe,d. olds py lu
IS0 PCAPSIZE wjsb oldolse 9lo £33 1deie 1dos op IJo@lbol Jsuw wow,)l:

<tfroot>
>

show capture capsw detai l

Packet Capture info

Name: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Oper State Reason: Active



Config Success: yes
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 6360

Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: :

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

46 packets captured on disk using switch capture

Reading of capture file from disk is not supported

B 030 IJzlJs: 2J8e pouivz pe VLAN ghzs VLAN=205 sbode gds lJBbo.

Vs glds Port-channell sep odssu IUIdoBlb wlgueésle gled ouods6 VLAN=205 eJs zpose
slzole IJig ole:



<ffroot>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot 1d: 1

Port 1d: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 23442

Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

vl an: 205

Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: M-

Dest Ipvé6:

Src MAC: 00:00:00:00:00:00



Dest MAC: 00:00:00:00:00:00

Src Port: 0
Dest Port: 0
Ethertype: 0

Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 5600

Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

49 packet captured on disk using switch capture

Reading of capture file from disk is not supported

SpJdu 1dezdd pu sleole L9 IJBuls IJpport B e, fxos local-mgmt ey gJIJ 110, show
portchannel summary:

<ffroot>

>

connect fxos

firewall#

connect | ocal - ngnt



firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol( V) Et h LACP Et h1/ 3(P) Et h1/ 4(P)

Channel PeerKeepAliveTimerFast

1 Pol(U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol(U) False False 0 clust

JJsuo9d IJs FXOS gJs ASA. §p woubésd IJle, connect fxos admin. B zlJs 1J usld
lJewess §p vouvgsd 03l 1dlp) Vs yusly 1Jb)e.

ogpSE pduile IUIJe @l

Se vlole IJebsle 1Ueszsss Os IJduwe czpse pdSle IJodlb pzod 2oL IUzelss IUslds
|JTPQ.

wedsd pdu IJldog@lb

lowegse wbousd dbis pddle Idodlb 1Jz5e Jbog ro.J-_él.f, IJIdeslb Jlse,yow 1=/’| 205. WO
o3l ldpelde sop cedsd Idedlb IJzse eds 2ob 1dzelsé IUlew 3100. 25 1Jzse6 IUlods 9z 2
lJoulb |J|uu|uu§52

1. swp ldodlb e bdo Lo>s ICMP Wb,
2. 52998 Jluw 1Uesed 1Jluods eds gdlps VLAN 205.



Moo Time Source Destimation Frotocnl Lengsh P P mhe
r 12022-08-97 21:21:01.607187 192.8.2.100 198.51.100.100 ICHP 106 1 edlif (16671 64 Echo (ping) request| id=ex@@37, seq=1/256, ttl=64 (no res
186

2 2822-08-07 21:21:82.6089418 192.8.2.180 198.51.160.188 ICMP Bxalia (16698) 64 Echo (ping) request id=ex@@37, seq=2/512, ttl=64 (no res

3 2022-08-07 21:21:02.610671 192.8.2.100 198.51.100.188 ICHP 186 Bxd21a (16922) 64 Echo (ping) request id-0xe037, seq=3/768, ttl=64 (no res

4 2022-08-97 21:2 609168 192.8.2.189 198.51.100.108 ICMP 106 axa26c (17004) 64 Echo (ping) request id-exe937, seq=4/1024, ttl=64 (no re

5 2022-88-87 21:21:05.689409 192.8.2.160 198.51.160. 108 TCHP 106 x4318 (17168) 64 Echo (ping) request id=ex0e37, seq=5/1288, ttl=64 (no re

6 2022-08-07 21:21:06.611847 192.9.2.100 198.51.100. 100 ICHP 106 axa3df (17375) 64 Echo (ping) request id-0x0037, seq=6/1536, ttl=64 (no re

7 2022-08-07 21:21:07.616688 192.0.2.100 198.51.160. 108 ICHP 106 xadd3 (17619) 64 Echo (ping) request id=-exee37, seq=7/1792, ttl=64 (no re

8 2022-08-87 21:21:88.618023 192.8.2.180 198.51.160.188 ICMP 186 Bxa518 (17688) 64 Echo (ping) request id=ex@@37, seq=8/2048, ttl=64 (no re

9 2022-08-07 192.9.2.160 198.51.100. 100 ICHP 106 ox4s53d (17725) 64 Echo (ping) request id=exe037, seq=9/2304, ttl=64 (no rq

18 2022-08-07 192.0.2.100 198.51.160. 108 ICHP 106 exaszb (17963) 64 Echo (ping) request id=0xe037, seq=10/2560, ttl=64 (no r

11 2022-88-87 192.8.2.100 198.51.100.108 ICHP 106 2x4707 (18183) 64 Echo (ping) request id=0x@@37, seq=11/2816, ttl=64 (no r

12 2022-08-97 192.9.2.100 198.51.100. 100 ICHP 106 @x474b (18251) 64 Echo (ping) request id=0x0037, seq=12/3072, ttl=64 (no r

13 2022-88-97 21:21:13.620168 192.8.2.180 198.51.100. 188 ICMP 106 Bxa781 (18305) 64 Echo (ping) request id=@x@@37, seq=13/3328, ttl=64 (no r

14 2022-88-97 21:21:14.623165 192.8.2.100 198.51.100. 108 ICHP 106 Bx4858 (18520) 64 Echo (ping) request id=0x@@37, seq=14/3584, ttl=64 (no r

15 2022-08-07 21:21:15.622497 192.9.2.160 198.51.160. 100 1CHP 106 Ox4989 (18697) 64 Echo (ping) request id=0x@037, seq=15/3848, ttl=64 (no r

16 2022-08-97 21: 192.0.2.100 198.51.160. 108 (] 106 @xasab (18699) 64 Echo (ping) request id=@x@@37, seq=16/4896, ttl=64 (no r

17 2022-08-07 192.9.2.160 198.51.160 . 108 1cHP 106 Bx4932 (18738) 64 Echo (ping) request 1d=0x0037, seq=17/4352, ttl=64 (Ao r

18 2022-88-87 21:21:18.626651 192.8.2.189 198.51.100,108 ICHP 106 @x4a05 (18949) 64 Echo (ping) request id=ex0e37, seq=18/4608, ttl=64 (no r

< >
» i i i its) be ©7 12 34 92 14 98 5@ 56 9d of be 81 @6 0@ cd 4P Worocos

B8 20 45 0@ 02 54 41 1f 40 00 40 @1 Ac Be @ 00 E--TA- @@

!
Ethernet II, Src: VMware 9d:e8:be (00:50:56:9d:e8:be), Dst: Cisco 34:9a:14 (bc:e?:12:34:9a:14) d
B2 64 €6 33 64 64 98 8@ @6 67 0O 3T @B 81 ba 2¢ d-3dd-- g7,

+| 802.10 virtual Lan, PRI: @, DEI: @, ID: 205 2 64 c6 33 64 64 03 80 06 67 60 37 00 01 b0 ¢ 4
g e i A ::;;‘:r::iii:;}:;em:o" e 1213141516 17 1819 la db dc id e 1F 20 21 -~ oo -
0000 1100 1101 = ID: 205 22 23 24 25 26 27 28 29 2a 2b zc 2d 2e 2f 30 31 “#$R&'() *4,-.f01

' 2 poco 32 33 34 35 36 37 55 55 55 55 23456700 LU

Type: IPvd (@x0E0Q)

Trailer: 55555555
Internet Protocel Version 4, Src: 192.9.2.10@, Dst: 198.51.100.100
Internet Control Message Protocol

lboe pddle IJIJodlb Jolzole g9 PortChannell. 235 1Jz 506 1Jlsds 98z L0 [Judlb
Il uss:

1. swp ldodlb 2jp bdo o35 ICMP B §b.
2. s2w9s luw IJgsed 1dluads eds edles VLAN 205.

W Tine Source Destration Frotocsl Length (17 P b
r 1 20822-88-87 i 192.8.2.188 198.51.108. 188 ICHMP 186 1 8x411f (16671 64 Echo uest | id=0xee37, seq=1/256, ttl=64 (no res
186

2 2022-08-07 192.0.2.100 198.51.100.100 IcHP ox413a (16698) 64 Echo (ping) request id=@x0037, seq=2/512, ttl=64 (no res
3 2022-08-07 21:21:03.610671 192.0.2.100 198,51.100. 100 IcHP 106 exd21a (16922) 64 Echo (ping) request id=0x0037, seq=3/768, ttl=64 (no res
4 2022-08-07 21:21:04.609160 192.0.2.100 198.51.100.108 IcHP 186 axa26c (17004) 64 Echo (ping) request id=8x8037, seq=4/1024, ttl=64 (no re
52022-08- 192.0.2.100 198.51.100.100 1P 106 ox4310 (17168) 64 Echo (ping) request id=x0037, seq=5/1280, ttl=64 (no re
6 2022-08- 192.0.2.100 198,51.100. 100 IcHP 106 ex43df (17375) 64 Echo (ping) request id=0x0037, seq=6/1536, ttl=64 (no re
7 2022-08- 192.0.2.100 198.51.100. 108 IcHP 106 exdad3 (17619) 64 Echo (ping) request id=8x8037, seq=7/1792, ttl=64 (no re
8 2022-08- 192.0.2.100 198.51.100.100 1P 106 ox4518 (17688) 64 Echo (ping) request id=0x0037, seq=8/2048, ttl=64 (no re
9 2022-08- 192.0.2.100 198.51.100. 108 IEHP 106 ex453d (17725) 64 Echo (ping) request id=0x0037, seq=9/2304, ttl=64 (no re
10 2022-08- 192.0.2.100 198.51.100. 108 1cMP 106 ox462b (17963) 64 Echo (ping) request id=8x8037, seq=10/2560, ttl=64 (no r
11 2022-08- 192.0.2.100 198.51.100.100 1P 106 ex4707 (18183) 64 Echo (ping) request id-8x8037, seq=11/2816, ttl=64 (no r
12 2022-08- 192.0.2.100 198,51.100.100 IcHP 106 exazab (18251) 64 Echo (ping) request id=ex8e37, seq=12/3072, ttl=64 (no r
13 2022-08- 192.0.2.100 198.51.100. 100 1cMP 106 axa781 (18305) 64 Echo (ping) request id=@x8e37, seq=13/3328, ttl=64 (no r
14 2022-08- 192.0.2.100 198,51.100. 100 IcHP 106 0x4858 (18520) 64 Echo (ping) request id-8x0e37, seq=14/3584, ttl=64 (no r
15 2022-08- 192.0.2.100 198.51.100. 100 ICHP 106 oxd909 (18697) 64 Echo (ping) request id=8x0e37, seq=15/3840, ttl=64 (no r
16 2022-08- 192.0.2.100 198.51.100.100 IcHp 106 ox490b (18699) 64 Echo (ping) request id=0x0037, seq=16/4096, ttl=64 (no r
17 2022-08-07 21:21:17.629363 192.0.2.100 198,51.100. 100 IcHP 106 ox4932 (18738) 64 Echo (ping) request id=0x0037, seq=17/4352, ttl=64 (no r
18 2022-08-07 21:21:18.626651 192.0.2.100 198.51.100.100 IcHP 106 oxdads (18949) 64 Echo (ping) request id=8x8037, seq=18/4608, ttl=64 (no r
< >

be €7 12 34 92 14 @8 58 56 9d e8 be 81 00 08 cd - -4 P V-
08 00 45 00 00 S4 41 1f 40 00 40 01 Oc Ze cO 0@ - E-TA- B -
02 64 ¢6 33 G4 64 OB G0 ©G 67 @2 37 00 01 b 2¢  -d-3dd-- g7,
0 62 00 00 60 00 Se fe 03 00 00 00 00 00 10 11 b - oo

w|B892.1Q virtual LAN, PRI: @, DEI: @, ID: 285
B8 Priority: Best Effort (default) (@)

igi 1213141516 17 18 19 1a 1b 1c 1d le 1f 200 21 - -coceve covenn |
e DEI: Ineligibl
6000 1100 1101 = ID: ;gge e 22 33 24 25 26 37 28 29 2a 2b 2c 2d 2e 2f 38 31 “#SEE() "+,-.001
o 2 @60 32 33 34 35 36 37 55 55 55 55 23456700 LU
Type: IPv4 (Ox0880)

Trailer: 55555555
»| Internet Protocol version 4, Src: 192.9.2.108, Dst: 198.51.1088.188
»| Internet Control Message Protocol

lJuine
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s
VLAN  |;zJ
IU¢hess  [SGb”

bJdoule o35 ICMP ey
lJposd 192.0.2.100 |Js
lJeosd 198.51.100.100

odosu Idodlb gjes 9ldoz 98
pw woewo eJs IJsglzos Ethernet1/1
lJ8,es6 Ethernet1/1.205

205
Sp wodssu IJodlb gjpsé
ozl po O WISTOL:
ol IS £U AL eds lse,yue 1/3 L0 . bdole yo3s ICMP oy
Wslges IJ,gs8 ‘" VIAN et ) 06 192.0.2.100 1
lJslzele 1Jlg sole Ethernet1/3 9 205 i

Ethernet1/4

*eds eduw 31000 380 2 Uz plss 1Jlee 4200 gpdsle IIJeBlb olisss IUloglo (IUsgsd
slJese)-

lJosl 1Jgse6 eds 1Uglgole 1UsIgJsé
Sew9s gdb 1Jepelss LﬂroQ 3100 gJs slzgowsu slgdswsy:

« in_data_uplink1 - 589 woyLosd lJobosd wldpeesd 1UsIEJs.
* in_mgmt_uplink1 - 598, puwl) 2jed peuoue! Jieualdle IJbLé: ped SSH |Js 9lzos
IJb1é 9 louold 1dIhé. IJpg 198 s ol Lluwe sftunnel. wse FMC g FTD.

Sewss 2ol IJzelss 1Ules 4200 gJs el suod 1Js 4 slzole slgdss:

« in_data_uplink1 gin_data_uplink2 (4245 w8 §b) - ©99p 030 IJ9lzole woyLosd lJobosd
olJpeod IUslgds. B 2lds 4245, o dyy 1dese e9liwo I.Jia,ol.J gwy 9lzolw IUsodle 2.

* in_mgmt_uplink1 gin_mgmt_uplink2 - ¢,99, 030 IJglzolw puwl) 256 peuoue!l Joualdle
IJ1,6. peod SSH |Js 9lzos 1JILs 9 louold 1Jbhé. [Jpg 198 Is ol wluwpe sftunnel. wso
FMC 9 FTD. s>¢p 2o 1z plss 1o 4200 glzows Ishé.

Uroofoé 1

Iuwegse FTD Ig ASA CLI Jodssy IJo@lb 2506 91Jezdd po woewo £Js 9lzos IJsoJé
Ws_data_uplink1.

lJegblo ©>938 1Uzjps: sullb IJIJo @l

2oL 1Jzplsé 1Ules 3100:



Chassis

Internal Switch Security Module

FTD/ASA

in_data_uplink

- -

192.0.2.100

@ ICMP echo-reply

v

198.51.100.100

231 1z plss IUTpe bo,l; 4200:

Chassis

Internal Switch Security Module

- -

192.0.2.100

@ ICMP echo-reply

FTD/ASA

in_data_uplink1

v

198.51.100.100

lJodosu
luzyw o3l steps eJs ASA g FTD CLI o susvdd Hub IJodlb gds 8bu Bs_data_uplink1:

1. logble gduws JJodlb:

<{froot>
>

capture capsw switch interface in_data_uplinkl

S>gp Secure Firewall 4200 w9z so IUIJo$lb:

<{froot>

> capture capsw switch interface in_data_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic



ingress To capture switch ingressing traffic

> capture capsw switch interface in_data uplinkl direction both

2.pduu IUldoglb gdwé:

<tfroot>

> no capture capsw switch stop

lJozdd
288 pu luwpe eduws IUIdoglb _9§I.J6 IJbbo sldoyvgsd 99wz6 1Jglzos 9ldpg . olds oU i
Yspo PCAPSIZE o jsb ldolse slo £ 1dgje Idos wp ldodlboel Jsuw Loud,)l:

<#froot>

>

show capture capsw det ai |

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 18



Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap

Pcapsi ze: 7704

Filter: capsw-1-18

Packet Capture Filter Info

Name: capsw-1-18
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

66 packets captured on disk using switch capture

Reading of capture file from disk is not supported

WO oo IJzldec swp lugvle IJodlb gds 1Uglzos wluwegsle peyd slgds 18 909 9lzos
in_data_uplink1 gJs 231, 1Jzplsé 1UTew 3130. sg,02 IJie, show portManager switch status <o.s
IJi 0, fxos local-mgmt shell &)yl 1Jglzos:

<#root>

>

connect fxos
firewall#
connect | ocal - mgnt

firewall(local-mgmt)#

show port manager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up
0/2 SGMII Up 1G Full None Link-Up
0/3 SGMII Up 1G Full None Link-Up



0/5
0/6
0/7
0/8
0/9
0/10
0/11
0/12
0/13
0/14
0/15
0/16
0/17

0/18

0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27
0/28
0/29
0/30
0/31
0/32
0/33
0/34
0/35
0/36

JJso9d IJs FXOS gJs ASA. §p wouvésd IJie, connect fxos admin. B zlJs IJ wsld
lJewess §p vouvgsd 03l 1dlp) Vs yusly 1Jb)e.

ogpSE pduile IUIJe @l

Sp wlole 1Jgbsle 1Jpz9rs B IUBume wrese pddle IJodlb pzod 2ol IJzelss IU51Js
|JTPQ.

SGMII
SGMII
SGMII
SGMII
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX

KR2

KR
KR
KR4
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a

wedsd pdu IJldog@lb

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Up
Up

Up
Up
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

1G
1G
1G
1G
1G
1G
1G
1G
1G
1G
1G
1G
1G

50G

25G
25G
40G
n/a
n/a
n/a
1G

n/a
n/a
n/a
1G

n/a
n/a
n/a
1G

n/a
n/a
n/a

Half
Half
Half
Half
Full
Full
Full
Full
Full
Full
Full
Full
Full

Ful |

Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

None
None
None
None
None
None
None
None
None
None
None
None
None

None

None
None
None
N/A
N/A
N/A
None
N/A
N/A
N/A
None
N/A
N/A
N/A
None
N/A
N/A
N/A

Mac-Link-Down
Mac-Link-Down
Mac-Link-Down
Mac-Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Up

Li nk- Up

Link-Up
Link-Up
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset

Iowegse wbousd Bbis pddle 1Idodlb 1Jze Jbee pddle IUIedlb JJglzos

s_data_uplink1. B o3l lUpeld. sop cpdsd Iedlb IUzie eds 2ol 1z elss 1JTee 3100.

ozl pu uldbs IJpulz - Vs 030 IJzldo: sop IJollb bde Loss ICMP 9250 1) eds

lJLwsls. 030 os 1dejp lJpyuwds pu ldobos lJs [Jpeesd 1U51RJs.



LS Tienw .-I Source Desmnguen Protocol baegth FE PTTL Info

- 1 2022-88-87 22:40:06.685606 192.9.2.108 198.51.108. 168 ICMP 162 |exadas (19859) 64 Echo (ping) request |id=ex@83a, seq=33/8448, ttl=64 (repl

2 2022-08-87 22:40:06.685615 198.51.1080.160 192.0.2.16@ ICHP 162 axbcde (27868) 64 Echo (ping) reply id=0x@83a, seq=33/8448, ttl=61 (raqL

3 2022-08-97 22:40:07.684219 I 7P T L £ PN B L £ TCAP 07 waae Cho (PINE) request  id=8xee3a, seq=34/8784, ttl=64 (repl

4 2022-08-87 22:48:07.680300 198.51.180.100 192.9.2.168@ ICMP 162 ax6db2 (28082) 64 Echo (ping) reply id=8x@83a, seq=34/8784, ttl=64 (requ

5 2022-08-97 22:40:08.685736 192.9.2.108 198.51.198. 160 ICHP 162 axdedc (20188) 64 Echo (ping) request id=ex983a, seq=35/8968, ttl=sa (rapl

6 2022-08-07 22:40:08.690806 198.51.100.160 192.9.2.16@ ICHP 162 axodbf (28095) 64 Echo (ping) reply id=8x@83a, seqe=35/8960, ttl=64 (requ

7 2022-08-97 22:49:09.699737 192.9.2.108 198.51.108. 168 ICHP 162 axafad (20269) 64 Echo (ping) request id=8x@83a, seqe=36/9216, ttl=64 (repl

8 2022-08-87 22:40:09.690744 198.51.1080.160 192.0.2.16@ ICHP 162 ax6esd (28288) 64 Echo (ping) reply id=8x@83a, seq=36/9216, ttl=61 (raqgL

9 2022-08-07 22:40:10.692266 192.9.2.108 198.51.108. 169 ICHP 162 axafbl (20401) 64 Echo (ping) request id=8x@83a, seq=37/9472, ttl=6a (repl

10 2022-88-87 22:49:10.692272 198.51.180.160 192.9.2.16@ ICMP 162 axbeds (28373) 64 Echo (ping) reply id=8x@83a, seqe=37/9472, ttl=6a (requ

11 2022-68-07 22:48:11.651159 192.8.2.188 198.51.188. 188 ICHP 182 Bx50088 (20488) &4 Echo (ping) request id=Bx083a, seq=38/9728, ttl=sa (repl

12 2022-88-07 22:49:11.691166 198.51.100.160 192.9.2.16@ ICHP 162 ex6fib (28475) 64 Echo (ping) reply id=8x@83a, seqe=38/9728, ttl=64 (requ

13 2022-88-87 22:48:12.692135 192.9.2.108 198.51.1098. 188 ICMP 162 Ax58b8 (20664) 64 Echo (ping) request id=8x@83a, seqe=39/9984, ttl=6a (repl

14 2022-088-87 22:408:12.6097209 196.51.100.180 192.9.2.180 ICHP 102 ox6fd7 (28631) &4 Echo (ping) reply id=-0x003a, seq=39/9984, ttl=-&4 (requ

15 2022-88-87 22:49:13.697328 192.9.2.108 198.51.1908. 168 ICHP 162 Bx5184 (20868) 64 Echo (ping) request id=8x@83a, seq=48/10248, ttl=64 (rep

16 2022-08-87 22:48:13.697327 198.51.180.160 192.0.2.16@ ICHP 162 ax7a3e (28734) 64 Echo (ping) reply id=0x@83a, seq=48/10248, ttl=64 (rec

17 2022-98-07 22:40:14,698512 192.9.2.100 198.51.190.169 ICHP 102 ex51d8 (20952) 64 Echo (ping) request id-ex@03a, seq=41/10496, ttl=64 (rep

18 2022-88-987 22:49:14.698518 198.51.180.180 192.9.2.168@ ICHP 162 ax7add (28893) 64 Echo (ping) reply id=8x@83a, seqe=41/18496, ttl=64 (rec

< >
Frame 1: 182 bytes on wire (#16 bits), 182 bytes captured {816 bits) @0 50 56 9d o7 50 bc eF 12 34 %a 15 6F o 45 29
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a3:15), Dst: VMware Sd:e?:58 (88:58:56:9d:e7:58) 90 54 4d 93 40 @0 40 01 @@ 13 0 80 02 64 o6 33
Internet Protocol Version 4, Src: 192.8.2.108, Dst: 158.51.108.100 0020 64 64 08 00 7 15 R ee 21 30 3f fo 62 00 20
Internet Control Message Protocol 90 00 8b 1a 05 00 00 00 00 80 10 11 12 12 14 15
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25
26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35

36 37 55 55 55 55

lJuise
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Chassis

Internal Switch Security Module
FTD/ASA
Management
in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC,
FMC ICMP echo-reply, &

SSH, Sftunnel

231, 1z plsé 1JTew boyl; 4200:

Chassis
Internal Switch Security Module
FTD/ASA
@\ Management
in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC,
FMC ICMP echo-reply, Q
SSH, Sftunnel
lJodgso

luzyw o3l steps eJs ASA Iy FTD CLI Iy suvdd sub IJodlb gds $ho Ws_mgmt_uplink1:

1. logvle gduwé |Jogll:

<#root>
>

capture capsw switch interface i n_nmgm _uplinkl

S>gp Secure Firewall 4200 w9zso IUIJolb:

<ffroot>

> capture capsw switch interface i n_ngnt_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic



> capture capsw switch interface in_ngnt_uplinkl direction both

2. 9p wopdsu eduwd IUIJoglb:

<tfroot>

> no capture capsw switch stop

lJozdd

288 pu luwpe eduws IUIdoglb _9§I.J6 IJbbo sldoyvgsd 99wz6 1Jglzos 9ldpg . olds oU i
Yspo PCAPSIZE o jsb ldolse slo £ 1dgje Idos wp ldodlboel Jsuw Loud,)l:

<#froot>

> show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 19



Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap

Pcapsi ze: 137248

Filter: capsw-1-19

Packet Capture Filter Info

Name: capsw-1-19
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

281 packets captured on di sk using switch capture

Reading of capture file from disk is not supported

WO oo IJzldec swp lugvle IJodlb gds 1Uglzos wluwegsle peyd slgds 19 909 9lzos
in_mgmt_uplink1 g Js 231, 1Jzplsé 11ew 3130. sg,00 IJie, show portManager switch status b.s
shell IJio, fxos local-mgmt og 8l 1Jslzos:

<#root>

>

connect fxos
firewall#
connect | ocal - mgnt

firewall(local-mgmt)#

show port manager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up
0/2 SGMII Up 1G Full None Link-Up



0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-Link-Down
0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up

0/ 19 KR Up 25G Ful | None Li nk- Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset

0/35 n/a Down n/a Full N/A Reset

0/36 n/a Down n/a Full N/A Reset

JJso9d IJs FXOS gJs ASA. §p wouvésd IJie, connect fxos admin. B zlJs IJ wsld
lJewess §p vouvgsd 03l 1dlp) Vs yusly 1Jb)e.

ogpSE pduile IUIJe @l

og;n_é..,_sb IJgbsle 1Up9z936 B IJduwe wepse pdle Idodlb pesd zol) IJzelss 1Uslgds
IJl oo
wedsd pdu IJldog@lb

Iowegse wbousd Bbis pddle IJodlb 1Jze Jbee pddle IUIedlb Jolzos in_mgmt_uplink1.
O o3l ldpeldi swp wedsd IJodlb Idze eds 2ol Iz elso |.JL°Q 3100.

O2OY pU Qé]a:é lJpdwlz - W 030 IJzlds Wi swpe &P IJ@',o:,o.;, ewsly IP 1Jgluo oldblé
192.0.2.200. IJlp&ds os gip 1U)d 8Js wu9w9d9d SSH |y Sftunnel g ICMP echo. 030 o 1Jgjp
lJeouwdé pu 9lzos Lo IUobosy s Iduveds po U 1Jezed IUsIEJS.



Transport Layer Security

Moo Time Source Destinaton
196 2072-08-07 23:21:45,133362 192.0.2.208 192.9.2.101
197 20822-88-87 23:21:45.133385 192.9.2. 208 192.8.2.101
198 2022-08-07 23:21:45.133388 192.0.2.200 192.0.2.101
199 2022-08-07 23:21:45.928772 192.8.2.200 192.9.2.100
200 2022-08-07 23:21:45.040024 192.0.2.200 192.0.2.101
201 2022-08-07 23:21:45.949027 192.8.2.200 192.9.2.101
702 2022-88-87 23:21:46.919895 192.8.2.200 192.9.2.101
203 2022-88-07 23:21:46.019899 192.0.2.200 192.0.2.101
204 2022-08-07 23:21:46.019903 192.8.2.200 192.9.2.101
205 2022-88-87 23:21:46.019986 192.2.2.200 192.0.2.101
206 2022-88-07 23:21:46.136415 192.0.2.200 152.8.2.101
207 2022-08-07 23:21:46.958148 192.8.2.200 192.9.2.108
208 2022-88-07 23:21:47.080409 192.8.2.200 192.9.2.108
200 2022-08-07 23:21:48,406312 192.8,2,200 192.8.2.101
210 2022-88-07 23:21:48.993236 192.8.2.200 192.9.2.101
211 2022-88-87 23:21:48.094386 192.8.2.200 192.0.2.100
212 2022-08-07 23:21:50.008576 192.8.2.200 192.9.2.108
213 2022-88-87 23:21:50.140167 192.0.2.200 192.0.2.101
214 2022-08-07 23:21:50,140171 192.8,2, 200 192.8.2.101
215 2022-08-07 23:21:50.140175 192.9.2. 208 192.9.2.181
216 20822-08-07 23:21:51.015884 192.8. 2, 208 192.9.2.108
217 2022-98-07 23:21:51.142842 192.0.2.208 192.0.2.181
218 20822-08-07 23:21:52.030118 192.8.2. 208 192.9.2.108
219 2022-08-07 23:21:53.042744 192.8. 2. 200 192.9.2.108
220 2022-08-87 23:21:53.073144 192.8. 2, 200 192.9.2.108
221 2032-08-87 23:21:53.194996 192.8.2. 208 192.9.2.108
222 2022-98-07 23:21:53,995480 192.0.2.200 192.9.2.101
223 2022-08-07 23:21:54.102899 192.9.2. 208 192.9.2.108
224 2022-08-87 23:21:54,993675 192.8.2. 200 192.9.2.101
33 1ANT AD A7 13.74.85 138700 AT A A han TAn A Aan

Frame 1: 747 bytes on wire (5976 bits), 747 bytes captured (5976 bits)
Ethernet II, Src: Cisco_34:93:00 (bc:e7?:12:34:9a:88), Dst: Cisco_11:38:2a (ad4:53:8e:11:38:2a)
Internet Protocol Version 4, Src: 192.8.2,288, Dst: 192.8.2.181
Transmission Control Protocol, Src Port: 8385, Dst Port: 58885, Seq: 1, Ack: 1, Len: 677
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64 39181 » 8305 [ACK] Seq=61372 Ack=875 Win=1384 Len=1448 TS
64 39181 » 8385 [ACK] Seq=62320 Ack=875 Win=1324 Len=1448 TS
64 Application Data

64 Echo (ping) reply id=exenal, seq=4539/47889, ttl=64

64 Application Data

64 8305 + 58885 [ACK] Seq=21997 Ack=26244 Win=4116 Len=8 TSy
64 Application Data

64 application Data

64 8395 + 58885 [ACK] Seq=22053 Ack=26274 Win=4116 Len=8 TSy
64 BI85 + SHEES [ACK] Seq=22853 Ack=26308 Win=4116 Len=8 TSy
64 39181 -+ 8385 [ACK] Seq=65188 Ack=921 Win=1384 Len=0 TSval
64 Echo (ping) reply id=8xe8el, seq=4540/48145, ttl=64
64 Echo (ping) reply id=0xesel, seq=4541/484981, ttl=64
64 B35 » 58885 [ACK] Seq=220853 Ack=26366 Win=4116 Len=8 TSy
64 Application Data

64 Echo (ping) reply id=2x@0el, seq=4542/48657, ttle=ca
64 Echo (ping) reply id=8x@ael, seqea543/48913, ttleca
64 39181 + B385 [.lCI:] Seqe65188 Acke=921 Wins1384 Lenw1448 TS
64 30181 » 8305 [ACK] Seqe66636 Ack=921 Wine1384 Len=1448 TS
64 Application Data

64 Echo (ping) reply id=@x@00l, seqe4544/40160, ttls6a

64 39181 +» 8305 [ACK] Seq=69084 Ack=967 Win=1384 Len=0 Tsval
64 Echo (ping) reply id=0xeael, seq=4545/49425, ttl=64

64 Echo (ping) reply id=gxoeel, seq=4546/19681, ttl=64

64 Server: Encrypted packet (len=112)

64 22 » 53249 [ACK] Seq=1825 Ack=881 Win=946 Len=@

64 Application Data

64 Echo (ping) reply id=oxpeel, seq=4547/49937, ttl=64

64 8305 + 58885 [ACK] Seq=22407 Ack=26424 Win=4116 Len=0 TSy
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39> ICMP ECHO pyu gugly IP
lJ¢glue olsé FTD 192.0.2.200
IJs 1Jpuosed 192.0.2.100

Sftunnel oo gu9lo IP 1Ugluo
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9lJe92)-
e9lod o oS0 IJodlb 1z e

swp 0dssu e5lpd ©uodss IJoilb 25pd Ipzsd IUsleds oy Idb)sds IJos sop ol
oJ9su puwwss Idoslule. luwegse sble uag lJlse,ow gldpblo@s Jodssy g9lpd
lJouo9s6.

lJodosu

Bp wlele o030 IJgbsle g 9lzos yulo, IUisle, (CLI) J ASA s FTD Jodssy IJodlb 2506
luwogsle puive sblud [blle ARP I 256 ICMP o IJp oseé 198.51.100.100 gJ.s slzos
lseyue 1/1:

1. 0283 po Wlowp:

<ttroot>
>

show nanei f

Interface Name Security
Et hernet 1/ 1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. louble gduws IJodlb J ARP Iy ICMP:

<{froot>

>

capture capsw switch interface inside ethernet-type arp

<tfroot>

> capture capsw switch interface inside match icnp 198.51. 100. 100

lJozdd

0288 0 luwp 2duws IUIJedlb 9eled IJouodss. Bsps EtherType os 2054 ¢ i ys 500806
B wdluws guiny:



<tfroot>
>

show capture capsw det ai

Packet Capture info

Name: capsw

Session: 1

Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: yes

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovlan: 0
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: M-
Dest Ipvé6: M-
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Et hertype: 2054

Total Physical breakout ports involved in Packet Capture: 0

0 packet captured on disk using switch capture



Reading of capture file from disk is not supported

03l 09 1oz 99 pu wuoW8s6 ICMP. L ,9¢9d9J IP 1 09 ICMP:

<{froot>

>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nare: capsw 1-1
Pr ot ocol : 1

Ivlan: 0

Ovlan: 0

Src |p: 198. 51. 100. 100



Dest Ip: 0.0.0.0

Src Ipvé6:

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packets captured on disk using switch capture

Reading of capture file from disk is not supported

czpse pdle IJodlb 1Jezsd IUslds Jzoly 1z elss 1UTed

Ivegse ASA s FTD CLI Jogese pJBle IJodll IJpzsd Iléds. eds FTD. sedo lsuol
OUodS) pdud IJlgoélb ey IJlp, copy J CLI |Js 1Jgzole IJos spdo 1Uysesd lJsoel pu gJIJ
slzole IJoslule Iy IJogvgsuole.

ol po 3JY spdo uuwg [Jed |Js Ingfw/var/common B 9 o¢ 1Ugws) 9eujsdo po FMC
o edld gsh wujsd IJpduws.

B 2lJs slzole Buls IJpuds wuopu wepse pdldle IJodlb IJzse po zese Slzole IUlg ole.
ASA
luzje o3l steps W98 I szpe slgds plelz IJodlb puy> eJs ASA CLI:

1. ls 3l IUIJ ol

<#root>
asa#

capture capsw switch stop

2. 0289 pu lsylw pdyws IUIJoB@lb 9dlzb | ywe pdu IUIJo@lb.

<#root>
asa#

show capture capsw det ai |
Packet Capture info

Name: capsw



Session: 1

Adm n State: di sabl ed

Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3. lgwegse Idle, CLI copy Jouoss) Idedwd |Us gzole wgssé:



<#root>
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
di skO: Copy to diskO: file system
di sk1: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
runni ng-config Update (nerge with) current system configuration
scp: Copy to scp: file system
snb: Copy to snb: file system
startup-config Copy to startup configuration
system Copy to system file system
tftp: Copy to tftp: file system
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filenane [/packet-capture/sess-1-capsw ethernet-1-1-0.pcap]?
Destination fil enanme [sess-1-capsw et hernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

uble Firepower Threat Defense (FTD)

Se vlole 030 IUgbsle Jogpse pdSle 1Jodlb 1deesd 15ledss edis slzod uwb, IJisle, (CLI)
s FTD guuwegol IJs 1Ugsbe IJos spdu ldsuesd IJsol eu) sleole Iduslule 9 IJougsuele:

1. Jlveuld IJs CL Jobgsuos:

<{froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Click 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower>

enabl e

Password:

<-- Enter

firepower#



2. lsdles Il el

<#root>
firepower#

capture capi switch stop

3. 0283 pu lsdlW pduws IUIJe$lb 9dizb e pJ IUIJoSlb:

<#root>
firepower#

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Oper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et hernet - 1- 1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1



Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

4. luwegse Iie, CLI copy Jouoss) IJedd |Us gzole wgsé.

<#root>
firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO0: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy 1in progress...C

139826 bytes copied in 0.532 secs

Bp Llale 030 IJgbsle Jozpse pddle IUIJedlb oo FMC po ¢JId $sh ouisd 1Jpdus:

1. lsdls IUIJ o bl



<ffroot>
>

capture capsw switch stop

2. 0288 pu lsdIB 2duws IUIJodlb 9125 1uue 1Upd 9euuly oS IIJodlb 11!

<ffroot>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess-1- capsw et hernet - 1- 1- 0. pcap
Pcapsize: 139826

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0
Ivlan: 0
Ovlan: 0

Src Ip: 0.0.0.0



Dest Ip: 0.0.0.0

Src Ipvé6:

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported

3. luedd Ids suoe 1dges) sloedd [Js suse 1Jzs:

<{froot>

>

expert

admin@firepower:~$

sudo su

root@firepower:/home/admin

4. 1o pdo IUIJeBlb |Js /ngfw/var/common:

<#root>
root@KSEC-FPR3100-1:/home/admin

cp / mt/ di skO/ packet - capt ure/ sess- 1- capsw et her net - 1- 1- 0. pcap / ngf w/ var/ conmon/

root@KSEC-FPR3100-1:/home/admin

I's -1 /ngfw var/common/sess*

-rwxr-xr-x 1 root admin 139826 Aug 7 20:14

/ ngf w/ var / common/ sess- 1- capsw- et her net - 1- 1- 0. pcap

-rwxr-xr-x 1 root admin 24 Aug 6 21:58 /ngfw/var/common/sess-1-capsw-ethernet-1-3-0.pcap

5. Ws FMC. Iz, 1Ulzoj6 > wujsd IJpdud:



- Firewall Management Center —
i e e E!" 3? S Overview Analysis Policies | Devices Objects Integration Deploy Q -be ¥ @ lab_domain\admin¥ it
— —
Device Management VPN Troubleshoot Reporting
S D hb d Device Upgrade Site To Site | File Download |
umma ASNDOArd lasch dashbosed) —_—
ry NAT Remote Access Threat Defense CLI
Provicos & summan ry Of BeBvity on the appliance
QoS Dymamic Access Policy Packet Tracer
MNetwork = Threats Intrusion Events Status Geolocation QoS Platform Settings Troubleshooting Packet Capture * Il
—_—
FlexConfig Site to Site Monitering
Add Widg
Certificates
* Unique Applications over Time _— * Top Web g —_—
25
0
15
10 Mo Data No Data
65
on-+ T T T T
15:25 1535 1545 1555 w05
b Traffc by Application Risk - » Top Server Applications Seen - » Top Operating Systems Seen =X
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6. 120, FTD. 98 w9ds) luwp pJud IJIJodlb. 9lod,) wuisd:

i J
Firewall Manag?mem Cent_er Overndiew Analysis Policies Devices Objects Integration Deploy Q @ 43 @ lsb_comain | adminw vl
hreat Defense CLI
Device
| FPR3100-1 v
File

| sess-1-capsw-ethernet-1-1-0.pcap

Luible 9oesss 91 od Ieplyuwle JIdodlb 258 1Jezed IUslgJs
lJpwlsis IJogzsoss 9ld9sys:

© Sup e eduvle gpd ©dasu IJodlb pead poss 9JIJu Spdu v oIy eduwé &pd
IJodlb p2ad 81238 B Eb wubbs B IJ )6, suce gu eelsds wpdsu 219 19e,) pu
eduwlo gpd lUIJoglb 'abi ERROR: W id wpdsu Igduws: zse wp 19ue9d I1Js 1Ue>
IJIGuos 1 po 2duwle Idedlb 1z IJognbs".

o Jlspdu 230 Idod@lb pead uuvb.

© Jlspdu Goles J¥ble IUpzad eds IJobosd. see eds ldpuvese wuoss) UpdSle.

© Jlsopgp tsblo ldodlb puues wslole pesus pod o8 s Idpzadle 989 o)psjol
939p 1J2ips sldooog 98ss0l pu ldpzsdle JIdo il 1dpzsdle.

* Vs eldo ASA pugs Iduwslilor sop wdsso IJoblb 1dezed eds slzole IJwslule Ws
wsldlo [Jpuwegse. sop s8p IJodlb 1Uezed eds 1Uglzole Ws_data_uplinki. 9



in_mgmt_uplink1 w3l Ws uwsld 1JbL)s.
030 05 Blisps IV LoJ Ippluwle IUpuuewss [Js luveesle IJodlb 1z5e b zldle TAC:

« Ju eds lss wldpols IJeszsoss slddsss.

o lgwedsle 89lpd wuoss IUIJeG@lb.

» 9ues Is Ulgool cles) NAT eds Iwb goslo usel uvdde IJodlb pruie.

* O wishs Iy o ddsd bad IUzips Idos e gz Ikl B 2lds ltodido go 1J3sps
IJIBe,)luos6 1518 Ulse. suoe eu lJeze IJIBUo) £33 poslss po 1Jeie IUpdo@bé
sldedw oldeduw.

* S wurwb tee ldetio IJpsde puve Izles.

* Ju eds a)lss weas Idluwdlb Vs pgzle IJle, show cap <cap_name> detail. wpg)>
IJsuosd Ids 2 2ee Idpeiu 1Jpddo: siob gols el 1luwdlb.

osedyple slo Lods

o« 1bJ6 wJosu 9lzoé wlo, II9le, .5 Firepower 4100/9300
e dJsd wie oguvgsd 2ol Iz elsé 1o, 3100 oy Cisco
* o.z& lale, Cisco Firepower 4100/9300 FXOS



https://www.cisco.com/c/en/us/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
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