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* wpwd wdysu peyd el lJogss (ISE)
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St wuin Cisco ISE W yvodod: Jel szo eds Ipuwoddpsu IJuolissso Ideuobd6 eds
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lJodsule
odysy TrustSec gJs ISE

TrustSec Overview

Plan Securnty Groups Create Components Push Policy
|dentify resources that require different levels of Create securty groups for resources, user Push the matrix policy live.
protection groups and Metwork Devices as defined in the
preparation phase. Also, examine if default Push the SGTs, SGACLs and the matrix to the
Classify the users or clients that will access SGTs can be used to match the roles defined. network devices o
those resources
Define the network device authorization policy Real-time Monitoring
Objective is to identify the minimum required by assigning SGTs to network devices. Check dashboards to monitor current access.
number of Security Groups, as this will simplify
management of the matrix Palicy Auditing
Define SGACLs to specify egress policy. Examine reports to check access and
Preliminary Setup authorization is as intended.
Set up the TrustSec AAA server. Assign SGACLs to cells within the matrix to

enforce security.
Set up TrustSec network devices.

Exchange Policy

Check default TrustSec settings to make sure Configure SXP to allow distribution of IP to SGT
they are acceptable. mappings directly to TrustSec enforcement
devices.

If relevant, set up TrustSec-ACI policy group
exchange to enable consistent policy across
your network.

Consider activating the worlkflow process to
prepare staging policy with an approval process.

odgsy Cisco ISE Jglbe TrustSec AAA

Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy  » Administration

b Metwork Access b Guest Access |~ TrustSec » BYOD » Profiler + Posture ¢ Device Administration » PassivelD

b Overview  ~Components P TrusiSec Policy  Policy Sets  » SXP » Troubleshoot  Repors P Seffings

I
o
Secuily Croups AAA Servers List = corbinise
AAA Servers
IP SGT Static Mapping

=Name | CISCOISE

Security Group ACLs

Network Devices

Descripfion
Trustsec ASA Servers
*Ip |1|].2I]1.214.23U | (Example: 10.1.1.1)
*Port | 1812 | (valid Range 1 to 65535)

=3
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vl Identity Services Engine

Home v Context Visibility ¢ Operations » Policy - Administration + Work Centers
b System + Identity Management ~ Metwork Resources ¢ Device Portal Management  pxGrid Services ¢ Feed Semnvice ¢ Threat Cenfric NAC

* Metwark Devices Metwork Device Groups MNetwork Device Profiles  Extemal RADIUS Servers RADIUS Server Sequences MAC Managers  Extermal MDM ¥ Location Services
I

o
Metwork Devices List = CatalystSwitch

Network Devices

Hetwork Devices

Default Device

* Name | CatalystSwitch
Descriptien | Catalyst 3850 Switch

Device Security Settings

IPAddress  +| *IP: [ 10.201.235.102 | iz |

AN

A Cisco » @

Software Version |:|

* Device Profile

* MWetwork Device Group

Location [l Locations | [ Set To Default |

IPSEC  [no | [ 5etTo Default |

Device Type o)l Device Types | [ SetTo Default |

N

M [+ RADIUS Authenticafion Settings

RADIUS UDP Settings

Frotocol  RADIUS /

" Shared Secrel [ pdmini23 | [ Hide |

Use Second Shared Secret [ i

| Show |

CoAPort [ 1700 | | SetTo Default |

RADIUS DTLS Settings
DTLS Required  []

Shared Secret  |radius/dils i

oop luols edysy euuo) IJoede Vs IJuveds Idpedso IUJluvdIdsse (WLC) gldezdd puo
Jzol; TrustSec ws Cisco ISE

bed wsloule lewpl ouvesd 1Usg9d J SSH. 903l spdy Cisco ISE o0 wuiy wessule IP Js
lLdse ldelows [Us 1dezed.

Spdud Jugble odo IJguluo) B 9lgos Idpuwese lumsess (GUI) eo) 1Usse pu Cisco ISE
O Work Centers > TrustSec > Components > IP SGT Static Mappings Jel 09 p9 0z oul:
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stlnal T = oo B -
el |dentity Services Engine

Hame ¢ Contect Visibiling ¢+ Operations » Policy ¢+ Administration = Wark Centers

b Metwork Access ¢ Guest Access | = TrustSec | » BYOD ¢ Profiler  » Posture  * Device Administration  » PassivelD
¢ Ovarview ¢ Components  ® TrustSec Policy  Policy Sets ¢ 53XP » Troubleshoot  Reports  ~ Settings
I
o

General TrustSec Setlings General TrustSec Settings

TrustSec Matrix Setlings
Verify TrustSec Deploymant
Work Process Settings

SXP Seltings [C] Automatic werification after avery deploy (i
ACI Sattings Time after deploy process minutes (10-60)

Protected Access Credential (PALC)

“Tunnel PAC Time To Live [s0 | [oays -

*Proactive PAC update when % PAC TTL is Left

Security Group Tag Numbering

(8] System Will Assipn SGT Numbers
[C] Ewcept Numbers [n Range -  From | 1,000 To| 1,100

() Usar Must Entar SGT Numbers Manually

Security Group Tag Numbering for APIC EPGs

[C] System will assign numbers In Range -  From | 10,000




“tuthe Identity Services Engine v Context Visibiity v Operaions v Palicy v Admindstration

b Metwork Access ¢ Guest Access  +TrustSec | » BYOD ¢ Profiler v Posture ¢ Device Administration  » PassivelD

b Owverview ¢ Componants ¢ TrustSec Poloy  Policy Sels # SXP # Troubleshood  Reporls = Sebings

o
General TrustSec Satiings Security Group Tag Numbering for APIC EPGs
TrusiSec Matrix Seitings [ System will assign numbers In Range - From | 10,000
Wiork Process Salfings
SXP Settings Automatic Security Group Creation

ACI Setlings
[[] Auto Create Security Groups When Creating Authorization Rules (i

SGT Number Range For Auto-Creation - From | 5,000 To 5,100
Automatic Naming Options

Select basis for names, [Security Group name will be shorened to 32 characters)

Mama Will Include Rula Name i
Optional Additions Policy Set Mamie (§

Prefix | SGT

Suffis: | 8GT
Exampla Name - Rulalame

IP SGT static mapping of hostnames

(= Create mappings for all IP addresses returned by DNS query

() Create mapgings only for the frst IPvd address and the first IPvG address returned by DNS query

Save Recet

lousle gdlple pzeogs clpsu Jdpuwetspso IUJluvddsso

louble pze9es 1ol Jpuweuilys BYOD - 10,6380 15
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el dentity Services Engine

Home » Conbadt Visibility » Dperations » Paolicy » Adminiztration

b Metwork Access b Guest Access | ~TrustSec | » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

b Overview  ~Componenls b TrusiSec Policy  Policy Sets  » SXP b Troubleshoot  Reports  » Seflings
——

o
Security Groups Security Groups
For Policy Export go fo Administration » System = Backup & Resiore » Policy Expori Page
IP SGT Static Mapping
Security Group ACLs
Network Devices G Edit + Add & Import A Export ~ B Trash - © Push @ Verify Deploy
pListze RAS Se0ers 2 Icon Name J2 SGT (Dec / Hex) Description Learned from
— @) BYODconsultants 15/000F SGT for consultants who use BYOD - restrict intemal access
— @ BYODemployees 7007 SGT for employees who use BYOD - allow internal access
@ Contractors 50005 Contractar Security Group
n @ Employees 40004 Employee Security Group
—_— g EmployeeServer BM000E Resfricted Web Server - Only employees should be able to access
@ Gussts BI0008 Guest Security Group
@ Metwork_Senices 300003 Metwork Services Security Group
@ Cuarantined_Systems 255/00FF Quarantine Security Group
g Restricted\WebServer B0008
@ TrusiSec_Devices 200002 TrustSec Devices Security Group
? Unknown 00000 Unknown Security Group

logile wgbsb wldy lwolosds po IPIJs SCGT Jgbe lUssy 1Jpds>

Gp w3dd Jis golasy IPIE,s Iy pvodle Whess Bs vvwdod Jl ouobd Js Cisco ISE pg wzlyj puolb s MAC (MAB). 802.1x.
9SOl 9ol

rvices Engine

Home » [ it r Policy ¥ Admini = Work Centers

b Metwork Access  » Guest Access | ~TrusiSec | » BYOD  » Profiler  *» Posture  » Device Administration  » PassivelD
¥ Overview = Components  * TrustSec Policy  Pelicy Sets  » SXP » Troubleshool  Repords  * Seltings

|

a

s ty Groups IP SGT static mapping > 10.201.214.132
IP SGT Static Mapping IP addrass(es) © (10201214132
Security Group ACLs
Network Devices Add to a mapping group

LSS T s Map to SGT individually

SGT" | EmployeeServer (8/0008) il

Send 1o SXP Domain u default

Deploy to devices All TrustSec Davices 4

Cancal m

louble pdd wg)s puolb§s [ uolss



Identity Servi ngine

Home ¥ Conbexd Visibility ¥ Ope
» System - |dentity Management | » Metwork Resources ¢ Device Poral Management  puGrid Services ¢ Feed Service  » Threal Centric HAC

k Wenfitiecs Groups  Exiemal Identity Scurces  ldenfity Source Sequences b Seftings

External Identity Sources Cedificate Authentication Profiles List » New Certificate Authentication Profile
e Certificate Authentication Profile
-~ -

» ] Cendcae Autnantieation Profia
» [ Active Directory

*Hame | EYODCertificalesuthPrafile |

B Loar
& oosc Descriplion | Allow 802 1x authenbication to BYOD using usemamepasswond « EAP-TLS authentication 1o EYYOD
3 RADWS Token using certificate
] R SecurD i
[l SAML id Providers
[ Social Login Kentity Store [ Windows_AD._Server  J

Use Identity From @) Certificate Attibute [Subject . Comman Name ] @

) Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only)

Maich Chent Cerlificale Against
Certificate In ldendity Store Hever

(®) Only to resobve identity ambiguity

3 Abways perform binary comparison

(o)

logble ouvdumd puo3) 0986 wpdd Lersd puol§s [dubelss pu Sud



::Ilisélf: Identity Services Engine Hoame » Context Visibiity + Operations ¢ Policy - Administration + Work Centers

» Systemn |~ ldentity Management  » Metwork Resources ¢ Device Poral Managemeni  pwGrid Services ¢ Feed Service  p Threat Centric HAC

¥ ldeniities Groups Exdernal Ideniity Sources  Ildenfity Source Sequences  » Seffings

ldentily Sowrce Sequences List > Hew Identity Source Sequence

Identity Source Sequence

w |dentity Source Sequence

*Mame | BYOD_ldentity_Sequence |

Description | allow vsemames+password and cerlificale for BY QD authentication

by

= Cedificate Based Authenbication

¥ Selecl Cerificate Authentication Profile | BYODCeddificatefuthPr =

w» Authentication Search List

A 5¢l of ienkity sources that vall be accessed in sequénce until first autheéntication suctaads

Availabile Selected
Intermal Endpaints - Vindaws_A0_Server -
Guest Users | | Intemal Users
| | |
=
| I |
o
- | | - |

= Advanced Seanch List Seltings
If & sedecied wentity slore cannol be accessed for authenticabion

=

& Do not access other storeés in the sequence and s&1 the “Authentc alionStalus™ stribute to "FrocessEmar

! Treal as if the user was not found and proceed to the next store in the saquenca

Submit Cancel |

Ip wotssu ldpgwegspsu IdJlwddssy (1Idesbidso sldpuvouibso) 8sw poluve
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Pobcy Sels -+ EmployeeS3ID

Statws  Polcy Set Nama Dusseription Canditions Alveed Prolocols | Sarver Sequence  His
@ Emeetsn W Aavapace ArvapaceWandd ECOULS 2 Dotacst Riptomrk Azcenn Y
 fathentication Palicy (Z)
* Suls  Fude Namg Conditizns, \IM His Ao
00 esty_Setrsesce
@ pax S wrwen_sar L
¥ Opiory
PrpTp—
@ Detsm L -]
¥ Oporn
¥ Aathorization Policy - Local Exceptions.
» Authorization Policy - Global Exceptions
 Aathorization Policy (1)
Resclty
Staius  Bude Mama Condiions. Profies \Sm-*xwws His  Adions
dom Rebicaod cows £ [ mesworkactens Eaplemesicaton ECUALS EARTLS
/@ EbResked s EAFTLE  AND = Pemmithozess | | EvObesentants * o
i AL Qeou = Comsutants & comocd Enmsatieogs EGUALS tohadieyd besilnen Gt ——
b e § B messork ccens Eapletenicaion EOUALS EARTLS
- i ErOCRegmens and LATLS AND - Pesmiceess * Y Oermpryes. * o o
and AV - EOUALS
@ oo = HSP_Orenad 1/ * w O
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el Identity Services Engine

Home  Conlexd Visibility ¢ Operabons ¥ Palicy ¥ Admindsiration = Wk Centers

b Nebwerk Access ¢ Guest Access  =TrustSec | » BYOD  » Profiler ¢ Posture ¢ Device Administration ¢ PassivelD

b Overview  # Components = TrusiSec Policy Policy Sets  # SXP b Troubleshoot  Reporis b Seftings
N

<]
Metwork Device Authorization

= Egress Policy
Define the Network Device Authorization Policy by assigning SGTs 1o network devices. Drag and drop rules o change the crder
Matrices List Rule Name Conditions
Matrix i Tag_TrustSec_Devices ¥ DEVICE:Device Type equals to All Device Types then
E Default Rule L) no rules defined or no match then
Source Tree
Destination Tree

Metwork Device Authorization

Ip wueasd SGACLs Juersy gwsluwé 1Jg 9z

Iuwele JJpuweuihso oldsuosd 1Js 1s pdls ghas: 9JJo pe ©dsss ol 09 sl2Js:

Securnty Group
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et [dentity Services Engine

Home v Context Visibility v Operations + Policy v Administration - Work Centers

b Metwork Access b Guest Access =TrustZec | » BYOD b Profiler  » Posture p Device Administrafion  » PassivelD
b Overview = Components P TrustSec Policy  Policy Sets  » SXP b Troubleshoot  Reports b Settings
I
o
Security Groups ACLs List = RestrictConsultant
Security Group ACLs

Security Groups

IP SGT Static Mapping

_ ¥ MName | pectrictConsultant
Security Group ACLs

Description

Metwork Devices Deny Consultants from going to internal sites such as: hitps://10.201.214.132

Trustsec AAA Servers

IPVersion (@) |pvd () IPv6 () Agnostic

* Security Group ACL content permit j

deny tcp dst 2g 30

deny top dst eg 443
permit ip

IJuwelz JJpabdso wldsuosd IJs is pdlo ghes 9ls pdlo slgds:

e |dentity Services Engine

Home ¢ Context Visibility + Operations + Policy v Administration ~ Work Centers

» Metwork Access b Guest Access = TrustZ3ec » BYOD b Profiler v Posture » Device Administration ¥ PasszivelD

b Overview  *Components b TrusiSec Policy  Policy Sets b SXP » Troubleshoot  Reporis b Settings
I
<]

Security Groups ACLs List = AllowEmployee
Security Group ACLs

Security Groups

IP 3GT Static Mapping
) Y Mame | pllowEmployee
Security Group ACLs

Description

Metwork Devices Allow Employees to ping and access sites in browser

Trustsec AAA Servers

IPVersion @ |pva (O IPvé () Agnostic

* Security Group ACL content permit j

permit tcp dst eq 80
permit tcp dst eq 443
permit ip

IUuwele JJizess IJigys wldauesd 1ds IJgsple IUluslomss (IEoshs):



wlile Identity Services Engine

» Operations » Pal

b Metwork Access b Guest Access = TrustSec + BYOD ¢ Profiler  » Posture  » Device Administration

» Overview  ~Components  » TrustSec Policy  Policy Sets  » SXP  » Troubleshoot  Reports  » Settings
I

o
Security Groups Security Groups ACLs List > LoginServices
Security Group ACLs
IP SGT Static Mapping
* Name i .
Security Group ACLs LoginServices|
Network Devices Description

This is an ACL for Login services

Trustsec AAA Servers

IPVersion @ 1pva O 1Pve (O Agnostic

Security Group ACL content permit udp dst eq 67

permit udp dst eq 53
permit tcp dst eq 53
permit tcp dst eq 838
permit udp dst eq 88
permit udp dst eq 123
permit tcp det eq 135
permit udp dst eq 137
permit udp dst eq 359
permit tep dst eq 389
permit udp dst eq 636
permit tcp dst eq 636
permit tcp dat eq 445
permit tcp dst eq 1025
permit tep dst eq 1026

Save Reset

Generation 1D:

S

lgl>s wozse zost IJeuwetspsu IJuslissso Is Cisco ISE (Jlghs wozso p2gd BYOD). Jl edp wouppsu 2aJ8 @9, DNSIs

DHCP g ping is WebAuth Jigol JI spdu lo wuwdd lJs Cisco ISE:

“tsch' Identity Services Engine Home » Context Visibility » Operations + Policy » Administration

1

-y

b Metwork Access b GuestAccess | ~TrustSec  » BYOD  » Profiler  » Posture  » Device Administration

» Overview ~Componenls P TrustSec Folicy  Policy Sets  » SXP » Troubleshool  Reporls b Sedtings
I

o
Security Groups ACLs List = New Security Group ACLs

Security Group ACLs

Security Groups

IP SGT Static Mapping
* Mame  qs
Security Group ACLs

Description

Network Devices ACL to allow ISE services to occur

Trusisec AAA Servers

IPVersion @) pva (O IPvé () Agnostic

* Security Group ACL content deny udo dst g 67

demy udp dst g 53
deny tep dst 2g 53
deny icmp

deny fcp dst gg 8443
permit ip

Submit Cancel |

B0 B9lise Idopde B 1d9Losd (ACL) 1UglL06 wd gJs puod9W6 Luslwé TrustSec W.s Cisco |SE

Generation ID: 0
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IJuwele Jpsbdso wldsuesd IJs ks pdlo thas slduwelz wesle ssw 102lgss:

(7=
[T
[ Te——rs
© o i

5,09J SSH i HTTPS Lz )5 woisy Cisco TrustSec: e

wpedsy Cisco ISE ey Allow Multiple SGACLSs:

"dsdy  Identity Services Engine Home b+ ContexiVisibiity  » Operations  » Policy  » Administration [RERUCIEET

¢ Metwork Access } Guest Access - TrustSec » BYOD ¢ Profiler } Posture p Device Administration ¢ PassivelD

¢ Overview ¢ Components b TrustSec Policy Policy Sets P SXP b Troubleshoot  Reports  * Setftings
|

< ]
General TrustSec Settings TrustSec Matrix Settings
TrustSec Matrix Settings = Allow Multiple SGACLs i
Work Process Settings # Allow Monitoring (i
i # Show SGT Numbers (i
SXP Settings
ACI Settings Appearance Settings | Custom Theme v]i

Set In Cell Color  Pattern
Permit - ¥ :
Deny - ¥ : ¥
scacls [ Y [
Default for Matrix {(Inherited)
Permit I:l B : &
Deny I:l ¥ : ¥
seacts | |v[ ]

Status lcons
Enabled
Disabled 20

Monitor L

Save Reset



lu@, Push B 1Ujl9ss 1JeJs! IJspus pu Cisco ISE: Jsdde IJedsse 1Jglue wd Jigwdd IJs lzojod. szo edsd IJEsle w3dd

226 05 Jledl isuol:

There are TrustSec configuration
changes thatl has not been nolified to
nebwork devices. To nolify the relevant
nélwork devices about these changes

ckek the push buthon.

wdysu TrustSec gJs pe9d Catalyst

wdsu IUpead Jluwwgsle Cisco TrustSec J AAA gJs peod Catalyst



ot s, 03l 1dpuwews 1o Idpuwegsesy IJJlunddsss Josd olezso olJbed Bs BYOD L9l wlos Cisco ISE
Sud lJodssy IUblo, oul.

e odsso IJbley 1Jes oz oldiwss puvedl God 03l (JIs wepd 9226 BYOD Wirdless og ISE).

<ffroot>



Cat al yst Swi t ch(confi g) #aaa new nodel

Cat al yst Swi t ch(confi g)#aaa server radi us policy-device

Cat al yst Swi t ch(config)#i p device tracking

Cat al yst Swi t ch(confi g) #radi us server Cl SCO SE

Cat al yst Swi t ch(confi g-radi us-server)#address ipv4 10.201.214. 230 aut h-port 1812 acct-port

CatalystSwitch(config)#aaa group server radius AAASERVER
CatalystSwitch(config-sg-radius)#server name CISCOISE

CatalystSwitch(config)#aaa authentication dotlx default group radius
CatalystSwitch(config)#cts authorization 1ist SGLIST
CatalystSwitch(config)#aaa authorization network SGLIST group radius

Cat al yst Swi t ch(confi g)#aaa aut horizati on network default group AAASERVER

Cat al yst Swi t ch(confi g)#aaa aut hori zati on aut h-proxy default group AAASERVER

Cat al yst Swi t ch(confi g)#aaa accounting dot1x default start-stop group AAASERVER

Cat al yst Swi t ch(confi g)#aaa server radi us policy-device

CatalystSwitch(config)#aaa server radius dynamic-author
CatalystSwitch(config-Tocsvr-da-radius)#client 10.201.214.230 server-key Adminl23

1813



e szo lo sdou pdele puwstle 109, IJpzes 09 bduwo vy RADIUSIJp i, d IUss 22300 B
Administration > Network Devices> Add Device > RADIUS Authentication Settings IJ 9w e.

<#froot>

Cat al yst Swi t ch(confi g) #radi us-server attribute 6 on-for-login-auth

Cat al yst Swi t ch(confi g) #radi us-server attribute 6 support-nultiple



Cat al yst Swi t ch(confi g) #radi us-server attribute 8 include-in-access-req

Cat al yst Swi t ch(confi g) #radi us-server attribute 25 access-request include

CatalystSwitch(config)#radius-server vsa send authentication
CatalystSwitch(config)#radius-server vsa send accounting

Cat al yst Swi t ch(confi g) #dot 1x system aut h-contr ol

wdysu pdele PAC Lopu ¢be RADIUS Jpol> 86 1Upzed gds Cisco ISE

CatalystSwitch(config)#radius server CISCOISE
CatalystSwitch(config-radius-server)#address ipv4 10.201.214.230 auth-port 1812 acct-port 1813
CatalystSwitch(config-radius-server)#pac key Admin123

M e RADILS Authentication Settings

Ha DS DD >ettings

Frofocol RADILS

* =hared Sacrel | Admini23 Hide

Use Second Shared Secret [ ]



tITES sz $dou pdolz puustle 19u09d 1Jpzes 09 wduwe uy RADIUSIJpubc,d IJss 22200 2o
Administration > Network Devices> Add Device > RADIUS Authentication Settings lJ 9 wpe s Cisco ISE (Jel 09 p9 02
B IJoslb IJuil us).

odysu wslule lgwpel CTS Jpuol> 96 1Jpesd eds Cisco ISE

CatalystSwitchtcts credentials id CatalystSwitch password Admin123



"tiee  Identity Services Engine Home b Conted Vishilly  + Operaions  + Policy -.-'-c"l'l":-ll.'!:um

b Syadaim b bdenbly Mansgement =~ Hetdk Aesourtes b Devics Porlsl Mansgament!  poleod Senvioas  p Faed Sardce ¥ Thiaad Ca

= Matwork Devices  Hebwork Device Groups  MNetwork Device Profilies  Exfamal RADIUS Sarvers RADIUE Server Sequences  MAC Mana

= P
o * Advanced TrusiSec Setlings

Hetwodk Devices

Lretst Device * Device Authentication Settings

Device Security Seltings

Use Device 1D for TrusiSec Identification =

Device Id | CatalystSwinch
" Fasyword Adminl ¥y Hde

adizss: szo 1o wdau wslule lewpl CTS os v wol pg,yld IJzols + JJps 1Jps9, IJos eascel Bs wslule lgwpls CTS
Sew o odau wbuwol pg 8 1Jzols + IJeé 1Jp,9) 1Jos gaswel s Administration > Network Devices > Add Device >



Advanced TrustSec Settings lJ 8§ wpe b Cisco ISE (sbo, B IJodlb 1Jyblis).

w82 3Ji §p wopps pumst Idsuesd Iezes 1JElue wd 2o suad I Cisto ISE p)6 Ies:

CatalystSwitch(config)#radius server CISCOISE
CatalystSwitch(config-radius-server)#exit
Request successfully sent to PAC Provisioning driver.

opdsu CTS wuvdd glp gds prod Catalyst

CatalystSwitch(config)#cts role-based enforcement
CatalystSwitch(config)#cts role-based enforcement vlan-list 1115 (choose the vlan that your end user devices are on only)

CESSU Clow pu IPlJs SGT Jgobe 1Jsse 1pzbs)s (Ioshs)

Jlslos gbe 1Jse 1dpdss po ¢JIJ 1ISE Jdpuols§8 Tosl J3dd see s wpssio 398! luwwésle Switch CLI g ISE Web
GUL. 9lJss s&> peos Sles pu IJesss pu 9bp IJ9sw b Cisco.

CatalystSwitch(config)#cts role-based sgt-map 10.201.214.132 sgt 8

IJozdd pu TrustSec gJs pzod Catalyst

CatalystSwitch#show cts pac

AID: EF2E1222E67EB4630A8B22D1FF0216C1

PAC-Info:

PAC-type = Cisco Trustsec

AID: EF2E1222E67EB4630A8B22D1FF0216C1

I-ID: CatalystSwitch

A-ID-Info: Identity Services Engine

Credential Lifetime: 23:43:14 UTC Nov 24 2018

PAC-Opague: 000200B80003000100040010EF2E1222E67EB4630A8B22D 1FF0216C10006009C0003010025D40D409A ODDA F352A 3F1A 9884A C3F
Refresh timer is set for 12w5d



CatalystSwitch#cts refresh environment-data
Environment data download in progress

CatalystSwitch#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 2-02:TrustSec_Devices
Server List Info:
Installed list: CTSServerList1-0001, 1 server(s):
*Server: 10.201.214.230, port 1812, A-1D EF2E1222E67EB4630A8B22D 1FF0216C1
Status = ALIVE flag(0x11)
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Multicast Group SGT Table:
Security Group Name Table:
0001-31:
0-00:Unknown
2-00:TrustSec_Devices
3-00:Network_Services
4-00:Employees
5-00:Contractors
6-00:Guests
7-00:BY ODemployees
8-00:EmployeeServer
15-00:BY ODconsultants
255-00:Quarantined_Systems
Transport type = CTS_ TRANSPORT_IP_UDP
Environment Data Lifetime = 86400 secs
Last update time = 16:04:29 UTC Sat Aug 25 2018
Env-data expiresin 0:23:57:01 (dd:hr:mm:sec)
Env-data refreshesin 0:23:57:01 (dd:hr:mm:sec)
Cache data applied = NONE
State Machine is running

CatalystSwitch#show cts role-based sgt-map al
Active |IPv4-SGT Bindings Information

IP Address SGT Source

10.201.214.132 8 CLI
10.201.235.102 2 INTERNAL

IP-SGT Active Bindings Summary

Total number of CLI bindings =1
Total number of INTERNAL bindings=1
Total number of active bindings = 2



odysy TrustSec gJs WLC

IJodsso 9ldozdl pu luolds euuo) Idoede Os IUuveds Idpedsd IUJlgudJdss (WLC) Jzol; RADIUS s Cisco ISE

Identity Services Engine

Home v Context Visibility ¢ Operations » Policy - Administration + Work Centers

b System + Identity Management ~ Metwork Rescurces ¢ Device Portal Management  pxGrid Services ¢ Feed Semnvice ¢ Threat Cenfric NAC

* Metwark Devices Metwork Device Groups MNetwork Device Profiles  Extemal RADIUS Servers RADIUS Server Sequences MAC Managers  Extermal MDM ¥ Location Services
I
o

. Metwork Devices List = CiscoWLC
Hetwork Devices
Metwork Devices

Default Device
* Name | CiscoWLC
Description | cigep 3504 WLC

Device Security Settings

PAddress <] *IP: [ 10.201.235.123 | i3z |
Ak Cisco v @

* Device Profile

Software Version

* Metwork Device Group

Location |Al| Locations | |_ Set To Default |
IPSEC [1yg | [ set To Default |
Device TYPE [ a)f Device Types | [ setTo Default |

M |5 RADIUS Authenticafion Settings

RADIUS UDP Settings

Protocol  RADIU S/

* Shared Seoret [ig | | Hide |

Use Second Shared Secret [

(_show |
CoA Port [ 1700 | | Set To Default |
RADIUS DTLS Settings
DTLS Required [
Shared Secret radius/dils '
CoA Port [ 2083 | [ Set To Default |
Issuer CA of ISE Cerlificates for Cod |Select if required (optional) - | i

DNS Name | |

oo lpolds wdssu suue) Iduedp B IduvwJs 1Jpedss IUJluvddss (WLC) sldeedd pwo Jeol; TrustSec s Cisco ISE

opdy 030 IJglbgs Cisco ISE pu wuiy wessule IPIJs Id)dsy IJelows s guues Idoede Bs Iduveds IUpedss [JJlgudIdss
(WLC). JB> Bpw vluuile odo ldogssule Vs 9lzos lJpuuagse lUyum9peso (GUI) 1Jglos o Cisco ISE Web GUI B pld Idgad >
TrustSec > 1adl s0les > g s sl | P Id&leud ) § 5w IP W ¢bo9d gl §6.



"duc Identity Servic Home  » ConlextVishiily  » Operaons  + Poicy PRIl WorkCenlers

» System  » Identity Management = - Network Resources ¢ Device Porfal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~ Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM ¥ Location Services
I

o M [+ Advanced TrustSec Seifings
HNetwork Devices

EeiiBette ~ Device Authentication Settings /
Device Security Setfings
Use Device 1D for TrustSec ldentification

Device Id | CiscoWLC

+ TrustSec Notifications and Updates \

* Download environment data every |1 Minutes  ~ |

* Dovmioad peer authorization palicy every [ | [Davs |
* Reauthentication every ll | |Days =]

* Download SGACL lists every [ | [Minutes_~]

Other TruziSec devices to trust this device R —
Send configuration changes to device Using @ coa O cu (S5H) —

Send from - ,m

Ssh Key

+ Device Configuration Deployment

Inciude this device when deploying Security Group

Tag Mapping Updales
Device Interface Credentials /

* EXEC Mode Password Hide | —i—
Enable Mode Password | Hide | ie—

= Out Of Band (00B) TrustSec PAC

Issue Date 27 Aug 2018 01:58:32 GM
Expiration Date | 25 Nov 2018 01:58:32 GMT

Issued By | Network Device

Generate PAC



adlghs: Lpo uuwegse 03l Deviceld 9od s ¢logs Password Jlz §6. s Security > TrustSec > General 9lzoé pwegse 95w
WLC.

Cpdsu ©9Bs) puwstle 1J9uesd 1dezes (PAC) oo WLC



CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
b Server Index 2
eneral
» RADIUS Server Address{lpvd/Tpvi) 10.201.214.230

Authenhication
Accounting
Fallback
DS
Dowmilcaded AVP
k TACACS+
LD&AP
Local Met Users
MAC Filtening
w [Disabled Clients
User Login Pohcies
AP Policies
Pazsword Polcies

Local EAF
Advanced EAP
Priority Order
Certificate

Access Control Lists

Wireless Protection
Policies

Wab Auth

TrustSec

Local Policies
OpenDNS
Advanced

Shared Secret Format

Shared Secret

Confirm Shared Secret

Key Wrap

Apply Ci5co 15E Default settings
Port Humber

Server Status

Suppornt for Cod

Server Timeouk

Hetwork User

Managpement

Management Retransmit Timesut
Tunnel Proxy

Bealm Ligt

PAC Provigsonang

IFSec

wedsy TrustSec gJs WLC

ASCH ¥

(Detsgred For FIPS cuttomers and requires B key wrap comphsnt RADIUS tarver)

1812

Enablad *

Enabled ¥

5 seconds

# Enable
Enable

5 seconds

. Enable

* Enable

Enable



Save Configuration  Ping Logout  Refres

hlllilllh

CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Security General _Clear DevicelD | Refresh Env Data | Apply |

* ARA /

General -
» RADIUS L Enable
Buthenticaticn Device Id CiscoWiLe
Accownting
Fallback Password LELETL
i Inline Tagging

Downloaded AVP

¥ TACACS+
LDaP Enviranment Data

Local Het Lisers

MAC Filtering Current State START

w [igabled Chents Last Siatus WAITING_RESPONSE
Uaer Logen Pahigs
AP Policies

1.Cizar Davicald will cear Device [D and password

[
e 2.Apoly button will configune Device 1D ang other parameters

k Local EAP
Advanced EAP

k Priority Order

¢ Certificate

F Access Control Lists

Wireless Protection
Policias

F Web Auth

+ TrustSec
GEFETE] lf—
SXP Config
Paliey

Local Policies
¢ OpenDNS

F Advanced



adics: CTS Device ld 9.5z Password Io, wdgy o5 wbwol Device ld 9o Jo Password I o gasool s Administration >
Network Devices > Add Device > Advanced TrustSec Settings |J §wp s Cisco ISE.

IJoedd pu ©9ds) puwséle 1dauesd 1dpees (PAC) eds suwes Idwede s IJuveds Idpedss IUJluvddss (WLC)

s o goue) egde B Iduvwds IJpedss 1JJlusddss (WLC) e w9ds) puwsé 1dsuesd Idpzes (PAC) wugle wes
IJod,Refresh Env Data (w890 o3l Wb 030 1Jglbgs):



CI5CO

MONITOR  WLANs CONTROLLER

WIRELESS  SECURITY  MANAGEMENT

COMMANDS

HELF  FEEDBACK

Security

- AAA
General
= RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
F TACACS+
LDAP
Local Net Users
MAL Filtering
= Disabled Clients
User Login Policies
AF Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Server Index

Server Address(Ipwd/Tpve)
Shared Secret Format
Shared Secret

Confirm Shared Secret
Key Wrap

Apply Cisco 15E Default settings
Part Number

Server Status

Support for Coa

Server Timesaut

Network User

Management

Management Retransmit Timeout

RADIUS Authentication Servers > Edit

F
10,201.214.230
ASCIL T

ELL

e

(Designed for FIPS customers and réguires 8 key wrap compliant RADIUS server)

1312

Enabled T
Enabled ¥

5 seconds
# Enable

| Enable

5 | seconds

Wireless Protection Sinnel Proxe Enable
Policies Realm Lis
F Web Auth PAC Provisioning ¥ Enable
- TrustSec /
Seneral PAC Params
E:,:..fnnng PAC A-1D Length 16 Clear PAC
Local Policies PAC A-ID ef2e1222e67eb463028b22410216¢1
¢ OpenDNS PALC Lifetime ‘Wed Nov 21 00:01:07 2018
b Advanced IPSes Enable

oujsd wslule osisé CTS py Cisco ISE |Us WLC

o> IJu@Refresh Env Datar o §9p 9226 lJoedpe Bs IUuveds [dpedsd IUJluwddss (WLC) vouisd Idydole.



Save Configurabion  Pin Logout Refresh
ala]n ve Config Bing  Logout R

CISCO MONITOR. WILANs CONTROLLER  WIRELESS ) MAMAGEMENT COMMANDS HELF FEEDBACK A Home
Security Clear DeviceID | Refresh Env Data |
General
Apply |
* AAA
General
* RADIUS .
Authentication CTs ¥ Enable
LEETITY Device Id |CiscoWLC |
Fallback
DNS Password |H"" |
Downloaded AVP . ) .
» TACACS+ Inline Tagging |/
LDAP
Local Met Users Environment Data /
MAC Filtering
# Disabled Clients Current State COMPLETE
User Login Policies
AP Policies Last Status START
Password Policies Environment Data Lifetime 86400
(seconds)
b Local EAP Last update time {seconds) Mon Aug 27 02:00:06 2018
Advanced EAP
} Priority Order Environment Data expiry 0:23:59:58 (dd:hr:mm:sec)
Environment Data refresh 0:23:59:58 (dd:hr:mm:sec)

} Certificate

b Access Control Lists Security Group Name Table

> Wireless Protection 0:Unknown -
Policies 2:TrustSec Dewices
3:
4 : Emg
b Web Auth 5:Contractors
£:Gussts
v TrustSec 7iEY0Demployecs -eij—
General 2:Employecfaryelr —i— -
SXP Config 15:EY¥0Dconsultant s -
Policy 255:Quarantined Systems A
Local Policies 1.Clear DevicalD will clear Device ID and password
b O DNS 2.Apply button will configure Device ID and other parameters
pen
b} Advanced

opdsu wujsdlo SGACL goudssel gds eyds 1Jpi9)

||Il!l‘||
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT
Wireless All APs > APb838.61ac.3598 > Trustsec Configuration
* Access Points
&l APs AP Name APbBIE.61ac. 3558
Zazth s Base Radio
= Radios MAC b8:38:61:b8:05:70

B0Z2.11a/nfac
802.11bfgfn

Dual-Band Radios TrustSec Configuration /
Global Configuratian -
b Advanced CTS Override Enabled ¥
o lf—
Mesh Sgacl Enforcement e
¥ ATF 1.Inline tagging is supported i oniy Flex mode AP (Applicable to 11ac
o
RF Profiles A7)

2.5XPvd{Listener/Speaker/Both) is supported in Flex,Flex+bridge AP
FlexConnect Groups  (Applicable to 1iac AF)
FlexConnect ACLS

FlexConnect WVLaMN
Templates



Bp wotuosue Euue) Idorde Bs Iduveds Idppdss 1JJluvddss (WLC) 90 dlos 19 09d ee Idrdsw 2 (TrustSec_Devices)

lowz ey IJogdp Vs Iduveds 1pedss [JJluvddsé (WLCHWLAN) ;s po 2 (TrustSec_Devices) JJuwelz wzuds 1de)9)
(SSH 5 HTTPS 9 CAPWAP) [Us/pu gy Idoede B Iduveds 1deedss IJluvddss (WLC) + udlos Idsuesd po ¢dId 1dezsd.

ClsCo

WLANs

* WLANS
WLANE

b Advanced

MONITOR  WiANs CONTROLLER

WLANs > Edit "CiscoEmployee’

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

| Gemeral | Security | QoS | Policy-Mapping | Advanced

Sawe Conbigurabion  Ping  Logout Refresh

# Home

Tumnenmg =

Turnel Profile Neme ¥
mONS

mOHS Snecping Erabled
TriastSes

Security Group Tag 2
OpenDiS

OpenDNE Mode Ignore ¥

DpenDNS Profile Mome ¥
Fabric Configuration

Fabyic Erabled
Mability

Selective Reanchor Enabled
U3 Intorface

UF Interface Emakied

U3 Reporting Interval 20

wedsu 9o Idedlple slgd Idgwlo, eJs WLC

i)

Local Net Users
MAC Filtering
* Disabled Chents

User Login Polices
AP Pelices
Password Pobicies

* Local EAP

Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Wiraless Protaction
Poliches

b Web Auth

* TrustSec
General
SXP Config
Poliey

Local Policies
b OpenDNS
¢ Advanced

wew Wireless > Access Points > Global Configuration lg3J18 Jiuwdd 925> TrustSec Config.

MONITOR  WLAN: CONTROLLER

General

(35 # Enable
Dewice 14 CiseeWill
Fassword P

Inline Tagging o

Envirenment Dala \

Current State COMPLETE
Lust Status START
Erwvironment Dty Lifetime (zecands)

Last update teme (peconds)

Ervvinanment Dwts gupiry

Erwvironment Dty refrash

Securty Groun Hame Table

clear Device 10 and password

SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

86400
Men Aug 27 02:00:06 2018

0:23:34:31 [dd:hrzmmizee)

0:23:34:31 {dd:hrzmmazec)

configure Device [0 and cifer pavameters

Saye Configurstion  Ping  Logout Refresh

A Home

Chear DeviceID | Refresh Env Data | Apply |

'




CISCO MONITOR WLANs CONTROLLER WIRHESS SECURITY MANAGEMENT
Wireless All APs TrustSec Configuration
* Access Points
all aps
Direct APs TrustSec
= Radios
802.11a/n/fac Sgacl Enforcement ]
802.11b/g/n
Duzal-Band Radios I Inline Taging o) I
oigge- Global Configuration AP SXP State
¢ Advanced i
Default Password |u--uu
Mesh
» ATE S¥P Listener Min Hold Time (seconds)
RF Profiles SXP Listener Max Hold Time (seconds)
FlexConnect Groups SX¥P Speaker Hold Time (seconds)
FlexConnect ACLs Recanciliation Time Period {seconds)
FlexConnect VLAM
Templates Retry Pericd {seconds) 120
OEAP ACLs Peer Config
Network Lists Pear IP Address | |
¢ B802.11a/nfac Passvrord
b 802.11bfg/n | Mod
Local Mode Speaker ¥
b Media Stream ==
> Application Visibility ADD
And Control
Lync Server Peer IP Address Password SXP Mode
Count
- 1.Inline tagging is supperted in only Flex mode AP {Applicable to 11ac
Timers AFR)
" 2.8XPvd{Listener/Speaker/Beth) is supperted in Flex, Flax+bridge AP
Netflow {Applicable to 11ac AF)
F QoS

cedso suoe Igdlple sled Iuwlo, gdss e Catalyst

<ffroot>

CatalystSwitch(config)#interface TenGigabitEthernet1/0/48

Catal ystSwitch(config-if)#description goestoW.C

Catal ystSwitch(config-if)#swi tchport trunk native vlan 15

Catal ystSwitch(config-if)#sw tchport trunk allowed vlan 15,455,463, 1115

Catal ystSwitch(config-if)#sw tchport node trunk



CatalystSwitch(config-if)#cts role-based enforcement
CatalystSwitch(config-if)#cts manual
CatalystSwitch(config-if-cts-manual)#policy static sgt 2 trusted

IJeedd po lJuoes

MONITOR  WUAM: CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS WELP  FEEOBACK

Monitor Clients Entries 1 - 10f 1

SumTErY Comrunt filter  Nene
¥ Acoess Polmts

¥ Cisco Cleandir

b Statistics et MAC Addr 1P Addreus 1gva/ Tpes) AP Name WLAN Profils wLAR SR User Hams Protocal Statn Auth  Port  sktid
B b PO 21 18201205425 PR8I, 61ac, JSABCORBIN CoepnEmpinyee CortanEmpicyes emth B0%i1e assovated ™ f
* Rogues

¥ Redundancy
Clieats
Sleeping Clents
Multicast

¥ Applications

b Lync
Loscal Prafiling

iz036 £3ble Blisps IJepde B 1Usuo9d JJuble 1Jigulus Catalyst Switch#show | inc sgacl

luwdlb $lises Idopde B IUsuosd 1UEluos ldluosh Ilog po wu9edsd IUloesoe (SGACL) gus 1Ug)9z (454): 10 [blle
luw8l Blises Idozde s 1dsosd J 1PV (455) o)z 0 lbl)le

luwSlb ¢Jsé IPvA SGACL (456) pu IUpgse: 0 lbl)le

luv Sl ¢Jsé IPV6 sgacl (457) pgse: 0 lbl)le



et BBl Juo wuuegse Cisco ASR 9 Nexusly Cisco ASA Lol pu 3J9: Bspdo Jpuwous Idesz ool lo susles B

IJezdd pu 0o edlele 1U)dsw IUglue v adisd lowed joldd 1 iz ble ol_o,Jlzol TrustSec.

Gp wldpuobds eds [duvods IUJluwddss oluwegsle luue IUpuwegse jsmith password adminl23 - oylze Slises oz de s
IJsuesd (ACL) Jd,B8un S IUpesd:


https://community.cisco.com/t5/security-knowledge-base/trustsec-troubleshooting-guide/ta-p/3647576
https://community.cisco.com/t5/security-knowledge-base/trustsec-troubleshooting-guide/ta-p/3647576
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