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hostscant_1_3_62 85,10 62-k8pg Moathcan Package LR |
[ File Name:* 85,1, 382-vsbeploy- ki pkg Swcurs Coort image LS
cisco-secure-client=linux64-5.1.3.62-w: Browse..
File Type:*
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FMC_Add Object ISE

IJglogs 5. luwdd IJs Objects > Object Management > VPN > Group Policy. 1, §,.Add Group Policy 1§, DNS/WINS. 25> Jlisy ¢lbp
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ISE_PSN__.

Enter an |P address

Cancel

[ Add

|



Name

rediract

Entries (4)

@ Block  any-ipwd ISE_PSN, U

. DS _over_TCP o
@ Black DNS_over UDP £ u

3 @ Block FTP, su
Allw  any-iped any-ipwd s u

Allow Owverrides

aiess: s p luuegsle FTP JJsz0s B pold Blises lJepde s 1suoed (ACL) IJegls wozs0o 03l Jpeld gds ¢lsp



IJluodlz.

IJgbys 7. luegd lJs Objects > Object Management > RADIUS Server Group. 1o, 9,.Add RADIUS Server Group
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RADIUS Server Group Add RADIUS Server Group

RADIUS Server Group objects contsin ané of mare reférences to RADIUS Sarvers. These AAA servers are used 1o authénticale users logiing in thieugh Remets Access VPN connections.

FMC_ADD_NEW_RADIUS SERVER GROUP

g9 7.1. 098, Il we: IJoe$ 8Enable authorize only. IJwz 8.9 Enable interim account update. |Jwe §.§ Enable dynamic

authorization.
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rtpise

Description:

Group Accounting Mode:

Single v
Retry Interval:* (1-10) Seconds
10
Realms:
—

Enable authorize only

Enable interim account update
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RADIUS IJg>s26.
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Allow Cverrides
@ Contgure divice ovorndis in the sddress pool abject 1o
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Ditpiaying 1 - 2 of 2 rows Fagr[1 a1
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i resuiresd Tie eroaing Contifal

siry Roperans1s (C5A5) 3o

Mame Type Orvpurrics
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4 Commen Nama (G s marasatory for sall-sgned Ceriacats thatis vsed in Romate Access Inchude Device's 1P Address:
WPHL To conbigere GN, please navigate 1o ‘Gartcate Paramesers’ tab,
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Remote Access VPN Policy Wizard

@ Foscy Assignment 7 | Connection Frofie 3| Securs Clant 4| Access & Certificate 5 Summary
Targeted Devices and Protocols
Before You Start

Betone you start, ensure the falowing configuration
hpenents 19 e in placs 10 complats Romots AZcess.
VPN Policy.

This wizard wil guide you through the required minimal sieps to conhgure the Aomobe
Aezaus VPN palicy with & rew user-dohned conneetion prokle,

Authentication Server

Description: Confgure LOCAL & Rl &f RADIS Ser
o 550 1o authenticate VPN clents.

Secure Client Package

VPM Protocols:
Make sure you hine Secure Chant package lor VPN
Cltrt downicaded o you have the elavant Gisco.
s cradentials to dowaload it uring the wizard.
) Bac-aEa Davice Interface
Targeted Devices:
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Auninble Devices Selecied Devices devices 50 that they £an be used 05 2 security 2000
af inberface Grews 10 onable VPN sccoss.
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Server. 13J8 1Js luwdd I oses.
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Connmetion Profiles specity the ios tor 0 WPN ion, These polici b Craating the
Bannl A, how AAA & accomplshed and how addresses ane assigred. Thay also mclude user atiribulis, which
ane defwed in group policies
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& g (AL
Specity 2 . certificates or both], and the AAA servers that wil be used for VPN
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Authentication Method: | AAA Oinly -
I Authentication Server: | rpise *| + |

Falback 1o LOCAL Authantication
I Aurthorization Server: ripise v +|

I Accounting Server, | msied - +|

Client Address Assigment:
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FMC_New_RAVPN Wizard 2
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Group Policy. Iu§, Next.
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Use DHCP Servers
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Group Policy:
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connection is establisher. Select of creabe 3 Gr
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Secure Clignt Image

This WPN gateway can ssomatically downioad the latest Secure Client package 16 the chent device when the VPN
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¥ chogsing the far

IDownioad Secure Clent packages from Cisco Software Downdoad Center.

Show Rigverder butions =
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i
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Device Certificates

Duvica corsificatn (sl calied idontity cantifcate) identies the VPN gatewary 12 the remote sccess

clhents. Select a certibcate which |s used fo authenticate the VPN gaioway.

[Ceﬂilncme Encgliment *

= }

123 Envcll the selected certifcacs Gbiec: on I Wrgel devices

Access Control for VPN Traffic

Al decrypled eraffic in the VPN tunnel is subjecied b the Access Control Policy by default. Seiect

i3 option 16 bypass decrypted e from the Ascoss Control Py

[ iypass Access Controd polkcy for decrypted trafic (sysopt parmit-von]

FMC_New_RAVPN Wizard 5
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Remote Access VPN Policy Configuration
Fleawall Maragiesnt Contor wil conbgurg an RA VPN Poliy with the fllowing settings:

Nama: Postum_ven
Deice Targots: Fosium. FT0-COA3T
Connection Profie; paabrg_vEn

Connection Allas: Postum_vpn

AAR:

Autheniication Method:  AAA Only
Athentication Server:  MPe (RADUS)
Ausherization Seevar: vk
Actounting Server: ripise

Adress Assigrment

Adkdrens trom AAR:

DHCP Servars: -

Address Pools (Ped);  Poshune_posl
Address Pools (PvE), -

Growp Policy: pasire_gn
Stzune Chent Images Bnux_%_1_3_&2
Intoriacn Dipety cutsids_rone
Device Cerficates: dame_von
Duevice identity Centificate Enroliment

Certicate enrcilment object ‘demo_vpn’ s not instaled on one of more targesed
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Device

s

Additional Configuration Requirements
Al the  wizard  complees, the  folowing

configuration reeds to b complated for VPN to
ok o 0l cevice RgRt.

@ Access Cantrol Palicy Update

A Accs Pl mnsgt e dafingd o plkow
VP raffc rgeted devices.

D MAT Exemplion

M MAT is onabled on the targelnd devices, you
must defre & AT Polcy 10 exsmet VPN rafic,

@ DNS Configuration

To resoben Poatname specied i AL Servers
or CA Servers. configure DNS using FlenCondg
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@ Pont Canfiguration
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will be enabled on pon 443 for Secune Clent
mage downlcad RAT-Trnrsal wil b erabled
try et and will use port 4500,

Ploass GRS IRGE Thess PATS are B0 used
NAT Policy or other services before depioying
tha configuratian.

A Network Interface Configuration
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Authorization Profile
" Mame unknown_redirect

Dascription

* Access Type
ACCESS_ACCEPT

Network Device Profile 2t Cisce v i@

Service Template 0
Traek Movement Om
Agentless Pasture 0

Passive ldentity Tracking [ (7)

~ Common Tasks

) veice Domain Permission

‘Weab Redirection (CWA, MDM, NSP. CPP)

Tllent Frovisioning [POsture]

[ static 1P/Host name FQDN

Posture Palicy

ACL redifeet

[ Suppress Profiler CoA for endpoints in Logical Profile

ISE ADD_NEW_AUTHORIZATION_PROFILE_REDIRECT_1

Palicy Sets

Work Centers / Posture

Troubleshoot Reports Settings

~  Value Client Provisioning Portal (def -~



pJTES: sz i cobled lelhs wozso luve Blised [Jozde Bs 1Uguo9d (ACL) 030 pg luwe Blisps Idozde s 1Usuo9d
(ACL) IJpblu@s 1Uss wp wdssuo gds FTD.

IJglbgs 21.2. J,, Add louile ©9u058s lewel 1o Judlb IJuolss g6 1Jpesld $6 9ldpwsld §6 e 1ol osd.
IJIwe: non_compliant_profile

luve DACL: DENY_ALL_IPv4_TRAFFIC

IJlwp: compliant_profile

luve Blisps lJozde s 1909 1Us Idwuss Iiuuluss: dlow_all_ipva traffic



adics: s 50 wdssu Blises IJoede s 1Usuo9d JJwusé IJiguluss (DACL) Jusll IJuolss IJpwesld 86 19 ¢,
lJpe9ld 96 90938l Jdpobdole lJvedse.

IJgl9s 22. lyed lJs Work Centers > Posture > Posture Policy. 1o, 9, Edit s wolsé Ls 99le>. weas> Insert new policy.



Werk Contars / Pasture

P Bostmans Overviow  WetworkDavices  Ciant Provisioning u.,...m..... Policy Sats  Trostieshoot  Reports  Settings

B cusnvesrd
Posture Paolicy

Cont et Viaibitsty

Define the Praturs Foacy by conk
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- o= g
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- doy [ - Tampirsd Agoos Rpr———
L
nacecebre Halw O e sy Fp— - [R——
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- e
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i
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[y — e ree— e Ao
iy psas sy re— P Tampaeai Ageos Dt Fiwmsi_ i
[ - [ [ Fpperee o [———
oty e [ ——
O ey g Ot tarmews A B 0 hoy e 0 Lnerim Tamorsl Agant [mre—
i vios, Pocirnemen e
[ - Dot iurcae_ A B 5 by re—p. FrpRee agn [p— .

ISE_Add_NEW_POSTURE_POLICY

lJgbgs 22.1. o dysu IJodlosd:
e IJSle>s: demo_test_exist_linux
peesEle 1Jogiss: i

Iobes IJoyvgsd: JsusIduw dl
9226 1Jeglds: 4.x 19 |uosl, Tzae
wsg Idsuee: Isdsd

lJpolbdole: test_exist_linux

b 9b 96 Done Save.



Work Centers / Posture

., Posture Policy (EEI0

Duofirs the Posturs Polcy by coafiguring ruies basad on aporsting system and/or othar candétions.

(] Paiey Optiors Dafwuit_Fieewsil_Policy_Mse ey Mme 08X A e imter Agent Dedsuin_Firewsil_eguire
1 ment_Mac
m] Poksy Options Dalsult_Foawsll_Policy_Mss_te Ay Mac 05X o o e Tamiceoeal Agnt I Datsu_Firesl_Raguirs
al mporal ment_Mac_tempors
O Paley Optioes Defsuit_Fvewsl_Policy_Win Ay Windews A dx o later Agant L Detsum_Firewsil_Reauine
ment_Win
% (] Folicy Options Dafwelt_Firewall_Folicy_Win_te Ay Windorws A wxor iater Tampors Agant [ Ditaii_Firewall_Reiirs
mporal ment_Win_bemporsd
(] Paicy Optiom Dalsult_Harswars_Amiibutes B hrp ne 08X dx e imter Agant Dedsut_Marware_Anrit
oiicy_Mac utes_Regeimment_bac
O Pokoy Options. Calsvit_Harowars_Anribwes P Ary Mo 05X &x 0 e Tempors Agant [ Defaul_Havware_Atiri
oy Mac. tamgeiral wies_Reguirement, Mac
temessral
m} Pulcy Option Dafauit_Hardwars_Asiribuses_P Ay Windews A1 4.x or later Agant - Diefauit_Hardware_Atinik Edit
elley_Win [EET———
a Folay Gutions Dafair_Hargwars_Anribwes P L Wendaws A 4 0r e Tampoes Agant L Detauin_Hardwace_ A
oy _Win_tsmearl wies_Renuinament Wis_t
ol
Boly Opbiors Dalwlt_USH_lisck_Policy_Win A Windows A1 Ao e Agent - USH_iisk
Poksy Gutions Dt USE_Block_Policy_¥in rp Windares A 4 0r lmer Tampoes Agant USE_Block_temptent
_tempoisl
[ B eomwom  OwesiweLasio s o P aoret e Tow et o ]

ISE_Add_ NEW_POSTURE_POLICY 1

IJgo9s 23. luedd IJs Work Centers > Posture > Policy Sets. 169, s Insert new row above.

Wark Cantars / Posture

J Bockmark Ovarview Natwork Devicas Clant Provisicning Polcy Dmants Pollumwnc Troublaghoot Reparts Settinge

7 Dashboard

Folicy Sots ST S——
! Centert Vinaity
A opermtns uatus  Peiley Sot Mo Deneristin. Gomitizny Albwred Protestets [ Berver Soguence  Hits  Actions  View
U pesey
B darinigpion
A

[ Dot poscy set ¥

Iniaracsive Haip

ISE_Add_NEW_POLICY_SET

IJ¢b9s 23.1. wdssu 1ol osd:

luwe pzeogd IJuoz: 9uoe 2ob IJzelss

Juislo: gulasu IPIJElLo6 weols 1dyesd IJs IJuveds [gusly IPJ FTD]

lu@,- Save



= 5% Identity Services Engine

P Bookmarts Ouendew  Metwork Dwvices  Cuant Pravisianing

Wark Centers £ Posture

Policy Bements  Posture Polley  Policy S0 Troubleshast  Repsris
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A Osavatines Berhe  Pobiy B0t Hame Dracription Condtiem
v e
&, Administrat len
L o @ Wenwont Accens Devcn 1P Asdmia TOUALS
A Werk Centers
L o

ISE_Add_NEW_POLICY_SET 1

IJglo96 23.2. 168, > Jb¢ld preses IJuoe. Sp wlouble @9les wgasd 2356 Jelds £y pusl 36 pe IU9oE 9€s) posldds.

lu@,-Save
pu9ld 9 pe_profile
&Sy pu9ld§ pe non_compliant_profile

€5 pE1OSD Lluwegsle UNKNOWN_RE

I |dentity Services Engine

DIRECT

Wark Centers / Posturs

] Overview Hetwark Devices Client Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot Reparts Settings
s
Bl L Foskms G Hetwork Atcess Device P Address EQUALS ©
L 4 Auhenticaion Policy(1)
1
Status  Rule Name Conditions
]
L
] Dat:
 Autharizatian Palicy - Local Excopticns
> Awthorization Palley - Global Exceptions
whusthorkzation Pallcy(4)
Results
Status  Ruls Name Conditions Profiles
[e]
I @  Complam b SessionPenweSiate EQUALS Complan
I L] Hon_Compiiast b SessionPestureSiatus EQUALS NenCompliant
I [-] Unknown b Sesilon Sodturfiahe PQUALS Unknden

riern

ISE_Add_NEW_POLICY SET 2

IJedssule ds Ubuntu

*  Options

Sacurity Groups

Hits  Actions

Hits  Aetions

IJgloss 24. ouwesd 1d529d IUs gpsd Ubuntu g 9lzos Idpuwegse Iyuwsess. Ibeg Idpuwegrue Jouwesd 1Usgsd Ids wslus
IJuivods 1Jgluos IUblo,ss (VPN). B o3l 1dpeld. pwe s demo.example.com.



demo.example.com/+CSCOL X

+

« - C O a

Ubuntu_browser VPN_LOGIN

hetps://demo.example.com/

CSCOE+/logon.htmliztform_title text

B cogn
Group
Username | |
Password | |
Logon

IJglogs 25. 1o 9,.Download for Linux

w

[«

1]



Cisco Secure Client Installati x - = i &=

[«

&« C O & https:;//demo.example.com/CACHE/stc/2/index.html B s80% ¥ @

alali
ey

Secure Client

Download & Install

Download Cisco Secure Client and install it on your computer.

Download for Linux

© Instructions

Ubuntu_browser_VPN_DOWNLOAD_1

luwe [Jpdd 1Uss wp wojsdo o9 cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh.



Cisco Secure Client Installat x = + - 8 x

[«
]

&« ] QO & https://demo.example.com/CACHE/stc/2/index.html B 80% vy ()

Library = &)

Organize~ Clear Downloads 2 Search Downloads

» (O History
; cisco-secure-client-linux64-5.1.3.62-core-vpn-webdeploy-k9.sh

9.6 MB — example.com — 11:39

> © Tags
> W AllBo...

& mswrucuons

Ubuntu_browser VPN_DOWNLOAD 2

IJglo96 26. §p wouisd ywold VPN oy gJld IJpuwes oo 3ie) O PeSo I‘le‘_Jgé Jsuoug <cetificate>.crt. 03l pold Jlgweésle

Blsy 99w Joujsd Iduvolss.



1
<
I

=) demo.example.com/+CSC

= » O Ol & ttps://demo.example.com/+CSCOE+/logon.html#form_title_text bk, @ @

o B B

General Media Permissions IR

Website Identity
Website: demo.example.com
owner: This website does not supply ownership information.

Page Info — https://demo.example.com/+CSCOE+flogon.html#form_title_text - O x

Verified by: C=CN,CN=demo.example.com View Certificate

Privacy & History

Have | visited this website prior to today? No

Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.

Help

Ubuntu_browser VPN_CERT_DOWNLOAD

[Jglogs 27. lbeg [J9gso IUb, b6 eds gpsd Ubuntu. loo@d [Js path home/user/Downloads/ oo wse Cisco Secure Client.

<#root>
user@ubuntu22-desktop: ~$

cd Downl oads/

user@ubuntu22-desktop:~/Downloads$

I's

ci sco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

demo-example-com.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

user@ubuntu22-desktop:~/Downloads$




sudo ./cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

[sudo] password for user:

Installing Cisco Secure Client...

Migrating /opt/cisco/anyconnect directory to /opt/cisco/secureclient directory
Extracting installation files to /tmp/vpn.zaeAZd/vpninst959732303.tgz...
Unarchiving installation files to /tmp/vpn.zaeAZd...

Starting Cisco Secure Client Agent...

Done!

Exiting now.

user@ubuntu22-desktop:~/DownTloads$

IJ¢lb9s 28. [Je 86 Wb Livolds prgd VPN eds gpsd Ubuntu.

<#root>
user@ubuntu22-desktop:~$

cd Downl oads/

user@ubuntu22-desktop:~/DownTloads$

I's

cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh

deno- exanpl e-com crt

user@ubuntu22-desktop:~/DownTloads$

openssl verify denp-exanpl e-comcrt

CN = demo.example.com, C = CN
error 18 at 0 depth lookup: self-signed certificate
Error demo-example-com.crt:

verification failed

user@ubuntu22-desktop:~/DownTloads$

sudo cp denp-exanpl e-comcrt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/DownTloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added

, 0 removed; done.
Running hooks in /etc/ca-certificates/update.d...
done.



user@ubuntu22-desktop:~/Downloads$

openssl verify denp-exanpl e-comcrt

demo-example-com.crt: OK

IJglo9s 29. dep Cisco Secure Client gJs g psd Ubuntu. 9lood VPN [Js demo.example.com wogle.



Cisco Secure Client = (= &

(@) AnyConnect VPN |~ Statistics @ About

TIr
CISCO

Connect to: | demo.example.com | 1t ‘
Group: posture _vpn
Username: | isetest

Password: teeseeREETY

¥, Disconnect

Connected to demo.example.com.

Ubuntu_Secure_Client_Connected

IJg 096 30. bz IJpuwatrue JIsuesd 1s bs p98e 95w 9 woubgsd lehs IJeszse IJs walus zelss puvass IJopde
(CPP) J ISE. $p wouisd Idubelss e wslué I1SE CPPgles wuwpss Idpdud | <certificate>.crt. o3l pold gdis lovwesle Firefox
Jdouisd.



) Device Security Check = @ + - B X

<« C O https://demoise.example.com:8443/portal/PortalSetup.action?portal=ee39fd0 ¥y =

O v i isr_° = S } X
SIMIEE 109 n to this Page Info — https://demoise.example.com :8443/portal/PortalSetupaction?... - O X

M LG (=]
0 k= s -
General Media Permissions BRI

Website Identity
Device Security Check Website: demoise.example.com

. Qwner: This website does not supply ownership information.
Your computer requires s , . =
Verified by: CN=demoise.example.com View Certificate
Start Privacy & History
Have | visited this website prior to today? No k
Is this website staring information on my Yes, . Clear Cookies and Site Data
computer? cookies

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Help

Ubuntu_browser CPP_CERT_DOWNLOAD

IJ21096 30.1. 1J586 Bes Livolss wolus 2plsé puvess IJezdp (CPP) 1Jgluo6 o ISE eJs gpsd Ubuntu,

<{froot>

user @ubuntu22-desktop:~/Downloads$ |s
cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh
demo-example-com.crt

ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

sudo cp ise-cert.crt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/Downloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added
, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

IJgboss 31. 168, Start e Js wslus ISE CPP.



(L) Device Security Check % -+

« > C QO G https:;//demoise.example.com :8443/portal/PortalSetup.action?portal=ee39fdo ¥ =
©@ vou must log in to this network before you can access the Internet. X
Client Provisioning
Device Security Check
Your computer requires security software to be installed before you can connect to the network.
Start
Ubuntu Browser CPP_Start
IJelogé 32. Click here to download and install Agent.
() Device Security Check % | + - @ X
« - C https://demoise.example.com :8443/portal/ClientProvisionStart.action?from=C ¥ =
X

©® voumust log in to this network before you can access the Internet.

i 1 - I
cisco Client Provisioning F

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

- + This is my first time here

1. You must install Agent to check your device before accessing the networld Click here fo download and install Agent

2. After installation, Agent will automatically scan your device before allowin
3. You have 20 minutes to install and for the system scan to complete.

Note: With some browsers, when you click Download, the script is directly saved in the configured Downloads folder in your

sysiem.
Tip: Leave Agent running so it will automatically scan your device and connect you faster next time you access this network.

":: You have 20 minutes to install and for the compliance check to complete

+ Remind me what to do next

Ubuntu_browser_cpp_download_Posture
[Jglb9s 33. [Wbee 1U9esé IUb,8s6 gds gpsd Ubuntu. lowdd 1Js [Jeusl, homeluser/Downloads!/ Jo o wse 196 IJoelbss

Jdsoe.

<tfroot>

user@ubuntu22-desktop:~/Downloads$ Is
ci sco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denpi se. exanpl e. com 8443_0NcLgcMJRf yZmR6HoL



cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh
demo-example-com.crt
ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denoi se. exanpl e. com 8443 ONcLgcMJRf

user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$

./ cisco-secure-client-ise-network-assistant-linux64-5.1.3.62_denpoi se. exanpl e. com 8443 _0NcLgcMJRf yZnR6Hol

Cisco Network Setup Assistant

(c) 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks
Cisco ISE Network Setup Assistant started. Version - 5.1.3.62

Trusted and Secure Connection

You are connected to

demoise.example.com

whose identity has been certified. Your connection to this website is encrypted.
Downloading Cisco Secure Client...

Downloading remote package...

Running Cisco Secure Client - Downloader...

Installation is completed.

IJg 96 34. B.s 9lzod puwegsp £psd Ubuntu. e wluole Cisco Secure Client 9lgs> Bozo. wp wwSe 9226 I1SE Posture |y plosé
Soubgsdol ugle.



Cisco Secure Client — 0 X

(@ AnyConnect VPN |~ Statistics @) ISE Posture ® ~bout

NI
CISCO

Connect to: v It

Conneckt

Ready to connect.

Ubuntu_Secure Client ISE Posture Install

IJglo9s 35. ez 1J9zs6 IUb, b s gds gpsd Ubuntu. loodd IJs [Jeuwl, homeluser/Desktop « §p wluuble pdudtest.ixt Jodosé
2lJs 1dpdd IJos op odysuel gds ISE.

<#root>
user@ubuntu22-desktop: ~$

cd Deskt op/

user@ubuntu22-desktop:~/Desktop$



echo test > test.txt

Ueedd po lduoes

luwegsp 03l IJduwe Joldss god IJodsse vuvdd Lozse.

IJgbys 1. §p wosuesd uvwdsé VPN ¢ demo.example.com g Js gp.5J Ubuntu.

Cisco Secure Client - O

() AnyConnect VPN |~ Statistics @) ISE Posture © About

I
CIsCO
Connectto: | demo.example.com I
Group: posture _vpn

Username: isetest

Password: dsdedsanane

¥, Disconnect

‘ Connected to demo.example.com. \

Verify_Ubuntu_Secure Client_Connected

IJel9s 2. w83 pu 2lJé ISE Posture (9o s6 peud ¢3plw 1Jogss (ISE)) eds gpsd Ubuntu.



Cisco Secure Client - o x

(@) AnyConnect VPN |~/ Statistics @) ISE Posture \ @ About

T
CISCO

A9

Compliant.

Network access allowed.

verify_ubuntu_secure_client_compliant

IJgb9s 3. w8l pu wuwesd 2¢9d RadiusLive|Js ISE. luedd |Js Operations> RADIUS Live Log.

aheie |dentity Services Engine Operations / RADIUS
|} Live Logs Live Sessions
=
1 Misconfigured Supplicants Mii figured Davi RADIUS Drops: Client Stopped Responding Repeat Counter

X 0 0 0 0 0
.

Refrash Show Wikhin
i Mever w Latest 20 records -~ Last 24 hours
R 1l
Al
Time Status Details Identity Endpoint ID Profile Status 1 Poliey Authorization Policy
3 w Idontity Endpein ID Endpairt Profile Posture S1atus Authantication Paliey Autharizatian Policy
Muy 29, 2024 DIDB:4E, 798 PM [} 3 atest 2:54:00:1 T:BB:FA Ubuntu-Warkstation  Compliant Firewnll Posture »» Dofault Firgwall Pastuse »» Compliant
May 20, 2024 (9:08:48,798 PM | -] Py CH Firawall Pesture Firawasll Postuse == Compliant
May 29, 2024 09:08:13.570 PM | -] a otest 52:54:00:1T:BB:FA Ubuntu-Warkstation  Pending I 3 Firewall Posture »» Default Firgwall Posture »» Unknawn




Verify I1SE LivelLog

IJg1o96 4. 1oo@d 1Js 9lzos wlb, I9le, (CLI) gluoé o FTD g0y wy9999J SSH 9 9236 1oz de.

<tfroot>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftdv741>

enabl e

Password:
ftdv741#
ftdv741#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : isetest Index : 33

Assigned IP : 192.168.6.30 Public IP : 192.168.10.13

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 51596 Bytes Rx : 17606

Pkts Tx : 107 Pkts Rx : 136

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

Group Policy : posture_gp Tunnel Group : posture_vpn

Login Time : 14:02:25 UTC Fri May 31 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb007182000210006659d871

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 33.1

Public IP : 192.168.10.13

Encryption : none Hashing : none

TCP Src Port : 59180 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : 1inux-64

Client OS Ver: Ubuntu 22.04 LTS 22.04 (Jammy Jel |l yfish)



Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62

Bytes Tx : 6364 Bytes Rx : 0
Pkts Tx : 1 Pkts Rx : 0O
Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 33.2

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 59182

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 6364 Bytes Rx : 498

Pkts Tx : 1 Pkts Rx : 6

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4_TRAFFI C- 57f 6b0d3

DTLS-Tunnel:

Tunnel ID : 33.3

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 56078

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 38868 Bytes Rx : 17108

Pkts Tx : 105 Pkts Rx : 130

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4A_TRAFFI C- 57f 6b0d3

lovo Il IJigble 9l oJlzol

$98, 03l IlJBuwp pedsple spdod luvaeslpol Jluweduuld igble IJodsso sluadlzol.

Josd$ 1ds oe sluweduuldd igble Cisco Secure Client 9 ISE gl oJlzol: w8l oo adluch cab g e CCOJ Preand Post 2.2
Sluwedguld igbole 193 zdos | SE ssuags) sluadirs).,

pedyple slo Lods



https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
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