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.« 99999 ldeld Cisco (CDP) 9u,90939J 1o il bo s 1Ll (LLDP)
9w9w999d wdssu Idpuos D IUssulesds (DHCP)

o pd 306 1Jogss pu Cisco (ISE)
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lJpdouvlo Idpuweispd
ouwowd Idpedypele 1Jglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

* ISE IJ|uosl) 1.3 py Cisco
* IJpe9ed Cisco Catalyst Switch 2960s. 1J|_e>l, 15.2(2a)E1
* olews Cisco IP 8941 IJ] o>l SCCP 9-3-4-17

e louile IJro:ng,olo 1J9l)36 B 03l IJpuwaws oo 1Jiz036 10092936 B wsisé pg pJsé ¢luob.
o zese Ulzosd Ipuwogrps O 03l 1Jpuuwows wodssu peunsz (1Be)lups). Bl dive
u’bvdod L9;5.) |Juuu&§J‘ wolds U k_90p¢J JJQ|C‘;.§_) |JPCQpJ JLS ||p_).

pedsple lvluss

s8> puw o) IJzols psi8 Eluos Llzoss IU9uosd. 509 Ssuwee weet Ideedsele v uilb
lJuolss ldpwods. gldoul spdu lu wolos degdsple lJos sop wzpseol woluubs puwogig)
lJzols pu 030 Idu9w9dodlw:

« CDP
° y)_90_9d_9.J LLDP
- DHCP



pdlebis: Bs weuo IUlubes IJlguluwss: pu Idpedu lsuol luwegsle H323 1y w9099
wae gduwé 1Jged (SIP) I9 588 peld IJow IJpeess (MDNS) Iy wy9e9dsdle HTTP. spdo
o wgedd ledlosle IUedsso Jdoule puvoues IUzols po wu99dsd [Us wi9esdsd.
Sw9d, puld eds Cisco Catalyst 3850 og yulez 03.07.02.E.

Jwpzr? OepsSE Idpedsplo spdu ouppsuel Os zuslole RADIUS sLuldol s ¢he wuousys.
WO 030 1JpBlds: swp luwwgsle ISE Jgbhe cupshb.

lJodosy

lJgbgs 1. odosu AAA IUSsluws

Jodssu Idpeuolb§6 9ldodss o 9ldpel v (AAA). Leze s IJgbsle 1Jeldss:

1. wpdsu IJpuob 86 9ldovys o 9ldeeluweo (AAA) Cluwegsl paaanen-model 1Jis, 9opdso 802.1X
wubdd gle eds 1dpzod.



2. oJ9su gbpe RADIUS g pdsu Idodss o IUsrsulpsds (0gss) [dowsso - CoA).
3. wpdsu wy9e9dsdle CDPg LLDP.

4. |olds wdysy puol>§6 Switchport

|
aaa new-model
!
aaa authentication dot1x default group radius
aaa authorization network default group radius
aaa accounting update newinfo
aaa accounting dot1x default start-stop group radius
1
aaa server radius dynamic-author
client 1.1.1.1 server-key xyz
1
dot1x system-auth-control
1
Ildp run
cdp run
!
interface GigabitEthernet1/0/13
description |P_Phone 8941 connected
switchport mode access
switchport voice vlan 101
authentication event fail action next-method
authentication host-mode multi-domain
authentication order dot1x mab
authentication priority dot1x mab
authentication port-control auto
mab
dot1x pae authenticator
dot1x timeout tx-period 2
spanning-tree portfast
end
1

radius-server host 1.1.1.1 auth-port 1812 acct-port 1813 key xyz
!



adizs: Bs |Looly Idwsolez IUlzse: sop wpdsoradius-server vsa send accounting 1Jie, v dd lde,)luos. I3l Jp oopdo
U J§g§5 Uwpk) |JPJL}“J5 L9gS EpJ§5 Updu.uvé‘ du&jd r°(°| [N ROI) |JipJ ppé)(ﬂ.

IJgosd 2. o dssu puwauie) 1Jzols

1. 233 Is IJuwele oo CDPILLDP plb 9w pu lzd 9008 o wersed JJzols. s 2lds olwcd Cisco 1P 8941 spdud luweesle ol

sdst

*  _wpd LLDP SystemDescription



*  _wpd CDP CachePlatform

4> Home  Operatons|¥  Poicy | ¥ GuestAccess| ¥  Administration | ¥
[ Authentication [®] Authorization [@, Posture e Gient Provisioning [& Trustsec &, Poicy Elements

Profiler Policy List > Cisco-IP-Phone-8941

Profiling
[ Yo ] Profiler Policy
, = * Name| Cisco-TP-Phone-8941 | Description | Poficy for Cisce
a vk Qe
| Cisco-1P-Phone- /94U i Poiicy Enabled
|4, Cisco-1P-Phone-7941 * Minimum Certainty Factor| 70 | (Valid Range 1 to 65535)
|4 cisco-1p-Phone-7942 * Exception Action| NONE -
[ cisco-1P-Phone-7945 * Network Scan (NMAP) .M:tion| NONE -
|4 Cisco-1p-Phone-7845G Create an Identity Group for the policy!C) Yes, create matching Identity Group
[4) Cisco-1p-Phone-7960 () No, use existing Identity Group hierarchy
|i'; Cisco-TP-Phone-7861 * Parent Policy| Cisco-IP-Phane v
E Cisco-IP-Phone-7962 * Associated CoA Type| Global Settings -
[ Cisco-TP-Phone-7965 System Tyjpé Ebeo Provided
, Cisco-IP-Phone-7970
— Rules Conditions Details X
[+ Cisco-1P-Phone-7971
J Cisco-TP- If Condition | CiscolPPhone8941Check Name CiscoIPPhone8941Check2
Ié CiscorTF-Fhone-7675 | Description Check for Cisco IP Phone 8941 [—
Cisco-IP-Phone-7985 ion LLDP:lid mDescription -
! Expression ?5“’
[5) Cisco-TP-Phone-8831 . FCondiion | CiscolPPhones941Check2 CONTAINS Cisco 1P Pione 8941
|+, Cisco-1P-Phone-8841 -
[+ Cisco-1P-Phone-8851 e oy
|+ Cisco-IP-Phone-8861
E Cisco-1P-Phone-8941 r

[+ Cisco-1P-Phone-894s

Jozdsd ool sdBs IUzuosd eds sles Béb pu odd Jio Il puopl 599 5slsé s "puoue IUsdse" owdé 70, 9p008
Iz IJbos po IJsdsu IJpbdse w@sspo J Cisco-|P-Phone-8941 og 70:



<) Home  Operations | ¥ Poicy | ¥ GuestAccess|¥  Administration | ¥
[2) Authentication [®] Authorization [@) Posture [&) Cient Provisioning [5] Trustsec &, Policy Elements

Profiler Policy List > Cisco-IP-Phone-8941

Profiling
[ ye ] Profiler Policy
: - * Name| Cisco-IP-Phone-§941 | Description | Polcy for C
\f:l M E= - @v =
|4y Gsco-1P-Fhone- /940 5 Policy Enabled ¥
[&] Cisco-P-Phone-7941 | * Minimum Certainty Factor| 70 | | (vaid Range 1 to 65535)
[4] cisco-1P-Phone-7942 * Exception Action| NONE -
E Cisco-IP-Phone-7945 * Network Scan (NMAP) Action| NONE -
[ cisco-1P-Phone-75456 Create an Identity Group for the policy) Yes, create matching Identity Group
[4) Cisco-1P-Phone-7960 (®) No, use existing Identity Group hierarchy
[ﬁ Cisco-IP-Phone-7961 * Parent Policy| Cisco-IP-Phone -
B Cisco-IP-Phone-7962 * Assodiated CoA Type| Global Settings -
[4] cisco-P-Phone-7965 System Type Cisco Provided
[ Cisco-1P-Phone-7970 Rules
[ cisco-1P-Phone-7971 -
4 Cisco-TP-Phone-7975 If Condition | CiscolPPhone8941Checkt < | Then | Certainty Factor Increases ~fl7ol
[ cisco-1P-Phone-7985 - i
[+%) cisco-1P-Phone-s831 : If Condtion | CiscolPPhone8941Check2 < | Then | Certainty Factor Increases - | 70|

[+ Cisco-1P-Phone-8841
[+ cisco-1P-Phone-8851 Save Reset
[+4 Cisco-TP-Phone-8861
|4 cisco-1P-Phone-8941
[4] Cisco-IP-Phone-8945



odIcEs: oy lzd lo wdau pe 9ol Jolowd Cisco IP peas: Szw 1o wuwesds Iduingb 1sus! Jzese pJUle 1Jog s
IJiquL__sé. 03l sgus [P Sev i sobloy puivs pdVle IJog s pe Cisco-Device (glpd IUos 0 IJb>os 10) 9 Cisco-
IP-Phone (gleod IJosdu IJisos 20). eds Iygp pu i puULS pdVle IJog)sud sblud odsu pdudle IJog s |JI [
Sew lehs wppsdo Jolowd 90999 Il o Cisco 1P pess vl Jiu JJ bl Jolowd wy9eedsd IUloe,ue Seass
eds glpd s8s0 bus swdé 70. soe wesso Izol IJs e 1Jog,sd 1Uss seass eds leds eled sdso Jo.

2. 6d9su Blispos cuoBSs - 91238 Jus9e9dsd CDPsIg s Jus9esdsd LLDP. oyis) oo IJuwele [s IUuwele IJos szw
ouopswol Vs Huwlisd peluve s RADIUS. o3o IJgbys [gosl)ss.

3. 9p vlouble w9esu pu e9lpd IJoods6 Jo9wsdsd CDP 9w, 9w9d9d LLDP. B w9l ol glpd o uods6: spdud

IJluihé [Js Blisps [duwele IJos sew wuppsuol 19 [uuawglsol po suwlsd Ipelunws. Bs IUpold sep wuppsy 030 [Juwpele:



. |uup Uaob‘ 18] CDP

o 9,08 IJuble pu w999 LLDP

Sedud odsso uwele lupldss Jswe busldel gwy RADIUS|Js I1SE 3l Jje Ile). 030 1Jgb9s Igoshss lsual.

4.1 0 1Ji e, device-sensor notify all-changes. 909 89, woubésd IJoessole gus luolds TLVsls wessdol Iy ldwol JJgduwé
IJeldss.

5. pu l2d buwld IJpedsele IJos op crpseol wldded po ¢dld 9565086 puvegng) Idzobi See edsd 1o oodg 1dpead wuvdd
UoSE woudsy 3JY ulguagsle 11 e, device-sensor accounting.

! device-sensor filter-list cdp list cdp-list tlv name device-name
tlv name platform-type ! device-sensor filter-list [ldp list IIdp-list tlv name system-description ! device-sensor filter-spec Ildp include list l1dp-list device-se

IJeb9s 3. wdssu lugile pdVle IJog)sud eds ISE

1. |,olds 1Jpzsd Jzols LvwJs s Administration > Network Resources > Network Devices. [ uwegsp pdole gl>p RADIUS oo [Jpz9J

Juwy puvend B leshble IJpuolb §6:



/) Home  Operations| ¥  Poicy | ¥ GuestAccess| ¥ Adminstration | ¥

afa System It Identity Management ™ Network Resources |28} Device Portal Management |3 pxGrid Services |&3) Feed service

Network Devices Network Device Groups External RADIUS Servers RADIUS Server Sequences TrustSec AAA Servers NAC Managers
Network z MNetwork Devices List > deskswitch
Network Devices
C L) * Name| test_switch
a - Description
|| Network Devices >

i Default Device * IR Address: I L111 ‘ / I 32 |

Modeltome 7]
SR —

* Network Device Group

Locationm Locations ] | [ Set To Default J
Device TVPelM Device Types {ﬂ [ Set To Default |

v Authentication Settings

Enable Authentication Settings
Protocol RADIUS
* Shared Secret | esees | [show. |
Enable Keywrap []
* Key Encryption Key Show
* Message Authenticator Code Key | [ show

Key Input Format  '® ASCII = HEXADECIMAL

O » SNMP Settings
a » Advanced TrustSec Settings

B (o)

2. 9p vopdsu wzpdsd RADIUS gJs £956 lJoupsb s Administration > System > Deployment > | SE node > Profiling
Configuration. |31 Jlo, Szo luwedsle zese €8> PSN JJouousd: BEp vopdsu ldogdsd bsol gpseol:



- |

/) Home Operatons|¥  Poicy| ¥  GuestAccess| ¥  Administration | ¥

£ identity Management il Network Resources [#&) Device Portal Management [ pxGrid Services [ Feed service
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Depl - Deployment Nodes List = isel3
- Edit Node

-l e | coemsenns

4 '}E'Deplnment
0 »

NETFLOW

DHCP
a »
DHCPSPAN

RADIUS

Description| The RADIUS probe collects =
RADIUS session attributes as
wel as CDP, LLDP, DHCP, HTTP -~
and MDM from I0S Sensor.

D »

Network Scan (NMAP)
D »

DNS
o,

4

3. odasu @9les puolb§6 ISE. B ldpold sop luwedsle Bsles 1Upuolb§s 1B e,)luoss IJos op odssuol puwodl eds I1SE:

Cisco 1 @m Operations | ¥ Polcy | ¥ Guest Access | ¥ Adminstraton | ¥ a

|} Authorization |4 Profiing [®) Posture [&5) Client Provisioning [Z] Trustsec &% Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
For Polcy Export go to Administration > System > Backup & Restore > Policy Export Page
Policy Type () Simple (s) Rule-Based

MAB : If Wired_MAB OR Alow Protocols : Default Network Access
Wireless_MAB
Default suse Internal Endpoints
Dot1X + IF Wired_802.1X OR Allow Protocots @ Default Network Access
Wireless_802.1X
Default suse Al User_ID_Stores
Default Rule (If no match) : Allow Protocols : Default Network Access and use © Al User_ID_Stores

4. oJd9su B9les wasd ISE. sop luwogsle 8less "oglold wygeedsd lJlue,ue (IP) 1Jpesss ey Cisco': sldes sop odysuol
puvedl eds ISE:



/2y Home Operations |¥  Policy | ¥ GuestAccess|¥  Administration | ¥ =

[) Authentication [ Profiing [ Posture & Clent Provisoning [ Trustsec & Poicy Elements
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/for other conditions. Drag and drop rules to change the order.
For Polcy Export go to Administration > System = Backup & Restore = Policy Export Page
[ First Matched Rule Appies -
» Exceptions (0)
Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
Wireless Black List Default ¢ Blacklist 2110 Wireless_Access then  Blackhole_Wireless_Access
Profied Cisco IP Phones ©  Cisco-IP-Phone then Cisco_IP_Phones

Joedd eu lJuogs

JJdozdd pu gpd luuile pdule IJog s wuvdd uozse: Lze |Js Operations > Authentications | SE:

g
L 0

i Reports I Endpoint Protection Service " Troubleshoot

Misconfigured Supphcants & Msconfigured Network Devices RADIUS Drops Chent Stopped Responding
0 0 0 /]

[i] show e Sessions 7 Add or Remove Cokerns » & Refresh () Reset Repest Counts Refresh | |

- SR b | Hdenty [mmt m & [ﬂmﬁt Profle " Authentication Polcy * Authorization Polcy ' Authorization Profles ' Identty Group ' Event
-] [ ] ] I [ Il

2015-11-25 18:49:51.737 o a 0 20:BB:CO:DE:062 20:88:00:DE:06:AE  Cmco-IP-Phone-8041 Sasgon State i Started

2015-11-25 18:49:42.433 a #ACSACL#-IP-PE DACL Download Succeeded
2015-11-25 18:49:42.417 a 20:EB:CO:DE0E: 20:BE0NDEDEAE  Ceco-IP-Phone-8841 Defsuk => MAB > D... Default >= Profied Cs.. Cisco_IP_Phones Ceco-IP-Phane Authenticabion succeeded
2015-11-25 18:49:42.401 a 1 Dynamic Authorization succeeded
2015-11-25 18:4%:10.802 a 20:8B:C0:DEN06: 20:BB:00:DEDEIAE  Cisco-Device Defauk >> MAB >> D... Defouk »> Defauk PermitAccess Profied Authentication succeeded
0151125 184900780 [ a 20:B8:00:DE:DG:AE Dynamic Authorization succeeded
2015-11-25 18:4%:00.720 [ a 20:BB:C0:DE:06: 20:B8:00:DE:06:AE Defauk >> MAB >> D... Defaul >> Defaul PErmitACCess Authentication succeeded

lodle wpo puol> 86 IJzols Lluwegsle MAB (18:49:00). wes guivy ol (18:49:10) wp lglé wuousdo gds luo Cisco-Device: gig.s)
w83 42 8luss pu l9d puol> 86 (18:49:42), cdds pJWd o )sd Cisco-IP-Phone-8941. 9uwszd J3Jd: o ze I1SE pdud wg sl
lJegasd [Jgluo woslewd IP (Cisco_|P_Phones) 9.99lise ldeede B 1Use9d (ACL) IUSILJs JJouisd IJos ouvee Jeese 2yJdé
IJeass (Juwelz « ipany). Jleb iuo B o3l Iuwsoliss: soece 1Jzols £ 1peasd w2l 1dsuesd Iipwluws 1Js 1duveJs.
9590 wedsd 3JY Lluols guslo MAC s $less wslole udbs wolss ISE IUslgdss 19 1 welz w9u09d Iuwluws 2ol
JJueds JJizess £y IJper9ds uludl.



adlgds: | weéHd Ideedsd Ui_gJ@ 29lJs 40 wluss Vs ol 1dpeld. Bs Idpuob§s IJoldss: wgyd ISE Lldded pdwd
IJogrsd 9see cbosd Iuwele 1duozses (1Mo Jdlugoele [Us peld IJuoge 9 DACL) eds 1By, ol Jp suvede
ISE uwplo 22838/p2206 92w U $89p wlels w9uosd Izols 06 I)s.



2 Home  Operations | ¥

Guest Access | ¥ administration | ¥

[&] Authentications i Reports

Msconfigured Supplcants
1]

li Endpoint Protection Service

"% Troubleshoot

Misconfigured Network Devices *

0

[] Show Live Sessions () Add or Remove Comns ¥ 6 Refresh (D) Resat Repeat Counts

Tme 'S%ME Ronn ’MI_‘ ’MM‘

RADIUS Drops Chent Stopped Respo
0 0

Endpoint Profle ' Authentication Polcy ' Authortzation Pokcy | Authorization Profles ' Identiy Group ' Event

2015-11-25 18:55:39.772 @ a 0 20:BB:CO:DE:0G:, 20:BB:CO:DE:O&AE  Cisco-IP-Phone-8941 Session State i Started
2015-11-25 18:55:38.721 a FACSACLA-IP-PE DACL Download Succeeded
2015-11-25 18:55:38.707 u a 20:BB:C0:DE:06:: RBECH:DEDSAE  Ckco-IP-Phone-8041 Defauk »> MABE >> D... Defauk >> Profied Ce.. Ceco_IP_Phones Cisco-IP-Phone Authentication succeaded
2015-11-25 18:49:42.433 Q EACSACLE-IP-PE DACL Download Succeaded
2015-11-35 18:49:42,417 a 20:BB:CORDED6:. 20:BB:CO:DE:OGAE  Cisgo-IP-Phone-8941 Defauk >> MAB >> D... Defauk >> Profiled Cs.. Csco_[P_Phones Cisco-IP-Phone Authentication succeaded

s Administration > Identity Management > Identities > Endpoints > tested endpoint spJod 1o eos ls g pu IJguolisue wp wepseol

w9luwlbs Radius Probe gl os §sp0p:

als System &} Identity Management [l Network Resources

/) Home Operations | ¥ Poicy | ¥ GuestAccess| ¥ Administration | ¥

Identities Groups External Identity Sources
Identities

[v admin el ]

@ v Sy
[ Users »
__| Endpoints »

[ Latest Manual Network Scan Results

[2&] Device Portal Management |&5) pxGrid Services [&5] Feed Service
Identity Source Sequences Settings
NAS-IP-Address 10.229.20.43
NAS-Port /0000
NAS-Port-Id Gigabitethernet1/0/13
NAS-Port-Type Ethernet
NetworkDeviceGroups Location#Al Locations, Device Type#Al Device Types
NetworkDeviceName deskswitch
our Cisco Systems, Inc
OriginalUseriame 20bbcOdel6ae
PolicyVersion 2
PostureApplcable Yes
PostureAssessmentStatus NotApplicable
SelectedAccessService Default Network Access
SelectedAuthenticationldentityStores  Internal Endpoints
SelectedAuthorizationProfies Cisco_IP_Phones
Service-Type Call Check
StaticAssignment false
StaticGroupAssignment false
StepData 5= Radius.Service-Type, 6= Radius.NAS-Port-Type, 7=MAB, 10=Intern
Total Certainty Factor 210
UseCase Host Lookup
User-Name 20-BB-C0-DE-06-AE
UserType Host
I cdpCachePlatform Cisco IP Phone 8941'
cdpUndefined28 00:02:00
| KdpsystemDescription Cisco IP Phone 8941, V3, SCCP 9-3-4-17 |

9Jpl odlzbyu: By gled IdsBsu IUIIs [Jpeun9w 09 210 B o3l IUuwsobsy. 9suwe 03l pu 29586 i uldbs IJuoelse

oblode lsuol pg pdd ogysd Cisco-Device (weled sésu lzplds swdg 30) 9pJ8 wg)sd Cisco-IP-Phone (weled sésu
lzplds swdg 40). Lpl lu pogis pdule 1Jeg s blud JJI dyibso Bs pJud IJog s Cisco-IP-PHONE-8941, G|y ¢lpJ
1JS880 Jadod IJogssd 03l 09 140 (70 JIJ Lups 988! Juoz w23 IJpdBle). Jdodéso: 30+40+70+70=210.



loveduuled IJigble gl odlzol

IJglbogs 1. Idoz 88 pu ldpedsple IUos we wepseol wyluvwlbs CDP/LLDP

switch#sh cdp neighbors g1/0/13 detail Device ID: SEP20BBCODEOGAE Entry address(es): Platform: Cisco |P Phone 8941 , Capabil

switch#
switchish Ildp neighbors g1/0/13 detail

Chassisid: 0.0.0.0

Port id: 20BBCODEO6AE:P1

Port Description: SW Port

System Name: SEP20BBCODEOGAE.

System Description:
Cisco IP Phone 8941, V3, SCCP 9-3-4-17

Time remaining: 164 seconds
System Capabilities: B, T
Enabled Capabilities. B, T
Management Addresses - not advertised
Auto Negotiation - supported, enabled
Physical media capahilities:
1000baseT (FD)
100base-TX(FD)
100base-TX(HD)
10base-T(FD)
10base-T(HD)
Media Attachment Unit type: 16
Vlan ID: - not advertised

MED Information:

MED Codes:
(NP) Network Poalicy, (LI) Location Identification
(PS) Power Source Entity, (PD) Power Device
(IN) Inventory

H/W revision: 3

F/W revision: 0.0.1.0

S/W revision: SCCP 9-3-4-17

Serial number: PUC17140FBO

Manufacturer: Cisco Systems, Inc.

Model: CP-8941

Capabilities: NP, PD, IN

Device type: Endpoint Class 111

Network Policy(Voice): VLAN 101, tagged, Layer-2 priority: 0, DSCP: 0
Network Policy(Voice Signal): VLAN 101, tagged, Layer-2 priority: 3, DSCP: 24
PD device, Power source: Unknown, Power Priority: Unknown, Wattage: 3.8
Location - not advertised

Total entries displayed: 1



I3l Jp copdo pu 966 ss wslule we wzesgol Bozdd pu:

o 02l pu elds eduws 1Jpuol 86 eds 1dpesd (Sew lu wdss vlezs):

piborowi#show authentication sessionsint g1/0/13 details Interface: GigabitEthernet1/0/13 MAC Address. 20bb.cOde.06ae | Pv6 Address: Unknown | Pv4 /

o 1Jozdd pu wpdsu wi9wdelle CDP9 LLDP. wg bl pu 929> i._; iglp_, &) lve,)luoss wogdd  CDPILLDPgel |Js
3JY 99U $pdu o e, odd 1Ule) eds luvassh [duwesd oo 0dbs 1Juolss

switch#sh running-config all | in cdp run
cdp run
switch#sh running-config all | in 11dp run
11dp run

o 02dd puddsd IJodssy Judbs Iduelss I3l Uiy ssge CDPILLDPs ol [Js 3J9.

Jeloss 2. Seus 316 Wegise Iesde Jepwouie Weol

switch#show device-sensor cache interface g1/0/13 Device: 20bh.cOde.06ae on port GigabitEthernet1/0/13 Proto

I3l Jp sbo,y s ls wslole s o3l 1Jzdd 19 pedsele Es) Jleds: Bozdd po Isle) "bls Ilguegvel," s¢lues Eslisp
lJouodss 9p9luoVle IJoLodss.

21096 3. 1Jc2 88 p0 529> wele B 2uwle RADIUS

Spdod IJoedd pu luvegsle IUle,debug radius e Js 1Jpesd 19 codss IJodlb 1Je5e6 wsu IUpesd 9 1SE.

ouoese léble RADIUS:

<#root>
Mar 30 05:34:58.716: RADIUS(00000000): Send Accounting-Request to 1.1.1.1:1813 id 1646/85, len 378 Mar 30 05:34:58.716: RADIUS: authenticator 1
cdp-tlv

= " Mar 30 05:34:58.716: RADIUS: Vendor, Cisco [26] 23 Mar 30 05:34:58.716: RADIUS: Cisco AVpair [1] 17



cdp-tlv

" Mar 30 05:34:58.721: RADIUS: Vendor, Cisco [26] 59 Mar 30 05:34:58.721: RADIUS: Cisco AVpair [1] 53

I dp-tlv

" Mar 30 05:34:58.721: RADIUS: User-Name [1] 19 "20-BB-CO-DE-06-AE" Mar 30 05:34:58.721: RADIUS: Vend

IJodlb 1Ug;eé:

Filter: | radius.code==4 l:JE)fpmsion... Clear Apply Seve Filter Filter

Mo, Time Source Destination Protocol Length Info
27 2015-11-25 21:51:52.233942 10.229.20.43 10.62.145.51 RADIUS 432 Accounting-Request(4) (id=86, 1=390)
77 2015-11-25 21:52:02. 860652 10.229.20.43 10.62.145. 51 RADIUS 333 Accounting-Request(4) (i1d=87, 1=291)

4

n

m Frame 27: 432 bytes on wire (3456 bits), 432 bytes captured (3456 bits

0DE®E

| Ethernet II, Src: 58:F3:9c:6e:45:c3 (58:F3:9¢:6e:45:¢3), Dst: 00:50:56:9c:49:54 (00:50:56:9c:49:54)
7 Internet Protocol version 4, src: 10.229.20.43 (10.229.20.43), Dst: 10.62.145.51 (10.62.145.51)

§ User Datagram Protocol, Src Port: 1646 (1646), Dst Port: 1813 (1813)

: Radius Protocol

code: accounting-request (4)

Packet identifier: Ox56 (86)

Length: 390

Authenticator: 7008a6239a5f3ddbcee380ded8carsad
[The response to this reguest is in frame 28]

@

Attribute value Pairs
=l AVP:
@ vsa: 1=34 t=Cisco-avPair(l): cdp-tlv="000%006%000%024Cisco IF FPhone 8941
| AVP:
7 vsA: 1=17 t=Cisco-avPair(l): cdp-tlv="000%034000,003"0000024000
AVP:
i vsa: 1=53 t=Cisco-AvPair(l): 11dp-tlv="000"0064000&Cisco IP Phone 8941, w3, sCCP 9-3-4-17

1=40 t=Vendor-specific(26) v=ciscoSystems(9)
1=23 t=vendor-specific(26) v=ciscosystems(3)

1=59 t=Vendor-specific(26) veciscoSystems(9)

FEE AR AR EEEEE

| AVPC
AVP:
AVP:
AVE
AVP I
AVP:
AVP:
AVP:
AVP
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP L
AVP:
AVP:

1=19 t=User-Name(l): 20-BB-CO-DE-06-AE

1=49 t=vendor-specific(26) v=ciscosystems(3)
1=19 t=Vendor-Specific(26) v=ciscoSystems(3)
1=18 t=vendor-specific(26) v=ciscoSystems(9)
1=19 t=Called-station-Id(30): FO-29-29-49-67-00
1=19 t=calling-station-Id(31): 20-BB-CO-DE-06-AE
1=6 t=MAS-IP-Address(4): 10.229.20.43

1=6 t=NAS-Port{5): 60000

1=23 t=NAS-PoOrt-Id(87): Gigabitethernerl,/0,/13
1=6 t=NAS-Port-Type(6l): Ethernet(15)

T=l0 twaAcct-Session-Id(44): 00000018
t=Accr-Terminate-Cause(49): unknown(0d)
T=ACCT-STatus-Type(d0): stop(2)
t=Event-Timestamp(55): mar 30, 2011 07:37:53.000000000 Ccentral European Daylight Time
t=Acct-Session-Time(46): 175
T=ACCT-INpUT-Octets(42): 544411
T=ACCT-OUTput-Octets(43): 3214015
t=AcCt-Input-Packets{47): 1706
T=AcCCt-Output-Packets(48): 35467
t=Acct-Delay-Time(41): O

o

Lo N e

IJgbys 4. 1Joe 8 pu wuoese iabln pUULS pdVle IJog s eds ISE

lo buwde Iuwes JIo pu IJpdelz: 09 sumelbse Beuoc o JIo luwedes eds ISE. JJezdd o 3Jd: 3p wopdsu wuoese

igble puyis pdVle IJog s Jedss PSN IJozses (Administration > System > Logging > Debug Log Configuration > PSN > profiler

> debug) slz)le puol> 86 LS IJuolss )8 Ig)s.

loze g0 030 lJpedsple:

CUOTST IJi'aJoIc Subvs) Ids i puvel RADIUSIgwade Iduwpele:

<ffroot>

2015-11-25 19:29:53,641 DEBUG [RADIUSParser-1-thread-1][]
cisco.profiler.probes.radius.RadiusParser -:::-

MSG_CODE=[3002], VALID=[true], PRRT_TIMESTAMP=[2015-11-25 19:29:53.637 +00:00],
ATTRS=[Device IP Address=10.229.20.43, RequestL atency=7,



NetworkDeviceName=deskswitch, User-Name=20-BB-C0-DE-06-AE,
NAS-IP-Address=10.229.20.43, NAS-Port=60000, Called-Station-1D=F0-29-29-49-67-0D,
Calling-Station-I D=20-BB-C0-DE-06-AE, Acct-Status-Type=Interim-Update,
Acct-Delay-Time=0, Acct-I1nput-Octets=362529, Acct-Output-Octets=2871426,
Acct-Session-1d=00000016, Acct-Input-Packets=1138, Acct-Output-Packets=32272,
Event-Timestamp=1301458555, NAS-Port-Type=Ethernet, NA S-Port-1d=GigabitEthernet1/0/13,

ci sco- av- pai r=cdp-t| v=cdpCachePl at f or m=Ci sco | P Phone 8941

cisco-av-pair=cdp-tlv=cdpUndefined28=00:02:00,

ci sco-av-pair=lldp-tlv=l1dpSystenDescription=C sco | P Phone 8941\, V3\, SCCP 9-3-4-17,
cisco-av-pair=audit-session-id=0AE51820000002040099C216, cisco-av-pair=vlan-id=101,
cisco-av-pair=method=mab, AcsSessionID=isel3/235487054/2511, SelectedAccessService=Default Network Acce
Step=11004, Step=11017, Step=15049, Step=15008, Step=15004, Step=11005, NetworkDeviceGroups=Location#Al

NetworkDeviceGroups=Device Type#All Device Types, Service-Type=Call Check, CPMSessionID=0AE518200000020
AlTowedProtocolMatchedRule=MAB, Location=Location#AT11l Locations, Device Type=Device Type#All Device Typ

© ouoest ighle IUss suisy s o 1guolsue wp cedsdol wugle:

2015-11-25 19:29:53,642 DEBUG [RADIUSParser-1-thread-1][] cisco.profiler.probes.radius.RadiusParser -:::- Parsed | OS Sensor 1: cdpCachePlatform=[

o ouoese igble suvs) IJs 1o 1duwele wop peldzeol w9luvbos IJeszo:

<#root>
2015-11-25 19:29:53,643 DEBUG [forwarder-6][] cisco.profiler.infrastructure.probemgr.Forwarder -:20:BB:C0:DE:06:AE:ProfilerCollection:- Endpoint £
Attribute: cdpCachePl atform val ue: G sco | P Phone 8941 Attri bute: cdpUndefi ned28 val ue: 00: 02: 00 Attribute:|

Attribute:SkipProfiling value:false



adlzds: s 890 1Jpozo wudisu udlb IJuolss Bbs Bless wslule Cisto ISE pg wslule IJuwpele 1UElLo6 wol &p S99p
vledle IUpedd wudlb 1Juolss 1Jgrs36 IJos wp Iy guol gds Iduveds. $@9e 1Upedd vouousyd ullb
IJuolss |Js pzesele 0986 wdbs IJoolss 9sgio udlb IJuolssd pg pddle IJog ;s IJpcblu$s Bs §lesd
IJoslole.

IJelo9s 5. wesss wele 23836 sugssu IJzols

ebo pl wup lolds Juple 25856 [Us [Upzesed 1Up9z96 Jzols pesu: 28 wop luolds o3l IUzoli/iudbs IJuolss 1Us Blisps
lowbl) logsle pdBle IJog s JJozdd pu lvo Szw wessvol Jpdud o s peodud wole gds uwple 23826:

<#froot>



2015-11-25 19:29:53,646 DEBUG [EndpointHandlerWorker-6-31-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerM anager -:20:BB:CO0:DE:06:AE:Profiling:-

Cl assify hierarchy 20: BB: CO: DE: 06: AE

2015-11-25 19:29:53,656 DEBUG [EndpointHandlerWorker-6-31-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:20:BB:CO:DE:06:AE:Profiling:

Pol i cy G sco-Device matched 20: BB: CO: DE: 06: AE (certainty 30)

2015-11-25 19:29:53,659 DEBUG [EndpointHandlerWorker-6-31-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:20:BB:CO:DE:06:AE:Profiling:

Pol i cy G sco-IP-Phone matched 20: BB: C0: DE: 06: AE (certainty 40)

2015-11-25 19:29:53,663 DEBUG [EndpointHandlerWorker-6-31-thread-1][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:20:BB:CO:DE:06:AE:Profiling:

Pol i cy G sco-I|P-Phone-8941 mat ched 20: BB: CO: DE: 06: AE (certainty 140)
2015-11-25 19:29:53,663 DEBUG [EndpointHandlerWorker-6-31-thread-1][]

cisco.profiler.infrastructure.profiling.ProfilerManager -:20:BB:CO:DE:06:AE:Profiling:-

After anal yzing policy hierarchy: Endpoint: 20:BB: CO: DE: 06: AE Endpoi nt Pol i cy: C sco- 1 P- Phone- 8941 for: 21(

pedople slo LoJé

¢ https://www.cisco.com/c/en/us/sol utions/enterprise/design-zone-security/index.html

e https.//www.cisco.com/en/US/docs/security/ise/1.0/user_quide/iselQ_prof pol.html



https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/index.html
http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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