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Quick Reference

APl Documentation

| Filter Policy
. Guadt Lecatisn

| Guest Smip Nealfication Configsr
] Guu Ssid

_ | Guest Type

.| Guast Usar

| Hosspat Portal

| P Ta SCT Mapping

| P Ta SGT Mapplng Crosp

| ISE Service Information

| Mative Supplicant Prafile
Meiwork Device

.| Metwork Device Group

| Node Details

| P Node Deails with Radius Sei

.| Portal

| Paetal Theme:

.| Profiler Profile

| Pugrid Settings
| Rastius Server Sequence
| RestiD Ssore
| SMES Sarvar
| SXP Connections.
_ | SXP Local Bindings
L S%P wpns.
.| Security Groups
| Security Groups ACLs.
| Security Groups ta Virtual Netwo
| Seif Beglstered Portal
Sponsor

Developer Resources

External RESTful Services (ERS) Online SDK

Network Device

Overview

Resource definition
Revision History
Update-By-Nama
Delate-By-MName
Get-By-Name
Get-By-ld

Update

Ger-all

Delete

Create ff———
Get Version

Bulk Request
Manitor Bulk Status

Overview

Network Device AP allows the client to add, delete, update, and search Network Devices. In this documentation, for each avaitable AP you will find the request syntax including the required headers and a
response example of a successful flow. Please note that each API description shows weather the AP is supported in bulk operation. The Bulk section is showing only ‘create’ bulk operation however, all
other operation which are bulk supported can be used in same way,

Please note that these examples are not meant o be vsed as is bocause thoy have reforences fo DB data.
You should treat it as a basic template and edi! it before sending to server.

Back to top
Resource definition

Attribute Type Required Default value Description
nanme String Yes Resource name
id String Ho Resource UUID, mandatory for update

6. spdod 1o WIbJlg s IJodsse IJebdsw Jlple luvesgls slzos wrpes IJobusdle
olowegsle XML i JSON gJss s gp5d REST LIJluolds [Us pold luvezlus posde.

Quick Reference

APl Documentation |

| Filter Podicy
| Guest Logatkon
| Gudid Smip Nolification Configur

| IF To SGT Mapping

| Pagrid Settings
| Radliug Server Stequente
| BestiD $tore

L SMS Seivei

| S¥P Connections.

| S%P Local Bindings

| Security Groups ACLS
| Security Grougs to Virtual Netws

Network Device
Back to li
Request:
Method: POST
| URE hittps:// 10,201, 230,99/ ersfconfip/ matworkievice
i HTTP ‘Content-Type® Header: applcation/umd | appleation/json
HTTR "Accept’ Header: application/xmi | apglication/json

HTTP 'ERS-Mdia-Type' Header (Not Mandatory): networknetworkdevice. 1.1

HTTP "%-CSRF-TOKEN' Header (Required Only if Enabled from QU The Token value from the GET X-CSRF-TOKEN fetch request

| Request Content:
el

<ixml versien="1,0" encoding="UTF-8"7>
“mad * et rs.isg.ciscs.con” xalne:
<authent icat ionsett ings>
<dtLaequiraditroos /dtlshequizeds

=Bt tps /i), 0rg 2601 /EMLSchema” xminpinel="gre. iso.cisca.con® xalnpiors="srs.iss.cisco.con’ description="oxample nd® nas

5
skeyEscrypticaKeyr12I456TH90123454</ kayEnerypt ioakey>

yisputFor
<sessagehithesticatorCodeXey>121456TR901 21456789 0< /messagehutient icatorcodokey=
d PRy

</authenticationdettings>
“ooaPort>1700</ coaPart™

et T —
“HotworkDovicoIFLists
<HetworkDoviceIrs
<ipaddroassl.1.1.1</ipaddrasss
<masks 124/ Basks
</Netvorkbevicelr> i
</HetworiDevics Mists i
<HovworkbeviceGTouplisn> |
i <HatworkDoviceGroup ion#All Looat. oup> i
i <NetworkDeviceGroup=Device TypefAll Device Types</NetworkDevicedroups
i «/WotworkDoviceGrosplints i
| profileNasesCiscor/prafileSasar !

gur i
pluesyeteuss/ 1 inkTeapluesys i
Plus sy Lrues  saeTrApgue Ty |
tingroliey
Interval>3600</pollingIntervals |
<rnCnmmnn i Ee aaa frofmmmi rv> i

7.893 |Js PostMan Ip wodosy I\J,o._,o|>k§c">= IJlwluwsé J ISE. weo edles lJowsse IJogssd.
2 Idpuolb o IJluwlguse Juge 1dpuolb 80 9luowe puwsgle puwedse ISE ERS IJos wp
logulyel puwo @l eds ISE.
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- : / Send v
Params Authorization e ﬂea;iy Pre-request Script Tests Settings Cookies
. - /

ype Basic Auth Username ERS-USER
The authorization header will be Password /

automatically generated when you
send the request. Learn more about

authorization »

logile 9l wegsle XML
e logule Testnad! lgweésle leslsle RADIUS TACACS 9 SNMP g TrustSec ol weésle XML,

1. Vs SDK: Jopu lugvle 1U990w 91J@99lJe IJplbbdswo Jlgle IJlgvesgle Lldlolws |Js
IJlgwozled 1Jpo99e6.

2. luoyd lJs gdlpd |L{099~§v lJ)99 v _9L§=,o wodysu 1d)99uw [dpbdyws Jlguesgle API Jol o9
p9u2z B SDK. szo 1o su9 wdssu Iluw Jel sds:

i https://10.201.230.99:9060/ers/configinetworkdevice/name/Test Copy B save ~
POST v Send
Params Authorization & Headers (11} Body Pre-request Secript Tests Settings Cookies
Headers < &hidden
Key Value Description s+ Bulk Edit Presets -
Content-Type application/xml
Accept application/xml
ERS-Media-Type netwark.networkdevice 11
Response

3. luedd 1Js sluw IUpoo 9235 tle. sese JJ 3J9 Juod Blde XML 1 pbdse Jlouile NAD.



i https:/f10.201.230.99:9060/ers/config/networkdevice/name/Test Copy () save

Fost ’

™ Headers {11) Body Cookies

none form-data w=www-form-urlencoded @ raw binary GraphQL XML - Beautify

Response

4. 5039 Sldo XML Cosl ld v dd (Bp voéss) [ddse Jel 09 pbodyo):

<?2xml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmIns:ns0="network.ers.ise.cisco.com" xmins:xs="Schema XML Fil€"
xmins:nsl="ers.ise.cisco.com" xmins.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">
<authenticationSettings> <dtlsRequired>true</dtlsRequired> <enableK eyWrap>tr ue</enableK eyWrap>

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>ASCI | </key| nputFormat>

<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>
<radiusSharedSecret>cisco123</radiusSharedSecret> </authenticationSettings> <coaPort>1700</coaPort>
<dtlsDnsName>Domain</dtlsDnsName> <NetworkDevicel PList> <NetworkDevicel P> <ipaddress>SNAD | P Addr ess</ipaddress>
<mask>32</mask> </NetworkDevicel P> </NetworkDevicel PList> <NetworkDeviceGroupL ist> <NetworkDeviceGroup>L ocation#All
Locations#L AB</NetworkDeviceGroup> <NetworkDeviceGroup>Device Typet#All Device Types#Access-L ayer </NetworkDeviceGroup>
</NetworkDeviceGroupList> <profileName>Cisco</profileName> <snmpsettings> <linkTrapQuery>tr ue</linkTrapQuery>
<macTrapQuery>true</macTrapQuery> <originatingPolicyServicesNode>A uto</originatingPolicyServicesNode>

<pollingl nterval >3600</pollinglnterval> <roCommunity>aaa</roCommunity> <version>ONE</version> </snmpsettings> <tacacsSettings>
<connectModeOptions>ON_L EGACY </connectM odeOptions> <sharedSecret>ciscol23</sharedSecret> </tacacsSettings> <trustsecsettings>
<deviceA uthenticationSettings> <sgaDeviceld>TESTNAD1</sgaDevicel d> <sgaDevicePassword>cisco123</sgaDevicePassword>
</deviceAuthenticationSettings> <deviceConfigurationDeployment> <enableM odePassword>cisco123</enableM odePassword>

<execM odePassword>cisco123</execM odePassword> <execM odeUsername>Admin</execM odeUsername>
<includeWhenDeployingSGTUpdates>tr ue</includeWhenDeployingSGTUpdates> </deviceConfigurationDeployment>
<pushldSupport>fal se</pushldSupport> <sgaNotificationAndUpdates> <coaSourceHost>ise3- 1test</coaSourceHost>
<downlaodEnvironmentDataEvery X Seconds>86400</downl aodEnvironmentDataEvery X Seconds>

<downl aodPeerA uthorizationPolicyEvery X Seconds>86400</downl aodPeerA uthorizationPolicy Every X Seconds>

<downl0adSGA CL ListsEvery X Seconds>86400</downl 0adSGA CL ListsEvery X Seconds>

<otherSGADevicesToTrustThisDevice>fal se</otherSGADevicesToTrustThisDevice>

<reAuthenticationEvery X Seconds>86400</reA uthenticationEvery X Seconds>

<sendConfigurationToDevice>fal se</sendConfigurationToDevice>

<sendConfigurationToDeviceUsing>ENABL E_USING_COA</sendConfigurationToDeviceUsing> </sgaNotificationAndUpdates>
</trustsecsettings> </ns0:networkdevice>


https://www.w3.org/2001/XMLSchema

iz oo IJpop pdlzbbs 1o 1igub, 1Joldss pbdws Bdb B 2lds wesso
<enableK eyWrap>{falsejtr ue}</enableK eyWrap> |Js true. slJl: spdo 238 1oy odwo pu Sl XML:

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>ASCI | </keyl nputFormat>
<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>

Spdud [1ds Idedssy 1Uss Jl ebdeo pu IJ8lde BEb gle,d Idoslole IJos ceole wldeed 1Us luoldeol ieole logule
NAD. gJs uvesd ldpeld: s9z3 ool v IUBIJe 9JIJs B §b pe wdysy TACACS. Leguo Idub) gu ldodssy Idplbdyw: oleds

o0 v 1J8lJw suwos o </nsD:networ kdevice>.

<?2xml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmlns:ns0="network.ers.ise.cisco.com" xmins:xs="Schema XML File"

xmins:nsl="ers.ise.cisco.com" xmlns.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">


https://www.w3.org/2001/XMLSchema

<NetworkDevicel PList> <NetworkDevicel P> <ipaddress>NAD | P Addr ess</ipaddress> <mask>32</mask> </NetworkDevicel P>
</NetworkDevicel PList> <NetworkDeviceGroupList> <NetworkDeviceGroup>L ocation#All Locations#l AB</NetworkDeviceGroup>
<NetworkDeviceGroup>Device Type#All Device TypestAccess-L ayer </NetworkDeviceGroup> </NetworkDeviceGroupList>
<profileName>Cisco</profileName> <tacacsSettings> <connectM odeOptions>ON_L EGACY </connectM odeOptions>
<sharedSecret>cisco123</sharedSecret> </tacacsSettings> </ns0:networkdevice>

5. 1duod $lJw XML ddgle o Hluw e,

6. 23> POST Jb,s6. |Juo$ https://{I SE-ip}/er siconfig/networ kDevice 91§ D98 luwld. 13 @ia el gy & Gliss wuidld wag szt e o
s soudh Sa logilee) Lol wlbs 201 9ldowses Sl,E6.

IR https:/f10.201.230.99:9060/ers/config/networkdevice/name/Test Copy B save ~

POST w hittps://10.201,230.99/ers/configinetworkdevice / \
Params Authorization e 2rs (13) Body = Pre-request Script Tests Settings Cookies

none form-data x-www-form-urlencoded @ raw binary GraphQL XML - Beautify

a0 CULWILACUENY LEUIMEN LUE LEEVE LY ASECONUS 200800 | QUK LE0UENY L LOMIENUUE TAEV e LyASECUNuS >

51 <downlaodPeerAuthorizationPolicyEveryXSeconds»>86400</downlacdPeerAuthorizationPolicyEveryXSeconds>

52 <downloadSGACLListsEveryXSeconds>86400</downloadSGACLListsEveryXSaconds>

53 <otherSGADevicesToTrustThisDevice>false</otherSGADevicesToTrustThisDevices

54 <refuthenticationEveryXSeconds>86400</reAuthenticationEveryXSeconds>

55

55 <sendConfigurationToDevicerfalse</sendConfigurationToDevice>
<sendConfigurationToDevicelsing>ENABLE_USING_COA</sendConfigurationTeDeviceUsing>
</sgaNotificationAndUpdates>

</trustsecsettings>
59 &/nsB:networkdevice> -

5 Example wsee

Pretty Raw Preview Visualize AWML v =

o
i

1

7. 019> ppl 51 Il NAD 85 wp loublio gu bysé lols pdldps GET JNAD: 9 g0 bysd 1dozdd eu Blises ISE NAD.


https://%7BISE-ip%7D/ers/config/networkdevice

515 Werkspa: https:(/10.201.230.99:9060/ers/config/networkdevice/name/Test Copy
GET w https://10.201.230.99/ers/eonfiginetworkdevice

Params Authorization & Headers (13) Body » Pre-request Script Tests Settings

Headers < 10 hidden

Key Value
Content-Type application/json
Accept application/fjson
ERS-Media-Type netwark.networkdevice 11

Body Cookies (2) Headers (15) Test Resulls

() save &

Description

@ Status: 200 OK Time: 237 ms  Size: 313 KB

Fretty Raw Preview Visualize JSON =

wa BATA 4 ML LS LS A S e 2 B LA LB 1 LIRS T ¥ ] U A S L L LS G O L g
52 “type": “application/json"

53 1

54 1

55 i

56 "id": "afe572d@-5bcc-1lee-%9ab7-9ad46445hd41",

57 “name": “TESTNAD1®,

58 “description”: “"This NAD was added via ERS API",

59 "link": {

&0 "rel": "self",

61 “href": “https://10.201.230.99/ers/config/networkdevice/afe572d0-Shee-11ee-9ab7-9a4464450d4£",
62 "type": "application/json"

63 i

&4 E,

a5 i

L] "id": "63efbc2@-4f5a-1led-b560-6e77681e732e",

67 "name": “Wireless-980@",

68 "description”; "Wireless Controller C9868",

69 "link": {

2! "ral®: "colf*

= Cisco ISE Administration - Network Resources

Network Dévices Network Divice Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequinces

Hetwork Devices

Network Devices

Detauh Device

Device Security Setings

MAC Managers  External MDM  Lecation Services

4 Add 4, import t; Export f Oelete
O Name 1PMank Frofile Name Location Type Description
O TesTHADI 1001432 = Ciaco () LAG LS ccense Layer This NAD was added via ERS ARI

Judile slawag dla JSON

B wlouvle Testnad2,l e gsle leslsle RADIUS TACACS 9 SNMP g TrustSec ol wegsle JSON.

1. B SDK: Jopu Jadils: 1599w 9lJ 891w IUplbbdsws Jlg)le Idluwesgle wldluolds |Us IUluweeled 1Upwsdes.

Cook

=+ Bulk Edit Presets

E'Tj Save as Example

D

@ Q0 @ e

2. 1u08Jd IJs edlpé IJowsse 10usse 96 wodaso 10,890 1Jpbdsws Jlguasgle APl Jpl 09 09 oz Wb SDK. szw o swa9

edoso Iluw Jel sds:

-
s



[ hitps:{10,201,230.99:9060/ers/config/networkdevice/name/Test &) Save -~

POST Send b
Params Authorization e Headers (12) Body » Fre-request Script Settings Cookies
Headers 8 hidden

Key Value Description «+  Bulk Edit Pr
Content-Type applicationfjson
Accept applicationfjson
ERS-Media-Type network.networkdevice 1.1
31003 s sluw 1020 9293 £ sesz JI 309 Jupd $lde ISON I pbdse Jlouile NAD.
i https:/10.201.230.99:9060/ers/config/networkdevice/name/Test Copy Save

i ;
Params Autharization » Headers (1) Body Trequ Settings Cookies

nong form-data w=www-form-urlencoded @ raw binary GraphQL XML -~ Beautify

1

Respanse

4. s2e 16 $w39 Bldo JSON wosl 1dusdd (B wogssy IJBse Jpl 09 pbodoo):

{ "NetworkDevice": { "name": "TESTNAD2", "description": "This NAD was added via ERS API", "authenticationSettings": {
"radiusSharedSecret": "cisco123", "enableKeyWrap": true, "dtisRequired": true, "keyEncryptionKey": "1234567890123456",

"messageA uthenticatorCodeK ey": "12345678901234567890", "keylnputFormat": "ASCII" }, "snmpsettings': { "version": "ONE",
"roCommunity”: "aaa", "pollinglnterval": 3600, "link TrapQuery": true, "macTrapQuery": true, "originatingPolicyServicesNode": "Auto" },
"trustsecsettings': { "deviceAuthenticationSettings': { "sgaDeviceld": "TESTNAD?2", "sgaDevicePassword": "ciscol123" },
"sgaNotificationAndUpdates': { "downlaodEnvironmentDataEveryX Seconds": 86400, "downlaodPeerAuthorizationPolicyEveryX Seconds':
86400, "reAuthenticationEveryX Seconds': 86400, "downloadSGA CL ListsEveryX Seconds': 86400, "otherSGADevicesToTrustThisDevice'":
false, "sendConfigurationToDevice": false, "sendConfigurationToDeviceUsing": "ENABLE_USING_COA", "coaSourceHost": "ise3-1test" },
"deviceConfigurationDeployment": { "includeWhenDeployingSGTUpdates": true, "enableM odePassword": "cisco123", "execM odePassword":
"ciscol23", "execModeUsername”: "Admin" }, "pushldSupport”: "false" }, "tacacsSettings': { "sharedSecret": "cisco123",
"connectModeOptions': "ON_LEGACY" }, "profileName": "Cisco", "coaPort": 1700, "dtlsDnsName": "Domain”, "NetworkDevicel PList": [ {
"ipaddress": "NAD IP Adress’, "mask": 32} ], "NetworkDeviceGroupList": [ "Location#All Locations", "Device Type#All Device Types' ] } }



2dits: o0 I pop pdlpbs 1o Il IJolss plbdaus BBl B 2lJs wessw enableK eyWrap:{falseltrue}. |Js true.
9l spdu 238 1Jie) ud o po Bl JSON:

"keyEncryptionKey": "1234567890123456", " messageA uthenticatorCodeKey": " 12345678901234567890", "keylnputFormat":
"ASCII" spdud i@u'ol LlJs IJodssy 1dss Jl wbdeo po 1délde: sleyd Idoslole Idos ceolz oldded [Js luols ol [ORAPS
louile NAD.

5. 1Juod Bldo JSON J raw [ uedd i 1daces.

6. 22> POST Jb,s.$6: 1o $ https: /{1 SE-ip}/er siconfig/networ kDevice 9§, 898 luwld. I3l wp odssy JJ bse wuvdd Lozse:

Sew o oys 1dyuwlds e @ louilse) gle 201 sldooses Blgs.


https://%7BISE-ip%7D/ers/config/networkdevice

v sce | https:f)10.201.230.99:9060/ers/configinetworkdevice/name/Test Copy B save F =
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2 “NetworkDevice": § |
3 “name”: "TESTNADZ",
4 “description”: "This NAD was added via ERS API", -
5 “authenticationSettings®: { =
] “radiusSharedSecret”: “ciscel23”, »
7 “enableKeyWrap": true, 1
] "dtlsRequired": true, 5
9 “keyEncryptionKey": "1234567898123456"°,
1@ "messagefuthenticatorCodeKey": "12345678901234567899", .
11 "kavTanutEarmat® - "AQCTT" "
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1 i
2 “NetworkDevice": {
3 "name”: "TESTNADZ",
4 "description”: *This NAD was added via ERS API",
5 "authenticationSettings™: {
6 “radiusSharedSecret": “ciscol23”,
7 “enableKeyWrap®: true,
8 "dtlsRequired®: true,
9 "keyEncryptionKey": "1234567890123456",
19 “messageduthenticatorCodekey”: “12345678901234567890"°,
11 "rauTnnutEarmat®+ "AQSCTT™
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57 ESTNADL",
58 “description™: "This NAD was added via ERS API",
59 “link®": {
68 "rel": "self”,
Bl “href": “https://10.201.230.99/ers/config/networkdevice/afe572d0-5bcc-11ee-%9ab?-9add6445bd4f",
62 “type": “application/jsen”
63 ]
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66 “id": "9dd45268-5bd7-11ee-9ab7-92446445bd4E",
67 “name”: "TESTNADZ",
68 "description®: "This NAD was added via ERS API",
[ “link": {
i:] “rel": "self”,
71 “href": “https://10.201.230.99/ers/config/networkdevice/9dd45a60-5bd7-11ee-9ab7-9a446445bd4£",
T2 “type": “application/json"
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