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Bzuo B9les 22l zelsé ISE

e J3.1918J spdud IJoedd pw 03l Wb bs lJg Lo lJoBdus.

- spdud 183 0 Buss &ue suiisuel W IJe,ue Ipeds wluwaésle "show tech-
support file <filename>"

cop Spdud uldd IdpdV IUs puwa9se wluwedsle uuwg IJ8yue:/<filename>
ftp://<ip address>/path" wgss)le guglo URL IUElLo wldpuveyss wule gds wos
lJpeuww9sg lUds ouwegspo

© spdud oujsd IJpdd 1Us zolid pos wopdo pou @olewo 9ldueze o "Running
iptables -nvL"

-~ Jlsee vuopso Idosles IUlsdss W cduss IJeyuo bolo. wpgus e spdud oul
lJee9) eds 1J@sles 1UIs,6 1Updedd wpsié "0 tech by IP Access Restriction”.
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Running iptables -nvL

TededeNded NS Nl N fdhddhdk

Chain ACCEPT_22_tcp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
0 O ACCEPT tcp -- eth0 * x.x.x.x/x 0.0.0.0/0

tcp dpt: 22

Firewall rule permtting the SSH traffic from segment Xx.Xx.X.X/X

461 32052 ACCEPT all -- * *

0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
65 4048 DROP all -- = * 0.0.0.0/0 0.0.0.0/0

0
0/0 0. /

Chain ACCEPT_161_udp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
0 O ACCEPT udp -- * * x.x.x.x/x 0.0.0.0/0

udp dpt: 161

Firewal | rule permtting the SNWP traffic from segnent x.x.X.X/X

ACCEPT all -- * *
DROP all -- * * 0.

/ /0 state RELATED,ESTABLISHED

/

00 0.0.0.0/0 0.0.0.0
00 0.0.0/0 0.0.0.0/0

« J3.29leds: spdud luwaesle I, show firewall" JJozdd pu @sles 20 1z plss.


ftp://%3Cip_address%3E/path

* 3.29pl 09 ig_.J._s S99 1Jpiss pu ldozde WS IUgsple IJos swp zlbjol wyluwbs o dss>
lJosesd s IP.

<#froot>

gjuarezo-311/admin#show firewall

Chain ACCEPT_22_tcp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
170 13492 ACCEPT tcp -- eth0 * x.x.x.x/x 0.0.0.0/0

tcp dpt: 22

Firewal | rule permtting the SSH traffic from segment Xx.Xx.X.X/X

0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
13 784 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_161_udp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
0 O ACCEPT udp -- * * x.x.x.x/x 0.0.0.0/0

udp dpt: 161

Firewal | rule permtting the SNWP traffic from segnent Xx.Xx.X.X/X

/ .0/0 state RELATED,ESTABLISHED

/0

0 0 ACCEPT all -- * *
00D /

ROP all -- * * 0,

o o

.0.0.0/0 0.0.0
.0.0/0 0.0.0.0
Chain ACCEPT_8910_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

0 0 ACCEPT tcp -- * * x.x.x.x/x 0.0.0.0/0

tcp dpt: 8910

Firewal | rule permtting the PxGid traffic fromsegnent x.X.X.Xx/X

/0 state RELATED,ESTABLISHED

0 0 ACCEPT all -- * * 0.0.0.0/
0.0.0 .0/0

0 0.0.0.0
90 5400 DROP all -- * * .0/0 0.0.0
Chain ACCEPT_8443_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

0 0 ACCEPT tcp -- * * x.x.x.x/x 0.0.0.0/0

tcp dpt:8443 F

irewall rule permtting the HTTPS traffic from segnent x.X.X.Xx/X



0 O ACCEPT all --
0 0 DROP all -- * * 0.

/ /0 state RELATED,ESTABLISHED

< 0.0.0.0/0 0.0.0.0
0.0.0/0 0.0.0.0/0
Chain ACCEPT_8444_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

0 O ACCEPT tcp -- * * x.x.x.Xx/x 0.0.0.0/0

tcp dpt: 8444 F

irewall rule permitting the Block List Portal traffic fromsegnment x.x.Xx.x/Xx

0 O ACCEPT all --
0 0 DROP all -- * * 0.

/ /0 state RELATED,ESTABLISHED

< 0.0.0.0/0 0.0.0.0
0.0.0/0 0.0.0.0/0
Chain ACCEPT_8445_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

0 O ACCEPT tcp -- * * x.x.x.Xx/x 0.0.0.0/0

tcp dpt: 8445 F

irewall rule permitting the Sponsor Portal traffic from segnment x.x.Xx.x/Xx

0 O ACCEPT all --
0 0 DROP all -- * * 0.

©0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
0.0.0/0 0.0.0.0/0

Yewe uvedle lJouoese
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lJym9pso.

* luwwgs e show logging application ise-psc.log tail

SpJdu lUlbdlg eds IUuwedle Idoldss gos [ogh lp)le Jodsss 1dauesd 1Js IP.

2024-07-04 18:19:11,339 DEBUG
2024-07-04 18:19:11,339 DEBUG
2024-07-04 18:19:11,339 DEBUG
2024-07-04 18:19:11,339 DEBUG
2024-07-04 18:19:11,339 DEBUG

[admin-http-poo131][]
[admin-http-poo131][]
[admin-http-poo131][]
[admin-http-poo131][]
[admin-http-poo131][]

cisco.
cisco.
cisco.
cisco.
cisco.

cpm
cpm
cpm
cpm
cpm

.infrastructure.
.infrastructure.
.infrastructure.
.infrastructure.
.infrastructure.

systemconfig.CpmIpFilterCa
systemconfig.CpmIpFilterCa
systemconfig.CpmIpFilterCa
systemconfig.CpmIpFilterCa
systemconfig.CpmIpFilterCa
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