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CISCO Hotspot Portal

! Warning !

i Agentless Flow Failure !

Dear User,

We regret to inform you that your recent attempt to
complete the Agentless flow has failed. This process
is crucial for your seamless interaction with our
system, and its failure may affect the functionality and
services you can access.

Thank you for your attention to this matter. We
apologize for any inconvenience this may have
caused.
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IJezdd pu lJpcbdole 1Jlguluss oluuad ol IJigble ol odlzol
lgeul louold TCP LlJpucds 5985
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localhost

ComputerName
RemotefAddress
RemotePort

InterfaceAlias rface
SourceAddres
PingSucceeded
PingReplyDetails (RTT)
ucceeded

Connection failed to WinRM

Joudls (3% 109102 el S Power Shell gdes 1Jac—i 5985

I0Eh g 1- Cis sized aomcitda Wucusaed (GUI) dig Windowss 10@d e vlugh 1 sidac g3 zaled Windows af fald) aci@iae slodu gdge

ST SEE od daguisd > @9Iga 11 > (Bl zagd > g 1dle % > U?gdb\daadé:

]
File Action View Help
«s| 2@ = HE
@ Windows Defender Firewall with Advanced Security on Local Computer Inbound Rules Actions
I InGound Rufés Name Group - Profile  Enabled  Action  Owve ® || Inbound Rules

ES Outbound Rules

¥4 Connection Security Rules & @FirewallAPI.dII,-80201 @FirewallAP1.dIl-80200 All Yes Allow No &2 NewRule...
B, Monitoring i @FirewallAPLdIl -80206 @FirewallAPLdIl-80200 All Yes. Allow No Zl] e y Profile
& New Inbound Rule Wizard >
y State
Rule Type y Group

Select the type of firewall rule to create

Steps:
s (Rule Type What type of nule would you like to create? List..
Pratocol and Ports
@ Action ) Program
o Profie Rule that controls connections for a program.
@ Name ® Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
@Firewall AP dll.-80200
Rule that controls connections for a Windows experience.
() Custom
Custom rule.

Oless 1ol [Jzrs56 - 1Jpuds

gk 38 2- e Ideusasdsdiar sldagluddc £33 TCP sz 1adledd Iagdishe sl dgp 1daodi 5985 (1IJp 083 11wl o J Power Shell
IJogss) sloud, B9 1delde:



‘ Windows Defender Firewall with Advanced Security
File Action View Help
ol ARa) -l (HEYN 7
= :;I:::md :'uRI:: Name Group . Profile Enabled Action Ove
- oun: =7
By Connection Security Rules @ @FirewallAPI.dII,-80201 @FirewallAPL.dIl,-80200 All Ves Allow  No &1 NewRule..
» %, Monitoring i @FirewallAPL.dIL -80206 @FirewallAPLdIl -80200 All Yes Allowe Mo | y Prof
P New Inbound Rule Wizard X
Iy Statt
Protocol and Ports iy Grot
Speciy the protocols and ports to which this nile applies.
Steps:
@ Rue Type Does this rule apply to TCP or UDP? List...
(a ™ i =
(@ Protocol and Ports ) (® Tcp)
@ Action O upp
@ Profile
N,
b Does this rue apply to al local ports or specic local pors?
O Al local ports
s ™
@® Specific local ports:  [5569] ||
L Example: 80, 443, 5000-5010 J
ook [T ]| el
T A |
[Je9e9dodle 9ldpulds
gL 3- wew WlgJs>o s oslp @ldiauald > 1dalde:
ﬂ Windows Defender Firewall with Advanced Security on Local Computer Inbound Rules Actions
2 IS&‘::L::‘"::“ Name Group . Profile  Enabled  Action  Ove ™
s
¥y Connection Security Rules @ @FirewallAP1.dIl,-80201 @FirewallAPLdIl,-20200 All Yes Allow Ne &3 NewRule...
> M, Monitoring i @FirewallAPLAIl -20306 @FirewallAPLdll -80200 All Ve Allow No Profil
& New Inbound Rule Wizard X
fy State
Action ly Grouy
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps: n
@ FRule Type What action should be taken when 2 ction matches the specified conditions? List...
@ Protocol and Ports e ™
— |@ Allow the connection
o m/ | This includes connections that are protected with [Psec as well as those are not.|
@ Profle ) '
. () Allow the connection if it is secure
@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.
Customize... |
() Block the connection
ST I =
. bl |

IUlzle
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@ Windows Defender Firewall with Advanced Security on Local Computer
3 Inbound Rules
&Y Outbound Rules
# Connection Security Rules
> B Monitoring

I0gh s 5- opo 1o bed luwel JJBlers. ped 1duwic J Power Shell gdis 1dacx-it 5985 glu, g, Icnls:

@ Windows Defender Firewall with Advanced Security on Local Computer
&3 Inbound Rules
K3 Outbound Rules
¥ Connection Security Rules
> Eﬂ Monitering

N

e
Name Group - Profile  Enabled  Action  Ove” || Inbound Rules
@FirewallAP1.dII,-80201 @FirewallAPL.dIl,-80200 All Yes Allow No &3 NewRule...
{4 PFirewallAPLAIL-80206  @FirewallAPLll -80200. All Yes Allow  No

y Pro
ﬂ Mew Inbound Rule Wizard x
y Stat
Profile y Gro
Specify the profiles for which this rule applies.
Steps:
@ Rule Type When does this rule apply? List...
@ Protocol and Potts
I
@ Action [ Domain
& Profie) Applies when a computer is d to s comp domain.
d. Na'ne. Private
Applies when a computer is connected to a private network location, such as a home
or work place.
£ Public
Applies when a computer is connected to a public network location._
\ J
<Back [hea> ][ conce
-« >0
e
Name Group - Profile  Enabled  Action  Owe® M
@ @FirewallAP1.dIl,-80201 @FirewallAPL.dIl,-80200 All Yes Allow Ne &3 NewfF
i - i) 31 (LAPL Il -80200 All Yes Allow Mo
@ New Inbound Rule Wizard X
Name
Specty the name and description of this rule.
Steps:
@ Rule Type
# Protocol and Ports
@ Action i )
@ Profie (Name: )
. ~ | [Alow PowerShet Port 5585 |
Doscick gional)
s '
) o



wslole leels IJgpsd 10808 ouesd 10389 [Js shell szo o cposs eds lposhle puvisd peds

Sev v sdso Juslole lecpel Idgpsd 1JEluos vouwesd 1Usgsd IJs shell leoshile puu9sd peds. Joldss ol Bl Jlo s
leoshilo "euu9sd" Idsele oz 9l pu 030 IJgbgle:

B 9lz0d IJpuwetsp Ihumsess Windows. lowdd 1Js Ulesble > bLé IUdewssc) > Idpuweéspou Idpedsso sldpepsele >

lJeuwotre90 > 038> eusly Ipuwctsp (B o3l IJpeld: sop coass Tosle wdl Bisle) > sev o szess Jeusle edis sgesed

IJpuw99dso.

&
File Action View Help
o= 2@ XE = HE
&' Computer Management (Local || Name Full Name Description Actions
v il %St‘?mk.r:c:sd I %] Administrator Built-in account for administering... Users
2 c.e Hier 'ﬁAgenlless\ A . 2 % :
EI Event Viewer ol / gentless Properties ? More Actions
Shared Folders SH0efaAccount
— P Guest General (Member Of) Profie Agentless

v % Local Users and Groups

¥ NotAdminAgentless

“| Users ) Member of- More Actions
1 Groups B posture - [rmr—

) Pe .| WDAGUtilityAccount £ Administrators )

@ Performance Ea ty W

% Device Manager
v 3 Storage
= Disk Management
:z-J Services and Applications

OK

nemove

Changes to a user’s group membership
are not effective until the next time the:
user logs on.

Cancel Apply Help

leosble IJeuudsd Idpzds
IJozdd pu woes p9sE suwlisd WInRM

olds po wdasy 926 luogle WINRRM J HTTP gJs IJpods 5985:

C: \Windows\system32> winrm enumer ate winr m/config/listener Listener Address=* Transport = HTTP Port = 5985 Hostname Enabled
= true URL Prefix = wsman CertificateThumbprint C: \Windows\system32>

wedsou WIinRM Joguwse PowerShell [Js wes>

olds pU wubgsd 1Jgspd sodgsuol Jduse odilissl luodd gu) IUgbsle 1Joldsé:

# Enable the WinRM service Enable-PSRemoting -For ce # Start the WinRM service Start-Service WinRM  # Set the WinRM service to start
automatically Set-Service-Name WinRM -StartupType Automatic



ol 1acsde:

C: \Windows\system32> Enable-PSRemoting -Force WinRM is already set up to receive requests on this computer. WinRM has been updated
for remote management. WinRM firewall exception enabled. -Configured Local AccountTokenFilterPolicy to grant administrative rights

remotely to local users.
C: \Windows\system32> Start-Service WinRM

C: \Windows\system32> Set-Service -Name WinRM -StartupType Automatic
Szw lu sdou PowerShell 1] osl, 7.1 19 luosh Tese. szw o szess IJgpsd eJs CURL v7.3419 |Losl, Tzae:

dsigh 1Jar 33 a0 Juadl i Power Shell s CURL gds Windows

0o eJs woplu luvegsle IJluosble IJpoluvwd po PowerShel, s sgs CURL (o968l Juoelo €30 luvegsle Posture (Posture)
lsé wolpz epsde:

ez d3a a0 lue), Power Shell
gJds Windows:

1. \diez Power Shell:

log b gJs Win+ X 923> Windows Power Shell Iy Windows Power Shell (Admin).
2.8p woudss I, :$PSVersionTable PSVersion

- suoz 03l Uley oBlosd luosly Powershell IJpe oo gds IJoble.

104z 33 p0 Juad)s CURL

£Jds Windows:

1. psge 1slay e

luogb gds Win+ R ldew emd. 9lu ) 99,9 Enter.

2. b IJip,: curl —-version

- s&ue 03l 1dip) luosl, CURL Ipewe eds wbled.

I&lz JJoedd pu luoslle PowerShell 9 cURL gJ.s Izojé Windows

C: \Windows\system32> $PSVersionTable.PSVersion Major Minor Build Revision ----- ----- ----- --—- 7119041 4291
C: \Windows\system32>

C: \Windows\system32>

C: \Windows \system32>cur| --version curl 8.4.0 (Windows) libcurl/8.4.0 Schannel WinIDN Release-Date: 2023-10-11 Protocols: dict file
ftp ftps http https imap imaps pop3 pop3s smtp smtps telnet tftp ftps http https Features: AsynchNS HSTS HTTPS-proxy IDN IPv6 Kerberos



Largefile NTLM SPNEGO SSL SSPI threadsafe Unicode UnixSockets c: \Windows\system32>
0556 [uoldss

S89p 03l 1Jiey wodsy IUzols Jssd JJeds Bs pLosBSu wESISU peadsu Jlouoldle WInRM: Set-Item
WSMan:\local host\Client\TrustedHosts -Va ue <Client-1P>

C: \Windows\system32> Set-1tem W SMan:\localhost\Client\TrustedHosts -Value x.x.x.x WinRM Security Configuration. This command
modifies the TrustedHosts list for the WinRM client. The computers in the TrustedHosts list cannot be authenticated. The client can send
credential information to these computers. Are you sure that you want to modify thislist? [Y] Yes[N] No [S] Suspend [?] Help (default is"y"):
Y PSC: \Windows \system32> -

se> emdlet IJIzoohs pe pedple -Authentication Negotiate 9-Credential 1316 Bglds JJwz 88 pu w98, 306 WINRM sedssuol gds
zolj weso: test-wsman <Client-1P> -Authentication Negotiate -Credential <Accountname>

el I | w

6T 10 40 Power Shell 1dluadl,y 7.1 15 luad izad, szw 1o wreiss Weasd ds CURL v7.34 1y luadl, ipads
&ds MacOS:

1. \agkss 1 s IJaiics s s:

cSpdoud IJesg) £Js 9236 bydss B ks @l > 1dlagha 1dagulg 3.

2. 03 1l pwsh -Command '$PSVersionTable.PSVersion’



adigds: pJlzbos: - olds po oo wse PowerShell Core (pwsh). I3l Jp wdo J3Jd Bspdud cowseo g,y Homebrew (wlds
o0 1ud Bpo Lot use Himebrew): brew install --cask powershell

¢ds MacOS:

1. agkss 0 i s IJacics sg:

cspdud Ide ) 8Js 9226 bydss Vs Idabqgdla > fdia ghcs Jamlg 3.,
2. oudss Il curl --version

- Sew o s&ue 03l 1Jie, luosh CURL IJpewe sds wbled.



Jeedle MacOS, szo o sd90 1Jpuds 22 JJso9d 1Js SSH pdesel JJsuosd IUs Igpsd
1dadsd @ldadiyasd:

1. addgagdia Idcdila 1dacic gr8:

loodd lJs wdoagdia ldobla o §lispd Apple.

2. Cadlisly Qg ed 1E S EO B

Jdouodd s 1daol 2.

e Idesoe Ipely) dooged 10 sd g0 =g

ol po eSS Bl 1ot Sdsuasd 1Us [Jpuwegspsu 19 1dpzesele 1poluuws. Suvpe weass East Wesct aso Jis
puwuedpe bso puwle Lolde eds Mac cowesd 1Usgsd o, SSH.

3.1z Ga a0 I ddla Za), 1z algs:

3 2lds wpdso b 1dzplss: sdjpd IJelds po lve suwee wleualle SSH.
Joodd [Js edoagdia idobla > 1o sldguasuags > i Wzl es.

108y Y98 Uy Eelile g Idgalgs.

colds PO LD g ed IESd £0 g |3 U s bo 96 Uiplo (SSH) 9ldwele wo. I3l e sIu el lud) 998 1)) loalds (+)
Jigoléeo.

4. VJagdd acicy s 22 oy 1z sh 13k s (13 Ja 1Jia):
coz IJolbusd 1dhuds oy Idabagdia > 101 gha Idagulg 8.
duwegspe i, pictl JJozdd eo $sles 21 1Jepelss 1Jzldss sldelds po 1o 1dpows 22 pdegp:sudo pfctl -5 | 90 22

sl Jp s IJpods 22 pdugel Bspdoud 395! [uolds §less Juwpele J SSHiecho "o pys) wi9e9d9d TCP oy s 1Us ls puds
22" | SUDO PFCTL -¢f -

5. lgealy suasd SSH:

o0 2ol 18 1Bwe gpsd 9226 b, dss Iy SSH.

pelods IUleuold wepsd MacOS Lluuagsle guslu IPIJEILe woill e puwegse SSH@<macOS-client-IP>

dowoold luwe Ipuwese veuwle Idpuwedse ldpoluwe 9<macOS-client-IP> el IPIJElLe wepsd MacOS.
GIdoed Jobla 1dauig s MacOS: @ida agy Iey o3 101810 Cia e Gig addd Iize b Jagom duid cdiopga 10gkels gde ol 1dcmss:
g0 bhs wdlb wolss MacOS. pu 1Jpop IJolds oo 1 19le, 1hsé pesus spdou wudssol wxou bdu JJes )9,

U?thc.d‘ﬁl Uiua‘u-d‘és



9029d IJpuwssd eds zols MacOS.

- 898 luwluwss Lisle) 1Upzlos by dss.
thgla Srasd addd Iaz e O

1o 13l s o s

cspdud IJeog) £Js 926 byudss Vs Idcbais @l > 1dlaghe 1daulg 3.
2. Gp SOg g adei Idaz oo O

duwegspe i, visud Joz)s) e Ipzuvoso wlelo. 903l suopu IJedlb is lgble Bs wole 1Jgeds $od 2ldb IJpJd.sudo

visual
e pbldocd Lbeld I ps 9, 1emisJ.
3. lazd g0 1o Wadhome:

s pen pssslodoedd s 1Idduve 2 sop ogrsd 1Jdsles 1Jgluos wldpumoisp. wuvdd 0p9dzs: 03l o9 Izse

IJowdds pu Idpds.
4.5 1011 W abd s

o 03l 1Juwl,y Jeue Idpuwegse 1Jeess 1o Jogvésd 19le) 1Jlelo 900uusd w90 JJps p,9,: <macadminusername> ALL =
(ALL) NOPASSWD: /usr/bin/security, /usr/bin/osascript

- luwewsld <macadminusername> Cluwpe IJpuvedsp IddeJs Jpuu9sd MacOS.
5. Jgdb sldg use:

3l Joo wuueise ez IJIBeluos (Iolug). Bluogb gds Cirl+X JJluole. &p luogb s Y Joldss IJoéss,lo. sluog b
it eds Enter Je bbb IJpJd.

3 o aguag a Vi g vime 1o b eds et Idow wa. 9l og b eJs Enter JJpdb 91J¢ 9z

6. ©TAA O g s s

“Juoelo pwslu lJogss)lo spdud ouvgsd irOJ subdy i')_solo SUDO IJpzreé. gds ywwosd ldpold:

sudo /usr/bin/security find-certificate -a sudo /usr/bin/osascript -e 'tell application " Finder" to display dialog " Test"'

- spdu Culdss 030 1igle, 390 Ipbldus wddpd o9,



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



