oJdgsu ISE Jpyol> 96 Elhzso Jglzos
IJeuwese I,uwgpse (GUI) J DNAC

lJpzogsle

lowedildd iz ble gl o, Jl>ol
leilze

lJp 95,00

Suod 03l 90886 Jsud Iy subdd cisco Identity Services Engine (ISE) Jeol> 96 ¢hzss J cisco
DNA o,9; GUI.

IJecbdole IJlgul jusé
lJpolbdolo

cisco s9 08 lu sedds luo PEH)I96 py 03l p9 oIE:

* wy9u999Jle TACACS+ 9 RADIUS.
* >pg Cisco ISE pg o5 wusé Idubvods 1) 8ps6 (DNA) oy Cisco.
* u9sSe uvslyws Cisco ISE.

U‘oé)j(ﬂo Ufouuoé)roé
ouvows Idpedsple 1Ugl)o Ws 03l IUpuwews IJs luoshle Idwslez sldpdsule 1debse Ioldso:

+ Cisco ldentity Services Engine (ISE). IUl_o>l, 3.4 Patch1.
oY) wuss Iduveds 1U)8esé pu Cisco: IJluosl) 2.3.5.5.



op lugile lJpgdsele 191,28 B o3l ldpuwens po 1JIz056 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
dedod 96 IJogvgsd: Wolds oy Wopd JJules) Idpeeed Jls lp).

Iod [Joose

e ol o0 9295 Elp puols 86 RADIUS slzs eJs IUIEJ wp odoswo eds IJoble>lJlesble >
|Jt.)ro|o |Jt|_)a.___36>é'9|.>ro |Jrou0!.)éé 3|Juu§|w6.

© Spdou Vb Jpwedde Jrso 139ule SUPER-Admin-Role gJs DNAC ooWdss o3l 1dlg)le.

* wpdsu wessu ldbysyé Idlzosllbss Jdeuol> 96 1Jghzss.

/N 238y Bs Idluosble Il@se pu 2.1.X gus opdsu IJpuolb 86 1Jehzss: Soze pods wunss
IJuveds 1U)8es6 pu Cisco |Us Idpuuegspso Idpeedsso Bl Jlu ¢be AAA ¢, Slod
JJsuesd 19,800 Ebe AAA ILup puwctse £8) 9. B IJluosly Ields: Jl soze o
w0sé IJubeds 1,886 pu Cisco [Js IJpuveidpso Idpedsso Bl Jlu gbe AAA g,
Slod JJsuesd 19,800 Ehbp AAA e puucsp Es) pEIID. EL pdSU LESSU
IJb)s96 Idlzeslbss Jdpuob s IUghess: spdo JJpuwedsesu IJEbessu
SlJpw99dsu Idpedssy wuvesd 13¢9d 1ds prd woss Idubeds 10,956 (DNA) pu
Cisco.

Jopdsu psié Idpuolhb s lJlzeslbss Uél.:)&§5; SEpJ L_,Jgogdgtj SSH gJs Ib¢ld posd oo
cust lduveds 19056 (DNA) oo Cisco glbgd l e, 9lzes yulo, 1UI9le, (CLI) 031 (MAGCTL rbac
external_auth_backback enable).

lJodosy

(2sh 1) wdssu puol> 96 DNAC IJghzsé wluvegsle RADIUS

IJg1096 1. (IEoshs) Be worsss bsly pguou0s.

Sp wodsu IUbsly 1egours IJos cds weobdulod: wadl po 3J9: spdod luwogsle bl
IJeuwedse ISl oss. Spdu IJSsle 3T pu wble edlele IJowsse > 1dpuwespsu
olJisgl, > IJoede WS 1suo9d Idpvows [Js 1U>9).

IUlz,le

I. logule 59 gass.



To make it e

DewiDps-Rele

luwp 39, DevOps

v Gp wugrsY IJsosd.

=y These
b DOIISS 0N

missions enable different ca n Cisco DNA Center, some af which

allow, CRek hore to Loam

of wh.

Aroess « Permission

© Deny ) Road

0 Network A

s related companen

ay ) Resd (D) Wite

38 MEps A

O Deny () Road

Q Deny V | manage your natwo
Network

Services o Deny () Read ) Write ity and access
Fia ¢ O Resd

Socurity O Deny O Read () Wiite | socure access io the network

feion B m

lJ9o29d s >9, DevOps

e louble 1Usg, 1dz>so.



Summary
Review the DevOps-Robe rolf. Make sure all the details are as you expect them to be. i you need 1o change something,

« Role Name & Description  Edit

+ Role Capability Ed

ASSURANCE

NETWORK ANALYTICS

NETWORK DESIGN

oz o 39, DevOps

NETWODRK SERVICES

PLATFORM

SECURITY

SYSTEM

o o

ol s 59, DevOps gluilgo

lJgb9s 2. §p vodosu IUpuolb 86 1Ughzsd wluwegsle RADIUS.
Spedu 1dBsle w3JY pu uble gdlele lJowsse > 1dpuwegsesu 9ldbgl, > 1deolb 96 1UEhzssé.

IUlz,le

I. Jopdsu ldpuolb§o 1Ughess WS oY) wuss Idgveds 1U)8ps0 (DNA) oy Cisco. g glusd
IJIzosh wpdso lJpuweere IJEbes.



w. wevlb uuplo AAA.

>¢Jw cisco-AVPair s IJ aaa gl pzlJ.

2 (1osbs) 8p wodsso ¢he AAA 1wl s sldeluss.

o> oo pdiso w299 dsd RADIUS s ¢loe AAA IIwluws eds WIS I eds I9J pu IUge
lJluwlws 91dghbe IJelugs.

Extermal Authentication

a B Enable Extermal User @
AfL Attribute
[ Cisen-MPair J
' ™\
Primary AAA Server Secondary AAA Server
ISE Server 1 IP < |SE Server 2 IP
c | =~ e
© RADIUS } TACA © RaDS
|z V812
% v

(RADIUS) ¢gbsle wdysu ldpuolb§6 1Ughzsé

(2sh 1) 8p wvodssy ISE J RADIUS

IJglogé 1. |olds ¢l e DNAC Jzolj Lo ds e ISE.

SpIdu 1dsle w3d oo bhé edles IJowsse > psbns IJuvwds > lzojé I vwJs.
IJlz)le

I 8p wogrs® (DNAC) |uup zolj IJubuds 9 IP.

v (lRosbs) wuousd woe IJzols Juinb peeses [Juog.

z- wpdsu leshble puol> g6 RADIUS.
5. wowlo uu) RADIUS Idpie,yd.



b |dentity Services Enging

st
A aperth DHAC
U Pomey a
1. Admiskitation
e - s “#: DNAC Server IP n
AN ocation
™
b ( R — )
[} RADIUS Authern

zol; UL Js ISE (DNAC) J RADIUS

lJglbogs 2. logble w9osdle wgesd RADIUS.

Sedu IJ8sle w3JY pu edlpd ldowsse Iduwsluws > euluoy Iduwsluws > IJoclse >
lJowssuo pdudle wgysud IJogssd.

% pdlebo: luble w9uosVle wiggsd RADIUS 3x. 9lzs JIJ 59 puwwgsp.

IJlz)le

L. 18y eJs luolds 9o)8 luwe pdBd wg)rsd wigsd RADIUS.

w. >¢Jo IJ cisco:cisco-av-pair B.s po@dp Gupd £pJsé lesls slodi IJpuwet pd LozSE 9.

e JJeuesd eJs 29, IJpuwes o (DecOps-Role). 1> J ROLE=DevOps-Role.
e Uldouuwesd Jxg) IJpuweés e (network-admin-role). I>¢J role=network-admin-role.
* oldouwed Jsg) Idpuwwes e (Super-Admin-Role). i;aJ ROLE=super-admin-role.

2 eolegs oSlosd 1w ps.
3. lud) W99 eV,



= il Mentity Services Engine Policy / Policy Elements

M Bockmr Dictignaries  Conditions  Results.
Dusnbase
T——— . Form Besbern Protia
Conbaxt ¥
Authorization Profie €1
b waen
| s s DreOpe-Frolle
U pomey .
Domesaadsn ADLY T
&, Agmindstrati a
Work Comsers
N s ACCESS, MCCEPT
e Prsineming ok D
o Heip

Gommon Tasks

Advanced Aliributes Soitings b

* ROLEsDovipa-Role v J

logile pdd wg)sd IJodss o

196 3. luyble pep9gs puvetspsu.

Spdu IJBsle w3J po bhs Idowsse > 1bLé 1Josss > Idpzpsele > presele 09sé ldpuweisp.
lzle

o) B9 1upld6 9233 luwe pzp9gs IJosss

v (Rosbs) 8p vogrss IUguoos.

2 lud) W9l bLuwld.



= i Identity Services Engine Administration / Identity Management.

J Bockmars identities  Groups  External Identity Sources  Identity Source Sequences  Settings

8% Dashboard

sy i Livar lggatity Grosp
! Contaxt Visibility identity Group
A, Oparations ¢ g
. * Name Dewiips
1) Folicy Endpedn Wentity Groups
2. Asminkirtion User Identiny Groups
Al Work Canters

loble pze9g6 0956 IUpumeope

lJg 9o 4. [uuule puwese peds.

SpIdu o sep 3JY pu L6 1Jza9d6 > 1316 1J0sss > 1dossle > IJpuegspsu.
Ilzle

I b sl 8é suosWS 9sesw IJ username.

v 9P wOESSU JJpd 09 ouwesd 1dx¢sd.

2 1uo198 Idpuwese |Us preges ldpuwedrpsu Slo 1o ds.

> 108y 998 Liwld.



.- Identity Services Engine Administration / Identity Management

P Bockmasks Identities Growps External Identity Sources Identity Sowrce Sequences Settings

57 pashboard I
= Unany
[ WLt ¢ B ptwork Actass Uner

o Contaxt Visibiity

4, Oparations = Natwaork Access User

a DevOps_Usor
U Policy
Fi Adminkatration Sumtus B Eratied
Al Work Canters Account Hame Al
Em:
Intasactive Halp
Passwords
Password Type:  ownat Users -

() Merver Exgires
Password Fop-Enter Passweord

*Login Passwesd s ey | Ganarste Password

Enabia Password Generate Pasaword

User Information

First hame

Last Name

logble puwese peds 1-2

L Identity Services Engine Administration / Identity Management

Il mockmarks lidentities Groups External identity Sources identity Source Sequences Settings

5% Dashboard I e,
*Login Pagsweed e e Generate Password

o Context Visibility
Enable Password Ganarste Password

% Oparations

I Policy

User Information
4. Administration
First Name

"Work Canters

3a

Intaractive Halp
Account Options
Description

Changs password on next login ]

Agcount Disable Policy
O Vil date encopds  J026+03-30 vy mm=dd)
C
User Groups
Devbps -~ 1@

o

logble puuese peds 2-2

IJ¢1096 5. (Igoshs) Iuow pzeseé woz RADIUS.

SpJdu IJ8sle w3JY pu edlps IJowsse Iduoeg > pzesele [Juog.
IUlzle

L lud) B98 gedsle slze, (Il Lo gas> lgdlo).



- 9p wod$d luwpe presgs IJuoe.

2 9 wOESSU Ub pzeses IUuvsluwle Jogsss uag IJzol 1Uss Sew cluublise puvedl B
(IJgbogs 1> b).

3. e woessu ldoysesdsdlie IJpgwesr wol.
o-. lu¥) V99 e Vb.

9. 108y V8938 (Pbo,s86 82 preses Iduwsluvle Jodssy Bsles 1Upuob s sldessso.

= i ldentity Services Engine Palicy  Policy Sets

W B Status Palicy et Name Bascription Conditiens
#2 Dashboard
: b ©

So
— G )
i Foliey L
3. Aaministration

Work Gentars

luol86 pzeoes woz RADIUS

1096 6. o Jose Lusluws puol>§6 RADIUS.

Sedu IdB8sle w3Jd pu edled ldowsse Iduog > pzesele IJvoz > 169y 998 (>).
IJlz)le

L 1ody W9 gpdsle slge, (lz Lo zass Igdlo).

v Op s luwe woz Idpuob 6.

2 9P CUESSU Uil yusluws [Jpeuold 96 923 wag IJzols IUds Jew wlugblise puwodl O
(IJgLo9s 1 > b).

3. UESSU luwwesle wog ldpuol> 86 Jpues) [Jogss.

o-. 1B, W99 b,



= i identity Services Engine Palicy 7 Policy Sets

Bo
Dashboard
Status Pasicy 581 Name Description Conditisns Allowsd Protocets | S4rver Seguence  Hits
| o ity
% oparations
o =1
| Paliey
3. Administration
Work Cenfers
Status  Rule Name Conaitions w
o ) (- L ) &
( Options g
L]
plio

luol s Lusluws puol>§6 RADIUS

IJ¢bgo 7. odssu uwsluws wd9s o RADIUS.

Sedu IUdsle w3JY pu edlps IJowssy Iduog > presele IJuoz> lud) Wsd (3).
oo IJgbgs Jluuble wog wgsd JIJ 29, puweie:

» Super-admin-Role
* 59, Network-admin
* >9, DevOps

IJlz)le
L 1od) W9 gpdsle slge, (blz Lo zass Igdlo).
- Op w8 luwe wor IJugssd.

2 9P wOESSU Ui uusluws 1Jegasd 90zass pzesed Idpuworpsu IJos Yeo vlugblsol
Vs (IJgbys 3).

3. 9p wogssu volisgl/pdle og)rsd woz lJwgssd 908> pdud wg)sd IJegssd IJss Ypw
clogiliso Vs (IUgbys 2).

o-. lu¥) V98 e Vb.



= il identity Service: Policy / Policy Sets

Status Policy Set Name Description Condiiiens Allowed Protocels I Sarver Sequence  Hits
1 Co y
b LY
L] =l
| Paliey
3. Administration o2
Work Centars Local £z
lobal Exe
n Pakeyld
Results
) Sisbus  Rule Hame Conditians Profiles Security Groups Hits  Aclons
PR —
L] a
[-) i
-] )

luols oz IJwgasd

(IJzsh) 2) 9o puols$s DNAC 1Jghzss wluvegsle TACACS+

IJe 98 1. (leeshis) S worass sl peuouos. n
I wodasu IUbol) IJpguoued Idos olds veobdolod: wodl po 3JdIe spdud |uwagsle bl

lJpuwoeoe IUISe,lupss. spdu Iddsle w3 pu wble edlple ldowsse > IJeuuaisesu
9ldissl, > IJeede Bes 1Us,o9d 1euweos 1Us 1U9).

IUle,le

L logwle 59 gass.



Create a New Role

To make it

SecOps-Role

luwpe 39, SecOps

v Op woersS lJsuosd.

Define the Access

ot aach of those

r=depondent ore making (ho selections, please ansune you undes

/~ Thass parmissians ansbls differant ¢ Conter, same o

“— permissions allow. Click here 1o Lear

G
penmission,

SecOps-Role
figured

lated compon

Access 1o Network Analytics r

s and netwark

s for managing your

ork hierarchy, update your saftw

MNetwork
Design 10 Deny
MNetwork
Dar (o] ure, upgrage, provisi
Provision )

a5 on the ceess,

nd third-pasty app integrations

exchange, no

Open platform for

al

O Wirite Manage and ¢

, whith includes eonliguration

d admir

O Deny

& most commonly used troubleshaot

Review

lJs e9d IJs 29, SecOPS

g louvle 1Usg, 1dgaso.



~ Role Capability  Edit

ASSURANCE

NETWORK ANALYTICS

HETWORK DESIGN

oJéuo 29, SecOps

NETWORK SERVICES
PLATFORM

Bundle:
[ SECURITY
P Based Access Conlre

SYSTEM

UTILIMES

o)lzes 59, SecOps gluilye

1Jgbo95 2. o doese Ipuol> 86 1Jehzssd oluwoesle TACACS+.
SpIdu IJSsle w3JY pu uble gdlple IJowsse > 1puuegseso sldbsl, > 1dpeuals 96 1JEhess.

I. Jopdsu Idpuolb 86 1Jghzss WS oY) wusd [Juveds 1U)9,es6 (DNA) oo Cisco: 23> glus
IUlgosh cpdso Idpuvetse IUgbes.

>¢Jw cisco-AVPair s IJ aaa gl pzlJ.



2- (Iosbis) Bp wodssyu ghe AAA 1wl us sldeluss.

Slds o0 pdso w99 dsd TACACS+ gds ¢hp AAA IJIwluus eds U8 Is eds IJ po
Il e 1Jisds slJghpe IJeluss.

= Cisco DNA Center

w
=
=
=

External Authentication

User Management

Role Based Access Control

I Extarnal Authanlcation

The wabue A of *Role=rale 1 On ISE server, choose the
An examplo configuration in the case of manually defining the AAA aftributo wauld be *Cisco-AVPairsRale= SUPER-ADMIN-ROLE"
a B Enabie Extornal Usor @
ASA Attribute

(. AL Server(s) 3
Primary AAA Server Secondary AAA Server
ISE Server 1 IP ~ ISE Server2 IP v
| —
(IRADIUS €@ TACACS (J RADIUS i€ TACACS
\, J
L

(TACACSH+) gbgle wdssy IJpuol> 96 1JgLzss
(IJgsl) 2) odssy ISE J TACACS+
lJglo9sé 1. 9p wopdsy 306 51,6 [Jgol).

SpJdu IJBsle w3JY pu bLs gdlple IJowsse > 1Juble > 1oy, > wzys) (ISE PSN Node) >
235 wpIdsu 206 by IUlzojs.

= kil Identity Services Engine Administration / System

Pl Bockmares Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade & Rollback  Health Checks  Backup® Restore  Ademin Accoss  Seftings

Administration

A Operstiens
U poscy Monitoring
1. Asminisvstion s
A Wi Costers
ol

Interactive Hel

heeat Comiric NAL Sarvice




pdsu 206 Lo [Jzol;
IJg 96 2. | olds ¢lse DNAC Jzolj v Js gl ISE.
S IUdsle w3JY pu Lo edles IJowssy > esls Iduveds > izoj6 IUuvwJs.

IUlz,le

I 8p wogrsd (DNAC) | upe zolj IJuubwds 9 IP.

v (IRoshs) oupuso use Idzols Uil pzeses IJuog.
2 wpdsu lesble puol> 96 TACACSH.

5. ol Ly TACACSH IJp e d.

M Bockmars Notwork Devices  Notwork Device Groups  Metwork Device Prafites  External RADIUS Servers  RADIUS Sorvor Sequences  Bxternal MM peGrid Direct Gonnectars
e T e
wac
Contix :
Katwork Dovicas
A opera
DAL
U posey a
1 Administstion
Wt G
#isbes U ONAC Server IP
A Locationn

b (oreerme  owcsmen D)

zoly uvods ISE (DNAC) J TACACS+
IUzbb96 3. louile o9 0s8le TACACS+ JJJ 59, DNAC.

Sedu IJ8sle w3JY pu edlpd ldowsse pilds Idged > bLs IJzel; > guluo) Iduwsluws >
lJowlsg > pdVdle wg)ys09 TACACS.

~ edlebs: Iuuis w9LosBle TACACSH Lpgsd 3 1Loeld: Lalde woLosd JIJ 29,
PUV LI P

IJlz)le

L lod, s 1uol8s 9235 luwe pJd g sed TACACS.

- lud) W98 edlps IJowssey eu2 Ele

c. I»gJ Cisco-AVPair=ROLE= 9§, wpJe 39, |Jpuweesp IJuoese.



« LlJouwws Jg) IJpuuegse (SecOps-Role). Ix¢J Cisco-AVPair=ROLE=SecOps-Role.

e Uldouwesd Jsg) IJpuweise (network-admin-role). Is¢J Cisco-AVPair=ROLE=network-
admin-role.

s oldouwed o) Idpuwwise(super-admin-role). i>aJ Cisco-AVPair=ROLE=super-admin-role.

S edlebs: w3, $spé AVPair (Cisco-AVPair=ROLE=) os zuwlwé JzlJs 1Ule,0 9olds ey
pblogwol Usg,y puwegse DNAC.

> lud) W99 eV,

= i Identity Services Engine Work Centers / Device Administration

J| Bookmarks Overview Identities User ldentity Groups Ext ld Sources Hetwork Resources Paolicy Elements Device Admin Policy Sets Reports Settings
—

5% Dashboard
Condstions

. 1 Mem
TACACS Profile
nnnnnnn Candisions a

A, Operations Ham
Results (suc()ps_ﬂala J
U Policy Allowed Protoests
TAL-AGS Command Sots

4, Administration

! Context Visibility

Wark Centers

b

Interactive Help

Profile Attributes
c Cisco-AVPairs ROLE=SecOps-Role d
o @

louile pJd &g 58 TACACS (SecOps_Role)

IJglogs 4. lugble preogs puvetspsu.

Sedu Id8sle 3JY pu edlps IUowsse pild; Ideged > bLs Izols > pzesele 09sé ldpuweiope.
Il le

L 10@) 998 |uolds 9235 luwp pze986 1J09.S6.

w- (IResbs) e vogrsd Isuos.

2 1u8) 998 Liwld.



= i Identity Services Engine Work Centers / Device Administration

J!  Bookmarks averview Identities User Identity Groups Ext |d Sources Network Resources Paolicy Elements Device Admin Policy Sets Reports Settings
——

5% Dashbeard
or identity = New User identity Group

e Igentity Groups
I Context Visibility

4, Operations
1) Policy Endpoint Identity Groups

4, Administration User identity Groups

Al Wark Conters.

c

Interactive Help
m aes!

.

logble pze9gs 09s6 IJpmetsp

IUg96 5. lugile puwesp peds.

Spdu o sop 3JY pu 229J6 ol 1depd > 116 1Uzols > IJogsle > I p ucéspsu.
IUle,le

I b3 95 SsLoSW 9sesu |J username.

v Op woEsSU Ides p)9) cuvesd 1d>Ed.

2 10198 Idpuwespe IUs pregesd ldpuwedrpsu Slo 1o ds.

> 108y 998 buwld.



Woerk Centers / Device Administration

JI  Bookmarks overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Reports Settings
—_—
5% Dashboard I
i New Network Access User
Iz} Context Visibility
A Gperati < Metwork Access User
parations
O Foi a ('.’svrnc-ne SecOps_User J
alicy
4. Administration Status  Enabied
Al Wark Conters. Account Name Alias

Ernail

Interactive Help

~ Passwords

Passwerd Type:

Password Lifetime:

O With Expiration
Password wil expire in 60 days

Password Re-Enter Password

Generste Password

Enable Password Generale Possword

» User Information

logsle puwese peds 1-2

Work Centers / Device Administration

J|  Bookmarks Overview Identities Usar Identity Groups Ext |d Sources Network Resources Palicy Elamants Device Admin Policy Sats Reports Sattings

5% Dashboard I
b ~ User Information
I Context Visibility
First Name
%, Operations
Last Name

1) Policy

4, Administration
« Account Options
Al Werk Conters.

ipticn

Ghange password on next login
Interactive Help

« Account Disable Policy

| Disable sccount if daie excesds  2025-03-20 (yyyy-mm-dd)

v User Groups

SecOps v @

logble puucise peds 2-2
IJ¢ 96 6. (lgwshs) luod pze9eé wog TACACSH,

SpIJu I\_J,j‘%l,o w3JY oo wdlb IJowsse Work Center (o 15 1g pd) > 16 1Jlzojé > pozeoele
wog L6 [Jlgojé.

IUlz,le

I lod) B9 gpdsle slze, (ILlz v 2> lgdlo).



- 9p wod$d luwpe presgs IJuoe.

2z 8P wUESSU Ub pzeses [Juwsluwle Jogsss wag Ideol IUds e wluuiliso puwwdl Ss
(Igbogs 2 > b).

3. e woessu ldoysesdsdlie IJpgwesr wol.
o-. lu¥) V99 e Vb.

9. 108y V8938 (Pbo,s86 82 preses Iduwsluvle Jodssy Bsles 1Upuob s sldessso.

= % Identity Services Engine Policy / Policy Sets

Status  Policy Set Name Daescription Conditions Allowed Protocols | Server Sequence Hits  Actions  View

C d f
A Operat
(~ 0 P ) ( efault Network Accoss ) [ iy @
| Policy
o )
4. Administration Bt ° ] >
e

Intaractive Help

luoleo PTPIES Lo TACACS+
lJglo9é 7. odysu ywsluwd puol> 96 TACACSH.

Sedu IJdsle w3Jd pu edles Idowsse plds Idepd > L IJzols > presele uvslusle 1bLé
Ilz056 > 108, 998 (>).

lJIg)le
L lud) B98 gedsle sz, (Il Lo gas» lgdlo).
e 9P wuedSd luwpe woz IUpol>96.

2 Op wOESSU Uil yusluws Idpuolb 96 9235 wag Izol IUss Jew wlugblise puvodl S
(IJg b9 2 > b).

3. UESSU luwwesle vog ldpuolb 96 Jeuod,) 1Jogss.

o-. 18, 999 Vb,



= i Identity Services Engine Work Centers / Device Administration

J!  Bookmarks overview ldentities User ldentity Groups Ext Id Sources Network Resources Paolicy Elements Device Admin Policy Sets Reports Settings
—e
=]
5% Dashboard
Policy Sets-» DNAC = Policy Reast Reset Paliey Set it Caunts @
Iz Context Visibility
A OGparations Status  Palicy So1 Namp Deseription Conditions Allownd Protacels | Sorvor Sequence  Hits
1) Policy
4 Administration
©  ONAG - Policy B GEVICE Device Type EQUALS ANl Device TypessONAG 0
Al Werk Centers
Awthonticatian Policy(2)
Intaractive Help
Status  Rube Name Conditions Use Hits  Actions
d ° :)
-] DMAL - Authentication §  DEVCE-Device Type EQUALS AN Dwvice TypesHDNAL-Servars o ot
Options e
] | 0 ok

Options

Authorization Policy - Local Excoptions
Authorization Palicy - Global Exceptions

Authorization Policy(d)
L

o186 Lusluws puol> 86 TACACS+
IJ¢b9o 8. wdsy uwsluwo wd9s o TACACSH.

Sedu ldSsle w3JY pu edlpd IJowsse el Idged > L6 1Jzoels > presele uvslusle 1Lé
Ilzes6 > 108, W98 (>).

0o IJglb9eé Jluunle wog wgasd JIJ 39, puwede:

» Super-admin-Role
* >9, Network-admin
» SecOps-Role

Jlzle
I lody Bsd gpdsle slzo, (Iulz v zoss lgdlo).
o 9p wuedsd luwpe voz IJugasd.

2 9P woESSU Ul sl 1Uegasd 90228 p2eses IJpuvedspsu Ios Ypo wlugblsol
B (IJgloys 4).

3. 9p wOESSU wyLesOle Shell Juog IJwgssd suesrss pdud we)sd TACACS IJss Gpw
clogilise B (IJgbss 3).

o-. &) W99 O b.



Identity Services Engine

Woerk Centers / Device Administration

J!  Bookmarks averview Identities User ldentity Groups

5% Dashbeard

Iz} Context Visibility .
DNAC - Policy

4, Operations

’ » Authentication Policy(2)
Policy
» Autharization Policy = Local Exceptions
4, Administration
Authorization Poliey = Global Excaptions
Al Werk Conters.
Authaeization Policy(t]

Interactive Help

Status  Rule Name Gonditions

£ DEVICE Device Typs EGUALS All Device TypeaSDNAC

Results

Command Sets

1

Ext ld Sources Network Resources Paolicy Elements Device Admin Policy Sets Reports Settings
—

Shall Profiles Hits  Actiens

SUPER-ADMIN-ROLE (0 Super Admin

Sroup-Misa EGUALS Uses Idantity Groups:SUPER-ADMIN

SUPER_ADMIN_ROLE

NETWORK-ADMIN-ROLE (o P

% IdentityGroup-Name EGUALS User Identity GroupssWETWORK-ADNSN

NETWORK_ADMIN_ROLE <1

SecOps-Role (o SecOps

% identityroup-Name EQUALS User identity Groupa:SecOps

S ANPAGY,
&

SecOps_Role

L] Detault

L

luoles vog IJwgsd

IJozow pu lduoes

lJogdl pu wdssy RADIUS

1-DNAC - )02 uble lJpuwerpso IJebzssu > IJpuwotreso sldibsl > IJpuol$6 1Ughzss >

lJpuwegrpsn IJebzssu.

sedud £00 Blses Ideuwotspsu IUghzssu IUsso $lesl vouvesd 10389 ew, RADIUS JisJ

£28. 500w IJpedsple 1egr9u06 Iumels IUpuwegspso ldixsb.

= Cisco DNA Center

W e o External Authentication
Role Based Access Control P

I External Authortication

& Enable External User @

~ AAA Attribute

Reset to Default Update

* AAR Server(s)

« External Users

Filter

System [ Users & Roles

Usermame =
davops_user

Roke

DevDps-Role

Artion
Dealete

Thawing 1 of |




IJpuwegsesu IUehzsou

2. DNAC - wldss 9,09J IJpuweép.

vith the adoption journey map.

5 you guide your organization on its

I AN

9ue9d pr29> Jdpuwee

3.8 ISE - g pdsle Iduvedle 1Jeulinys J RADIUS > RADIUS > 1J vzl [Jeul s,

= [l Identity Services Engine Operations / RADIUS

[ oard
| Context Visibility Misconfigured Supplicants Misconfigured Network Devices RADSUS Drops Clignt Stopped Rewponding Repeat Counter
A operstions 0 0 5761 0 0
] Policy

3. Administration

Al Work Canters

Thene Status  Detalls  Repea.. Identity Endpeint I} Endpednt Profile Authentication Pelicy Authorization Policy Authorization Profiles 1P Addre
T siataicy [r—_ [T — Auhntication Polity Authestrunion Policy Autthoriration Profies
Intaractive Halp
g . =) ONAG - ot > ONAG - Aumicaion ONAG - ot »5 Do
Last Updated: Sun Jan 19 2028 23:18:57 GMT+0100 (Contral furopesn Standard Fimed . Fecerds Shown; 1

wwzdle RADIUS I pol iy

3.b ISE - g pJdslo IJuwpdle I puluinyé J RADIUS > RADIUS > I wzdle el iné > 1od,
(IJevluosd) JJzuesd eds uved IJogssd.



Overview

Deserip Lateney {ma)

Racabopd RADIUS Actass-Requast

Dwvden_User 11017 RADIUS croated a now sassicn o
Endpoin Id An Acosss-Requast MUST contaln ot Mast & HAS--
nos Address, NAS-[Pv6-Aldeess, of & NAS-igentifier; Continue 1
Endpoint Profile protesing
Ganarsted o mw s14100 1D 2
Authenticasion Policy BHAE - Policy »> BNAE - Authenticasion

Evaluating Palicy Group !

DHAG - Polcy »» Devps Evaluating Servce Selection Policy L

DevOips-Profive )

Cueried P - DEVICE Device Type 2
15041 Evaluating ksentity Palicy 3
15048 Quaried PP - DEVICE Davics Typs ]
Auihanilcation Datalls 15013 Selected dentity Source - intemal Users 3
24210 Loakiag U User i termsl Users IDStors - Dev0ps_User O
Senrce Timestme 2025-01-19 23:19:18.156 24212 Found User in intemal Users 105000 ]
Received Tamestamp 2025-01-19 Z31918.156 | €0 Ainhantestian Prisbd D}
Evaluating Autharization Policy 1
Policy 5 [
Selacted Autharization Profie - Devips-Profiie 5)
Evaet Ao T2081 Max 1easicns policy paried L
DevOes_User 22080 How acsownting pession created in Session cache 1
(11002 Retumad RADILS Azcass-Aocent o)
User Type User
Intreal Usevs

User Identity Groups:DevOps
PRP_ASCN
PAP_ASCH

DNAC

AN Duvice TypostDNAC-Servors

Locaticn A3 Locations

DareOps

EPslcySetName DAL - Policy

e

satcheciiule  DNAG - Authersication

kL
s atemcy ]
OTLSSuppoit Uniessn
Netwark Device Profile (-
Location LocationttAll Locations

Durvien TypalAN Davicn Typaall DNAC: Sarmrs

IPSECHIS IPSEC DevicoiNg
Mame User Identity Groups DevOps

Ensbleflag Enabled

Do _Wser

0301 1050958 bCEVT KMBCOF kesRirFeDitecOuEQPPIERIG)

dgantityS1ane s internal Users,
maaBET Ae30-Be01 11 0f-056c-
SI5400E4ES T Idenps_user,

Result

GAGS:0A201 10563508 KDV 7RMBGof esRorfcDiNecOuEQPPIER
IGWY ised4 526427 220/15433

(c 00~ DI R:D.E-}ﬁups-ﬂnle)

lJuwzdle 1Jz.s6 RADIUS 2-2
lJozdl pu wdssy TACACSH

1-DNAC - &,02 wblp IJpuwctsesu Igbessu > Ipuwegeov sldbsl > IUpuolb 86 1ebzss >
IJeuwerpsu IJebessu.

Sedud gr00 Slspd IJpuweresu lIebessu Idssu Blesl vouvesd 1Usgd po iU
TACACS+ JloJ p,6. 90w 2p0 Idpedsele 1Jpe 9006 luwple IJpuwetspso 91l



Cisco DNA Center System [ Users & Roles

[ Extarmal Authartication Cisco-MVPair

lJpuwegseu IJEhzssu

2. DNAC - oldss 9,,09J ldpuweése.

2nter with the adoption journey map

to value, as you guide your arganization on its

I AN

9029d 29> Jdpuw e

3.8 ISE - o)l £ pd Iduwadle 1Jzss J TACACS+ > Isy6 1Jiz036 > wlb,y6 gles > TACACS Livelog.



Operations f TACACS

JI  Bookmarks Live Logs
5% Dashboard

I Context Visibility

Refrasn Shore Wiatin
Rewer w  Latesi 20 records «  Lasi 60 Secondsw
4, Operations
() Policy
‘ ; Logged Time Status Detalls  Identity Type Authentication Pollcy Aitherization Pollcy Shall Profile Davics Type Lo
Administration
% v Idenitty ~  Authentication Policy Autharization Polcy Shel Profile Bevice Type Lo
Wark Cantars
Al
a1, 2025 0124 8 o ([ (secoer.umer ONAG - Potiey »» 344053 Device TypamAs Devica TrsesiONAG.. L

Jan 19, 3025 05:124 8 3 Secops_User DNAG - Policy = DNAG - Autheasication Device Typonas Dovice TYs#snDNAG.. Lo

Interactive Help

Last Updated: Sun Jan 19 2025 17:16:38 GMT+0100 (Central European Standard Tim, Records Shown: 2

lJuwedle IJess J TACACS

ISE 3.b - o195 £pd IJuwedle 1Jesé TACACSH IJodLosdss > Ibhé IUlzojs > wlb,ys gles >
TACACS livelog > 16,9, (wluosd) Juved IJeéssd.

=== Clsco ISE

Overview Staps
Requost Type Autharization Description Latarcy {ms)
Rncolved TACACS+ Authorization Request
Status Pass
15049 Ewaluating Pallcy Group 1
Sess i
Sawsion Ky I3 /E2SAZTI200 3060 15008 Evaluating Service Selaction Palley 1
Message Text Device- Administration: Session Authorization succeeded 15048 Queried PIF - DEVIGE. Device Type a
15041 Ewaluating identity Pob 7
Username SecOps_User N RS -
15013 Selected identity Source - Inermal Users 5
hosization Palic - Py >
Authedization Palicy DMAC - Pokey == SecOps 410 Looking up User In Inteermal Users IDStone 1
((srel Pr SecCps_Role) 242 Fourd User In Intemal Users IBStore 4
2037
S —— (22037 Authentication Passed 0)
15036 Evaluating Autharization Policy 0
Command From O 15048 Queried PIF - Network Access UserName 10
15048 Querled PIF - identityGroup.Name 2
(507 Selected Shed Proflle 2)
Authorization Detalls 2N Max sessiens policy passed 1
22080 Mew accounting session created In Session cache 0
Generated Time 2025-01-19 17:12:43.368 +1.00
(l 3034 Returmed TACACS+ Autharization Reply CI)
Logged Time 2025-01-19 17:12:43.368
Epach Time (see) 1737303163
SE Node iseld
Message Text Dewica=Administration: Session Authorization succeeded

Failura Reason

Resol

foot Causo

Usarname SocOps _User

DAL

wedle 286 pdLoJs J TACACS+ 1-2



& Ciseo ISE

a5~ SeNICD
BOEAS505-2150-4215-280e- 67534450560
Internal Usees

Loakup

Default Dovice Admin

L]

dentityGroup User ientity Groups:-SecOps
" Internal Users

AuthenticationPassed

User

13004827410,62.150, 146281 31 Authorization1 30048274
DRAC - Authentication

121221, 3=4;4=7;5a56=1;7=4,8=0;9=0: 10=10:11=2:12=2:1
21 14=0;15=0

38

a

Notwork Dovice Profile Cisco

IPSECHIS IPSEC DewicoRNo

User kientity Groups:SecOps

Enablefilag Enabled
e {Auther-Reply-Status=PassAdd; AMPair=Cisco-
S APairs ROLE SocOps-Role: }

TACACS+ IJuwzJle 1dpoling ldedosdss 2-2
luved il 1Jizble ol odlzol
ould gldsl pl pu pedyple wubESLE p2336 SW9W, J 03l wvdsd.

IJeolee



https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_device_admin.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_device_admin.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_device_admin.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_0100.html#id_129384
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_0100.html#id_129384
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_0100.html#id_129384
https://www.youtube.com/watch?v=yE80wGdJgmE
https://www.youtube.com/watch?v=yE80wGdJgmE
https://www.youtube.com/watch?v=yE80wGdJgmE
https://www.youtube.com/watch?v=yE80wGdJgmE

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



