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sensor #configure terminal

sensor (confi g) #service event-action-rules rulesl
#(sensor (confi g-eve

‘agaaill Jole punl clisl .3

sensor (confi g-eve) #filters insert namel begin

e | gl | dlagl plasiw] .ozl olel>] duas Joloe dsau ylss 1359 .namel. name2 pxziwl
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sensor (confi g-eve-fil)#signature-id-range 1000-1005

L8l @89l 8,20 §llos 51>.65535 _J1 900 o8 ol iV

sensor (confi g-eve-fil)#subsignature-id-range 1-5

p>lgall Glsic $los 33>.255 _JI 0 6@ ol i8I

sensor (confi g-eve-fil)#attacker-address-range 10.89.10.10-10.89.10.23

il Glgic §las 33>.255.255.255.255 )1 0.0.0.0 3 ol Y1 slacyl

sensor (config-eve-fil)#victim-address-range 192.56.10.1-192.56.10.255

ayial| ddio §las 33>.255.255.255.255 1 0.0.0.0 98 _iol,iéVl slacyl

sensor (confi g-eve-fil)#victim-port-range 0-434

:Jaiid| plaiy dlall 3,2%5.65535 _J1 0 98 _uol,uVI



sensor (confi g-eve-fil)#os-relevance relevant

Jblall G $llos 33>.100 I 0 (o o8 _iol8Y

sensor (config-eve-fil)#risk-rating-range 85-100

L5l shall lel,>Yl 535100 JI 0 oo 68 _iol8Y

sensor (confi g-eve-fil)#actions-to-remove reset-tcp-connection

Bas il Jad )l wleb] s pusi @8 (29 ehz] &saiy wod 13|

sensor (confi g-eve-fil)#deny-attacker-percentage 90

MoSae” ol " Jlase" | dssaill Jole dll> 33>.100 6B ol Y|

{sensor (config-eve-fil)#£filter-item-status {enabled | disabled

i lnoll doleoll sie bl dlnss 33> i yuaiill

{sensor (config-eve-fil)#stop-on-match {true | false
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sensor (confi g-eve-fil)#user-comment NEW FILTER

il slagl dlas)l b .
sensor (confi g-eve-fil)#show settings
NAME: nanel

signature-id-range: 1000-10005 default: 900-65535

subsi gnature-id-range: 1-5 default: 0-255

attacker - address-range: 10.89.10.10-10.89. 10.23 default: 0.0.0.0-255. 255. 255. 255
vi cti maddress-range: 192.56.10. 1-192. 56. 10. 255 defaul t: 0.0.0. 0- 255. 255. 255. 255
<attacker-port-range: 0-65535 <defaulted

victi mport-range: 1-343 default: 0-65535

ri sk-rating-range: 85-100 default: 0-100

;actions-to-renove: reset-tcp-connection default

deny-attacker-percentage: 90 default: 100

filter-itemstatus: Enabled default: Enabled

stop-on-match: True default: Fal se

:user-coment: NEW FILTER def aul t

os-rel evance: relevant default: rel evant|not-rel evant| unknown

#(senor (config-eve-fil

Dg>g0 dunai Jole i .6



sensor (confi g-eve) #filters edit namel

logleall o a0 e Jaaxll 41 Ll 4a oo lglazll jlaily ololeall 5,0 08 .
:apaill Joloe ansld (9 JawV ol LleY dsum Jole Jail

sensor (config-eve-fil)#exit
sensor (confi g- eve) #filters move name5 before namel

:aduaill Joloe J&5 oo o .
sensor (config-eve-fil)#exit
sensor (confi g- eve) #show settings

(filters (min: 0, max: 4096, current: 5 - 4 active, 1 inactive

NAME: nane5
<si gnature-id-range: 900-65535 <defaulted
<subsi gnat ure-i d-range: 0-255 <defaulted
<attacker-address-range: 0.0.0.0-255.255. 255. 255 <defaul ted
<vi cti maddress-range: 0.0.0.0-255.255. 255. 255 <defaul ted
<attacker-port-range: 0-65535 <defaulted
<victi mport-range: 0-65535 <defaulted
<risk-rating-range: 0-100 <defaulted
<actions-to-renpve: <defaulted
<filter-itemstatus: Enabled <defaulted
<stop-on-natch: Fal se <defaulted

<user-comrent: <defaulted

NAME: nanel
<si gnature-id-range: 900-65535 <defaulted
<subsi gnat ure-i d-range: 0-255 <defaulted
<attacker-address-range: 0.0.0.0-255.255. 255. 255 <defaul ted

<vi cti maddress-range: 0.0.0.0-255.255. 255. 255 <defaul ted



<attacker-port-range: 0-65535 <defaulted
<victi mport-range: 0-65535 <defaulted
<risk-rating-range: 0-100 <defaulted
<actions-to-renove: <defaulted
<filter-itemstatus: Enabled <defaulted
<stop-on-match: Fal se <defaul ted

<user-conmrent: <defaulted

NAVE: nane2

<signature-id-range: 900-65535

<subsi gnat ure-i d-range: 0-255
<attacker-address-range: 0.0.0.0-255.255. 255. 255
<vi cti m address-range: 0.0.0.0-255.255. 255. 255
<attacker-port-range: 0-65535
<victimport-range: 0-65535

<risk-rating-range: 0-100

<actions-to-renove:

<filter-itemstatus: Enabl ed

<st op-on-match: Fal se

<user-comment :

<defaul t ed

<defaul t ed

<defaul t ed

<defaul t ed

<defaul t ed

<def aul t ed

<def aul t ed

<def aul t ed

<def aul t ed

<def aul t ed

<def aul t ed

#(sensor (confi g-eve

o] dailall ) 0 Ji

sensor (confi g-eve) #filters move namel inactive
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sensor (config-eve-fil)#exit



sensor (confi g- eve) #show settings

NAME: nanel
<signature-id-range: 900-65535 <defaulted
<subsi gnat ure-i d-range: 0-255 <defaulted
<attacker-address-range: 0.0.0.0-255.255. 255. 255 <defaul t ed
<vi cti m address-range: 0.0.0.0-255.255. 255. 255 <defaul ted
<attacker-port-range: 0-65535 <defaulted
<vi cti mport-range: 0-65535 <defaulted
<risk-rating-range: 0-100 <defaulted
<actions-to-renove: <defaulted
<filter-itemstatus: Enabled <defaulted
<stop-on-match: Fal se <defaul ted

<user-conmment: <defaulted

#(sensor (confi g-eve

elg¥l &a> ezl acles) (o all giogll .12

sensor (confi g- eve) #exit
:[Apply Changes: ?[yes
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% Add Event Action Filter ﬂ

| Mame: hiarne ]
Active: + ves Mo
Enahled: & ves  No
Signature (O 1000-1005

Subzignature (O 1.5

Attacker Address! l1pg91010-10891023

Attacker Port; 0-E5535

Wictim Address: 0.0.0.0-255 255 255 255

Wictitn Por: 0-d54
sl ) Mirirmum Mazimum
IEiE - |1 oo
Actionz to Subtract: |Request Block Connection ;I

Fequest Block Host
Fequest Rate Limit
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Detry Percentade: Ign

Stop on Match: ™ wes (% Mo
Carmments: [MEW FILTER
Ok | Cancel Help
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& Edit Event Action Filter . x|

Erabled: (* ves  No

Signature I 1000-1005
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g% Add Event ¥ariable EI

Marme: | arighblet

TVRE |address

Walue: 0.89.10.10-10.89.10.23
10.90.1.1
192.168.10.1-192.1 Eﬂl’l 0253
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