lle luvaydb JJpd IJp_,__g_, Jdopolo IJuplbséd
Jedplo puvoivg) pgyrusle l1Jogsé (IDSM-1.
IDSM-2) oy Cisco

Slhgizall

doadoll
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o lllioll

do 2wl o LgSoll

wMaodl

3 1oVl IDS jle>

3 JlaoYl Jeiu (SN IDS jlexy a2l 9,0)l dolS 51> yiuw]

3 ol Jebiu SAI DS jlg> 6,00 6slc]

4 51201 IDS ;lg>

199 ;20 J9dumall 19,0 dnlS/ patims puwl SIS 131 51wVl el =]
199,20 19,0 dolS/d0a| paiswe pawl G 13] s> iwYl el >

4 )lao¥l Jeiu sl Re-image IDS ;le>

6 ,HlaoVlg 5 Hlao)I IPS il-a

050> w9 alows 6slelg aisuiv Ilsl9 AIP-SSM |, o> éolel, 09
AIP-SSM ola; 6 0.0  JSiws acl

IDSM

(ool 10S) LoV IOS 0, Jouin s3I Joxall plasiwl IDSM 4655 ole]
w0, (CatOSs) 'u=® oS u 2lids 20 IDSM 6 9.0 65lc|

ISDM-2

199 ;20 J9sumall 19,0 dolS/ paiuws puwl SIS 131 51wVl el =]
199,20 19,0 dolS/d0a| paisws pawl G 13] s> iwYl el >
(Lol 10S) LoV IOS 0, Jouin sl Joxall plasiwl IDSM-2 655 éslel
10, (CatOS) :uxd oS ol zliss 2o IDSM-2 J 6,00 éslel
ilo ol ologles

dosall

ol lylw 89 ,2all) (IDS) oVl o8Vl VLS| plas jlg> sl jiw] &asS Jo> olel,>] xiuwall 138 pas,
whlao)l e ddaaill wlax>glly Cisco 0 (NetRanger

apwlwdl ozl

o lllaiall



dbg2inall LoV e Jgazl (Say - Joll giogll pes, ol woxd FTP o3 I dsl> JUd cils 13|
(laid bzl eMaell) paoll &6 4 65l plaiwly 8sleiwYl doll

a2 iwall &bgSoll

a4kl lgSally poll ellaol L simwall 13 U5 65)le)l & logleall ik

493,109l IDS jlg> -
695 luoYl IPS jlg> -
4 ,110Y1 IDSM-2 9 3 ,lx0YI (IDSM) dulaaill IDS 61>9 -
6562V o> wlay a0l ddaso diy L9 635%00)l 6363V (o Aituall 13D L9 63)ls)l wlogleall slis] o
Y Jaixall L5l lagd o 258 (6, lo cliSais colS 151 (Liol,dl) pomn (oS simoll 13D 9 dorimoll
ol

wbMawodl

awii)| Cisco wlusl oMl | gl o lximsll oMol Jo> clogleall (o a0 Ll Joaxl

3 )luoYl IDS lg>

Josiuy ol 8,00 wacl gloiwy il 91 ddoc 83lsiwl dalSIl clasiwl galoiuy <ol .3 5laoYl jlex) GLLS Ldei,
anlS 31>y 68 59,0l dalS 313wl e,>] .6,0:all 631l e saas logleall JS ol 12>V .cd 63leiwl 3 510l
Cisco Secure Policy) 6,] daxe bt S5 o) 3] laas Ll 3@ ro,\>,mu| u.wLwI JSiw Solaris 9 50
oSl g LINS 0 iy Lillg (UNIX a0 (VMS) oV 6,151 J>/Manager (CSPM). VPN

9,0l @l "root's 'netrangr’ olea, cuoxima) olawwl x>g; daslull SlylaoYls 3 1oVl IDS jle> plaiwl,
M oo2D" D bl MU dyol sVl

3 JlaoYl Jeuin s IDS jlg=y do Il )9 0l dalS 51> jiw]

)90 aalS 5l jwY 49 0 wlalal 0i®

15] :dla>Me. Sun ac> w9 2990 o wlalall Joji diSay . (ugaill Lo ,9) Solaris jlg= 955 acluo Lo ,9 -
ol oM e &xuly Sun pes (9 @990 (o Jﬂ” Somall I JasVl Jglxd bl VI 13d gz o)
Cisco kasizs ¥ . Jaiaill ol Jowl 6 jg> Y digi) acluwall Boot Diskette Solaris goli  usuiss
S9ixoll @890 e aSx sl g yud9 wugll _le Sun aco g8ga, .Systems. Inc

Intel o0 (CD-ROM (x86 _0,4) Solaris -

Ja=ll daxe JI oSl 62>9 Jguo9 -

.aalSJl &> 4wl steps in order to 138 cusl

ugaill Uo,8 213l 1

.bganll ollgluwIl Jsiw 8 dlglawVl J351 .2

2z ugaill 4o, o plaill agas s gt 8 @5 0lgS e Jlaiily Jasll daxe Jusis Slal 5 .3
-V oSl acluws ailiv gl (oSl wllae Las, el

5562V ansld el (Laxall g loaic.agaill 65621 e lizy plaill 35> zawe cl,2Y F3 le bl 4

6302l aasld awlidl Lo ,ei.dasiliall F2 _le lngiol pi 632Vl dasld (8 CD-ROM jlg> joeb oo 35T .5
sgaill

.CD-ROM jlg> ,lg> X" doMe azg5.adlwoll plise e lnsol o5 cdbgsinall Lol 8V dwﬁ 6


//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/gct/Upgrade/jsp/index.jsp
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.sun.com/bigadmin/hcl/drivers/dca_diskettes/
http://www.sun.com/bigadmin/hcl/drivers/dca_diskettes/

dbg2inall Lol I 20 oo Josll dlaxe rges oYl pis.dsyliallF2 e gl .7

oYl sl 0Ll sl ds) aaxi adllasl] aic .9

561259 2goill 9 ol sy d5louY] a2l ANSIJ s,31 6,0 0Ll sl colell aJll anlidl 8 .10
Solaris cui aili

a>90 Il Jsosll < plowdly ol cuiidl zoli,y BlaY C LiSly pSaill pliso e )Laiwl lagol .11
oYl

L® o .'mnt/" Lol dlass xie '/ pasll Juoxs VI pi.mount -f ufs /dev/dsk/c0t0d0sO /mnt _as1 .12
23l 950 dalS dll;l9 'etc/shadow/' alo =i liSoy

.cd /mnt/etc _is1 .13

sedas allawas Lislterm=ansi LSl aauo JSuiy ol 81,8 diSoy cuzy JSugll iy losol .14

:JBY ey ol ey aalSl el guliuyy Sl wlo 8 oY1 cal.vi shadow Lis1 .15

t 2222 :root:gNygp8ohdfxPI:10598

sl Jaxl D 6,aiall 49,0)l dolSy Ji> Jold o ™" JI
Jliadl Juw e W Jax)l Bisl 16

:iriirroot: gNyqp8ohdf xPl : 10598
S opuss oo

.3322:2:root::10598

7S paisuall )9,0ll dals A] JI 13D 525,
alall elgly alsl wq: sl .17
2LV S8 >0 o dbgeinall Lol 8V1g Lo,sll AL 25 .18
.plaill augas osleYinit 6 (sl .19
Enter zlieo e ool o5 dllaall 09 :Jg>l Jwi 9 53]l LasT .20
.Cisco Secure IDS =i Jl o3I Jruwo oY cil. 19,001 dolS allas 8 Enter _lc lagiol .21

3 )lao)l Jeiw sl IDS jlg= 6,90 63le]

3 d2wo LS, ol 5le> IDS Jl 6,00 wacl steps in order to 138 cul

ayliall 8 esinimally Juaio ue Guslall ol o 5T 1das Mo
.al2is acly IDS jle> (8 3 )lao)l ésleiwly Lol bgsiaall Lo,all JBok #8 .1
Sl aziy i Islae] I éaiimall olWlaal gal .2

'root/attack’ J awsl,i9V1 59,0ll dalS/ paiuumall puwl plaziwl Jo3 | Juwi 09 .3
Jlexdl eSS 6sley sysconfig-sensor Juivi, 09 .4

4 ,ln01 IDS lg>

199,20 J9duuall 19,0 dalS/patiums puwl IS 13] 5I> aw)l 2]

1920 SalS uss $512Y 13D paiumal] Ll plasiwl (Sar @89,20 J9gue wlu 490 dalS cols 13|
;5_)>§” o3 xiuuol |

aolS usi dslel ey L'adminUser'g 'cisco’ puwl IDS jlg> Je (uoazsoams powl 0955 05 «(JUadl Juw e
29,0l dalS Husi 6slely Jos Al S, 'adminUser' pga, i ('CiSCO’ pasiuall 59,01



sv8-4-ids4250 | ogi n: adm nuser Password: !--- Output is suppressed. idsnR-sv-rack#configure
terminal

i dsn2-sv-rack(confi g)#no username cisco

i dsn2-sv-rack(confi g) #username cisco priv admin password 123ciscol23

i dsn2-sv-rack(confi g) #exit

i dsn2-sv-rack#exit

sv8-4-ids4250 | ogin: cisco
: Passwor d
Output is suppressed. SV8-4-ids4250# ---!

199 ,20 ;9 ;0ll dolS/d0a2I PARLuo ..o.w| ols 131 5 iw)l el >l

290 ClalS Huss esley 1D paiwall Clw> plaiw] Koy (499 420 a0l Llux) 59,0 éotf.;dtflsl
S>3V pasiuall

‘'serviceUser'g .'cisco'. 'adminUser' puwl IDS jlg> e ‘uoadiuus clowl &M 0685 o5 (Jliadl Juw Lle
aalS ues éslely Jo>all i, 'serviceUser' pgs, <) ('ciScO’ paiuwall 59 50ll dolS usi éole] o
290l

:sv8-4-ids4250 | ogin: tacPassword

Output is suppressed. bash-2.05a$ su root Password: [root @v8-4-ids4250 serviceuser] #passwd ---!
cisco

. Changi ng password for user cisco

: New password

: Ret ype new password

.passwd: all authentication tokens updated successfully
root @v8-4-i ds4250 servi ceuser] #exit]

exit

bash-2. 05a$ exit

| ogout

sv8-4-ids4250 | ogin: cisco
: Password
Output is suppressed. SV8-4-ids4250# ---!

ozl Gl 9,00l dalS Lgwis LD L3l 9,0l dals 1dlas>Vo

4 ,lao)l Jeiu sill Re-image IDS jlg>

Jlg> IDS Jl 6,80 wacl steps in order to 138 ¢l
ayliall L8 esinimally Juaio ue Guslall ol o 25T 1dkas Mo

.al2is acl IDS jle> (8 4 jlao)l ésleiwly Lol bgsiaall Lo,all JBok #8 .1
Sl x> Uolael I saiiuall oWlaal gl .2

.'cisco/cisco’ @9 auol,i0V] )9,0ll dalS/paiwmall puwl plaiwl Jo3 | Juwis 09 .3
Sledl (eSS soley slaeYl vy 09 .4

6 ,1aoYl9 6 Hlao)l (IPS ;le>

01> 5iwl9 alays >lelg abeds Oli,|9 AIP-SSM e dslely a9

OVl loas 5159 sl ,iwly D313 iwly Lelasio 65lcly LgdNElY 49,a)l dalS Jroxi 631y LolgVl 03D paiuwl



Sl Ll oLVl le> o 6ulo (AIP-SSM) pasiall gially Laxally

JB| diSoy . plodl ¢uoSil 209 o 91 wlkioYl s3> EXEC g9 (o hw-module jolgl J135] liSa, tda>Vo
sagio 209 9 Jo=i Ll Sl dbla)l oLVl 650> duuill 62519 d8lass d2uo9 2>19 a>g0 209 S LoloV
oo owl9) plaill Bluw o 656>V ddaail a>0)l ol inais lnad cliSa, (adlaidl 9l dg=gall £logVl 63a2i0)

(paxiuoll 91 J9duuall &8l

éslel el 9> AIP-SSM e 2ol I Jwoxs é5lel oVl 13® o948, —hw-module slot_number reload -
UP dl> 9 AIP-SSM (855 boaic V] Vw9 1,655 V9 .jlexll lawo

AIP- _le a0l l i Slasl 4oVl 13D pgs, —hw-module slot_number ddooill 6a>g)l Jasis Slay) -
UP dl> 9 AIP-SSM (855 boaic V] Vw9 1,65 Y9 .SSM

baic gulaill aLld 9559 AIP-SSM jlg> laws 6slel LoVl 13D p9s,—hw-module slot_number reset -
Sl W/ aiwYl pac/JawV/_JeY Leadl oY 9 aSlall o955

Cisco ASA 5500 62>9 _le ;9,0 @olS 0Vl 13® > uw—hw-module slot_number password-reset -
9> AIP-SSM sl (Series Content Security and Control Security Services Module (CSC-SSM
aolaziw] pi9 (ASA 7.2 lu0l) IPS 6.0 oo a5 (9 oVl 13 lay rdka> Vo, jlel (005 6sle] I ax I
.awol ;991 Cisco _JI Cisco CLI Llw> 9,0 dalS o05leiwy

oo dcgoxo recovery ,oVl o e —[configure | Blsy| | xugas] 6>leiw| hw-module slot_number -
aic 9>gall sVl blaisVl 9l daleall jusi diSay 18 uss 9l 515wVl olales slaeY daleladl ol L3I

loaic V| gubaiy Y9 .AIP-SSM ;0 65l2iw] lay ol 13 —boot 85leiw] SSM.hw-module slot_number
AIP- 65l2iw] g, ol 13® —Blay] 65leiw| UP.hw-module slot_number dl> 8 AIP-SSM (65
o5l AIP-SSM 11> jiw| IS 13] :dlasNo. s> jiwdl d> 9 AIP-SSM (955 boaic V]  guai, Y9 .SSM
AIP- 51> iw] e a2y dsb 45 _J] 30 JM> hw-module 1 recovery stop oVl las] clde woud adlay
> 5 AIP-SSM gl 28 (Jlio)l Juww e .a=8gio e wils LI s 8284 28 ST o lasl 13] .SSM
62>9)1 515wl Claloo (68 LoVl 13D pasiwl —configure ésleiw] hw-module 1.4,V eac
:JLo. TFTP sl iwVl 6,6:0) URL glgic 29909 IP Glgic @ dwwlwIl olaleoll .ddaoill

ai p- ssn*hardware-module module 1 recover configure

:[1mage URL [tftp://10.89.146.1/1PS-SSM K9-sys-1.1-a-5.1-1.ing
:[Port IP Address [10.89.149. 226

:[VLAN ID [O

:[Gateway | P Address [10.89.149. 254

AIP-SSM U 69,0 JiSaiss ac

15,00 ol AIP-SSM .S, steps in order to 13® sl

ASA I o33l Jouw .1
roolwl Soy adss .2
asa>enabl e
AIP-SSM J slag] ddac ésleiw)l ol .3

asat#hw-module module 1 recover configure

83,Y hw-module 1 recovery stop joVl pasiwld b iwVl 65 (8 Uas chal cad 13] tda>Vs
1Sl puai diSay 05 pladl 51wl
plaill 6,90 TFTP URL ylgic 52> .4
:[/Image URL [tftp://0.0.0.0
:Jlio
:[/1mage URL [tftp://0.0.0.0
tftp://10.89.146. 1/ 1 PS- SSM K9-sys-1.1-a-5.0-1.ing

AIP-SSM ) pSxilly LoVl dg>lg 33> .5



:[Port IP Address [0.0.0.0

Jlo

Port | P Address [0.0.0.0]: 10.89.149.231
0 8 VLAN Sy 20 J il .6

:[VLAN ID [0

:AIP-SSM J ol iVl dlgdl 32> .7

[Gateway | P Address [0.0.0.0

Jlo

Gateway | P Address [0.0.0.0]:10.89. 149. 254

.8 D iVl geis
asa#hw-module module 1 recover boot

Al 6el,9 i ralas>Neaolos] pis > 519> JSuin Siwdl o $8x .9
aic #guest@localhost.localdomain scl,9 aw w3 sl clisl #guest@localhost.localdomain
SVl ddae JlaiS|

asa#show module 1

.Mod Card Type Model Serial No
ASA 5540 Adaptive Security Appliance ASA5540 P2B00000019 O
ASA 5500 Series Security Services Mdul e-20 ASA-SSM 20 P1D000004F4 1

Mod MAC Address Range Hw Ver si on Fw Ver si on Sw Ver si on
000b. fcf8. 7blc to 000b.fcf8.7b20 0.2 1.0(7)2 7.0(0)82 0
000b. fcf8.011le to 000b.fcf8.011e 0.1 1.0(7)2 5.0(0.22)S129.0 1
Mbd St at us
Up Sys O
Up 1
#asa

asuai Soi) debug module-boot oVl pasiuwl ol iwdl dlac (8 oz 18 cllas] auail tdlasVos
il jasgei adac clas
SheYl ol plaskiwl, AIP-SSM disgiys AIP-SSM _J| awl> .10

IDSM

oSl las Yl elsl IDSM e 59l dalS sl il el,>Y lgolasiuw] liSay diy o a5 ¥

Jo3 )l U clile a9 diluall pud 49,0 dalS ,uss oo 13] aluall aud plaiw] sl Yl 13 Ly, sdla>Vo
bacbuall le Jgaxll _uadl Cisco pen Juasl @ 0id (9 IDSM Jlaisw! o iluud

(JolSiall 10S) LoV IOS 0, Ji sl Joxall plaiwl IDSM (655 65le]

o, (i0S @oao) 08 2w Bl oS, ol gliss g0 ISDM JI 6,00 wacl steps in order to 13® sl

08, X Jioy cu> hw-module x reset hdd:2 Jo=oJl ,ol placiuwl &luwall puud I IDSM gi09 agois 08 .1

.axiall

SV9- l#show module 6

.Mod Ports Card Type Model Serial No
Intrusion Detection System WS- X6381- | DS SAD0O63000CE 2 6

Mbd MAC addresses Hw Fw Sw St at us
0002. 7e39. 2b20 to 0002. 7e39. 2b21 1.2  4B4LZOXA 3.0(1) 4 &k 6

SV9- 1#hw-module module 6 reset hdd:2
= Devi ce BOOT variable for reset


//www.cisco.com/tacpage/support/tac/contacts.shtml

.Warning: Device list is not verified

Proceed with rel oad of nodule? [confirmy
reset issued for nodule 6 %
.Output suppressed ---!

2ol ol 5929 (0 aST. switch show module X oVl plasiwl cosdl le (sl IDSM ol o g8 .2
" 381g0" Al lg IDSM _le W &luall puud a0l Jsis ) win loo &lall (8 IDSM 2

SV9- 1#show module 6

.Md Ports Card Type Model Serial No

Intrusion Detection System WE- X6381- | DS SADO63000CE 2 6

Mbd MAC addresses Hw Fw Sw St at us
0002. 7€39. 2b20 to 0002. 7e39.2b21 1.2  4B4LZOXA 2.5(0) &k 6

aolS/ paziwoll puwl paziwl. 1 @lles X Gubs dwl> ol plisoll Josiwy puud &l IDSM JI I clay, .3
.CiscolDS/ATTACK J 9,01
SV9- 1#session slot 6 proc 1
. The default escape character is Crl-», then x
You can also type '"exit' at the rembte pronpt to end the session
Trying 127.0.0.61 ... QOpen
:login: ciscoi dsPassword
#mai nt enance

ids-installer o lasuill ol 5laol, 08.1DSM gulas pud (19S5 83leY g0 & 5530l 6,0.0)l iy 08 .4
990 4520l 6 0.0l 5929 (0 3axill system /cache /show

mai nt enance#diag
mai nt enance(di ag) #ids-installer system /cache /show
:Details of the cached inmage

Package Nane : | DSMk9- a- 3. 0-1- 4
Rel ease Info : 3.0-1-4

Total CAB Files in the package : 5

CAB Fil es present : 5

CAB Fil es m ssing : 0

Li st of CAB Files m ssing

ids-installer o lacuid! ol prsiwl b0 & 3all 6 0.l ,u;wl,_ ISDM 6,50 w1655 61eY.5 Golal]

.system /cache /install

mai nt enance(di ag) #ids-installer system /cache /install
I'Validating integrity of the image... PASSED
.\:Formatting drive C

Verifying 4016M

. Format conpl eted successfully

.bytes total disk space 4211310592

.bytes avail able on disk 4206780416

Vol ume Serial Nunber is E41E-3608

.Extracting the inmage

I'\: Output is suppressed. STATUS: |mage has been successfully installed on drive C ---!

12 sglazll I Jaul 6,0l 65le] JlaiST 5,20,
. ping ip_address j0V! jlaol 03 .IP Jlasl ) IDSM gl 0 S .5
mai nt enance#diag
mai nt enance(di ag) #ping 10.66.84.1
:Pinging 10.66.84.1 with 32 bytes of data
Reply from 10. 66.84.1: bytes=32 tinme<lOns TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<lOns TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0Ons TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<lOns TTL=255

2o dsylially pid (P Jlasl ) oSy p) 5] .11 sglasl | dsylially pad AP Jlasl a3 IDSM oS 13 .6
9 7 oo lglaxll



show run interface ;oY1 luol, 08 .Joxall le auxo JSuin paSxilly LoVl dg>l9 (oS5 oo 35T .7
.gigx/2
SV9- 1#show run interface Gigé6/2
...Building configuration
Current configuration : 115 bytes
|
i nterface G gabitEthernet6/2
no i p address swi tchport
switchport access vlan 210
swi tchport node access
end
SV9- 1#

ids- olasuidl ol Hlaol 08 .IDSM &lwo pud e auo JSuiy JlasVl olaleo (985 oo ST .8
.installer netconfig /view
mai nt enance#diag

mai nt enance(di ag) #ids-installer netconfig /view
.1 P Configuration for Control Port

| P Address . 10.66.84.124
Subnet Mask . 255.255. 255,128
Def aul t Gat eway : 10.66.84.1
Domai n Name Server : 1.1.1.1

Dormai n Nane . cisco

Host Nane . idsmsv-rack

ids-installer o lasuiul jol paziwld Lueill J| izl as, oS 3] 9l olaleall o Sl s pi @) 13] .9

. netconfig /configure parameters

/ mai nt enance(di ag) #ids-installer netconfig /configure

/ ip=10.66.84.124 /subnet=255.255.255.128 /gw=10.66.84.1
dns=1.1.1.1/domain=cisco /hostname=idsm-sv-rack

STATUS: Network paraneters for the config port have been confi gured
!

I NOTE: Reset the nodule for the changes to take effeci
WSio J ¥V IP Jlail oS 3] .olusil gulaid IDSM (uss sle] asy S>3 6,0 IP Jlasl 0 Bex .10
11 sglazll dylio o5 dpsle IP Jlasl dlSuinal 899 le>Moly cllasV LS liSosd

ids-installer system /nw _uackidl oVl plasiwl 690l i 09 .IDSM gulai puud 0655 6sle] .11
no} /dir=ftp_path /prefix=file_prefix/azi}=/install /server=ip_address /user=account /save
i SV Ll puwl 91 paziall 98 CLuxJLFTP o33y Lol IP ylsic o® ip_address:éw>

05 il 6,00l o dzun na> piuw OIS 3] bo saxy £2s> FTP psl3 JI JozaJl Jiows sic aolaiuw]

pac Al> L9 8do e a5 6,90 sl Jliw] pis (o5 @Y colS 131V pl idso & 5o asuS Lol jis
332880 &0 & bna> iy ¥ SI9 Lol € pumall e el i (il 6)0.0)1 cii pis 3929
9 dat. alo awl 98 file_prefix. o)l Clalo 3265 cu> FTP o35 e 592 90ll JJal FTP_PATH

.cab. shiol, wlals 3ac9 dat. slaioly 519 als o Lol a5 Ll 6,90l GoSi Lol a5 il 6,0.0l
dat. aa>Ml eiai ¥ i> DAT walo pul file_prefix aod 955 ol v
mai nt enance#diag
mai nt enance(di ag) #ids-installer system /nw /install /server=10.66.64.10

/ 'user=cisco /save=yes /dir='/tftpboot/georgia/
prefi x=1 DSM9- a- 3. 0- 1- S4

*x*%x - Pl ease enter |ogin password
Downl oadi ng the inmage.. File 05 of 05

FTP STATUS: Installation files have been downl oaded successfully

|
I'Validating integrity of the inage... PASSED
....\:Formatting drive C
Verifying 4016M

. Format conpl eted successfully

.bytes total disk space 4211310592

.bytes avail able on disk 4206780416

Vol ure Serial Nunber is 2407- F686

Extracting the inmage... !--- Output is suppressed. STATUS: |mage has been successfully



\:installed on drive C

.switch hw-module x reset hdd:1 ,oV! plaxiwl gubill pwd JI IDSM oz o9
SV9- 1#hw-module module 6 reset hdd:1

= Device BOOT variable for reset

.Warning: Device list is not verified

.Proceed with reload of nodule? [confirmy!/--- Output is suppressed

show bootvar oVl paziwl 3 o §asill . Sulaill pud 8 IDSM augaid Joxall (1655 (0 Lyl a5
. device module x
SV9- 1#show bootvar device module 6
;[ nod: 6]
SVO- 1#

boot device module x hdd:1 Jgxoll (955 ol pasiuwl IDSM J sgaill jlg> jagio (oSl

SV9- 1#configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
SV9- 1(confi g) #boot device module 6 hdd:1

Devi ce BOOT variable = hdd: 1

.Warning: Device list is not verified

SV9- 1( confi g) #endSV9- 1#show bootvar device module 6

nmod: 6 ]: hdd: 1]

SV9- 1#

20l ,luol ol oo 25T, switch show module x oV plaziwl cowYl le (sl IDSM ol oo oz
" 58190" AL 0lo «S4(1)3.0 Jiodl Jsw LI . s pusid lr0l 93 IDSM

SV9- 1#show module 6

.Mod Ports Card Type Model Serial No
Intrusion Detection System WS- X6381- | DS SAD063000CE 2 6

Mbd MAC addr esses Hw Fw Sw St at us
0002. 7e39. 2b20 to 0002. 7e39. 2b21 1.2  4B4LZOXA 3.0(1)s4 Kk 6

slac] pasiwl a0l JlasVl aiSoy cuxy 4iysSi9 sulaill puud J] odgos a5 0l azy OV IDSM o Juail
59,0)l dalST pasiuall puwl paiwl. IDSM _JI oSl Jisis oSy owaall JLasVl elisi] 5,009, 40V
JozJl il ciscol pgxell

SV9- 1#session slot 6 proc 1
. The default escape character is Ctrl-~, then x
You can also type "exit' at the renote pronpt to end the session
Trying 127.0.0.61 ... Open
| ogi n: ciscoids
Passwor d: #setup
--- System Configuration Dialog ---
.At any point you may enter a question mark '?' for help
.User ctrl-c to abort configuration diaglog at any pronpt
."[]" Default settings are in square brackets
:Current Configuration
Configuration | ast nodified Never

: Sensor

| P Address: 10.0.0.1
Net mask: 255.0.0.0
Def aul t Gateway: Host Nanme: Not Set
Host | D: Not Set
Host Port: 45000
Organi zati on Nane: Not Set
Organi zation | D Not Set
:Director

| P Address: Not Set
Host Nane: Not Set
Host | D: Not Set
Host Port: 45000
Heart Beat Interval (secs): 5

Organi zati on Nane: Not Set

Organi zation | D Not Set

12
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Di rect Telnet access to | DSM di sabl ed
:[Continue with configuration dialog? [yes
:[]Enter virtual term nal password

Enter sensor |P address[10.0.0.1]: 10.66.84.124
Enter sensor netmask [255.0.0.0]: 255.255.255.128
Enter sensor default gateway []: 10.66.84.1
Enter sensor host name []: idsmsv-rack
Enter sensor host id []: 124

:[Enter sensor host post office port [45000
Ent er sensor organi zation nane []: cisco
Enter sensor organization id []: 100

Enter director |IP address[]: 10.66.79.249
Enter director host name []: vnsl

Enter director host id []: 249

:[Enter director host post office port [45000
:[Enter director heart beat interval [5

Enter director organization name []: cisco
Enter director organization id []: 100
:[Enabl e direct Tel net access to |IDSM? [ no

: The foll owi ng configuration was entered
Configuration |l ast nodified Never

Sensor: | P Address: 10. 66. 84. 124
Net mask: 255. 255. 255. 128
Def aul t Gat eway: 10.66.84.1
Host Nane: i dsm sv-rack
Host | D: 124

Host Port: 45000

Organi zati on Nane: ci sco

Organi zation | D 100
:Director

| P Address: 10. 66. 79. 249
Host Nane: vis 1l

Host | D: 249

Host Port: 45000

Heart Beat Interval (secs): 5

Organi zati on Nane: ci sco

Organi zation | D 100

Direct Telnet access to |DSM disabl ed

WARNI NG Applying this configuration will cause all
configuration files

.to be initialized and the card to be rebooted

Apply this configuation?: yes

.Configuration Saved. Resetting...!--- Output is suppressed

0, (CatOS) - ' lito 2o IDSM 6 oslel
o, (CatOS) ux® oS,y ul plive go ISDM 6,00 wacl steps in order to 13® sl

29001 @lS 1> il eL,2Y Lgolaiu] iy dipybo 2265 Y . Gulaill puusd Ll logleall gra> 189 pi, 1dla>Mo
oSl blasYl elsl IDSM e

Jo3 )l U clile 3259 dilwall pud 4950 dalS uss po 13] . dluall pud plaziw] cl2 Yl 13D by, dla>e
bxcbuall _le Joaxll _iadl Cisco pex Juail @l 0id 9 IDSM Jlaiw! o jluud

.switch reset x hdd:2 oVl plaxiwl &lall puud _JI IDSM JgSg:9 s ugais o9 .1
| td9-9> (enabl e) show module 4
Mod Sl ot Ports Modul e-Type Model Sub Status

Intrusion Detection Syste W5 X6381-1DS no ok 2 4 4
Mbd Modul e- Nare Seri al - Num


//www.cisco.com/tacpage/support/tac/contacts.shtml

SAD063000CE 4
Mod MAC- Addr ess(es) Hw Fw Sw

00- 02- 7e- 39-2b-20 to 00-02-7e-39-2b-21 1.2 4B4LZOXA  3.0(5)S23 4
| td9-9> (enabl e) reset 4 hdd:2

.This conmand will reset nodule 4

Unsaved configuration on nodule 4 will be | ost

Do you want to continue (y/n) [n]?y

Modul e 4 shut down in progress, please don't renove nodul e

.until shutdown conpl eted. !--- Output is suppressed

2ol Hlaol 5929 0 5. switch show module x ,0VI plaiwl oYl JI IDSM Jgwo9 oy (a5 .
" 38lgo" Al Glg IDSM e WL &luall puud @oliyy Ja2is J| uiy lao lall (9 IDSM 2

|td9-9> (enabl e) show module 4

Mod Sl ot Ports Modul e-Type Model Sub Status
Intrusion Detection Syste W5 X6381-1DS no ok 2 4 4

Mbd Modul e- Nane Seri al - Num

SAD 4

063000CEMbd MAC- Addr ess( es) Hw Fw Sw

(00- 02- 7e-39-2b-20 to 00-02-7e-39-2b-21 1.2 4BALZOXA 2.5(0 4
paziwl. X Joe dwl> Joxoll ol pladiwl, &luall pud (5 oxgas o ul a2y GYI IDSM o JLasVl, 08 .
.CiscolDS/ATTACK J 19,0l dolS/ paiuall puwl
| td9-9> (enabl e) session 4
...Trying IDS-4
. Connected to I DS-4
"[~ Escape character is
| ogi n: ciscoids
: Passwor d
#mai nt enance

l9g0 & 2all 6,0:0)l 3929 (o 38=5.IDSM Gulai puud (955 6leY liSgo & j=all 6 )9.a)l ity 29 .
.ids-installer system /cache /show < lacuiill ol plaxiwl
mai nt enance#diag
mai nt enance(di ag) #ids-installer system /cache /show
:Details of the cached inmage

Package Nane : | DSMk9- a- 3. 0-1- 4
Rel ease Info : 3.0-1-4

Total CAB Files in the package : 5

CAB Fil es present : 5

CAB Fil es m ssing : 0

Li st of CAB Files m ssing

#( mai nt enance(di ag

asylially pdd caighi 25 SV laoYl Lu 3o oj3all HlaoYl Gl 9l idse & %0 6,00 JUd S5 al 13]
ids- ool ol pasiwl i8so a5l 600l pazius il ISDM &80 (055 631eY.5 sglazll
.installer system /cache /install

mai nt enance(di ag) #ids-installer system /cache /install

I'Validating integrity of the image... PASSED

....\:Formatting drive C

Verifying 4016M

. Format conpl eted successfully

.bytes total disk space 4211310592

.bytes avail able on disk 4206780416

Vol ume Serial Nunber is E41E-3608

...Extracting the inmge

I'\: Output is suppressed. STATUS. |mage has been successfully installed on drive C ---!

12 sglazl ) Jasl o 0.0l 63le] JaiSs ol 5,
. ping ip_address ;oY1 plaziwl IP Jlasl a,2) IDSM ¢l o0 S .

mai nt enance#diag



mai nt enance(di ag) #ping 10.66.84.1

:Pinging 10.66.84.1 with 32 bytes of data

Reply from 10. 66.84.1: bytes=32 time<lOns TTL=255
Reply from 10. 66.84.1: bytes=32 time<lOns TTL=255
Reply from 10. 66.84.1: bytes=32 time<lOns TTL=255
Reply from 10. 66.84.1: bytes=32 time<lOns TTL=255

2o dsylially pid [P Jlasl el oSy o) 131 .11 sglastdl LI dsybially pid P Jlasl a,0) IDSM oIS 151 .6
9 7 oo lglaxll
.show port status x/2 ;oY1 plaziwl, Jexall _le aumuo JSuin 4oYl9 Sl dg>ly (oS5 oo 3L .7

| td9-9> (enabl ) show port status 4/2
Port Name St at us VI an Dupl ex Speed Type

connected 1 full 1000 Intrusion De 4/ 2
ids-installer o lasuidl ol plasiwl, IDSM dlwo pud le g JSuin JaiVl ololeo (1985 oo 25T .8

.netconfig /view

mai nt enance#diag

mai nt enance(di ag) #ids-installer netconfig /view
;1P Configuration for Control Port

| P Address : 10.66.84.124
Subnet Mask . 255.255.255.128
Def aul t Gat eway : 10.66.84.1
Donmain Nane Server : 1.1.1.1

Dormai n Nane . cisco

Host Nane ;. idsmsv-rack

i@s-installer olasuidl ol pasiwld pusill | élx sy o8 15] 91 «wlaleall o i cuss pis @) 3]
. netConfig /configure parameters

/ mai ntenance(di ag)# ids-installer netconfig /configure

/ ip=10.66.84.124 /subnet=255.255.255.128 /gw=10.66.84.1

dns=1.1.1.1/domain=cisco /hostname=idsm-sv-rack

lSise Jl Y IP Jlasl oS 13l.obusdl gubad) IDSM uss 6slel asy 5,51 6,40 IP Jlasl oo 3635 .10
A1 sglazdl dmylio o6 cdple 1P Jlasl alSuined ladg Le>Noly ellasYl COliSiwl liSogd

ids-installer system /nw _.acuiull oVl plaskiwl 6,90l i 09 .IDSM gulas puud 4655 6sle] .11
no} /dir=fip_path Iprefix=file_prefix/a=i}=/install /server=ip_address /user=account /save
i SV Ll puwl 91 paziuall 98 CLuxJLFTP o33y Lol IP ylsic ¢® ip_address:éu>

05 il 6,90l o S bha> piuw U5 3] b daxy s> FTP o513 Jl ozl Jouws aie aolaciwl

Al> 5 180 &350 639290 6,00 Sl Jlaiuw] piy o 4V colS 131.Y ol iBdo @50 asumsS Lol jis

4520 i e piy ¥ oSJ9 ladidl e pusll e lglji oo il 6)9.all s @iy 2929 pac
lo puwl 92 file_prefix. gall wlalo 3295 cu> FTP 035 e 59>gall JJAJI FTP_PATH >3>,.1950

slaioly wlale 8xe9 dat. slaioly 3319 alo o Lol i i Ll 6,00l (oS el a5 il 6,9:ll _$ dat.
dat. aa>WI eiain ¥ i> DAT alo ol 98 file_prefix daond o955 ol vy .cab.

mai nt enance#diag

mai nt enance(di ag) #ids-installer system /nw /install /server=10.66.64.10

'user=cisco /save=yes /dir='/tftpboot/georgia/

pr ef i x=1 DSMK9- a- 3. 0- 1- S4/

**xx*x Pl ease enter |ogin password

Downl oadi ng the image.. File 05 of 05

I FTP STATUS: Installation files have been downl oaded successfully

I'Validating integrity of the inmage... PASSED

Formatting drive C\....Verifying 4016M

. Format conpl eted successfully

.bytes total disk space 4211310592

. bytes avail abl e on di sk 4206780416

Vol ume Serial Nunber is 2407- F686

.Extracting the imge

I'\: Output is suppressed. STATUS. |nmage has been successfully installed on drive C ---!

switch reset x hdd:1 oYl plxxiwl, Gulall awd JI IDSM Jsaxi, o8 .12



I td9-9> (enabl e) reset 4 hdd:1

.This conmand will reset nodule 4

Unsaved configuration on nmodule 4 will be | ost

.Do you want to continue (y/n) [n]? y!--- Output is suppressed

a=ill show boot device x oVl paziwl . guloill pud 8 IDSM agai Joxall (955 (o Lyl 25T
.éUB\Jo

| td9- 9> (enabl e) show boot device 4

= Device BOOT vari abl e

. set boot device hdd:1 x Jo=xall 1,955 ol pazxiwl AIDSM J agaill 5lg> usio (eSi

| td9-9> (enabl e) set boot device hdd:1 4

Devi ce BOOT variable = hdd: 1

.Warning: Device list is not verified but still set in the boot string

| td9-9> (enabl e) show boot device 4

Devi ce BOOT variable = hdd: 1

2ol laol ol o 15T switch show module X oYl plasiwl oYl JI IDSM Jows (o $axi
" 88lg0" Al Gl «S4(1)3.0 Jliall Jaw e « Buboi aud ,lao] o IDSM

I td9-9> (enabl e) show module 4

Mod Sl ot Ports Modul e- Type Model Sub Status
Intrusion Detection Syste W5 X6381-1DS no ok 2 4 4

Mbd Modul e- Narre Seri al - Num

SAD063000CE 4

Mod MAC- Addr ess( es) Hw Fw Sw

00- 02- 7e-39-2b-20 to 00-02-7e-39-2b-21 1.2 4B4LZOXA 3.0(1)S4 4

slag] pasiuwl uaolly JLasVl aiSay cuz aigS9 gubaidl puud | oasgos i ol azy GYI IDSM o ol
.ciscolDS/attack «» awll 49,0l dals/ pasiwall puwl plaziwl, ol Jisuuiy £, 50V
| td9-9> (enabl e) session 4

...Trying IDS-4

. Connected to IDS-4

"[~ Escape character is

| ogi n: ciscoids

Passwor d: #setup

--- System Configuration Dialog ---

. At any point you may enter a question mark '?" for help

.User ctrl-c to abort configuration diaglog at any pronpt

."[]' Default settings are in square brackets

:Current Configuration

Configuration | ast nodified Never

: Sensor

| P Address: 10.0.0.1
Net mask: 255.0.0.0
. Defaul t Gat eway

Host Nane: Not Set
Host | D: Not Set
Host Port: 45000

Or gani zati on Nane: Not Set
Organi zation | D Not Set
:Director

| P Address: Not Set
Host Nane: Not Set
Host | D: Not Set
Host Port: 45000
Heart Beat Interval (secs): 5

Or gani zati on Nane: Not Set
Organi zation | D Not Set

Direct Tel net access to | DSM disabl ed
:[Continue with configuration dialog? [yes
:[1Enter virtual term nal password

Enter sensor |P address[10.0.0.1]: 10.66.84.124

A3
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Enter sensor netmask [255.0.0.0]: 255.255.255.128
Enter sensor default gateway []: 10.66.84.1
Enter sensor host name []: idsmsv-rack
Enter sensor host id []: 124

:[Enter sensor host post office port [45000
Ent er sensor organi zation nane []: cisco
Enter sensor organization id []: 100

Enter director |IP address[]: 10.66.79.249
Enter director host name []: vnsl

Enter director host id []: 249

:[Enter director host post office port [45000
:[Enter director heart beat interval [5

Enter director organization name []: cisco
Enter director organization id []: 100
:[Enabl e direct Tel net access to |IDSM? [ no

: The foll owi ng configuration was entered
Configuration | ast nodified Never

: Sensor

| P Address: 10. 66. 84. 124
Net mask: 255. 255. 255. 128
Def aul t Gat eway: 10.66.84.1
Host Nane: i dsm sv-rack
Host | D: 124

Host Port: 45000

Organi zati on Nane: ci sco

Organi zation | D 100
Director:| P Address: 10. 66. 79. 249
Host Nane: vis 1l

Host | D: 249

Host Port: 45000

Heart Beat Interval (secs): 5

Organi zati on Nane: ci sco

Organi zation | D 100

Di rect Telnet access to | DSM di sabl ed

WARNI NG Applying this configuration will cause all
configuration files to be initialized and the

.card to be rebooted

Apply this configuation?: yes

. Configuration Saved

... Resetting

.Output is suppressed ---!

ISDM-2

189,20 J9guall ;9 0 dalS/ padime puwl OIS 13] 51> iwYl el =]

2900 wlalS uei osley 1 pasiuwall Clu> plaiw] Sy (499 320 J9guuo Ll 9 50 MIS wlS 3]
S3 Y| pasiuall

aolS Lusi dslel ey 'adminUser'g 'cisco’ puwVL IDSM-2 e uoaiwwe ol 1655 o5 (Jliadl Juw e
290l dalS Lusi 65lely Joz Il sy 'adminUser' pga, Ui ('CiSCO’ paiuwol) )9 10l

SV9- 1#session slot 6 proc 1
. The default escape character is Ctrl-~, then x
You can also type '"exit' at the rempote pronpt to end the session

Trying 127.0.0.61 ... Open
| ogi n: admi nuser
Password: !--- oOutput is suppressed. idsn2-sv-rack#configure terminal

i dsnR2- sv-rack(confi g) #no username cisco



i dsn2-sv-rack(confi g) #username cisco priv admin password 123ciscol23
i dsn2-sv-rack(confi g) #exit
i dsn2-sv-rack#exit

[ Connection to 127.0.0.61 cl osed by foreign host]

SV9- l#session slot 6 proc 1

. The default escape character is Crl-~, then x

You can also type 'exit' at the renpte pronpt to end the session

Trying 127.0.0.61 ... Open
| ogin: cisco
#Password: !--- Output is suppressed. idsnR-sv-rack

199 ,20 ;9 ;0ll dolS/d0a2I PARLuo ..o.w| ols 131 5 iw)l el >l

290 SlalS Huss esley 1D paziuwall Clw> plaiw] Koy (499 320 doadl Llux) 59,0 éotf.;dtflsl
S>3V pasiuall

‘cisco’. 'adminUser' slouuwall IDSM-2 e 03 iuuo elowl &W (105 o «Jladl Juw e
Jo>aJl L, 'serviceUser' pgs, cliJ ('ciscO’ paiumall 59 50ll dalS usi 65le| o .'serviceUser'y
29,0l dalS uei 6>lely

SV9- 1#session slot 6 proc 1
. The default escape character is Crl-~, then x
You can also type 'exit' at the renpte pronpt to end the session

Trying 127.0.0.61 ... Open
| ogi n: serviceuser
Password: !--- Output is suppressed. bash-2.05a$ su root Password: [root @ dsnR2-sv-rack

servi ceuser] #passwd cisco

. Changi ng password for user cisco

: New password

: Ret ype new password

.passwd: all authentication tokens updated successfully
root @dsnR-sv-rack serviceuser]# exit]

exit

bash-2. 05a$ exit

| ogout

[ Connection to 127.0.0.61 closed by forei gn host]

SV9- 1#session slot 6 proc 1

. The default escape character is Crl-~, then x

You can also type 'exit' at the renpte pronpt to end the session

Trying 127.0.0.61 ... Open
| ogi n: cisco
: Passwor d

#output is suppressed. idsnmR-sv-rack ---!

ol Gl 9,0 dalS lgwss D izl 9,0 dals 1dasVo

(JolSiall 10S) , LoV IOS 0, Jois sl Jozall plaziwl IDSM-2 -,6S5 65le]

o, (108 @oao) 08 _zub I oS, ol gliss g0 ISDM-2 6,9.0 wacl steps in order to 13® sl

295001 dalS 15 jiw] eL,2Y Lgolaiu] iSay dapubo 1265 Y . Gulaill pusd e logleall gra> 189 pi, dla>Mo
oSl blasYl elsl IDSM-2 _le

X Jioy cu> hw-module x reset cf:1 Joxall ol plaziwl, &luall aud JI IDSM-2 l00Y agais o6 .1
plaziw] J9ld (f:1 plasiwly dliise cia> 13] akasNo."awoxall GoMall" JI CF jo,,9 dxiall a8,
JeasS hdd:2



SV9- 1#show module 6

.Mod Ports Card Type Model Serial No
Intrusion Detection System WS- SVC- | DSM2 SAD0645010J 8 6

Mod MAC addr esses Hw Fw Sw St at us
f271.e3fd to 0030.f271. e404 0.102 7.2(1) 4. 1(1) 47 k. 0030 6

Mod Sub- Modul e Model Seri al Hw St at us
I DS 2 accel erator board WB- SVC- | DSUPG  0347FDB6B8 2.0 k 6

Mod Online Diag Status

Pass 6
SV9- 1#hw-module module 6 reset cf:1
= Device BOOT variable for reset
.Warning: Device list is not verified

Proceed with reload of nodule? [confirmy
.reset issued for nodule 6!--- Output is suppressed %

2ol ol ol oo 25T, switch show module x oVl plaziwly ci,s¥l JI IDSM-2 Jgwo9 (o  §d .2
dsumuo A1 Glg alegll 9 59>9all 'm' _lc sgix, IDSM-2

SV9- 1#show module 6

.Md Ports Card Type Model Serial No

Intrusion Detection System (MP) WS- SVC- | DSM2 SAD0645010J 8 6

Mod MAC addr esses Hw Fw Sw St at us
f271.e3fd to 0030.f271.e404 0.102 7.2(1) 1.3(2)m Ck. 0030 6

Mod Sub- Mbdul e Model Seri al Hw St at us
I DS 2 accel erator board WS- SVC- | DSUPG  0347FDB6B8 2.0 Xk 6

Mod Online Diag Status

Pass 6

switch slot xprocessor joV| pasiwl .&lall puwd 9 oxges i ol 2=y OV IDSM-2 o JLasVL pd .3
.cisco/caall 9,0l dalS/ pazsumall puwl paziwl.1
SV9- 1#session slot 6 processor 1
. The default escape character is Crl-», then x
You can also type '"exit' at the rembte pronpt to end the session
Trying 127.0.0.61 ... Open
Ci sco Mai ntenance i nmage
| ogi n: guest
: Passwor d
(Mai nt enance i mage version: 1.3(2
#guest @ dsnR- sv-rack. | ocal donmai n

. ping ip_address ,0V| paziwl .IP Jlail a,a) IDSM-2 ¢l (0 3SL 4
guest @ dsnR2- sv-rack. | ocal donai n#ping 10.66.79.193
guest @ dsnR2- sv-rack. | ocal donai n#ping 10.66.79.193
. PI NG 10. 66. 79. 193 (10.66.79.193) from 10.66.79.210 : 56(84) bytes of data
bytes from 10.66.79.193: icnp_seq=0 ttl =255 tine=2.188 nsec 64
bytes from 10.66.79.193: icnp_seq=1 ttl =255 tine=1.014 nsec 64
bytes from 10.66.79.193: icnp_seq=2 ttl=255 tine=991 usec 64
bytes from 10.66.79.193: icnp_seq=3 ttl =255 tine=1.011 nsec 64
bytes from 10.66.79.193: icnp_seq=4 ttl =255 tine=1.019 nsec 64
--- ping statistics 10.66.79.193 ---
packets transmtted, 5 packets received, 0% packet |loss 5
round-trip min/avg/ max/ mlev = 0.991/1.244/2.188/0.473 ns
#guest @ dsnR- sv-rack. | ocal donai n

14 sglazll JI asyliolly 08 (AP Jlasl 4] IDSM-2 oIS 13] .5
padYl BLaST | show run oVl pasiuwl .Joxall e quo JSuin aSxidlly 4oVl dg2l9 (985 o ST .6
Inc as i dawlg,



SV9- 1#show run | inc intrusion-detection
i ntrusi on-detection nodul e 6 managenent-port access-vlan 210

Show ip oVl paziwl .IDSM-2 &luall auwd e auo JSuin JLasVl olalso (1655 o ST .
guest @ dsn2- sv-rack. | ocal
domai n#show ip

| P address . 10. 66. 79. 210

Subnet Mask . 255. 255. 255. 224

| P Broadcast . 10. 66. 79. 223

DNS Nane . idsnR-sv-rack. | ocal donmain

(Default Gateway : 10.66. 79. 193Naneserver (s
clear ;oY paziwl Ll lesumoy p3d Gusidl J| dxlxy asy oS 131 91 colol=all o Sl Gusi piy o 13]
ip

guest @ dsnR- sv-rack. | ocal donai n#clear ip
guest @ ocal host . | ocal donmai n#show ip

| P address : 0.0.0.0
Subnet Mask : 0.0.0.0
| P Broadcast : 0.0.0.0
DNS Narre : local host. | ocal donai n

Default Gateway : 0.0.0.0
(Naneserver (s

.9ip address jp_address ;Y| paziwl .IDSM-2 &luall paud e glis)l ologlesy IP Glgic (oSi o8

. hetmask
guest @ ocal host. | ocal donai n#ip address 10.66.79.210 255.255.255.224

10 . ip gateway-address oVl pasiwl .IDSM-2 &luall pud e auol,idVl dloll (oSi 08

guest @ ocal host . | ocal domai n#ip gateway 10.66.79.193

oo a8l lcg. ip host hostname ;oY1 paziwl IDSM-2 aluall pud le yanll puul (e 28 .11
adlaall e Loyl pesy 138 OV Lk jleadl yazs e acluy ail VI (5,9, e LoVl 1id ol

guest @ ocal host . | ocal domai n#ip host idsm2-sv-rack

#guest @ dsn2-sv-rack. | ocal donmi n

A2 ip broadcast broadcast- 0V pmi oo JSuin ey ol el wlgie eSS JI gl 29
oole LSS ol ,adYl slaeYl oS, address

guest @ dsn2- sv-rack. | ocal domai n#ip broadcast 10.66.79.223

1399 le>Molg clas VI Bliniuwl diSoyd alSiine Jiy Y IP Jlasl oS 131 .s,31 6,40 IP Jlasl o géxs .13
14 solazll dyling dnle IP Jlasl dlSiinl
.upgrade ftp-url —install ;oY1 paziwl AIDSM-2 gubas puud eSs é5lcl .14

//guest @ dsnR- sv-rack. | ocal domai n#upgrade ftp://cisco@10.66.64.10

tftpboot /WS-SVC-IDSM2-K9-a-4.1-1-S47.bin.gz --install

... Downl oadi ng the image. This may take several m nutes

:Password for cisco@O.66.64.10

. SI ZE WS- SVC- | DSM2- K9- a- 4. 1- 1- S47. bin. gz': conmmand not understood' 500

ftp://cisco@0. 66.64.10//tftpboot/ W5 SVC-| DSM2- K9- a- 4. 1- 1- S47. bi n. gz
unknown si ze)/t np/ upgrade. gz [11] 65259K)

(bytes transferred in 71.40 sec (913.99k/sec 66825226

Upgrade file ftp://cisco@O.66.64.10//tftpboot/Ws SVC-|1 DSM2-K9-a-4.1-1-S47.bin.gz is

. downl oaded

.Upgrading will wipe out the contents on the hard disk

Do you want to proceed installing it [y|N: vy

. Proceeding with upgrade. Pl ease do not interrupt

If the upgrade is interrupted or fails, boot into

. Mai nt enance i mage again and restart upgrade

...Creating IDS application image file

...Initializing the hard disk

. Applying the inmage, this process nmay take several mnutes
...Performng post install, please wait

. Application inmage upgrade conplete. You can boot the inmage now



.switch hw-module x reset hdd:1 joVl paziwl . gulaill awd _JI IDSM-2 Jyoxi, pb .15

SV9- 1#hw-module module 6 reset hdd:1
= Device BOOT variable for reset
.Warning: Device list is not verified

Proceed with reload of nodule? [confirnjy
.reset issued for nobdule 6!/--- oOutput is suppressed %

IS asgadll 5lg> ustio ouss a5 Lol IDSM-2 e reset oVl placial iy U3 (0 Yoy
switch show bootvar device ;0¥ paziwl IDSM-2 J xgaill jle> Lusio slacl (0 el g0
. module x

SV9- 1#show bootvar device module 6

;[ nod: 6]

SV9- 1#

.boot device module x hdd:1 Jgxall (1955 0l paziwl AIDSM-2 JI J augodll jlg> jusio (953
SV9- l#configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z

SV9- 1(confi g) #boot devi ce nodul e 6 hdd: 1

Devi ce BOOT variable = hdd: 1

.Warning: Device list is not verified

SV9- 1(confi g) #exi t SV9- 1#show bootvar device module 6

nmod: 6 1: hdd: 1]

reset oVl paiwl (@luall pud olgVl Jlaw dg>ly uc IDSM-2 laws 65lcy
guest @ dsn2- sv-rack. | ocal domai n#reset

.Output is suppressed ---!

2ol ylaol ol oo 5T, switch show module X oVl paziwl .co iYL IDSM-2 Jlasl (o ST
" 381g0" Al lg S47(1)4.1 Jlio)l Juww e gubos puud ,laol 9® IDSM-2

SV9- 1#show module 6

.Md Ports Card Type Model Serial No
Intrusion Detection System WE- SVC- | DSM2 SAD0645010J 8 6

Mod MAC addr esses Hw Fw Sw St at us
f271.e3fd to 0030.f271. e404 0.102 7.2(1) 4.1(1) s47 Ck. 0030 6

Mod Sub- Mbdul e Model Seri al Hw St at us
I DS 2 accel erator board W5- SVC- | DSUPG  0347FDB6B8 2.0 Xk 6

Mod Online Diag Status

Pass 6
switch slot x processor ;o paziwl . gulaill puud 9 oxgas o5 Ul a2y WY1 IDSM-2 o JLasVL, pd
.Cisco/Cisco J ;9,0)l aals/ paziwoll puwl paziwl.1

SV9- 1#session slot 6 proc 1
. The default escape character is Ctrl-», then x
You can also type 'exit' at the renpte pronpt to end the session
Trying 127.0.0.61 ... Open
| ogi n: cisco
: Passwor d
(You are required to change your password i medi ately (password aged
Changi ng password for cisco
:current) UN X password)
: New password
: Retype new password
.Output 1is suppressed ---!
.JDS” )|AC!loAjﬁ;u|.|[355“ﬂ-2 cﬂgSUQ,A§
sensor #setup
--- System Configuration Dialog ---
. At any point you may enter a question mark '?" for help
.User ctrl-c to abort configuration dialog at any pronpt
."[]'" Default settings are in square brackets
Current Configuration: networ kPar ans
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i pAddress 10.1.9.201

net mask 255.255.255.0

defaul t Gateway 10.1.9.1

host nane sensor

t el net

Opti on di sabl ed

accesslLi st ipAddress 10.0.0.0 netmask 255.0.0.0
exit

ti nePar ans

sunmer Ti mePar ans

active-sel ecti on none

exit

exit

servi ce webServer

gener al

ports 443

exit

exit

Current time: Sat Sep 20 23:34:53 2003

Setup Configuration |ast nodified: Sat Sep 20 23:32: 38 2003
:[Continue with configuration dial og?[yes

Ent er host nane[sensor]: idsnR-sv-rack

Enter | P address[10.1.9.201]: 10.66.79.210

Ent er net mask[ 255. 255. 255. 0] : 255. 255. 255. 224
Enter default gateway[10.1.9.1]: 10.66.79.193
:[Enter tel net-server status[disabled

:[Enter web-server port[443

:[Modify current access list?[no

:[Modify system cl ock settings?[no

.The foll owi ng configuration was entered

net wor kPar ans

i pAddress 10. 66. 79. 210

net mask 255.255. 255. 224

def aul t Gat eway 10. 66. 79. 193

host nane i dsnR-sv-rack

accesslLi st ipAddress 10.0.0.0 netmask 255.0.0.0
exit

ti nePar ans

sunmer Ti mePar ans

active-sel ection none

exit

exit

servi ce webServer

gener al

ports 443

exit

exit

.Go to the command pronpt without saving this config [0]
.Return back to the setup wi thout saving this config [1]
Save this configuration and exit setup.Enter your selection [2]
. Configuration Saved: [ 2]

#sensor

liso g0 IDSM-2

o, (CatOS) ux® LS, ul plise go ISDM-2 JI 6 0.0 wacl steps in order to 13® sl

cia> 13 rala>MNe.switch reset x hdd:2 Lol pasiwl &bl puwd L9 IDSM-2 a0Vl sgais 08 .1
Jas cfi1 plaziuw| J9lx8 (HDD:2 plaziwl dlSliw
SV9- 1> (enabl €) show module 6
Mbd Sl ot Ports Modul e- Type Model Sub Status



Intrusion Detection Syste W5 SVC- | DSM2 yes ok 8 6 6

Mod Mbdul e- Name Seri al - Num

SAD0645010J 6

Mod MAC- Addr ess(es) Hw Fw Sw

00- 30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 4.1(1) s47 6
Mod Sub- Type Sub- Model Sub- Serial Sub-Hw Sub- Sw
I DS 2 accel erator board W5- SVC- | DSUPG 0347FDB6B8 2.0 6

SV9- 1> (enabl e) reset 6 hdd:2

.This command will reset nodule 6

Unsaved configuration on nodule 6 will be | ost

Do you want to continue (y/n) [n]? y
Modul e 6 shut down in progress, please don't renmove nodul e
.until shutdown conpleted. !--- Output is suppressed

IDSM- &0l ol Gl o a5, switch show module X Lol paziwl oYL IDSM-2 Jlasl o a5t .2
" 3Slge" AN wly Wi Jasy dluall pund golis ol Jl st sHl9 dlgdl (9 d920all 'M' e (o 2

SV9- 1> (enabl ) show module 6

Mod Sl ot Ports Modul e- Type Model Sub Status
Intrusion Detection Syste W5 SVC- | DSM2 yes ok 8 6 6

Mbd Modul e- Nane Seri al - Num

SAD0645010J 6

Mod MAC- Addr ess(es) Hw Fw Sw
00-30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 1.3(2)m 6

Mod Sub- Type Sub- Model Sub- Serial Sub-Hw Sub- Sw
I DS 2 accel erator board Ws- SVC- | DSUPG 0347FDB6B8 2.0 6

switch X oVl Jac dul> pasiwl .éluall puwd 9 oxgai pi ol A=y oY1 IDSM-2 o JLasVl, 06 .3
.cisco/uasall 9,0ll dolS/ paiumall puwl paziawl.
SV9- 1> (enabl e) session 6
...Trying IDS-6
. Connected to I DS-6
."[~" Escape character is
Ci sco Mai ntenance i nmage
| ogi n: guest
: Passwor d
(Mai nt enance i mage version: 1.3(2
#guest @ dsnR- sv-rack. | ocal donai n

. ping ip_address ,0V| paziwl .IP Jlail a,a) IDSM-2 ¢l (0 3SL 4
guest @ dsnR2- sv-rack. | ocal donai n#ping 10.66.79.193
. PING 10. 66. 79. 193 (10.66.79.193) from 10.66.79.210 : 56(84) bytes of data
bytes from 10.66.79.193: icnp_seq=0 ttl =255 tine=1.035 nsec 64
bytes from 10.66.79.193: icnp_seq=1 ttl =255 tine=1.041 nsec 64
bytes from 10.66.79.193: icnp_seq=2 ttl =255 tine=1. 066 nsec 64
bytes from 10.66.79.193: icnp_seq=3 ttl =255 tine=1.074 nsec 64
bytes from 10.66.79.193: icnp_seq=4 ttl =255 tine=1.026 nsec 64
--- ping statistics 10.66.79.193 ---
packets transmtted, 5 packets received, 0% packet |loss 5
round-trip min/avg/ max/ mlev = 1.026/1.048/1.074/0.034 ns

14 sglazll JI asyliolly 08 (AP Jlasl 4] IDSM-2 oIS 13] .5
.show port status X2 oVl pasiwl .Joxall e aumo JSuin oS2ily 4oVl dg2l9 oS o 35T .6

SV9- 1> (enabl €) show port status 6/2
Port Name St at us VI an Dupl ex Speed Type

connected 210 full 1000 Intrusion De 6/2
Show ip oVl paziwl .IDSM-2 &luall pauwd e zuo JSuin JLasVl olaleo (eSs oo aST .7



guest @ dsnR- sv-rack. | ocal donai n#show ip

| P address . 10.66.79.210

Subnet Mask . 255. 255, 255. 224

| P Broadcast . 10. 255. 255. 255

DNS Nare : idsnR-sv-rack. | ocal domain

Default Gateway : 10.66.79.193
(Naneserver (s

clear ;oY plaziwl LlS lexuny pdd usill | >l liasy b5 1] 91 clalzall (o Sl uss pin o) 13 .

Ap
guest @ dsnR- sv-rack. | ocal donai n#clear ip
guest @ ocal host. | ocal donai n#show ip

| P address : 0.0.0.0
Subnet Mask : 0.0.0.0
| P Broadcast : 0.0.0.0
DNS Nane . local host. | ocal donmai n

Default Gateway : 0.0.0.0
ip address jp_address ;oY paziwl IDSM-2 &luall pud e gliall ologlesg IP lgic (o8 08

9

. hetmask

guest @ ocal host. | ocal domai n#ip address 10.66.79.210 255.255.255.224
#guest @ ocal host . | ocal donmai n

. ip gateway gateway-address ;oY paziwl AIDSM-2 &luall pud e auol idYl dlgll (oSiy 8 .
guest @ ocal host . | ocal donai n#ip gateway 10.66.79.193
#guest @ ocal host . | ocal donmi n

oo a8l lcg. ip host hostname ;oY1 paziwl IDSM-2 &luall pud le niaall puul (ueSiy 08
adlaall uei Loyl pedy 138 OV L jleadl aazs e acluy 6l Yl (5,90 ue <3 ol

guest @ ocal host . | ocal domai n#ip host idsm2-sv-rack

#guest @ dsn2-sv-rack. | ocal donmi n

A2 ip broadcast broadcast- 0V pmi oo JSuin ey ol el wlgie eSS JI gl 29
oole LSS ol ,adYl slaeYl oS, address

guest @ dsn2- sv-rack. | ocal domai n#ip broadcast 10.66.79.223

le>Vooly el BLisiuwl cliSasd (alSiine Jioy JUjy Y IP Jlasl olS 13] .s,31 6,50 IP Jlasl o g
14 a9zl dsylio a3 dple IP Jlasl alSuine) ladg
.upgrade ftp-url —install ;oY1 paziwl AIDSM-2 Gubas puud (e55 é5lcl

//guest @ dsnR- sv-rack. | ocal domai n#upgrade ftp://cisco@10.66.64.10
tftpboot /WS-SVC-IDSM2-K9-a-4.1-1-S47.bin.gz --install

... Downl oadi ng the image. This may take several m nutes

Password for cisco@l0. 66.64.10: 500

SI ZE W5- SVC- | DSMR- K9- a- 4. 1- 1- S47. bin. gz' : command not'
.understood. ftp://cisco@O0. 66.64.10//tftpboot/ W5 SVC-| DSM2- K9- a- 4. 1- 1- S47. bi n
gz (unknown size)/tnp/upgrade. gz [11] 65259K

(bytes transferred in 71.37 sec (914. 35k/ sec 66825226

/Upgrade file ftp://cisco@O.66.64.10//tftpboot

. WB- SVC- | DSM2- K9- a- 4. 1-1- S47. bin. gz i s downl oaded

.Upgrading will wipe out the contents on the hard disk

Do you want to proceed installing it [y|N: vy

. Proceeding with upgrade. Pl ease do not interrupt

If the upgrade is interrupted or fails, boot into

. Mai nt enance i mage again and restart upgrade

...Creating IDS application image file

,Initializing the hard disk...Applying the imge

this process may take several minutes...Perform ng post

.install, please wait...Application inmage upgrade conpl ete

.You can boot the inmmge now

switch reset x hdd:1 oV pasiwl . gulaill puud _J| IDSM-2 Jioxiy 08

SV9- 1> (enabl e) reset 6 hdd:1

.This conmand will reset nodule 6

Unsaved configuration on nodule 6 will be |ost
Do you want to continue (y/n) [n]? Yy
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Modul e 6 shut down in progress, please don't renmove nodul e
.until shutdown conpleted. !--- Output is suppressed

IS 2ol lg> usio s pi LaJlo IDSM-2 e reset LoVl plasiuw] liSoy 3 o0 Yo
. show boot device x ;oY pasiwl IDSM-2 J agaill jle> jusio slac] oo $axill.amuo

SV9- 1> (enabl €) show boot device 6
(Device BOOT variable = (null) (Default boot partition is hdd:1
Menory-test set to PARTIAL

. set boot device hdd:1 x Jg=xall 1,955 ol paziwl AIDSM-2 J agaidl jlg=> jusio (095
SV9- 1> (enabl e) set boot device hdd:1 6

Devi ce BOOT variable = hdd: 1

Menory-test set to PARTI AL

Warning: Device list is not verified but still set in

.the boot string

SV9- 1> (enabl e) show boot device 6

Devi ce BOOT variable = hdd: 1

Menory-test set to PARTI AL

reset oVl pasiwl (ailuall puud) (CLI) olgVl Jlow dg>ly juc IDSM-2 laws 65ley
guest @ dsn2- sv-rack. | ocal domai n#reset
.Output 1is suppressed ---!

2ol Jlaol ol oo 5. switch show module X ;oY1 paziwl .co iYL IDSM-2 Jlasl o ST
" 88lg0" W Gl (S47(1)4.1 Jliadl Jyww Ll Gubas puwd lol 9 IDSM-2

SV9- 1> (enabl e) show module 6

Mod Sl ot Ports Modul e- Type Model Sub Status
Intrusion Detection Syste W5 SVC-| DSM2 yes ok 8 6 6

Mbd Modul e- Nare Seri al - Num

SAD0645010J 6

Mod MAC- Addr ess(es) Hw Fw Sw

00- 30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 4.1(1) s47 6
Mod Sub- Type Sub- Model Sub- Serial Sub-Hw Sub- Sw
IDS 2 accel erator board W5 SVC- | DSUPG 0347FDB6B8 2.0 6

paiwl. X dul> plisoll ol pasiuwl . gulaidl puud (8 oxgas o5 0l a=y VI IDSM-2 o JLasV, pd
.Cisco/Cisco J ,9,0ll dalS/ paziwmall puul

SV9- 1> (enabl e) session 6

... Trying I1DS-6

. Connected to |IDS-6

."[~" Escape character is

| ogi n: cisco

: Passwor d

(You are required to change your password i medi ately (password aged
Changi ng password for cisco

scurrent) UNI X password)

: New password

.Retype new password: !--- Output is suppressed
oVl slae] plasiwl, IDSM-2 655 a8
sensor #setup

--- System Configuration Dialog ---
.At any point you may enter a question mark '?' for help
.User ctrl-c to abort configuration dialog at any pronpt
."[]" Default settings are in square brackets
:Current Configuration
net wor kPar ans
i pAddress 10.1.9.201
net mask 255.255.255.0
defaul t Gateway 10.1.9.1
host nane sensor
tel net Opti on di sabl ed
accesslLi st ipAddress 10.0.0.0 netmask 255.0.0.0
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exit

ti nePar ans

sunmer Ti mePar ans

active-sel ecti on none

exit

exit

servi ce webServer

gener al

ports 443

exit

exit

Current time: Sat Sep 20 21:39:29 2003

Setup Configuration |ast nodified: Sat Sep 20 21:36: 30 2003
:[Continue with configuration dial og?[yes

Ent er host nane[sensor]: idsnR-sv-rack

Enter | P address[10.1.9.201]: 10.66.79.210
Ent er net mask[ 255. 255. 255. 0] : 255. 255. 255. 224
Enter default gateway[10.1.9.1]: 10.66.79.193
:[Enter tel net-server status[disabled

:[Enter web-server port[443

:[Modify current access list?[no

:[Modify system cl ock settings?[no

.The followi ng configuration was entered

net wor kPar ans

i pAddress 10. 66. 79. 210

net mask 255.255. 255. 224

def aul t Gat eway 10. 66. 79. 193

host nane i dsnR-sv-rack

accesslLi st ipAddress 10.0.0.0 netmask 255.0.0.0
exit

ti nePar ans

sunmer Ti mePar ans

active-sel ecti on none

exit

exit

servi ce webServer

gener al

ports 443

exit

exit

.Go to the command pronpt wi thout saving this config [0]
.Return back to the setup wi thout saving this config [1]
.Save this configuration and exit setup [2]
:[Enter your selection[2

. Configuration Saved

#sensor

do olbd ol

Cisco ;0 IDS UNIX Director -

(IDSM-1) ;l,lkll Cisco Catalyst 6500 Series ;40 oSVl OLLST pls &loas 82>9 -
(IDSM-2) ;l,kll Cisco Catalyst 6500 Series 0 plxiSVI LS| plas Sloas 62>9 -
(RECs) slaleil ollb -
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