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Connect-AzAccount -TenantID <Tenant-ID=
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Home > Resource groups
Create a resource group
Basics

Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the selution, or only those resources that you want 1o manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the maost sense for your organization. Learn more 7

Project details

Subscription * (&) l -
Resource group * (D | FECOUrSe-group-name e |

Resource details

Region™ & l {US) East US w

c IJuvods Idblo,ysé 9pzpsele IJiole.
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Home > 55H keys

Create an S5H key

Basics Tags  Review + create

Creating an 55H key resource allows you to manage and use public keys stored in Azure with Linux virtual machines.
Learn mone

Project details
Sebect the subscription to manage deployed resources and costs. Use resource groups Bie folders to organize and manage 2l Select R e P you tod fi o
Drop Down List

POUF FELORRCEL

Subscription™ () c-tac-rch-aaa-azure

| Respurce group = (5 | (M) resgurce-groug-name

Instance details Create Key Pair Name

Region* (I {US) East US

Ky pair name ™

Generate new key pair

S5H public key source

Click Review + Create

) =Pt J e

. pu bl Idelds lod) W93 logile IJpelz [JElue soujsdo.

Home > 55H keys
Create an SSH key

Generate new key pair

@ An S5 key pair containg both 8 public key snd &
private ey, Anane dossn't store the private ey,

Aher the S5H key resource |5 created, you won't be
able 1o download the private key again. Lesm more o
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Home > Marketplace

Cisco ldentity Services Engine (ISE) =

Cisco Identity Services Engine (ISE)

Cidgn Syitems, Ind. | Virtual Machene

safluat]ie
CIsco

Plan

Cisco Identity Services Engine (I5E) B L m Start with & pre-iet configuration

‘Want to deploy programmatically? Get started

Overview  Plans + Pricing

Lsage Infarmation + Support Ratings * Reviews
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lgrme > Virtual machines

_reate a virtual machine -

Basics DOmks  Networking — Management Monitoring  Advanced  Tags  Rewiew + create

—

Create & virtual machine that runs Linue or Windows. Select an imasge from Aoure marioetplsce or use your own cuslomized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review sach tab
for full customization, Leam mare o

Project details

Select the subscription fo mansge deployed resources and costs. Use resounce growps lioe folders o organize and manage all
SORUT DRI

Subscription * (O | Select Your Subscription

Resource group = () | Resource Group You Created v |

Croate rew

Instance details
Wirtual machine name = (] | i is& - NTI-name .-'i
Region * () | [US) EastUS W
Availability options & | Availability zone o
Avvailability zone * (D) | Zones 1 v |

& You can now sebect multiple zones. Selecting multiple zones will create one Y
jper one. Learn miane o7

Security type () |i Standard o i

Image * = Cisco ldentity Services Engine (1SE) BYOL 3.2 - x64 Gen

WM architecture (D) J Armod

Click Here To Select ISE Image
) Ames is not supported with the selected image.

Rur with Ansne Spat digcount (5 D

Sige ® Standand D325 vd - 32 vepus. 128 Ga8 me (5363, 5% manth) e
& dll 51TES

Administrator accownt

Authentication type (0 (®) S5H public key

Click Hore To Select ISE Tamplete (_) Password

R s s s nlenllh s maae ey ma EERLY B menle D and s mnl sllsiis cines G
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Home > Virtual machines >
Create a virtual machine
k
Basics Disks Metworking Management  Monitoring  Advanced Tags  Review + create

Define netwerk connectivity for your virtual machine by configuring network interface card (MIC) settings. ¥ou can control norts,

inbound and outbound connectivity with security group rules, or place behind an existing load balancing Yirtual Network You created Or Click
Learn more Create New

Metwork interface

When creating a virtwal maching, a network interface will be created for you.

Virtual network * ()

FEate New
Subnet® (O Select The Subnet Your created |
Public P @ | J
Create new
Select Security Group You Created Or
MIC network security group (D Q) None Click Create New
() Basic

Configure network security group ™

Delete public IP and NIC when VM is D
deleted @

Enable accelerated networking O I
The selected image does not support accelerated networking.

Lead balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more

| < Previous I Mext : Management > I

« 1Jgbgo (10): 1u@) W99 IJelds: IdDble.

Delete public IP and NIC when VM is I:l
deleted ()

Enable accelerated networking & L
The selected image does not support accelerated networking.

[ <Previous | Next:Management> |

° 1dgbgs (11): B edles ldowsse s §p wldlzeslb LlJdse UV e,)losé JJpdsd
IIJ5les6 9lud) B9 Idelds: podse.



— Microsoft Azure ' Search resources, services, and docs (G+/)

Home > Virtual machines >
Create a virtual machine
“Click Next on This Page > Monitoring > Advanced”
Basics Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create
Configure management optiens for your VM,

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
workloads. Learn more &

@ vour subscription is protected by Microsoft Defender for Cloud basic plan.

Identity

Enable system assigned managed El
identity (D

Azure AD

Login with Azure AD (@ [ ]

A\ Thisimage does not support Login with Azure AD.

Auto-shutdown

Enable auto-shutdown (O I:I



Home > Virtual machines »

Create a virtual machine

Basics  Disks  Metworking Management Monitoring  Advanced Tags  Review + create
— Premium SSD “Recommended Type

Configure monitoring options for your VM. For Production ”

Alerts

Enable recommended alert rules (0 D

Diagnostics

Boot diagnostics () @ Enable with managed storage account {recommended)

() Enable with custem storage account

() pisable

Enable OS guest diagnostics (O U

| < Previous Il Mext : Advanced > |\
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hostname=<hostname of cisco ISE>
PrimaryNameServer=<g9ly IPv4>
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lJpulb 96 1Jjpus6=<timezone>

JJpd |Jp,9,=<password>

Ersapi=<y g p/JI>



OpenAPl=<yg o/JI>
pxGrid=<¢ g p/JI>

pxgrid_cloud=<gg p/n0>
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Spdud |olas glre DNS glzs W9l Vs o030 IUgb9s. Spdud |Lol9s g9l p DNS | oldso o0
¢JIJ Cisco ISE CLI wgs IJovuse.

c. dnsdomain: Ix¢J FQDN JezlJd DNS. spdy o seess IUbegld eJs 12y ASCI sl 6le 99l ol
(-) sudlb ().

d. ntpserver: [x¢J guslo IPV4 I FQDN 1J¢loo wélbp NTP IUss sz luweésleo JJpslews.

Spdud [Uolds ¢bp NTP gles B b B 030 IJgbgs. spdud |olds ¢9lse NTP | olbss pu
¢JIJ Cisco ISE CLI wgs lJoeuse. luegse gbe NTP Loldz 96lod JJsuesd wlbyl Jiw o3l 1Jie,
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o-lJpulb§é 1Jjpuss: i)'a.J pul 96 jp0us6 gds uwwsd IJpdldd IJEUTC. vzo vaLes
COUESSU gpsE 89> Cisco ISE |Us 1Upub §6 10086 IUpouuwds JJsde 1Jeldps (UTC).
9¢luood Bl wp vowsw £8> Cisco ISE 1Ugluoo wd WOs uuiy p9jg- Suoew 03l IJlz)le pjlpuo
Ibslog Ijeusé JJodbs) slduwedlo po IJeds Idpgodds Bs gpdss IJouui, 1Ugluos
slispl.

f. JJps: udde Jdes J baser ouwzsd 589J U cisco ISE. szo fo cosldd Jps 1de,9, 1dos
wagdol pg woz JJpé 0,9, Cisco ISE. szu lu wewss JJpé 1Jeu9) eJs 6 [Js 25 238l 9l
coueeu 18el Sleal eds 118 920381 Jusil 92,8l Logs)l- Jl spdu lo cdsw Ides 1Jps) os
ool lgwe IJpuweése 19 pedg ol (iseadmin lg nimdaesi). |9 cisco: lg ocsic. 1z, 1Jgl oo
IJeuwesz wol os @~"1+=_-. Hlze Suwp "uvsluws IJps )9, IJpuueese” S IS od "ldlesls

I wlows" oo 208 awds.] Cisco ISE Jluosl,d.

g. ersapi: bgJ vgp Jopdso ERS Iy JI Jgsp IJuvpelz ERS.

h. openapi: b¢J wgp Jopdse OpenAPl s JI Jeug OpenAPl.

i. pxGrid: bgd vep Jopdso pxGrid. Iy JI Jesp IJuwele J pxGrid.

j. pxgrid_cloud: I>¢J wep Jopdse pxGrid Cloud Ig no Jgspe lJuwele J pxGrid Cloud. Jopdso
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Home > Virtual machines >

Create a virtual machine - Select This
Enable user data .
f—
User data ™ hostname=isehostname

primarynameserver=primary sever ip aaddress
dnsdomain=domain fgdn

ntpserver=ntp server ip address
timezone=America/Chicago

usemame= iseadmin

password=passwored

ersapi=yes

openapi=yes

prGrid=no

prgrid_cloud=no

Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance D

with NVMe (D)
n The selected image and size are not supported for NVMe,
See supported Wi images and sizes
Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to your
Azure subscription. A dedicated host gives you assurance that only VMs from your subseription are on the host, flexibility to
choose VM3 from your subscription that will be provisioned on the host, and the control of platform maintenance at the level of
the host. Learn more '

Hest group (D) Mo hest groups found '

Capacity reservations

Capacity reservations allow you to reserve capacity for your virtual machine needs. You get the same LA as normal virtual
machines with the security of reserving the capacity ahead of time. Learn more =

S P S | T e

T |

Mext : Tags >

Suve wslule Idpguoise

« 1Jgbgo (13): lud) W9y IJelds: Idedlple.



Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance :|
with NVMe (&
@ The selected image and size are not supported for NVMe,
See supported VM images and sizes ¢

* IJebos (14): Jlogble Lisle Gese luvple cose JI cuousd 1Jpsh 930z IJess> pu sl
9pzesele IJesh bed Sse S edds 1luwe 913 sps.

Home > Virtual machines >

Create a virtual machine

Basics  Disks  Metworking Management Maonitoring Advanced Tags  Review + create

Tags are name/value pairs that enable you to categorize resaurces and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learn more about tags C

Name () Value () Resource

| Tag Name | : | Value Name | | 13 selected 4

" [ Jgkess (15): lody 98 IJolds: eolees + logble.

[ < Previous [ Mext : Review + create > l

o 1Jeb9s (16): Hlze Idpedsple IUos @spwol pos IUlL 9ol W98 luyle.

Swp &ue ulwis IJugiy 36> IJo®re. suvedHd lugile posd Cisco ISE 9¢,9W8.s50
JJlwegsle 291U 30 58556 S p £rup persd Cisco ISE VM s

0l 856 IJizojs IUbloysé (Iluwegse edd Idwee Issuvs JJges, eds 1J1b).



Home > Virtual machines

Create a virtual machine

| D validation passed I

Preferred e-mail address

Preferred phone number

Basics

Subscription

Resource group

Wirtual machine name

Region

Availability options
Availability zone
Security type

Imagé

Wi architecture
Supe

Authentication type
Username

Kl_v},r P naMe

Azure Spot

& CreateVm-cisco.cisco-ise-virtual-cisco-ise_3_2-20230926145056 | Overview =

Deployment
K Spmrch
we Drewrddw
x Inputs
Dutputs

Template

= Previous

Availability zone

1
Standard

Cisco ldentity Services Engine (1SE) BYOL 3.2 - Genl

wbd

Standard D165 w4 (16 vepus, 64 GiB memory)

55H public key

seuser

Nao

) Cancel

Mext >

Deployment is in progress

Deployment name: CreateVm-cio.cisoo: ise-virtual-cisoo-ise_3_2-2..

g Subscription

Resource group:

~ Deployment details

Resource

e 0008

Give feedback

B Tell us aboul yeur expenende with deployment

ol 1Jgpd wgs 3Jd

wuvww IJlesh IJId e, los J Microsoft Azure. p odsse zolj Cisco ISE VM IJss luuuleo
w2ze uue Swdé 300 pselolse Bib. colbde g9 Cisco ISE uvdd wegdes uves Suuo
o38d &0 300 zszlolse. spdud 9686 wuwso 1J3ld)6 IJbloyse g8, 1JIlBSe gus wyvgsd

Cisco ISE oy, Microsoft Azure JigJ p,6.

Downlead a template for sutemation

L Download ) Bedresh

Coarrelatsan 1D

Type

Microsalt Computin ruslhiachines
Micraseft Networkfretworkintensces
Migrosoit NetworiohanualMetworks
Migrosott Mebaorkpublcl pAddresies

Microsoft Mg twork/retworkSecuntyGroups

Start timec 9262023, 40605 P

Status

Croated

Croated

O

[= 4

[+

Operation details
Operation details
Operation details
Operation details
Operation details

Dperation details
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1. lsBlw pesd Cisco ISE.

Homa

K3 isedemo-cybersec # x

Wirtual maching

—_—
£ Search 4 & Conneat st & mestar] [ Swp | 5 Coprure (8] Detete () mefresh [ Openinmebile 5 Feedback [2. cuyps
—
B overview
# Essentials
E Activity log
Resource group (move) : Operating system
fo, Access control (LAM)
Status : Running Size
¢ Tags Location : Public IF adidress
A Daagnose and sobe problems Subscription [maove) : Wirtual network/subnet
Seitings Subscription ID ] DMS name
. Availability zons B | Health state
& Metworking
Tags (edit)
& Connect
B Duis
Qg Properties  Monitoring Capabilities (T) Recommendations Tutosials
ize —_—

2. 168, W98 1J8,u0 1Jp9z9> B 1Uzse Ilsuwy 9lod, W9 1U8)ue 1Jss wuwagspo pg Cisco
ISE.

Home © isedemno-Cybersec

@ isedemo-cybersec | Disks « (2]

Vs
£ Search i adtioral tettings 57 Fesdback o7 Troubleiboot
BB Overvien a5 disk
B Anivieyleg & Swap 08 disk
TR Access conbrod (LAR) o itk name Storage hpe Sive (GiH) My I0FS Ma thircasghgt | Encryption (&
¢t dedemo-Cyterses OsDiik 1 d144bda962e98 d6az4d3 || Premium S50 LRS 300 230 150 S5E with FMIK
A Diagrstrie and W prodiems

Data disks

£ Filter by nuarra
Showing 0ol 0 antschesd dats ks

[
B Disks
t Create and attsch o new dik & Artach ety diks

LUN sk name Sonage e Size (Gl B gex BOIPS: Max throughput { Endryption ()
T Macrosof Defender for Clowd

3. 108, W96 IUzze + IUble B Iz 1wy



Home i | Disks

= OsDisk_1_d144bfa962e94fd6a24d3a28472c55fb #+ =
sk
+ Search L e Wl T~ Create VI image version T~ Create snapshot {3 Redresh r‘ Give feedback

B Oeerdew o Exsentials
B Actity log REsouece Qroup (e Dk give 300 GiB
R Beoeis control [LAMY Dk state : Reserved Storsge type : Premium 550 LAS
= ]
T Location & Managed by ¢ |sedema-oyberiec

L

Lirwax

# Dragrase snd sohee problems 00
Setlings Q262023 40617 FM Man dhasid o

& Configuration Awadability 2o

Pesformance tier : P20 - 2300 108E, 150 Mbys
Security type : Standard

Encryption
Tagr (edit)
= Metworking !
x Duisk Expoet
I Proparties Show data fer it Thew Ghours  12hours EEGED 7 deyi
& Locks

4. B edd zee Mduwe Ietupue: bed zee IJduue 13s wogo: s GIB.

Home OsDisk_1_d144bfa%62e4idba4d 3a2B4T 2055
= OsDisk_1_d144bfa962e94fd6a24d3a28472c55fb | Size + performance =
Dk
+ Search
Storage type &)
B Overview Prermium 550 (hocally-redurdant siorsge) W
B Activity lag Sare Disk tier Provisioned IOP5S Provisioned throughgut Max Shares ()
%8 Access control (LAM) aGie 1 120 25 3
& Tags gGie P2 120 25 £
# Diagnose and sobve problems 16 G PR 120 2% 3
32 Gl 2] 120 25 ]
Settings i
o8 Gel PG 240 50 3
& Configuration
128 Gig Pl 500 100 3
| Sare + performance
56 Gik P15 1100 125 L]
Encryplepn
; 512 Gilk P20 2300 150 3
= Metworking
1024 Gi P30 S000 200 5
= Disk Expont
. e Gig Pal TEO0 280 5
I! Properties
4006 GiB PSD TS0 250 5
& Logks
B192 GiE PEl 15000 500 10
Manitoning
16364 G4 Pl 18000 50 10
i Metrics
' I2TET Gib FaD 20000 900 10
Automation
Custom disk size (GiE)
o P
2o Tasks (previen) 300

= Export tomplate

ﬁ il
Help
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ige, Idpole IJos weole [Jsol 88p woudss IJgbsle oW osdss.
1. 1glx6 Jowl JJpé py9, Cisco ISE GUI py gJIJ 926 Idoedp Jouwduwd s

* 1dgbss (1) gwed 1U>g9d Ids uwelws Azure slge, pzeses Ipsls Idos cruss eds IJzels
|Jblo,s Cisco ISE.

* 1Jgb9s (2): pu Blises 1Jeslys 1u@) 9938 pusd Cisco ISE 1U3s w)ss lghse wgssy JJpod
IJen9, Jo.
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Home > Virtual machines

Virtual machine% : e | %
oty Virtual machine
T Create ~ = Switch to classic - £ Search & Connect L Restan _| Stop 3 Capture Delete fefresh Jd Ope
Filter Tar amy fisld @ Insights
Filter for any field 9 A Essentials
Marme 7 B Alerts
Resource group (mave)
e | snn na  Metncs Status Running
H  Diagnoitc seltings Lacation East US Zane 1)
& Logs
L8 Connection manitor [Class) A
B ¥ ZOne 1
al Workbooks ' '
Tags (edi) Acld 1305
Automation
o Tasks (preview) Properties Manitaring Capabilities (7) Recommendations Tutorals

¥ Export template
B virtual machine

Help
Click Serial Consale

¥ Resource health Linux (redhat 8.4)

E EBoot diagnostics Image publisher oo

5 Image offer cisco-ise-virtual
% Performance diagnostics
Image plan Cisoo-ige 3 2
L ¥ Inspector (Preview)
Wi generation w1
Reset password WA architecture wied
A Redeploy + reappl Agent STatus Ready
B Serial conzole Agent version 21003
Host group Mone

BB Connection troubleshoot

* 1gbos (4): I3l eo weue Huwlds gl oul Buuscesy edsd cpdso wubtsLole
lJoeoss pu ¢JId wuwdss IJgbsle gldeldol:
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Virtual machines ) | Boot diagnostics =

Create = Switch to classic

Screenshot Senal log
Mame T BN Alerts

[ ¥ ) snm ml Metncs Updated: Wednesday, September 27, 2023, £:11:12 AM UTC Download sreersho

& Diagnostic tetlings

Logs

4 Connection manaor {clsdic)
a Woskbooks

Automation

Tasks (preview

Help

% Resgurce health

= Boot disgnostics

Performance daadnodstics
Wi Inspectar (Preview)
a

et password

2 Redeploy + reapply

BT Serial console

B Connection iroubleshoot

w108 B8 Cpdsu wluwedsle tuvle CEisU pELEL- G lud) B8 2 9b.
Home > Virtual machines | Boot diagnostics

I3 Boot diagnostics

| C] Save

>‘< Discard

Use this feature to troubleshoot boot failures for custom or platform images. Boot diagnostics can be used with a custom
storage account or with a pre-provisioned storage account managed by Microsoft. Please download the info you need
before switching from managed storage account to custom storage account. Learn more O

Status
(") Enable with managed storage account (recommended)

I Enable with custom storage account |

(_) Disable '

3%&]”0&“{}- storage account ¥

Mo existing storage accounts in curre...

LIl oWy
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Virtual machines E
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5 Beucwce health 3 K |} added Azure fabric firewall rules
B B0
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[ L Irripectn " bytes)

pret ept in L deat
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IT
a IN

storing routi
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o 1Jgb9s (9): Iuwegspe 1Jie, application reset-password ise iseadmin JoJdsso JJeé o9,
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Home » SSH keys

Create an 55H key

Basies  Tags  Review & create

Creating an 35H key resource allows you 10 manage and use public keys stored in Azure with Linu virbaal machines.
Learn mose

Praject details
Select the subscription to manage deployed resources and costs. Use resounce groups like folders to organize and manage all Badact Baacaca i Py e
YOUr MESoUroes. I)m: ﬂmp F:u
Subscription™ (D . - | /
Resource group * (0 [Mew) FESOUFCE-Group-name L |
Instance details Create Koy Pair Mame

Region * 0 [ (us) east us v |

Key pair nams = | key-pair-name ] /
55H public key source | Generate new key pair ~

/ Glick Review + Croate

Sedud IJzuosd eds uld36 puoe§s Jopass pdulz IJoussd IJglue sluuble 95> $99e
wouisd pole SSH Jpdud .pem.

Generate new key pair

o An 55H key pair contains both a public key and a3
private key. Azure doesn't store the private key. After
the 55H key resource is created, you won't be able to

e |

Download private key and create resource

Return to create an SSH key resource




o [Jgbyo (2): Jluuvle puwe9se zas> Jedb IJpelz IUglp IS0 Hlze 9elis, § Azure Repos.

151 o Josd oldBed puwesse spdo 1dsue9d Idsoe eu ¢l slzos wulo, 1JIsle) B§e
vldogbs lds [Ugbss 3.

« 1Jgbogs (3): Jlgwas,b IJpdelz 1dgle IJzass: Iuwaése 1Jle, crypto key import <l wpe
IJedd lissuws 1Jgle> 1dpuwegsg <luwe lJpuwe9re>.

o« 1Jglogs (4): g 1Yo pld IUlguas)ls spdod ouvesd 1Js¢sd 1Js Cisco ISE g, SSH
oluwedsle el 1Ugle 1Uzoso.


https://learn.microsoft.com/en-us/azure/devops/repos/?view=azure-devops
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