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€ Cisco Secure Client — X

) ren] '
asco  OSecure Client

Status Overview Umbrella
Statistics Message History
AnyConnect VPN
[
Zero Trust Access Sacia Wab Gabisay "
License valid
Umbrella Web Protection Status: Cloud Service Unavailable
HTTP Requests: 5
HTTPS Requests: 37
Bypassed Requests: 191
Umbrella Proxy: swg-url-proxy-https-sse. sigproxy.qg.opendns.com
DNS Security IPv4 ~
TCP Requests: 0
TCP Responses: 0
UDP Requests: 579
UDP Responses: 579
DINS Security [PvE ~ B
Collect diagnostic information for all B ’ -
installed components.
Diagnostics
€Sy pees Jelds zelsé DNS
€9 Cisco Secure Client - X
Y S C I t ©
CISCO e C U re l e ﬂ
Status Overview Umbrella
Statistics  Message History
AnyConnect VPN
]
Zero Trust Access DNS/IP Security Information ~
IPv4 DNS Protection Status: Unprotected
Umbrella IPv4 DNS Encryption: Off
IPv6 DNS Protection Status: Disabled (no network)
IPv6 DNS Encryption: Off
Client Name: DESKTOP-ONQL139
User Name:
Last Connected: Today 02:40:43 AM
Logging: Disabled
Secure Web Gateway -
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IJgluod wol vuwow punldd B louold IuveJs.

131 Jp SUp pdlzlbs 030 lJpuuddé gds ol IUJposse) IUgpsd Upu‘gid'u Bes Il s bosl
seus lu ldubeds IJos souod wol zols IJdpusye) pdssse eds Idhze 9dl s
Mecbdole 1Jpsozs S aolisd SSE



https://docs.sse.cisco.com/sse-dns-guide/docs/network-requirements-for-secure-access#secure-access-dns-resolvers
https://docs.sse.cisco.com/sse-dns-guide/docs/network-requirements-for-secure-access#secure-access-dns-resolvers

¢lJo 2plsé DNS g, pgposd

gwpl oy 2lJs DNS g Ipzpséd Bou IUbze 1o 19236 1Jupbss 1dpwzods Jl cpass s
louold @ Idoslule Jggl>p OpenDNS (208.67.222.222 9208.67.220.220).

oS uwed [Ubged Vs pJud cscUmbrellaplugin.txt. 909 zje pu 2jpo DART.

2024-08-27
2024-08-27
2024-08-27
2024-08-27
2024-08-27
2024-08-27

03:
03:
03:
03:
03:
03:

07:
07:43
07:43
07:48
07:48
07:53

43

[8880]
[8880]
[8880]
[8880]
[8880]
[8880]

[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]

A AN AN AN A A

12>
12>
13>
12>
12>
12>

Dns
Dns
Dns
Dns
Dns
Dns

Protection
Protection
Protection
Protection
Protection
Protection

IPv4
IPv4
IPv6
IPv4
IPv4
IPv4

State
State
State
State
State
State

Machine:
Machine:
Machine:
Machine:
Machine:
Machine:

checking reachability of pr
probing for OpenDNS resolve
rejected all candidate reso
checking reachability of pr
probing for OpenDNS resolve
rejected all candidate reso

JJoedd pu publId IUloLold 99ia§)o| 056 12,8 spdud wepse IJodlb IJlgudld gJs 9lzos
ez IJebss Jddposye, (WiFily Ethernet). sl wegsle pouive Iderue Jdoze Séb gu 2yds

lJeos) 1Jpszes s wedsdle OpenDNS:

ip.addr == 208.67.222.222 or ip.addr

A "2intertaces
File Edit View Go Caplure
L RME ] =@ &

| [ip.acidr == 20867221222 o ip.acdr == 208.67.220.220

Anibyze  Statistics

Ha. Time

Telepharsy

Sounce

57 2824-98-27 B3:86:236.491417 [192.165.9. 284

3327 2024
6797 2824-

98-27 B3:07:16.585199 192.168.8. 284
88-27 B3:07:43.572681 192.168.8. 284

6798 2824-88-27 83: 192,168.8. 204
6825 2024-98-17 03:97:43. 192.168.8. 204
6826 2024-98-27 83:97:43.7 45 102.168.9.284
6915 2024-98-27 03:07:48.569876 192.168.0. 204

BO1E 2824
BO1E 2824

-08-27 93:07:48. 569878 192.168.9. 204
-98-27 03:07:48.757141 192.168.8.204

515 2824-08-37 03:07:48. 77158 192.158.8. 284

TE1 2824-98-27 83:97:54. 070832 152,

TEBE 2824-9)

03:87:58. 541137 192,

7887 2024-98-27 83:07:58.541137 192,.168.9.204
7891 2024-98-27 B3:07:58.663816 192,168.0.204
7892 2024-88-27 B3:07:58.663964 192,168.0.204

Wire

deis  Took Help

L= E&een

Destination

| 208.67.222.222

WE.67.222.222
208.67.222.222
108.67.120.229
08.67.222.222
08.67. 220,220
208.67.220.220
208.67.222.222
208.67.222.222
20867, 220,220
208.67.222.322
208.67.220.220
208.67.222.222
208.67.222.222
08.67.220.228

== 208.67.220.220

Protocol Lengtt Destinstion Port  Info
standard query @xf7fb TXT debug.opendns.com 09T

NS
NS,
DNS.
DS

120 53
128 53
77 243
77 243

standard guery @xf7fc TXT debug.opendns
standard query @xe989 TXT debug.cpendns
standard guery 8xcSe@ TXT deb
Standard guery @xfecs TAT deb

e
utry Bxbafa TXT deb
uery @xe6?l TXT deb
uery Buidds TXT deb
uery xcfSS TXT deb
uery @xfaSl TXT 2. dnscr
uery @x4381 TXT debug.cpen

uery @xaSh3 TXT debug.
n. y BxeSf3 TXT debug.
ndard query @x31c3 TXT debug.

com OPT
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Date : 08/27/2024
Time : 06:41:22

Type : Warning

Source : csc_swgagent

Description : WARN | Thread 27cc | TCP handshake to SWG Proxy URL was not successful. Since fail open p

Jdoeded e, $e vree 1Jodlb Iz Jlovle o Idewsse) Jl souops louald wélbe
SWG.
luoyw Idle) Vs luwolisss o spuad SWG goglu:

<#root>
C:\Users\admin>

nsl ookup swg-url - proxy-https-sse. si gproxy. qq. opendns. com

Server: ad.lab.Tocal
Address: 192.168.0.65

Non-authoritative answer:
Name: k8s-sigproxy-sigproxy-c8f482b42a-ddf1929ae349b3e5.elb.eu-west-2.amazonaws.com
Address:

18.135.112. 200

Aliases: swg-url-proxy-https-sse.sigproxy.qq.opendns.com
swg-proxy_eu-west-2_1_1n.sigproxy.aws.umbrella.com

Jdoezdd pu punldd IJlouf)U 9oid§)o|‘ Spdud vepse lJollb IJiouleJ eJs 9lgod ptre
lJebss JJIpwsyo, (WiFi lg Ethernet). 9l ueésle pouve IdeHue Jdwee Wb gu 2o 1Jp,9)
IJp9z06 IJs ¢lse SWG (Iuwegsle guslu IP 1Uss e lJzuosd edso B 1Jglogs 1dwle$6)

ip.addr == 18.135.112.200
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buwld 2je TCP SYN IJp9zos |Js 18.135.112.200: 9JJuo sedds TCP RST Jlwaogles.

9 wwsubsy Idpepd IJpess o3l Jlo 2ol zelss IJubll spue s o9y IJuslule [ds guslo
IP J SWG.
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* |Jpu95208.67.22.222 TCP/UDP 53
« |Jpww9s 208.67.220.220 TCP/UDP 53
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