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General Settings

() Beners Sutiings
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> () Tinnal 1D and Passphrase
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() routing catéx
o Admin Z
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4 Data for Tunnel Setup
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Network Tunresd Groups 3 Detalls
Edit Network Tunnel Group
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odosu wog IKEV2 gl 9u,lz IKEV2. wess 030 Idpgdele 1Ugpesle IJpuwegsps Jdb,l IKE SA
(e 1):

crypto ikev2 proposal sse-proposal
encryption aes-gcm-256

prf sha256

group 19 20

crypto ikev2 policy sse-pol
proposal sse-proposal



pdlebs: o 9 oe edlpsd Lldtb IJersuo eds Idpedele 1dpde,zs sldpcldss Vs
euvwudlo SSE: https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-
parameters

I wosHs pdds IUpvdlose IKEV2 IJos wess guslo IP Jogbs IJluwodeld slde e sldedclz
lJeuvond puwedl IJpuwese Jdpeuolb 96 wluuegsle 9256 IUlgwoguld sldo e 1Jglod o SSE:

crypto ikev2 keyring sse-keyring

peer sse

address 35.179.86.116

pre-shared-key local <boring_generated_password>
pre-shared-key remote <boring_generated_password>

oubdsd j9z pu wyLosle IKEV2.


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
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SuwpS 0956 IKE [Jgluos w9zsd Ul wewold gldoe 1Jgluos o SSE |Js u9g guslo [P gos
ouwlas IP 1Jgle 1Ugluo w9226 IJluwegold sldo e [JEleé o SSE.

ey Jlouile 10818 pogssé Uluwegsle pzees vdd IJubuds v wol eJs zluw
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pe,81e IKE 1 ppdsé:

cat8k-dmz+tunnel1@8195165-622405748-sse.cisco.com g cat8k-dmz+tunnel2@8195165-
622405748-sse.cisco.com

Jizb 1UJdlz 96 ldos weo luolveol |Js JJ gwduvds (tunnell g tunnel2)

pdlebo: |6 ogsle IKE 1Jeedss 1Jp3d9,6 08 pg)d pild puwedse Bs uvsulysy ol
lJpgow. Spdod wpass ls Jlgds ysroli W @b wlds pu luvosle lJpobdole.

crypto ikev2 profile sse-ikev2-profile-tunnell

match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnell@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring local sse-keyring

dpd 10 2 periodic

crypto ikev2 profile sse-ikev2-profile-tunnel2



match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnel2@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring Tocal sse-keyring

dpd 10 2 periodic

oJISu pgessd wesd IPSec. seas o3l Idlesls 1Ugsbspslo IJpuwwises Jlouslu irolc, IPsec
(1Jps2Js 2)

crypto ipsec transform-set sse-transform esp-gcm 256
mode tunnel

ouvdsd wuosdle IPSec ldos oyl wyosdlo IKEV2 Cezestle wzosd:

crypto ipsec profile sse-ipsec-profile-1
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnell

crypto ipsec profile sse-ipsec-profile-2

set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnel2

glzole IJludl § 1blo,sé

Sebs 03l 1Jduwe wdssu slzole 1o @ IJblo,ss: 99lzole IJlgwezle Idpuwwgsps Jpos,)
JJusa.

B wsubsy Idptow IUss wpo pulSuboo: vzolz Ids lugble slzes VT pg Idubs, 13l
oluwegsle S ewslu IP 1Jgle. ls ol sewgs golj Cisco I0OS XE Ussul eds 9lzod peye 9lzo
W §b GigabitEthernet1.

Cisco 10S XE JI suwlus wuvdsd 1Je) oo lo 9les VT pg 1J 08 wo 0§ puos) 9¢lss ub .

in order to wglbw 03l wpass: luw Suvelbse luvegpde loopback Lo sug )sBop JudE puos)
Vs VTl gvguos.

ould IJJsd pu lJgsble Jozdsy louold IP wso IJluwesgle seuslo IP 1Jgle J SSE:

1. 9p wotuwosue ewslu IP Iduled Jdoszse wuvdd gle Jslzoesd IUlpweele (sebde
pJIsé pyulzs gusly IP Ieles)
2. 9p wotuoswe EWlu IP IUEILe Jslzes IUluweszle 52,96 a9y NAT wuvdd ssulesds



wluweedle puos, IP ddluweele. : : :
3. luwwesle glgole VASI (éﬁ@_, 238906 £Js 1Ugxss pu IUlubed IUlgwl guss Jol 1ol o096
Jdlesh glugwed vl IJIble 9]l odlzol)

B o3l Iduwsobsy: wwoulduv IJgsh Idelus.

Bp wodasu 9lzows luvaezle: sluows IJie, "ip nat inside" wew JJ puopl.

interface Loopbackl

ip address 10.1.1.38 255.255.255.255
ip nat inside

end

interface Loopback?2

ip address 10.1.1.70 255.255.255.255
ip nat inside

end

OISV Ylisps IJozde Os 1Usuosd [Us NAT Issuolpsds soslo Ized 1U5ls> J NAT:

ip access-Tlist extended NAT
10 permit ip 10.1.1.0 0.0.0.255 any

ip nat inside source Tist NAT interface GigabitEthernetl overload

odysu 9lzole IJuwd§ Idblo,ss.

interface Tunnell

ip address 169.254.0.10 255.255.255.252

tunnel source Loopbackl

tunnel mode ipsec ipv4

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-1
end

interface Tunnel2

ip address 169.254.0.14 255.255.255.252

tunnel source Loopback2

tunnel mode ipsec ipv4

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-2
end



pdlzbs: B pusobes Idpged IJpsuoe: clos guldsu IP IJos op cesswol IJs VTls
o0 Godlo BHEs6 £y ponlpds wdses 169.254.0.0/24.

sedod lpwepsle puwled bods B)ess s 9JIu ould pubdule pesus poued$s o
BGP vobdy puwles IJeuslo oJdJd.

w9zso BGP

9sébs 03l IUduwe e IJodssu IUpbde Jluuile pulb§6 29l BGP Lluwegsle 9256
IUluwedold sldoe 1Jgluos o SSE.
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p0 lzd louble w8 £lpd £Js w19w8dsd BGP gy JJ pu VTIS: pwudse wozas ghosu
169.254.0.9 (Tunnel1) 9169.254.0.13 (Tunnel2).

weolz lsuol lJs wpass AS Iduess 988l JJBseé IJos wp jdswol Bbs J9gs pedsple SSE.



<#froot>

router bgp 65000

bgp log-neighbor-changes

neighbor 169.254.0.9 remote-as 64512
neighbor 169.254.0.9 ebgp-multihop 255
neighbor 169.254.0.13 remote-as 64512
neighbor 169.254.0.13 ebgp-multihop 255
|

address-family ipv4

network 192.168.150.0

neighbor 169.254.0.9 activate

neighbor 169.254.0.13 activate

maxi mum pat hs 2

pdlzglbs: szo I odou ldpuwble Idos sope odysoel po Ul Jublesy poplads wplel.
$89p [Jpszo vupdd I8)los ot usw 9l puoe B B 2a9d IJwszse.

Jduwele votuse 198, pu puvl pod)) Sles Bis 229J IJwsese (9opdsu ECMP). szo
odosu IJe> IJiLéuos Jdeuwble <gx5 IJpwble>"
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Sew o ous uBBsu Iuwlunsso Bs Jsgs pedsple SSE:
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 Network Tunnel Groups

catBk
S
Review and edit this network tunnel group. Details for each IPgec tunnel added Lo this group are Bsted including which tunnel hul it is a member of. Hellp
Summary Last Status Update  Sep O 2024 2:32 M
" A Warning Primary and secandary huts mismatch in number of tunneis.
sight
Reglon Urited Kingdom Rauting Type Dynamic Aouting [BG)
- Devica Type (57 Device BGR A5 B5000
Connect Paer [Secure Access) BOP AS Ba812
BOP Poes (Socure Accens) IP Addresser 16025405, 18925405 View sdvanced satlings
-
Primary Hub Secondary Hub
. & Hub Up 0 Hub Down
2 i}
Active Tunnets & Actbve Tunnels
Tunnel Group 1D CHBl-amzBE195165-62 2405748 550 cisco.com Tunnel Growg ID catBk-dm2@8105165- 62240574 6-se.Cieca com
Data Comtor she-oun-2-1-1 Data Conter 21
1P Asdress 3517886116 1P Address

Network Tunnels

Riview this netwark tunnel group's IPsee winnels. Help 0

Tunnels Paer 1D Poor Device IP Address Data Centor Namo Data Center IF Address Status Last S1atus Update
Primary 1 9327 173.38.154194 S5E-2IW-2-1-1 3I5179.86118 Sep 03, 2024 2:32 PM
Primary 2 ¥BI2IE 173.38.154.194 sse-euw-2-1-1 35.179.86116 Sep 03, 2024 2:32 PM

lJe9zo Cisco I0S XE Router

c2dd pu o JUNJoBBso B 21Js IUluveesl o zluw Cisco 10S XE:

<#root>
wbrzyszc-cat8k#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.1.1.70/4500 35.179.86.116/4500 none/none READY
Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/255 sec
CE id: 0, Session-id: 6097
Local spi: AL5E8ACF919656C5 Remote spi: 644CFD102AAF270A

Tunnel-id Local Remote fvrf/ivrf Status
6 10.1.1.38/4500 35.179.86.116/4500 none/none READY



Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/11203 sec

CE id: 0, Session-id: 6096

Local spi: E18CBEE82674E780 Remote spi: 39239A7D09D5B972

288 pu U ol 86 291, BGP wepd pe JJI IJubs, su:

<#root>
wbrzyszc-cat8k#

show i p bgp sumary

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.0.9 4 64512 17281 18846 160 0 0 5d23h 15
169.254.0.13 4 64512 17281 18845 160 0 0 5d23h 15

<23 pu lu ldesze sede Ipuwble 1Juozses pu wu9w9dsd BGP (ould udboly cldsosy
eds UG powes O z29d IJwszso).

<#root>
wbrzyszc-cat8k#

show i p route 192.168. 200.0

Routing entry for 192.168.200.0/25, 2 known subnets
B 192.168.200.0 [20/0] via 169.254.0.13, 5d23h
[20/0] via 169.254.0.9, 5d23h
B 192.168.200.128 [20/0] via 169.254.0.13, 5d23h
[20/0] via 169.254.0.9, 5d23h

wbrzyszc-cat8k#

show i p cef 192.168.200.0

192.168.200.0/25
nexthop 169.254.0.9 Tunnell
nexthop 169.254.0.13 Tunnel2

losl 2596 1dp,9) 90288 pu luveesle JJNJoBdBso seubles gpdsle IJo opso 9esble §be
lJlouold ouslss Jddsopl.



<#root>
wbrzyszc-cat8k#

show crypto i psec sa | i peer|caps

current_peer 35.179.86.116 port 4500
#pkts encaps: 1881087, #pkts encrypt: 1881087, #pkts digest: 1881087
#pkts decaps: 1434171, #pkts decrypt: 1434171, #pkts verify: 1434171

current_peer 35.179.86.116 port 4500
#pkts encaps: 53602, #pkts encrypt: 53602, #pkts digest: 53602
#pkts decaps: 208986, #pkts decrypt: 208986, #pkts verify: 208986

ltosbsl spdoud wEPSE IJedlb 1Uz506 eds Il glzole VT JJolds po p9l506 2od 2,96
IJeu9s wso VTis. 19,1 IULbble Ws 030 1edlds Jodysy Iedlb 1dz506 [dpuoews eJs zol)
Cisco 10S XE.

B Idpeld: o 1Jp oS 2B pszo I0S XE oo CISCO o IUpuos, IP 192.168.150.1 )
bJole ICMP |Us golos IP pogsss oo lduvwds 1JB,es6 192.168.200.0/24.

el &yse s p9lus gpd bdole ICMP Cldoulss wso IJIoslé.

<#root>
wbrzyszc-cat8k#

show nonitor capture Tunnel 1l buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
1 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
10 114 26.564033 192.168.150.1 -> 192.168.200.5 0 BE ICMP
11 114 26.564033 192.168.150.1 -> 192.168.200.5 0 BE ICMmP

wbrzyszc-cat8k#

show nonitor capture Tunnel 2 buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.1 0 BE ICMP
1 114 2.000000 192.168.150.1 -> 192.168.200.1 0 BE ICMP
10 114  38.191000 192.168.150.1 -> 192.168.200.3 0 BE ICMP
11 114 38.191000 192.168.150.1 -> 192.168.200.3 0 BE ICMmP


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
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