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lowed ol I izble ol o Jlzol
Loz 8.9 o0l 6 1 (IKEv2

o lJelenss (IPSec

lJp 9500

S92z 0l IJpuwewd Jsss wdsu 1Jsuoad IUlew wlugwedsle 2ol 1dzelss IUlew pe 1Je9s,
lJelds.

IJpolbdoule IUlgulusé



¢ o Jos suols 86 ZTNA SSO

. oJ9so 19009 [lee Ls VPN s o9 s ogs
lJpolbdolo

o900 Cisco Llu odsy Jssd pe,Ws Lldeslose IJeldss:

* o) b6 Firepower 7.2

* wyulez IJ.>«~_'9IE u2d wodss IUblge IJulyse 7.2
* 1Jsuo9d IUley

+ Cisco Secure Client - VPN

+ Cisco Secure Client - ZTNA

* ool w90 jslsl
lJpdoule |dpuuegspd
ouvows Idpedspele 1Jgl)o WS 03l Idpuwews 1Js:

* oy blyé Firepower 7.2

* wulez IJ>-_'9IE w2 wodss IUblge IJulyse 7.2
* 1Jsuosd IJlew

» Cisco Secure Client - VPN

» Cisco Secure Client - ZTNA

op logile Idpgdspele 1916 Vs 03l Idpuwews pu Uiaojé 1J 09296 WS wSiS6 pgpdso gluoo.
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https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://docs.sse.cisco.com/sse-user-guide/docs/configure-integrations-with-saml-identity-providers
https://docs.sse.cisco.com/sse-user-guide/docs/configure-integrations-with-saml-identity-providers
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks

Secure Firewall
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Loppw Cisco Secure Access Jgplsé lJobuséle [Jgluos 9098, 109009 1Jsol: gJs Tuwlw
peds 98l gds Iduvwdle. Jel lue suoeu IJleuold po Iuveds 1Us 1Jlow o, 9swedd
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Internet Access Traffic —— INTERFACE P
Private Apps Traffic ——
PrimaryWAN 192.168.30.5
PrimaryVTI 169.254.2.1
SecondaryWAN | 192.168.0.202
LAN SecondaryVTI 169.254.3.1
192.168.10.0/24
PrimaryVTl RA-VPN Pool

—
= I Access

S
SecondaryVTI //

ZTA

——

RA-VP N

—

lJodosuy

od9so Gvods VPN gdis 1s,o9J 1Uleo

loewdd lJs Jogs bl Llasad llsw.

192.168.50.0/24

ZTA Network
\moeaooﬂo

52 Overview Overview
Thee Crverview dashboard displiys S181us, usage, and health metrics for your orgarization. Use this indormation 10 sodress secuity thieats and monilor system
&
Rescurces Data Transfer
' Secune TOTAL USAGE
o o 69.52 MB Total traffic
725,98 MB " Dacrasse (lust 7 days)
o Ad
16.45 MB Received
E A - 35,39 MB " Desrasse (st 7 days)
53.07 MB sent
oA i— . I

usage. Help .

e lud) 999 Connect > Network Connections

* oo lJu@)Nework Tunnel Groupsi99,9 + Add


https://login.sse.cisco.com/

B8 Overview

Network Connections

Manage connections between your data centers and SSE

Experience Insights

“ 1 2 Essentials

Connector Groups 3

Network Tunnel Groups

Resources o

Network Connections

o1l

Warming £ Connected @

1 Secure Users and Groups
k*  Monitar s
End User Connectivity
&5 3 framawork for astablishing tunndl redundancy and high
@ Admin the hubs within a network tunnel group o secwrely control
1 private resources. Help
A workflows
“ Qs l [ R w ] 11 Tunnel Groups 4
Hetwork Tunnel Primary Hub Data Primary Secondary Hub Data Secondary
Group S Region Center Tunnels Center Tunnels

* |JoY9sTunne Group Name: RegiongDevice Type

. lUL9.) Next

@ General Settings

@ Tunnel ID and Passphrase

@ Routing

@ Data for Tunnel Setup

General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure
Access, and choose the device type this tunnel group will use.

Tunnel Group Name

[ Secure Firewall ® ]

Region

l Europe (Germany) w ]

Device Type

[FTD v]

Cancel

* 9 wwd9syTunne ID Format9 Passphrase

* |QL§JNeXt

@ General Settings

@ Tunnel ID and Passphrase |

@ Routing

@ Data for Tunnel Setup

Tunnel ID and Passphrase

Caonfigure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format
@ Email

Tunnel ID

IP Address

[ securefirewall @ | @<org><hub>.sse.cisco.com

Passphrase

Show &

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

Show & ]

{ Cancel

* Y vudysy ublyle gulysy IP I_9 IJossle [dpuosws IJos Gpo wodssuel gds



IJubodd 90,83 wesy eads 1Jegs pu edIJ IUsuesd 1Jlew
* lug,save

Routing option

@ Static routing
Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

w83 1Jud) W98 save ldpedyple 29d &Huo IJod e Idzle pob oY Idpgd9ple JJEbyo
lJolJsé: Configurethe tunnel on Secure Firewall.

wslole lesh 1Juw g

. Data for Tunnel Setup
@ General Settings

Review and save the following information for use when setting up your network tunnel devices. This is the only time that
your passphrase is displayed.

Primary Tunnel ID: sec urefirewall_sse.c isco.com (7

@ Tunnel ID and Passphrase

@ Routing

Primary Data Center IP Address: 18.156.145.74 O
@ RN R — Secondary Tunnel ID: securefirewall_sse.cisco.com m]
Secondary Data Center IP Address: 31204523 O

Download CSV
<

odoso IJudd eds 2ol 1zelss IJleo
oJd9sy 9lzos IJuwe 9
Jo3l Iduwsubsy ouwegsp odsu 9lzos IJuww§ Idbloyso (VTI) eds 2oy 1Jeplso |.JTroQ

Jozdsd 03l 1Jexwdr w3d,) Vs odo IJzlJs: igc{ ool IJs 03938 €306 IJloe,ue (ISP) p39z80¢
e I ldeuosd eds HA B 2lds Wud 12> pi9ss 2206 IUlucsoe Josd.



lJslzolw 59,
rolO W'?\N Juwds WAN IJiul puss JJlooow
|J|w|w§o
vodo WAN

L}Jv - s) A . P ES .

PrimaryVTI ,o_{og_;]o Jbuwld 2yJé 1Jpy9) pu gJIJ Principal Internet WAN |Js 1J909J
lJlpw

SecondaryVTI i"jiovb JLuwld Y8 1Jpi9) pu gJlJ Secondary Internet WAN |Js 1J9 09

PU




edlebi: 1. ceolz lJs luolds ls wiuosuo puvly Sluw [Js Primary or Secondary Datacenter
1P Idzoly Jodsy Syl eds cuvgsd JJI IJuBdBEs0.

pdlebs: 2. 131 Iy Jssd w)9e999d ECMP ¢p odssuo wsu IJslzole. Blue JI ceole
IJs lugvle Ls el Olow |Js Primary or Secondary Datacenter 1P 1Jpz9d Jodo $lsyl gds
logile JNJoBBs0.

lowoobl lds [duvsolbsy Jssul PrimaryWAN 9« SecondaryWANIU3 s Sgw edsul luwwgslpo Jlousle
slzole VTL

oo 8d |JSFirepower Management Center > Devices.

. Jtosl, FTD IUgloo wd

o lgo) Interfaces



Interface Lagical Name Typa Security Zones MAC Address (Active/Standby) IP Address

» DiagnosticO/0 diagnostic Physical
GigabitEthemnet/0 SacondaryWAN Physical SecondaryWAN 192.168.0.202/24(Static)
GigabitEthernet0f1 LAN Physical LAN 152.168.10.1/24(Static)

GigabitEthernet0/2 PrimaryWAN Physical PimaryWaN 192, 168.30.5/24(Static)

* lu®) W99 Add Interfaces> Virtual Tunnel Interface

Add Interfaces ¥

sub Interface

Redundant Interface

Bridge Group Interface

Virtual Tunnel Interface
VNI Interface

* 9 wvudysy Idslzod luwoubl s Ideedsple IJoldsé




Add Virtual Tunnel Interface Edit Virtual Tunnel Interface

General Path Monitoring General Path Monitoring

Tunnel Type Tunnel Type

® Static s Static
Name:* Name:*®

Primany\/TI

¥ Enabled % Enabled

Description: Description:

Security Zone:
SIG

Security Zone:

Priority:

o

Priority:

o

Tunnel ID:* Tunnel ID:*
1

Tunnel Source:*

Tunnel Source:™

G 143 =0/, aryWAN) 1 .168.30.
Salact intariace GigabitEthernet0/2 (PrimaryWAN v 92.168.30.5

IPsec Tunnal Mode:-* IPsec Tunnel Mode:*

e Pyd 1PvE * [Pvd IPvE
169.254.2.1/30
<Valid IPv4 address=/<Mask> d.& !

* Name: §p wodysu luwpe SULS) |JS PrimaryWAN interface

* Security Zone | SpIdod g6 |guegsle 13 Security ZonegJJ o luble 9les 238> Jeuds 9,
IJs 29d IJlew 09 IS oJ

* Tunne ID : |ol96 590 Jpg)rd 1o

* Tunne Source : ié_o_) ewslu IP 1Jgl o PrimarywAN interface o 9lg e, guslo IP 1UElo I9 lJelo
Iglue wslzos 1dpuweesp

* IPsec Tunnel Mode : 3oy 1PV 9w dJe €8y puwtle widss ip WS yvedod pg Yulg 30



pdleos: J1J VI $Lo. oo Suwgs luvogpdo £s) puvele wesss it podl o sodds
low loolo VTT 9hod loe suvobse luvogpdo 169.254.2.1/30 PrimaryvT J 1J 9
169.254.3.1/30 J SecondaryVTI.

w83 3JY weolz lds 1dBdsle o IJl)le wldouwes |Js SecondarywAN interface: 9J> s JJ Jise
p&> J VTl glds Idwsled) sdueszs JsdI: weuod eds duoszs IJoldse:

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
» DiagnosticO/0 diagnostic Physical
» GigabitEthernat0/0 SecondaryWAN Physical SecondaryWaN 182.168.0.202/24(5atic)

Tunnal2 SecondaryVTl VTl SIG

# GigabitEthermetlf1 LAN Physical LAN

» GigabitEthernet0/2 PrimaryWAN Physical PimaryWAN

Tunnel1 PrimaryTl VI sIG

Josl lduwsubesy odgu gulasu IP IUpgweisps:



od9so VTI P

IJlwe Idpub s IP lJobl g
PrimaryVTI 169.254.2.1/30 169.254.2.1-169.254.2.2
SecondaryVTI 169.254.3.1/30 169.254.3.1-169.254.3.2

odysu ldpuwl) Ideloe JJslzos IJelyyso

Jduwele vy dé p)9) lJoslule secondarywAN interface JJ9o9J |JsSecondary Datacenter IP AddresslJ o )
IJoloo |Js IP :le_)d_j IJoslolo. spdud wdssuol wlguegsle pdsluw 9lz> (1) Jzedo W leds
29d IJwgzsol lsuoli 235 IP Jposus.

ozdsy: Jl sdou 03l ojysl Il Bl Je sJo Jssd [esls ECMP s Yugle WAN: 31 o



odysy ECMP. bspdod IJlvedld Ids 1Jgbys IJoldss.

oo 8d |Js Device > Device Management

* 1oy eds gol; FTD
* lud) W99 Routing
* |¢e) static Route> + Add Route



Edit Static Route Configuration

Type:

Interface* Choose the SecondaryWAN interface

SecondaryWAN v
(Interface starting with this icon | @signifies it is available for route leak)

Available Network + Selected Network

Q_ Search SecureAccessTunnel
192.168.0.150

192.168.10.153 Choose the Secondary Datacenter IP
any-ipv4

ASA_GW

CSA_Primary

GWVT1

Ensure that egress virtualrouter has route to that destination

Gateway

Outside_GW v | + Choose the SecondaryWAN Gateway

Metric:

1

(1 - 254)

Tunneled: (Used only for default Route)

Route Tracking:

v |+

Interface: 13¢5 9lz06 WAN IJolu9.56

Gateway: Ig, w9lwé SecondaryWAN

Selected Network: | o196 1P Jeoydj Idoslole IJeluss Jpuosd spdud Idewy) eds
lJeed9ple ldpoed 8o wldpedsple 1Jpdsp6 g0s odysu Judy eds glbgs 1909
oo wslole el L)oo, 9




* Metric: |gwwgsle 9lgs> (1)

Leaked from Virisal Router

S YWAN

PrimanyWaN

JodJo U VPN Iy slew pods B VTIHwdsw
Jodsso guwds VPN luodd IJs 2o 1z plss 1Jglue W

* lud) 999 Devices> Siteto Site
¢ lud) W99 + Siteto Site VPN

oJdysu uldlb IJuolsé

Judosy gbes vl [Juolss: weolz lUs luvegsle Idpgdsple 1Up8306 Jopo lUgbys: wslule
leals L)e,e9,9.

Create New VPN Topology

Topology Name:*

SecureAccess

Policy Based (Crypto Map) e Route Based (VTI)

Network Topology:

Hub and Spoke
IKE Version:* IKEvl W& IKEv2

Endpoints IKE IPsec Advanced

Node A
Device:* Device:*

FTD_HOME Extranet

Virtual Tunnel Interface:* Device Name*:

PrimaryVTI (IP: 169.254.2.1) SecureAccess

Endpoint IP Address*:
nn ource IP rivate

18.156.145.74,3.120.45.23
& Send Local Identity to Peers

Local Identity Configuration:*

Email ID

jairohome@8195126-615626006-

o luwp IJpgbb: louile lwe pogdd wodled 1dsuosd 1Jlew
* 12 Routed Based (VTI)



* 1, Point to Point
* IKEVersion: o, IKEV2

pdlzbé: IKEVT £, po89p JJodlpd pg Secure Access.

Sew NodeA weole 1o suvdd 1Jpede IJolds:



Device:*

F1D_HOME

Virtual Tunnel Interface:*

PrimaryVTI (IP: 169.254.2.1)

Tunnel Source: PrimaryWAN (IP: 192.168.30.5)Edit VTI

Tunnel Source IP is Private

w Send Local Identity to Peers

Local ldentity Configuration:™

Email ID

jairohome@

II. ::'_I!:I tll I:. |I-Ii L_'I- |I._.II

* Device: Igw zolj FTD IJgluo oo

* Virtual Tunne Interface: i'ao_)o |J VTl pogdd 1J PrimarywAN Interface.

* weds glus [JIgosl) J send Local Identity to Peers

* Local Identity Configuration: i'ao) 289 1Jess IUIJIe 908 990 wpde Idpedyple luwoubl |Js
lJpgeJ9ple Primary Tunne 1D 1J 99,6 Vs IJodssy Ul wd eds IUgbgo: wslule [gsls
| Joe9.8

w8 wdsu Idpedyple gus IJu@) PrimaryvTl <999 +Add Backup VTI:




Virtual Tunnel Interface:™

SecondaryVTI (IP: 169.254.3.1) » | +

source. SecondaryWAN (IF: T92.168.0.

Tunnel Source IP is Private
w Send Local ldentity to Peers
Local Identity Configuration:™

Email ID

jairchome@

Virtual Tunnel Interface: ito_)o |J VTI pogJ@ |J PrimaryWAN Interface.
o weasd glus IUIgesl) J send Local 1dentity to Peers
Local Identity Configuration: iéo_) p&);é lJonss IUIJIe,908 9380 wode ldpedple luvoobl [Js

lJpegJ9ple Secondary Tunne 1D lJpw9e8,0 WS IJodysy lJgloe wd eds 1Ugbgd: wslole |gsls
TR

Sew NodeB: wpolz lu suvdd Ieedp IJolds:



Device:*

Extranet

Device Name*:

SecureAccess

Endpoint IP Address*:

18.156.145.74,3.120.45.23

* Device: |Jwoluw

* DeviceName: ¢ luwpel JJog,Wd eds 1Usuo9d 1Jlps J9zos.

* Endpoint IP Address: Sz 10 Y90 ©J9s0 IdIuwluws 91Jelu9es Tuwl us: Datacenter 1P Secondary
Datacenter IP9 SpJud IUge9) eds 030 lJped9ple Vs 1Ugbgo: wslole gl [ o099

w&> 3JY: Endpoints Swp |Jpld IJodssu 1UElue v 9spdud IJlo IJloedld 1Js lJglboé. wdgsu
IKE.

oJdysu IKE

Jodsu pedple IKE 0@y 993 IKE.



Endpoints IKE IPsec Advanced

wew IKE lue cpole 1o suvdd IJesdp olds:

Endpoints IKE IPsec Advanced

IKEv2 Settings

Policies:* |Umbrella-AES-GCM-256

Authentication Type: Pre-shared Manual Key
Key:*
Confirm Key:*

Enforce hex-based pre-shared key only

* Polidies: SpJdud [uweesle wdsse Umbrella IJIB el os Umbrela-AES-GCM-256 19 s pd o
odosu pedele pgodds luue bl |Us supported IKEV2 and IPSEC Parameters

* Authentication Type: o9z 8398 pUb Y puvedl
* Keyg:ConfirmKey Spdud lJgw9) gJs Passphrase |Jpg J9plo Os lJglb9oé. wslule [gsls |, Jo,l8. 9§

w83 3JIIKE wp |Jpld IJodysy 1Uglue wdi 9spdud IJlo IJloedld 1Js lJgb9sé. wdgsy
IPSec.

oJdysy IPSec

Jodssu pedple IPSec. 1o 9, W9 IPSec.

Endpoints IKE I[Psec Advanced



https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

Sew IPSEC, lue weole I suvdd 1dpede olds:

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals IKEvZ IPsec Proposals® #

Un‘ﬂ:’uh—ﬁEE—EEH—EEE

Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Lifetime Duration®: 28BOD

Lifetime Size: 4508000

* Policies: SpJdud |uwwgsle odesy Umbrella IJI el os Umbrella-AES-GCM-256 |_9 Sedud
od9su pedele pgoduds luweuhl |Js Supported IKEV2 and IPSEC Parameters


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

pdlz b6 Jl ise T2, pbdoe s IPSec.

w83 3JIIPSEC swp |Ypld IJodssu 1Uglue wd 9spdud IJlo IJloedld 1Js lJglogs 9ldodsy
|Jpoé)p.

SIISU P8

Jodssu Idpedple [Jpo @060 108 9938 "¢shle pu@rp6".

Endpoints |IKE I[IPsec Advanced

g Advanced, oo weolz Io Subdd ldpedp olds:



E ISAKMP Settings

IPsEs KE Keepalive:

Tin:] Thrashsokd: Seconds

r-!|:1r:.l IrrheErval; 7 Seooinds

Idertty Sent o Peers: n e T

Peer ldentity Validation: O not check

Enable MNofhcation on Tunned Disconnect

IKEv2 Security Association (SA) Settings

Cookie Challengs, CLREE e

* IKE Keepalive! &pJdSU

* Threshold: 10

* Retry Interval: 2

* Identity Sent to Peers. autoOrDN

* Peer Identity Validation: £3p |Jwg 99

w8 3JYJc spdud IJog b gJsSavey Deploy.



pdlzbo: wes wuog d38lis 9 Spdud puiless Jvwds VPN IJos we lugilyel JIJ pu

IJe 8.

Topeology Name VPN Type
v SecureAccess Route Based (VTI)
Node A

Device VPN Interface VTl Interface

EXTRANET Extranet 3.120.4... (3.120.45.23)

EXTRANET Extranet 18.15... (18.156.145.74)

Network Topology

Point to Point

Tunnel Status Distribution IKEv1 IKEv2

2= Tunnels

Device

FTD

FTD

FTD_HOME

FTD_HOME

v

Node B
VPN Interface VTl Interface
Secon... (192.168.0.202) Seconda... (169.254.3.1)

Primary... (192.168.30.5) Primary¥Tl (169.254.2.1)

w85 3JIJ: VPN to Secure Accessin VTI Mode Swp | pld o dosy 1Jglue v 9spdud lJle IJloosld

IJs 1Jglb9é: Configure Policy Base Routing.
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pdlebo: suvows wzly) Ideyvd Vs 9 9e Secure Access |Js $spe DPD 1Jp9e 86 Vs

> e wogse J9se IPsec |Jpesg9,06.

lJ9uosd Ids uwsubsyele wdssy oz

oo 89les uwsluws 1Usuosd 1deess6 s el sds:

Interface

» GigabitEthernet0/0

# Tunnel2

# GigabitEthernet0/1

@ GigabitEthernet0/2

® Tunnell

Logical Name

SecondaryWAN

SecondaryVT|

LAN

PrimaryWAN

PrimaryVTI

Type

Physical

Al

Physical

Physical

VTI

Security Zones MAC Address (Active/Standby)
SecondaryWAN

SIG

LAN

PimaryWAN

SIG

IP Address
192.168.0.202/24(Static)

169.254.3.1/30(Static)

192.168.10.1/24(Static)

192.168.30.5/24(Static)

169.254.2.1/30(Static)



https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

lJslzod pulb 96

PrimaryVTI weJo
SecondaryVTI ueJo
LAN LAN

wwsubesy 1Jsosd IUs IJloe,oe

Jff.9'~9~§J lJoue9d IJs IJloe,uw Ids zese 1desh IJos Ypo vodssuel gds [Jwgzso
IUluwlgvs Jduoz: sdipd wdssu weue Bsle Isuesd 993JY weup Iduvsluwle Ss IUsuesd
oo J3lxe0s luing JsOss wzdsyd 3JY Vs o3l Iduwsulyss:

Mame Internet Access - SIG Action @ Allow | w B Logging ON IFy Time Range

Insert  into Mandatory “ W Intrusion Policy | v

O\ Networks Applications Users URLs Dynamic Attributes VLAN Tags

Showing 4 out of 4 Selected Sources: 1 Selected Destinations and Applications: 1

& LAN ( > Al Remaove Al Co R Al

&2 PimaryWAN A - 1 object v 1 object

it: SecondaryWAN

o SIG

w99 o030 1JBleso 1J9oed IUs IJlue,uw 9096 030 IJzlJo: IJlue,yue LAN os SIG.
luwobss

Juweds) 1Jsuosd pu puwegses RA-VPN: sJjped wdysuo luwoubl lds IJublyg 1J3s Gpew
wUESsuwo £Js wepee RA-VPN.



pedlelbs: Jodosy ywsluws RA-VPNaS: spdod 1Upy9) vy bhié I v dle gl _o0é
| blo,s6

JsV spdud lJozdd pu weee IP 1UElLe o VPNaST
loodd [Js Jazé pedsple s o9 Ilpe

* lud) 999 Connect > End User Connectivity
* 1u@) W99 Virtual Private Network
* ©gw ManagelP Pools: 1 §) 99,9 Manage


https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://dashboard.sse.cisco.com/

Manage DNS Servers (2)

End User Connectivity & Cisco Secure Client

End user connectivity lets you define how your organization's traffic is steered from
endpoints to Secure Access or to the internet. Help 7

Zero Trust Virtual Private Network Internet Security

Global FQDN Manage IP Pools

fb57.vpn.sse.cisco.com [P Copy 2 Regions mapped

* uy8 29ue Iduwelzs 1UElue w3 e Endpoint IP Pools

EUROPE 1 N

Display Endpoint IP Pools Management IP

. Pools DNS Servers

Pop Name

192.168.50.0/24 | 192.168.60.0/24

Europe
(Germany) RA VPN 1 256 user 256 user House 7.4

Ch

connections connections

. qu wewle I Suwee o3l ldublg wzo SIG: g, o loe SUWES i@ubl iu'o-._éoo wew IJACL
o loe ouvdd Vs PBR Y.

odysu Yless 1Usuesd

Bl Jue od9pe B9 wodsy Secure Access Jlwegslpo pg lpdlole 1J9uo9d IJs pol)>
lJobosyle [Jgluod: spdu o ousg 8lgsé 1Uguosd 1UElues ol Jel sds:

Mame  Private APP Action @ Allow | B Logging ON Iy Time Range
Insert  into Mandatory w W Intrusion Policy | ~
0 Networks Applications Users URLs Dynamic Attributes VLAN Tags

Showing 27 out of 27 Selected Sources: 2 Selected Destinations and Applications: 1

Networks Geolocations ( zll

192.168.0.150 192.168.0.150 B - 1 object

192.168.10.153 192.168.10.153

JET 1 object
& any 0.0.0.0/0,::/0 i - .‘j.[
any-ipv4 0.0.0.0/0

-ipvE 1]

9030 1J8lgsxé wwpe weuds 1Jp)9) pu wzpes RA-VPN 192.168.50.0/24 |Js v Jsé LAN 1Jglod
ot spdud weass 1Jpsss Bl e 1Ule).

Cd9su Blises Idopde S 1dsuosd (ACL)



Jduwele wouds py9) Idwgzse pu SIG [Js yvwds LANG szo luoldeel wee Blises [doedp Vs
IJsue9d Jeedol wgpd wpgew PBR.

Mame

ACL

Entries (2)

uence  Action

© Allow 192168100724

Block

Jdlo o joul luwobss

Sev wdssu yvedod luwoubl |Js ubl g CGNAT 100.64.0.0/10 Jowglds) 1Jsueed 1Us
dvedod pu puvoddes Yless Idgpsd ZTA 1y yvoJs IJpwes)uo IJlgwluss ZTA.

wdosu $less 1Jyuesd

Bl Jue od9pe B9 wodsy Secure Access Jlwegslpo pg lpdlole 1J9uo9d IJs pol)>
lJobosyle [Jgluod: spdo o ousg 8lgsé 1Uguosd 1UElues ol Jel sds:

Mame ZTNA Access - IN Action & Allow w B Logging OMN G Time Range | [ Rule Enabled

Ingert  inte Mandatory £ W Intrusion Policy ~ ; & Flle Policy

D\ Zones Networks Ports Applications Lisers URLs Dynamic Attributes VLAN Tags
Showing 27 out of 27 Selected Sources: 2
Networks Geolocations

192.168.0.150 192.168.0.150 v 1 object
.

- ~ 1 object

any-ipvd
any-ipvé

ASA_GW 192.168.30.1
GSA_Primary 18.156.145.74

GWVT1 169.254.2.2

oJdd 1J@lesé wuwpe weuds 1dp,9) pu bl g ZTNA cgnat 100.64.0.0/10 |Js IJuvedé 1Jpedss
Jrsd.

od9su Blises Idoede S 1dsuosd (ACL)

Jduwele w2rds pi9) 1Jegzse pu SIG Cluwegsle CONAT s Gvwds LAN: szu lupldool cze
Slispd IJoede B IUsuosd Jzedol wgpd wew PBR.



Name

ACL

Entries: (2)

odsso IJeszse IJluwluus Jduwslgws
Josds) 1dsuasd 1Us 1eshs 1UslgJss sldlocsoe po edld 1dsoed 1Jle: szo edsy louile

punble go) wozse Blexs [Juwsluwle (PBR) 1Uss suvod wazse s pr9) Iduslule pu
lJpeuo) 1Js 1d9gos.

* lue®d |Js Devices > Device Management

» 12e) 20l FTD 2se @9 wluuile Idpuwly
Version

~» Ungrouped (1)

o FTD_HOME | Snort 3
192.168.0.201 - Routed

FTDv for VMware

* 1u@) V9.9 Routing
. |to3 Policy Base Routing
* lug) Add

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority Add

B o3l lduwsoubisy: o zese IUslzole IJos cuwegspol Jpuos) Josese 2yds 1e)9s 1ds
IJsuesd lpw Is Jogds, puob s Ideuuese Jsuosd Ilew wluwegsle su08d ZTA
IJpuwows s Ideuwagrue 19 1dsuesd IJpuweus IJs RA-VPN Iy s o8] ZTA Idpuwews 1S
IJepsd IJs 1dpshs 1sledss Jdynveds:

-+ oo pstd Sbur esue all the $Lo 1o sruvd 20I6 19, Ewn Slpw pUdS:



Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

© oo pblods ldeglss) 991206 1UE )92 ©89p wogrs Ipedple Ideldss wes 1dud)
99 9Add:

Match Criteria and Egress Interface
Specify forward action for chosen match criteria.

Add Forwarding Actions Internal Sources

IP Address e IP Address

169.254.2.2,169.254.3.2

* MatchACL: wldJouwewo JB8lises IJozde Vs 19 09d (ACL) 030 Spdud wdssy JJ pl @9
wugesoo lJs 1Jsuosd IJlpu:

Traffic to the destination 208.67.222.222

or 208.67.220.220 over DNS using TCP
or UDP will not be routed to Secure ¥ REJECT

Access

Name

SSPT_FTD_ACL

Entries (2)

Traffic from the source
192.168.10.0/24 will be
routed to Secure Access

Sequence  Action Source Source Port il Dastination Port

Block

@ Allow 192.168.10.0/24

Depends how you play with the ACL, you
can define how the traffic must be routed + ACCEPT
| to Secure Access _

* sendTo: I, gudly IP
° 1Pv4




Addresses: [o0 Suwgs luwogpde IJolds ip weo IJBule 30 suvdd eds JJI VTl spdodd

lJoeldd pu 3JdY opu lJEbys wdasy 9lzos VTI
lJ9lz o6 IP esélglb
PrimaryVTI 169.254.2.1/30 169.254.2.2
SecondaryVTI 169.254.3.1/30 169.254.3.2

169.254.2.2,169.254.3.2
I

w8 wdgsuol gds 03l 1Juzy sy IJuwses [Joldss: 9spdud Idpclogs wldoud) 999 save:

ACL
IP Address

169.254.2.2,169.254.3.2

Default Interface

IPvE settings

Peer Address

Verify Availability

w8 3Jdweule lJs save 3JY o6 ia,s‘ Jol weolg lds vdssue wldbys$é IJoldss:



A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Match Criteria and Egress Interface

Specify forward action for chosen match criteria.

Match ACL Forwarding Action

169.254.2.2 Send the traffic to the PrimaryVTI

169.254.3.2

If PrimaryVTI fail it will send
the traffic to the SecondaryVTI

w82 3J9: spdud IJogin: 9uwens I8 019, 1Jlzess IJos wp wdssuel eds Slisps o dp
I 1d9uo9d (ACL) Ides wozoe 2r96 1Upu9) [s 1J9uosd Idleu:

o0 o35 blyo IJleuolJle conexion Events |9 s ,lJs6:

Action X Initiator IP X Responder IP X Application Risk X Access Control Policy X Ingress Interface X Egress Interface X
Allow 192.168.10.40 .8.8.8 Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 8.8.8. Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 .8.8. Medium HOUSE LAN Primary\/TI

Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI
Allow 182.168.10.40 Medium HOUSE LAN PrimaryVTI

o Activity Search »lgd [J9o9J |.JTroQZ



40,678 Total ) Viewing activity from Mar 1

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

HomeFTD

‘‘‘‘‘‘
4

oa8AR
3.0,¢

Page: 1
@ Allowed
@ Allowed
@ Allowed
@ Allowed
@ Allowed
@ Allowed
@ Allowed

Results per pag

egorize |

egorize
jorized

egorized
jorized

pdlzbs: 18l sl suvee wog 1dsuesd IJlew Il el os Jeyds v Ideslole 1Js
Jlocsoe. Jusds) Idsuesd IJs Idobosdle [Jgluos weolz IJs logile polys gluoo

slooldol IJs uuesluws 1U9uosd JJsuosd 1 1deshs 1UglL06.



od9so wog 1suesd IJs Idlue,ue eds 1suesd 1Jleo

Jodssu 1Usuosd IUs Idlocsoe: weolz IUs logsle ooz eds J9zd pedople 1909 Ileg
IUgl 06 wd:

* 168 V99 Secure> Access Policy

| ' Secure | Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations

I~  Monitor

o Admin ' '
Data Loss Prevention Policy
Prevent data loss/leakage with
g Workflows policy rules

* 1u®) W99 Add Rule > Internet Access


https://dashboard.sse.cisco.com/

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

e

Internet Access

Control and secure access to public

destinations from within your network and
from managed devices

0uld: lue swebse esue IJpweds Judé slds IJElss: lue suvobse itoe ls zumw ol
oS o suvdd gds Iduwslgws. soes 1Jezdd pu adsd pwegse Secure Access.

odosu 1dsuesd 1Js 1deshs 1UElues J ZTNA 9 RA-VPN

Juodosu Idsuead JJpslys 1UEluos: weole IJs logsle 1Jeshs lodl wew Jegé pedosle o o9
| Lo
&8y 999 Resources > Private Resour ces
H Resources Sources and destinations Destinations
Registered Networks Internet and SaaS Resources
' Secure Point your networks to our servers Define destinations for internet

access rules
Internal Networks

k2 Monitor Define internal network segments Private Resources
to use as sources in access rules Define internal applications and

other resources for use in access
o Admin Roaming Devices rules

Mac and Windows



https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

s Uplul, ADD

oo lJouvdsd: [ o Idouwe olds I SUdJ: General, Communication with Secure Access Cloud and
Endpoint Connection M ethods.

gle

General

Prival Resource Narme

SplunkFTD

Description (oplional)

* Private Resource Name : |owle |uwpe JJp9)s 1U3s ©99p w9 1JyLosd lJso eu eJlJ 1y o9d
oo |Js gbodod

Iuldse louald udbs IJuolss

Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help

@D client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture).
Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) @
192.168.10.2

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed, Enable this option when devices that your arganization does not manage must
cannect to this resource. Fewer endpoint security checks are possible.

Public URL for this resource @

https:f | splunk2 -B195126.2tna.s5e.cisco.io
Protocol Server Name Indication (SNI) (optional) @
HTTPS ~

D Validate Application Certificate ©




* ZeroTrust Connections: 9_0¢& £Jlpd glué IJIzosh.

* Client-based connection: WS zlJo wpedsuoli Spdud [puegsle 1U9zr6 IJupelbse Secure Client -
Zero Trust Module Jopdso 1Uyuo9d pu gJIJ 19 og Client-base.

* Remote Reachable Address (FQDN, Wildcard FQDN, IP Address) : & J9.s0 IP I9 FQDN JJe9l): 31 $ew
wodysy FQDN W wezolz IJs luolds DNS Jed 1Jlgwe.

* Browser-based connection: <9.S 2ldé wpdsuvol spdoud 1Uguoed lJs 1Jpslys eu) IJpuwes,ruo
(Idyzle 1uolBs o9l BEb g louold HTTP Iy HTTPS)

* Public URL for thisresource: 90 wwJd9sy gugly URL IJglp [U3s wumwwgspo pu edIJ
lJpuwe g2t Sepes Secure Access ol 1Jp9,)s.

* Protocol: w2 IJw,99d9] (HTTP Ig HTTPS)

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

VPN Connection: _og £Jleé eds glud IUIzoslh Jopdso lJuesd o) RA-VPNaS.
w83 3JIi lu@) save 95pdud | old6 03l 1Jp9)> |Js AccessPolicy.

odysu woe ldyuesd

g0 logble IJpgs: weole s cessue Jizs woz Idsuesd IJleu:

* 1uB) V999 Secure> Access Policy

| ' Secure Policy

Access Policy

I/i Monitor Create rules to control and secure
access to private and internet
destinations

o Admin _ )

Data Loss Prevention Policy
Prevent data loss/leakage with

g Workflows policy rules

* |y, Add > Private Resource



Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

JBless "ldauesd 1Jglue" oo e wodssy IJdse IUle,loss Jogsds) 1Usuasd 1Us 1Jes)s.
Jpers 1Jesss 29d wdssule Iduoz: wzdd pu 2dsd lde wose.

o Specify Access
Spec an access which resources, Help (3
Actio
@ Allow Block
Allow sg traf
requirements are met
From To
5 zify or mi
wpn user (vpnuseri@ciscosspt.es) - =) SplunkFTD -

Help Infarmation about destinations, including selecting multiple destinations. Help (kg

* Action : iéo_) "lduwele" Josds, 1Jsuesd 1Js 1des)s.
* From 122 IJegwotre Iss spdu luwedleo Jouwesd 1U>29d [ds 1Jes)o
s To:lgo, 1dpeys IJ3s vy 1Usueed lJse pu ¢l Secure Access.


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Endpoint Requirements

fic. Help (7

] Zero-Trust Client-based Posture Profile Rule Defaults

System provided (Client-based)

;. SplunkFTD

Zero Trust Browser-based Posture Profile Rule Defaults

System provided (Browser-based)

;. SplunkFTD

e Zero-Trust Client-based Posture Profile; ié_o_) pJd Uof__;@;é lIJIe,luos JJsuosd Uiu»'uﬂ@
Jdeesd

* Zero-Trust Browser-based Posture Profile: [¢wsl) [J9o9J Uiu.u'uu@ Jeuwo o pJu ldog)sw
lJIe,luos




pdlebbs: Jpg 96 1dpjss 29d wor Isupe: Iuzle Ideedd pu adisd e wegse Jso9d
|JTPQ.

w83 3JY lud) W9 Next savesldodosy IJgluo I 9s5pdud pelado 1J9Lo9d 1Us 1Jpsl)s
lJgluod od pu ¢JIJ RA-VPN g Client Base ZTNA |9 Browser Base ZTNA.

lwod ol IJIzble 9] odlzol

Jlgwed ol Uiablc sluodlzol quog,lgl IJs IJlouold wsu sl 1Jzelsé NP 9|J9uagJ IJTow
Spdud 1oz 9l pu luuble 1desedd 1dlsds (IKEVZ) 9ldpy2ds IJeloss (IPSec) wsu 1Ulzos6 390
29 pijudkjé.

IJe2dd oo lJe,zds 1 (IKEV2)

JJeedd po ldeaeds 1 see cuvésd Iie) IJelds eds CLI (9lz0s Lub, IJigle,) 1J21u06 o
FTD:

show crypto isakmp sa

WO 0o IJzlJo swp IKEv2 sas |uuile UGz IJpbdsw eds gulasu IP 1Ugluos weud) Idoslule
JJoosJ |.JT|0Q 9sldelds IJplbJwé Jel sJs READY:

There are no IKEvl SAs
IKEv2 SAs:
Session-id:3, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
52346451 192.168.0.202/4500 3.120.45.23/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/4009 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xfb34754c/0xc27fd2ba

IKEv2 SAs:
Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
52442403 192.168.30.5/4500 18.156.145.74/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/3891 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: Ox4af761fd/0xfbca3343


https://docs.sse.cisco.com/sse-user-guide/docs/zta-posture-profiles

IJezdd e ldeszds Ideluss (IPSec)

JJdoedd eu ldereds 20 ceelz lds wusésd IJie) IJelds eds CLI (lzos gulo; 1JI9le)) 12l 06
o FTD:

interface: PrimaryVTI
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 192.168.30.5

Protected vrf (ivrf): Global
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 18.156.145.74

#pkts encaps: 71965, #pkts encrypt: 71965, #pkts digest: 71965

#pkts decaps: 91325, #pkts decrypt: 91325, #pkts verify: 91325

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 71965, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.30.5/4500, remote crypto endpt.: 18.156.145.74/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: FBCA3343

current inbound spi : 4AF761FD

inbound esp sas:
spi: Ox4AF761FD (1257726461)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (3916242/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OxFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: OxFBCA3343 (4224332611)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4239174/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

interface: SecondaryVTI
Crypto map tag: __vti-crypto-map-Tunnel2-0-2, seq num: 65280, Tlocal addr: 192.168.0.202



Protected vrf (ivrf): Global

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 3.120.45.23

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.0.202/4500, remote crypto endpt.: 3.120.45.23/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: C27FD2BA

current inbound spi : FB34754C

inbound esp sas:
spi: OxFB34754C (4214519116)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4101120/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0xC27FD2BA (3263156922)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4239360/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

S UIple Jizs) spdod 13t JJNJoddse IUdlspsut ol Jsuw v gw 09 1Jolds loclz
wew Uy boencapsgdecaps.

encaps: 7196 tpkts encrvpt: 71965, #pkts digest:

decaps: @, # decrypt: @, #ipkts verify: @

compressed: @, #pkts decompressed: ©
< not compressed 1965, #pkts comp failed: @, #pkts decomp failed: @
re-frag successes: @, #pre-frag failures: ©, #fragments created: ©

#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reassembly: @
#TFC rcvd: @, #TFC sent: @

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#send errors: ©, #recv errors: ©




I3l Ily dbsd 03l Iduwsulysy Bloee 2lds wlguegsle TAC.
9bsws IJuglws, Idglds
956 1JIuBl @ e louold Secure Access pg o9 Iduslule Bs IJuvelué os

"ol wdos” pl SEus 1o lo 9236 IJozde DC 1 BEb (wsdss pdosel Jodds s
lJeo9t swp ledld wlo DC 2 zos swp lujld 1oy ,90 1.

Normal Behavior

DC 1 VIP Secure Access default behavior
WANT/VTI1
\ + DC2 is passive when DC1 is
\ Ny R active
| \E Region « Data Centers operating in High
\ i pc1)| | Cisco Availability (HA) mode ensure
1 “ T hub i Secure that only one tunnel receives
N — i Access traffic at a time. The other tunnel
.t i | DC2 | remains on standby and will drop
FTD rhub J any packets sent through it while
LN ) in standby mode.
. |
g \
\ DC 2

WAN2/VTI2



HA Behavior

DC 1 VIP Secure Access HA Behavior
WANT/VTIT
+ DC2 is Active when DC1or
N~ N WAN1 peer is Down
Region Ci « High availability is implemented
Nbc1) | °C0 to address failures in the WAN1
N 1 P hub | | Secure channel on the Firewall, ensuring
B\ T % Access operational continuity in the
Lay | DC2 | | region and mitigating potential
FTD et J issues in DC1
NG J
o
DC 2
WAN2Z/VTIZ

IJozdd pu wozso 2,98 1Jeu9) Joleso [Us,o9d

VO o3l Idplde uuwwgsp Idpuos) Jzobs eds uveds gal) 1Ugplss:

o 1Jpuosy: 192.168.10.40
o 1J9z0é: 146.112.255.40 (IP eyl s 19 09d 1Tew)

POlJ:

ity $52.160.2.204 2004 72.169.4.108 M3

Emulation of the connection via TCP protocol from
the IP 192.168.2.234 from the source PORT 32344
to the IP 72.163.4.185 to the PORT 443, which
emulates the access to a webpage published on

Direction must be the
interface that has clients
trying to access to internet

the port 443 from a user on the inside network.

packet-tracer input LAN tcp 192.168.10.40 3422 146.112.255.40 80



Ilg,le:

Phase: 1

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

ETapsed time: 14010 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 21482 ns

Config:

route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL
set ip next-hop 169.254.2.2 169.254.3.2

Additional Information:

Matched route-map FMC_GENERATED_PBR_1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

Phase: 3

Type: OBJECT_GROUP_SEARCH
Subtype:

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:
Source Object Group Match Count:
Destination Object Group Match Count: O
Object Group Search: 0

o

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
ETapsed time: 233 ns
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any ifc PrimaryVTI any rule-id 268434435
access-1list CSM_FW_ACL_ remark rule-id 268434435: ACCESS POLICY: HOUSE - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434435: L7 RULE: New-Rule-#3-ALLOW
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS
Subtype:
Result: ALLOW
ETapsed time: 233 ns
Config:
class-map class_map_Any
match access-list Any
policy-map policy_map_LAN
class class_map_Any
set connection decrement-tt]



service-policy policy_map_LAN interface LAN
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 8

Type: VPN

Subtype: encrypt
Result: ALLOW

ETapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

ETapsed time: 25218 ns
Config:

Additional Information:

Phase: 10

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 14944 ns
Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 0 ns
Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 19614 ns

Config:

Additional Information:

New flow created with id 23811, packet dispatched to next module

Phase: 13
Type: EXTERNAL-INSPECT



Subtype:

Result: ALLOW

ETapsed time: 27086 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 14

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 28820 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Phase: 15

Type: SNORT

Subtype: firewall

ResuTlt: ALLOW

ETapsed time: 450193 ns

Config:

Network 0, Inspection 0, Detection 0, Rule ID 268434435

Additional Information:

Starting rule matching, zone 1 -> 3, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: O,
Matched rule ids 268434435 - Allow

Result:

input-interface: LAN(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: PrimaryVTI(vrfid:0)
output-status: up

output-line-status: up

Action: allow

Time Taken: 620979 ns
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Phase: 2
Type:| PBR-LOOKUP
Subtype: policy-route
Result: ALLOW
Elapsed time: 21482 ns
Config:
route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL
set ip next-hop 169.254.2.2 169.254.3.2
Additional Information:
Matched route-map FMC GENERATED PBR 1707686032813, seqguence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI
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Phase: 8

Type: VPN

Result: ALLOW

Elapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Result: ALLOW

Elapsed time: 25218 ns
Config:

Additional Information:
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Result:

input-status: up
input-line-status: up
output-status: up
output-line-status: up
Action: allow

Time Taken: 620979 ns
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
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