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IJsJsd ls IPS.
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https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=0365-
worldwide

Jlcubod pssé 1Jeslsd s 1Uzldss J Microsoft 365 W "l osd Iles" 1Jl eds 2)ds
IJeo9, 1Jeos) gws 1d9dsd. . L
1Jpa9) 030 s puweds 1U9dsd: 9pg 3JY Bpl 5lde lesble WY ouvlds, IPS IJgp9pss plow $s.

U wpIdsSU psjo VY wvds, IPS 9ldwgle§ pe Microsoft 365 JI sjld swe WY ouvds)
Yo o9 Idoslole 1Jeszes wldloeyue Vs Idgwsubsyoelw:

* oS Jled
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https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
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import requests

def get_fqgdns(url):
try:
response = requests.get(url)
response.raise_for_status()
data = response.json()

fgdns = []
for item in data:
if item.get('category') in ['Allow', 'Optimize']:
for fqdn in item.get('urls', [I):
fgdns.append(fqdn)

return fqdns

except requests.exceptions.RequestException as e:
print(f"Error fetching data: {e}")
return []

# URL to fetch the endpoint data
url = "https://endpoints.office.com/endpoints/worldwide?clientrequestid=bl10c5edl-badl-445f-b386-b919946

# Get FQDNs and print them

fqdns = get_fqdns(url)

for fqdn in fqgdns:
print(fqdn)

pild £ ptzle 03l IJuuo wiel pu 31 1dese, 2024:

outTook.cToud.microsoft
outTook.office.com
outTook.office365.com
outTook.office365.com


https://endpoints.office.com/endpoints/worldwide?clientrequestid=b10c5ed1-bad1-445f-b386-b919946339a7
https://endpoints.office.com/endpoints/worldwide?clientrequestid=b10c5ed1-bad1-445f-b386-b919946339a7

smtp.office365.com

* . protection.outlook.com
*.mail.protection.outlook.com
*.mx.microsoft

*.Tync.com

*.teams.cloud.microsoft
*.teams.microsoft.com
teams.cloud.microsoft
teams.microsoft.com
*.sharepoint.com
*_.officeapps.live.com
*.online.office.com
office.live.com
*.auth.microsoft.com
*_.msftidentity.com
*.msidentity.com
account.activedirectory.windowsazure.com
accounts.accesscontrol.windows.net
adminwebservice.microsoftonline.com
api.passwordreset.microsoftonline.com
autologon.microsoftazuread-sso.com
becws.microsoftonline.com
ccs.login.microsoftonline.com
clientconfig.microsoftonline-p.net
companymanager.microsoftonline.com
device.login.microsoftonline.com
graph.microsoft.com
graph.windows.net
Togin.microsoft.com
Togin.microsoftonline.com
Togin.microsoftonline-p.com
Togin.windows.net
Togincert.microsoftonline.com
Toginex.microsoftonline.com
Togin-us.microsoftonline.com
nexus.microsoftonline-p.com
passwordreset.microsoftonline.com
provisioningapi.microsoftonline.com
*_protection.office.com
*.security.microsoft.com
compTliance.microsoft.com
defender.microsoft.com
protection.office.com
purview.microsoft.com
security.microsoft.com
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List Name

System Provided Do Not Decrypt List

This list applies to all IPS profiles and is the initial default list for security profiles for internet access. To use a different list in security profiles for internet access,
create a custom list above. Help ¥

Security and IPS Profile

Domains
Content Categories (0) ADD Domains (5) ADD f
defender.microsoft.com|

login.live.com s \
CLOSE ADD
onet.pl

login.microsoftonline.com

msauth.net

msftauth.net

CANCEL SAVE

St luol8s FQDNs W Jl o d9p Blisps B wuvds) Iuble 1Jpesd,é. po lzd celyy O
Jl spdu wbousd Blised g3 VY IJoyivds) IJpguoued IJl eds wavosle IUolesu.

IJzJ
S€pd VW83 IJovdly o ey Cisco gds wpuvsy p8s6 [Jwsld§ J Microsoft 365 gldws pu

ubigol YT 030 IJ;,iI:s,oé oddlissl slduwelz Jdpuwdsd vopdsy 9bsws IUIJoWIG oo J9go
pE_JﬁMQ U_SUDSJ |J|po.

pedyple 3o Lodé
* >Jsd pwegse Secure Access

. R ~oasdle - Cisco Systems



https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
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