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You can monitor traffic in public cloud environments by following the instructions on the relevant integrations page:
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Be woumesd 1Usgsd Is puweuivg) ONA s8e wousgsd IJip, ping -c48.8.8.8.



<#root>

user@example-ona:~#

ping -c4 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

From 10.10.10.11 icmp_seg=1 Destination Host Unreachable
From 10.10.10.11 icmp_seqg=2 Destination Host Unreachable
From 10.10.10.11 icmp_seg=3 Destination Host Unreachable
From 10.10.10.11 icmp_seg=4 Destination Host Unreachable

--- 8.8.8.8 ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 3065ms
user@example-ona:~#

Bl de sopdu ldpuwodve) po ool louold uslo IP eg 9 eds $so IJzsle: Sopdd wes 5J9.

233 1duslus IV e )luoss wluwegsle route -n 1ie,.
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sbo, &)1z 1Jie, curl Iy wpdsJ DNS J sensor.ext.obsrvbl.com B iJ 9lJozdsd bs DNS Jo ol swjo.


https://sensor.ext.obsrvbl.com

<#root>

user@example-ona:~#

sudo curl https://sensor.ext.obsrvbl.com

[sudo] password for user:
curl: (6) Could not resolve host: sensor.ext.obsrvbl.com
user@example-ona:~#
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<#root>

user @xanpl e- ona: ~#

sudo curl https://sensor.ext.obsrvbl.com

[ sudo] password for user:
{"wel cone": " exanpl e-donai n"}
user @xanpl e- ona: ~#


https://sensor.ext.obsrvbl.com
https://sensor.ext.obsrvbl.com

adizss: spdy wessd i) curl Jlgueesle IJpulb 9 1dpoluwes B IJsdlsle Ipwesé: https://sensor.ext.obsrvbl.com
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user@example-ona:~# sudo curl https://sensor.anz-prod.obsrvbl.com
[sudo] password for user:

{"error":"unknown identity","identity":"240.0.0.0"}
user@example-ona:~#
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netcfg.yaml 1Jie,.

Bl Jlpw leshble DNSwobde wgssile bee lds Guwe wedse odysy DNS.

wpz? 1Jezdd pu Loes lesble DNS. §p woybésd sudo systemctl restart systemd-resolved.service 1 Jie,.

Jlseode 1e)lz pe 03l 1Jie,.

<#root>

user@example-ona:~#

sudo systentt|l restart systend-resol ved. service

[sudo] password for user:
user@example-ona:~#
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Jozase 9l DNS G Netplan, spdod wgsrsd pdd odssy Netplan Jslzos 1Jvwds.

Sup wisu pdVle wdysy NetPlan B >Jsd fetc/netplan.

Sast: spdo 1Jees) eds pdd YAML slzs Iy pJdso Bes o3l 1Usdsd. Iuwele IJpddle 1Jpc9$ed os 01-netcfg.yaml
9/l9 50-cloud-init.yaml.



l¥ez pJud odssy NetPlan Uluuegsle sudo vi /etc/netplan/O1-netcfg.yaml 1Jie,.

B pdd odsso NetPlan. z3> p9de Idpbulz "gabp IUIuwple" Iuwdd slzos 1J uwds.

Spdud ©pass gulssu IP pogsss Jgbe DNS pd 09J6 w8l oJs.

obusd IJogssle eJs odoso NetPlan Ll wegsle sudo netplan apply 1Jie,.
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JJozdd pu wessu wedsdle DNSIJzasé: §p wouvésd resolvect! status | grep -A2 'DNS Servers | i,

<#root>

user@example-ona:~#

resol vect|l status | grep -A2 'DNS Servers'

DNS Servers: 10.122.147.56
DNS Domain: example.org

user@example-ona:~#
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Sp woungsd df -ah/1Jie) 5255 p$sb Ideumlzs 1Jecsd,s.

<#root>

user@example-ona:~#

df -ah /

FiTlesystem Size Used Avail Use% Mounted on
/dev/mapper/vgona--default-root 30G 30G 0G 100% /
user@example-ona:~#

ez uwedle 380, 1Us9pss 18186 Joeis, puwles eds IJ8ue wluwegsle journactl --vacuum-time 1d 1Jie,.

<#root>

user@example-ona:~#

journal ctl --vacuumtime 1d

Vacuuming done, freed OB of archived journals from /var/log/journal.

{Removed for brevity}

Vacuuming done, freed 2.9G of archived journals from /var/log/journal/315bfec86e0947b2a3a23da2a672e577.
Vacuuming done, freed OB of archived journals from /run/log/journal.

user@example-ona:~#
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Spdu luwehs Idsdsd po LoWd26 S8 pucele wedsdle gueles Cisco lJlpus (Guzlué Steathwatch):
https:.//www.cisco.com/c/en/us/support/security/steal thwatch-cloud/series.html
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e voubgsd grep PNA_SERVICE /opt/obsrvbl-ona/config I._Ji,oJ Juoegsss IJglJs.

<#froot>



user@example-ona:~#

grep PNA_SERVI CE / opt/obsrvbl -ona/config

OBSRVBL_PNA_SERVICE="false"
user@example-ona:~#

I3l oo wesso 1Jer06 eds gbl Bzl po uv el IJplbJsws Settings > configure monitoring B "zols 1Jluwo el B

4 ona-80a187 Settings -~
N

IP Address: 192.168.28, change name

Heartbeat Received: 2023-02-1
= = I = configure Netflow/IPFIX

Heartbeat Sent: 2023-02-1
| a=t Flow Rarnrd: & 2027-02-1

$p woubgsd ps-fuobsrvbl_ona| grep pnalJie, sldedlzlos 131 Jloe 1Jgses prissé 9l Jloe wbléle 1dgbwds 1Je)ldwé
lJpo98e6 p2528.

<#root>

user@example-ona:~#

ps -fu obsrvbl _ona | grep pna



obsrvbl+ 925 763 0 Feb09 ? 00:29:04 /usr/bin/python3 /opt/obsrvbl-ona/ona_service/pna_pusher.py
obsrvb1l+ 956 920 0 Feb09 ? 00:24:00 /opt/obsrvbl-ona/pna/user/pna -i ens192 -N 10.0.0.0/8 172.16.0.0/12
obsrvb1l+ 957 921 0 Feb09 ? 00:00:00 /opt/obsrvbl-ona/pna/user/pna -i ens224 -N 10.0.0.0/8 172.16.0.0/12
user@example-ona:~#

Ssuoe ldle IJie, i £306 PNA ol pg,8 IJgpdsé 956 9 957, 9s0p puldwd ubldle IJgulssy [Jgles 10.0.0.0/8 9 172.16.0.0/12
9192.168.0.0/16 £J.s IJslzole ENS192 9 ENS224,
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ona/logs/ona_service/ona-pna-pusher.log |Jip -

Op 098, puld JJgbl.

(Caused by SSLError(SSLCertVerificationError(1l, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify fa
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