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Horme » App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Cisco Secure Email Encryption Add-in 1 vy

Supported account types

| Who can use this application or access this API? | 2

(®) Accounts in this organizational directory only {- Single tenant)

O Accounts in any erganizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any erganizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Micresoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Selecta platform v | e.g. https:/fexample.com/auth

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications,

By proceeding, you agree to the Microsoft Platform Policies -

resoe |
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Home > App registrations > Cisco Secure Email Encryption Add-in Add a Client sacret 1Y
Cisco Secure Email Encryption Add-in | Certificates 8 secrets

Description CRES Clignil Segnet
— 3
i Search i Got feediback?
" Expines [ 365 days 12 monthsy |
B Overview
& Quickstar Credeniials enabie confidential applhicaiions to sdeniily thesneehees bo the suthentication senvce when recering 1

schemel. For a higher leved of sssurance, we recommend using & certificate (instead of a client secret] as a creder
A" integration assistant

Maruge
0 Appleation egistration certiicmes, secrets and Fedented crechentiali can be fousd in the Ll Beloe

= Branding & properties
2

2 Auahernication
2 ' Ceilicates 0} Federated credentials (0]
1

- A decrit stiing that the applcation wied ta prove it dentity whin requeiting & token Alio can be referred to &
1 Teken configuration

B AR prmisorg T+ BNew client decret | d—

S Expose an AP Descriplion Expires Value

B App roles
Ho chent secreis have been oreated for this apphcaiaon
& Owners

il Roles and administrmons

M Manifest

Support = Troubleshaoting
P Troubdeshooking

d M support requedt

odoso ) Idgpsd

6. pu LOWIZS "Ulb,6 gled" eds IJobusd IJpuvzd: luuwg Application (client) ID g Directory (tenant) ID. lowg Client Secret oo

Idowolsle sliomly Ides e loguldel B 1Jglbss 1 ulw 6.

Home > App registrations >

s Cisco Secure Email Encryption Add-in =

| X Search | % |E| Delete @ Endpoints Preview features
B Overview : i )
@ Got a second? We would love your feedback on Microsoft identity platform (previously .

&4 Quickstart
;‘i.‘ |I"Itegra-tiﬂl'l assistant ~ Essentials
Manage Display name : Cisco Secure Email Encryption Add-in

. . Application (client) ID -dﬁﬁ—aﬁﬂ-?ﬁ?e?fﬁcﬂ,’:a'l
& Branding & properties i

Object 1D . d0db75f5-cTef-4458-a9c2-b0Tab8%f4b03

—:i) Authentication
Directory (tenant) |D -Zgﬁ-aﬂad -f45d431104d8

Certificates & secrets

Supported account types : My organization cnly

U6 glpd gds wbusy peyd Entra



Certificates (0) Client secrets (1)  Federated credentials (D)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passward.

-+ Mew client secret

Description Expires Value (0 Secret D

30/04/2025 21-3{:‘1~Wkﬁ5n502tBVgManPGE.Ukn1..mcﬂgﬁ-gddn-#ﬂal-BS&E-SINBM-!SUM D @

ouwe uw IJepsd
7. 1uedd s obusd wuvds) Idusss IIJde,sus Ipuved Sloodd 1Js AP permissions. 1u,§, Add apermission 9255 1390
wlbos @ Microsoft Graph 1JelbJgws:

* S Yled

e Mail.ReadWrite

© s bl

e user.read.all



Request API permissions

€ All APIs

@ Microsoft Graph
https:/fgraph.microsoftcom/ Docs

What type of permissions does your application require?

Delegated permissions
Your application needs to access the APl as the signed-in user.

Select permissions

Application permissicns
Your application runs as a background service or daemon without a
signed-in user.

expand all

A mail, +————————

*

Permission
~ Mail (3)

= Mail Read (1)
Read mail in all mailboxes
Mail ReadBasic (0

Read basic mail in all mailboxes

Read basic mail in all mailboxes
Mail. ReadWrite (O
Read and write mail in all mailboxes

Mail.Send D
Send mail as any user

U
0 Mail ReadBasicAll
]
=

Add permissions m

odysu Bo ldyuwe IJoslous J Microsoft

Admin consent required

Yes

Yes

Yes

Yes

Yes

7 - 108, Grant Admin Consent for <tenant-name> (9.5 puz lJobosd lpdluss 1Jsuesd IJs IJbsule wlduslus go 1dpubes.

AP / Permissions name Type Description
“ Microsoft Graph (4)
Ml Rerad Application  Read mail in all mailboxes
Mail ReadWrite Application  Read and write mail in all mailboxes
Mail Send Application  Send mail as any user
User.Read Al Application  Read all users' full profiles

390l 9lz0é wypes IJobousdle (API) J Microsoft Graph

Admin consent requ... Status

Yes @ crnted o [ N
Yes & Granted 'fw-
Yot ﬂ Granted Tor-
Yes @ Granted fo.r-
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3. lue@d |JsProfiles: wp 225 u9g [Jluwpe Jpeld 3])'&] luwe peld IJosss IJJo,sus [JElue od Joeu "dse". lu®, Add
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| Details || Groups || Tokens | Addin Config || Rules || Profiles || Branding |
Name i Or
| Domain v e |
Values (comma or .
semicolon separated)™ -'ﬂ"mlcmsnﬁ"cum

——— |Add Entries

pdVle wg)sW pogd puw9sd CRES

4. 1ue8d |Js Add-in Confige Jleé IJow9se.

IJglogs 1: bed IJpuwelz, 9pe,8 Ie psd Slduwy 1J3s wp IJeuesd edso po ey Entraces ollosd Azure AD. lu§,.Save
Details

IJg 96 2: 233 Idpzld su9e 1o ilds, 9lud, Save Configuration. weése Save Configuration JJlds IJpzldle Jobousd oy
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| Details || Groups || Tokens |

| Addin Config || Rules || Profiles || Branding || Features || Migration || Security || Templates ||

Step 1: Configure the Office 365 Mailbox Settings 7

Azure AD Details: | ?
Tenant 10*

Client 1ID*

Client Secret*

I c-2443-4298-a0ad-f450d431104d8 |
[N 6-0929-469-a6b3-T87e75c85a1 |
l |o

3
i Saye Detaills| Reset

Step 2: Configure the Add-In Settings

Domain

Encryption Type

I o icrosoft.com | 4
Encrypt | 5

Password remembered in Add-In client for [313 days

Flag Type

Flag Value

O subject Flag ' Header Flag

I J

——% | Save Configuration Save Configuration for All Demains

Step 3: Download the Manifest File to Deploy the Cisco Secure Email Encryption Service Add-In to Your Organization's Users

T
—— Download Manifest

odysu Idybsas IJluoldss Joglwd puugsd CRES

oepsd pdV Idouslo [Js Microsoft 365 Juuiny 1J9bswds IJluoldss Jgsps wuvds) [dwsss IUIJIde)sos

L ouwegsd 1Usged IJs pud; Iblye Microsoft 365 Jewggd. (eaddi bl,6 Microsoft 365).

2. 1ue8d |Js Settings > Integrated apps <o 1009, 893 1J9blisd 1Jlolds6.

Microsaft 365 admin center

b Home

F: Users ot
W Groups w
P Roles L
B Resources b

I':] Markeiplace

B gilling o

£ Support ~

o] -
Dromains

Search & intelligence
O settings

Microsoft 365 Backup

]

Homa Integrated apps

Integrated apps

Discover, purchase, acguine, manage, and deploy Microsoft 365 Apps developed by Microsoft partners. ou can alo deploy 4 age |
For adwanced management of these apps go to the respective admin center or page : Azure Active Direciory | SharePont
]
Deployed apps  Available apps Blocked apps

All apps in this st huves Beon indtalied for teram ugers

Pogular apps to be deployed

i Mural !L Adobe Acrobat for Mi... CodeTwao for Qutloc
o % & - u'ﬂ'r.'\-u:u'. R ook
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o0 Cisco. Juuiy 1Jkb,s86 1pws zé. 1w, Specifc Usersigroupsslo g, Deploy.

Configure add-in

Cisco Secure Email Encryption Service

By Cisco
Assign Users
Choose which wsers will have access to Cisco Secure Email Encryption Service
@' Everyane
O Specifie users / groups &
Search for specific users of groups o add of remove 1

| atart typing a name to search for users

DJuﬂm

Deployment Method
(®) Fixed (Defauit)
The sdd-m will B automatically deployed to the assigned users and they will not be able to rermove it fram their ribion.

() avaitable

Users may install thig add-in by chic king the Geét More &dd-ing button on the hame nbbon m Qutlook and oand i A.-:hnin-rrunﬂg[‘:tl

() optional

The add-in will b automatically deployed to the assigred users but they can choose to remove it from thair ribbon

odysu luolds Microsoft 0365

5. wpz0> vuin Id9bsds 1JIualBdss woele: sedu lo suwetnd erueol eds Iuinbs IJeuuctspso IJuolsssy (€esd Outlook) ol



Sued 1Js 12 ywlgs.

Joedd pu lJuozs

lgvegse o3l IUduwe Joldss gpd IJodasy wuvdd Lozse.

1. $p woubésd Outlook J Office 365/Microsoft 365 I9 Outlook Web App: $p wodsso lyuwlds IJos oiss oubds ol 980
Uluolds puvade 9lzs Lolde eds 1JIGJ [Jsol.

adigds: 3l Uiy u9g Idouvds) (IUds seaso ldpeundsd) puvd)l. Bolds ou [Jpld Huwlded 9luolds puvedpsy
woEsesU Swd Idlvedld 1ds 1Jgbss IJeldss. wes 1gbs 3. sop wuvds) Ihuwlds shuwldel gds 1By,
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* G Outlook Web App. 168, 8906 IJuivdd 1Jes ol (10092936 wlddw e b 1busld sldegled). slo, Cisco
Secure Email Encryption Service.
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3. bgd wslule Idlgcel slud) B9s Signin. (Béb 131 Jlo wag IJouivds,) eJles. lod, Send).

From Udupi Kr 5-_-:"11i|:r:|-;c1| Com) @ Cisco Secure Email... = | My Day

fo oo ce Bec
Yo must use encrypiion ondy for business
. . EUTDOSS
Subject:  Testing Mew Encryption Priority -
Encryption Flow Summary
Encryplion Initiated
Aplos (Bedy]l o 1 - N B I S W ¥ o= = i s

Hedla,

Sucoessfully Authenticated
Thig ig @ tast amas,

Regards

— Message Encrypled

——— hassage Sent

2lJs o v, Microsoft Outlook
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https://www.cisco.com/c/en/us/td/docs/security/email_encryption/SecureEmailEncryptionService-10-0/admin_guide/b_Admin_Guide_10_0/b_Admin_Guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/security/email_encryption/SecureEmailEncryptionService-10-0/admin_guide/b_Admin_Guide_10_0/b_Admin_Guide_chapter_0100.html
https://www.cisco.com/c/dam/en/us/td/docs/security/email_encryption/add-ins/encryption/10-0/encryption-add-in-user-guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/email_encryption/add-ins/encryption/10-0/encryption-add-in-user-guide.pdf
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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