ouvdsd wosOle WAPN oo g336 wpuol> 96
SAML e Js FDM

lJpzogsle

|Jp 95006

SueW o3l IJpwews JsWss wdsy puolb 8o SAML Jeduidle wg s wauosd pugssd J
Remote Access VPN olwogsle Azure AS IDp gJs CSF g, FDM.

Iecbdole IJlul jusé
lJeobdolo

900 Cisco Ly ooy Jrsd pe,uds luwluwss wldesluose [Joldss:

o Juoble bou s plgs IJosuosd IUlews (SSL)

* OpenSSL

© uveds ldeuesd gu wed 1dglues Idblo,ss (RAVPN)
« 8y 2ol 2ol 1Jzplss 1Ulew (FDM) ey Cisco

e JEb oyps) oldss 1Jlely (SAML)

Microsoft Azure

lJpdovlo Idpuuwespd
ouwows Idpedypele 1Uglyo WO o3l ldpuwews IJs luesble Ido)lez Ioldse:

* OpenSSL
» Cisco Secure Firewall (CSF). |Ul_o>l, 7.4.1
+ Cisco Secure Firewall Device Manager. |Jl_o>l, 7.4.1



op logble Idpgdsple 19128 B o3l Idpuweos pu IJIz056 1J092936 B wsisé pgpdss ¢luos.
o zese Ulzojs Ipuwotsps B o3l ldpguows wodsso peuuse (IBwluas). Bl Jlve
wedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzepd Jis le).

pedsple Ivluss

SAML Iy Jgé wess) wldss Idiely os pesh pdwse Joubd pedsple 1dpuolb8s 9ldodss o
wsu byl 9gds 9zo IUozsss p9dy 1Josss (IDP) 9p59> 1Jgses (SP). ium.»a loveole
puolb 96 SAML Jlooldle Remote Access VPN (RAVPN) sldobosdle 1UIRs 1Upgodws
dulisgs wuvdd puilsy wuvew pjlslel 1Jpwgsss. Vs pydj IbLe Firepower (FMC): spdy
odssu ©ILoSIle w9 pugs Jipwesle cbusdle pzesé weg)d P ptodssd vwow
esh ubol>s wzly) 039> 1Jo9gso 1Jpu9d) Vs Blisps wdssy pdd wg)sd IUleuold. wyupee 030
IJpsi6 JJpuwdsdsy woelss ivolss 1P Ilgwlawss Bs Jiso ghe ouvesd 1sgad IUiehs
(SSO) wyuiol>s IdP pesus JIJ pdd wgrsd loyold. 9pg 3JY By o030 1J9lbs96 023956 £Js
" 538, lzoj6 FrePOWER (FDM)" Jiwol JI ©98, ¢sbl ppledl. B 2lds odose Jliso SAML Gl
suog gu pelads Ileuold wpdd s IJusuasd Uisd Buud Bs 1euobds. sserue
Huwlds 1Jgbol: "Gunde 1deuol8s cuvon pudds Bs luvonh pdd cersd IUboulb
Jouvesd 1d>ged Uiab@." Jdepd gds o3l 1Josye spdu lugule Guolsé pguoued dloss
lJosdse sluwesybol W Azure JJlwedsle o)y JJ IJobosdle. 900 ¢JIJ 1U8sle w3JY.
Sdjp wowse Juols 9lgrs Wib Vs blyo Wless wslule 1Uezsd (FDM). ppl sose lpdluss
pu2> 96 SAML o uwdlws wlps Jdobosi@le IJpogsss.

lJodosy
U bo9s 1: louile Livolsé 29886 3les! 9pJud PKCS#12 Ul wessle OpenSSL

S92z 03l IdBuwpe Jsdss lugvle Idgvol>s 1Uesdes slosl wluvegsle OpenSSL

1. owed 1Ubgad IJs ugbbs volsé we wowse pdous OpenSSL gdsol.



edlzbé: B 03l lJpwows: swp luwaesle zols Linux. J3Jd Blo weuo 1JIsle, ¢luob
wwssso Linux. 9pg 3JJ: By I9le, OpenSSL os O wol.

w. louble pJ ©IJ9su wluwwgsletouch
.conf

1Jie,.

<#root>
root@host#

touch confi g. conf

RS lJpdd wluwwgsle pz)) uuos. Bs 03l Idpoldc sop luweésle VIM 9sep oubgsd
|Jl o vim



.conf

L spdud luwopsle s pray vuesLe 16

<#root>
root@host#

vi m confi g. conf

> bed Ipedsple Jogopsuel Bs IJesdse IUsles.

olds p0 luwowld 1IJEse wsu < > wpgdsple IJpduwuws IUElLos L.

[req]
distinguished_name = req_distinguished_name
prompt = no

[req_distinguished_name]
C=

ou =

CN=



0. wlgwwdsle o3l IJle) sep logile pIclz RSA ¢luo 285 luosl) 2048 Lo 9 iol>s 9386 Slosl
cluwogsle 291586 SHA-256. Loldzs Jes6 3650 s9pl luwaubl Ids IJodssy [Jpes> Os

.conf

lJpdS. sop pdb lJpdele IJglue edso

.pem

9swpe p9b IJvolso IJp99es slosl gdso

.crt

<#root>
root@host#

openssl req -newkey rsa: 2048 -nodes -keyout

. pem -x509 -sha256 -days 3650 -config

.conf -out



.crt

root@host:~# openssl req -newkey rsa:2048 -nodes -keyout Azure_key.pem -x509 -sha256 -days 3650 -config config.conf -out Azure_SS0.crt
Generating a RSA private key

........................................................................... it
ng new private key to 'Azure_key.pem'

root@host:~#

9. & luyule UP'—.%'{IC lJgluo 9lduvol>o 1Jp99es slosl s 89p woussyop IUs pdd PKCSH#12.
909 SOUWSS $pIU b soUeu I pu ldpdulz IUEluo slduiolss.

<#root>
root@host#

openssl pkcsl2 -export -inkey

.pem-in

.crt -nane

- out



. pfx

root@host:~# openssl pkcsl2 -export -inkey Azure_key.pem -in Azure_SSO.crt -out Azure_SSO.pfx
Enter Export Password:
Verifzing - Enter Export Password:

root@host:~#
root@host:~# 1s
Azure_SSO.crt Azure_SSO.pfx Azure_key.pem config.conf

loowo [Js Jdes 1dp9).
IJgbb9s 2: oz psd pdd PKCS#12 s Azure 9 FDM

olds pu logile wlbusd sds Azure JJJ w9008 w9Losd Suwegse puol 8 SAML sds
FDM.

F Enterprise applications | All applications

Hame T4 Objectid Applcation 1D Homepage URL Created on T4 Certificate Expiry Status Acthve Certiicate Exply Identifier URN (Entity 1D}
prpr—
© cumen

e’ tweddd gds pdud PKCSH#12 oy IJgbgs 10 logile oo 09986 slosl 9pJd PKCS#12
wluwegsle OpenSSL: szw wepsdo [Js Azure JJgsss pu ldobosdle sodssuo WS wdysy
FDM SSO.

lJg 9o 2.1. czpsd lduvolss [Js Azure

i. wved 1Ubgad IJs pagd Azure |Ugl o VGJ:_9|(J-;>;§J IJs obus® |Jro_§u.uu.u6 lJ3s w8 gplswo
wpuel> 96 SAML: 9z ouwesd IUsged IJlghbs.



o G wldoprs) Juwdd 1Js uwe uoble SAML 9233 1eiss pu IJgsble > ceus).

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Maotification Email

App Federation Metadata Url

Certificate (Basesd)
Certificate (Raw)
Federation Metadata XML

Verification certificates (optional)

Required
Active
Expired

2. 1Jloe 235 gsh) luwasyls Juols.

Active

9/28/2034, 1:05:19 PM

&7 Edit
N

https://login.microsoftonline.comy

Download
Download
Download

Mo

& Edit

SAML Signing Certificate X
Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app
|. | save + Mew Certificate $ Import Certificate ,Q"j Got feedback?
Status Expiration Date Thumbprint
Active 8/25/2029, 7:03:32 PM
Signing Option ’ Sign SAMIL assertion R l
Signing Algaorithm | SHA-256 hd |

s loze g0 1U PKCSHI2 puys U6 wuludl Slumasse IUdJes sde gosel sJée | PKCSH#12

P>

Import certificate

Upload a certificate with the private key and the pfx credentials, the type of this file should be .pfx and using RSA for the

encryption algorithm

Certificate: | "Azure_SSO.pfx"

PFX Password: [ T

0.1z syl 223 gl zed IJuvolss wuulbs.



SAML Signing Certificate

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

| Mew Certificate ']_\ Import Certificate ,; Got feedback?
Status Expiration Date Thumbprint
Inactive 9/28/2034, 1:0219 PM
Active 92772027, ;5121 PM
Signing Option Sign SAMIL assertion
Signing Algorithm SHA-256

Notification Email Addresses

el
(6]

Make certificate active

v

&= &= &

Base64 certificate download
PEM certificate download
Raw certificate download 7

Download federated
certificate XML

Delete Certificate

pdlzbé: ol pU U8 1JEbes 2.1: wepsd Iduvolse |Us Azure JJJ wbwsy.



IJgb9s 2.2. wzpsd IJgvol>s |Js FDM

l. loewd |Js Objects> Certificates > Click Add Trusted CA certificate.

Y Filter il:l v

Preset filters: System defined, User defined Add Internal CA

ACTIONS
Add Trusted CA Certificate

w- |)CJ lu”r" TrustPoint |J)6 udquo 99p VC’CP&,?J uvolxé |J03§6 -.96]0 y-19) IdP (Jgs'_)-u ka.Q
PKCS#12). 90298 pu Skip CA Certificate Check.




Add Trusted CA Certificate

Mame

Azure_SS0O

Certificate
Paste certificate, or choose a file (DER, PEM, CRT, CER) Upload Certificate
————— BEGIN CERTIFICATE-----
MIICBDCCAdigAwIBAEIQGDZUEZ1YHISPirkojole+zANBEkghkiGOwRBAQSFADAR
MT IwMAYDVQQDEY 1NakNyb3NvZnQgQXplcmUgRmVkZXIhdGVkIFNTTyBDZXI@aWZp 4
A

WACATT A~ CoafGa JRIM A TR — A AT A BT D = Ceafn okl A TR — o AT A AT O AT e oAl LoD kLD ARET

Skip CA Certificate Check

Validation Usage for Special Services

Please select w

z- wessu ldubolss g6 Vs Jlisy SAML.



Edit SAML Server

Mame

AzurelDP

Description

|dentity Provider (IDP) Entity ID URL

https://:

Sign In URL

https://

https://
sUpported protocols: tps, Np
Service Provider Certificate Identity Provider Certificate
(Validation Us... v Azure_SS50 (Validation Usage: ...
Request Signature Request Timeout
None v

Range: 1 - 7200 (sec)

3. §p wogssu Jlisy SAML gJs pdudle wg)sud Iduysosd IJpgeds ldos oguwaegse SAML
Jb,)5806 puolb§o 9ldos wp luogile Idobosd Jol Ws Azure. i) Idogss)le



Device Summary

Remote Access VPN Connection Profiles

2 connection profiles ¥ Filter T
NAME AnA GROUP POLICY ACTIONS
1 SAML_TG_Admin Authentication: SAML SAML_GP_Admin

Autherization: None
Accounting: MNone

2 SAML_TG_IT Authentication: SAML SAML_GP_IT
Authorization: MNone
Accounting: Mone

Primary Identity Source

Authentication Type

SAML hd

SAML Login Experience
@ VPN client embedded browser

O Default OS browser

Primary |dentity Source for User Authentication

AzurelDP hd

IJo280 pu lduors

Ip wwUuESJ show running-configVebVPN gshow running-configtunnel-groupUip_) Jeolzes IJodosu sldee 99
p0 wdosu udyw URL Il Cldubzsu eds pdVle weys IUleold I pgodus.

<#root>
firepower#

show runni ng- conf uti ng webvpn

webvpn
enable outside
http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
x-content-type-options
X-XSs-protection
content-security-policy
anyconnect image diskO:/anyconnpkgs/anyconnect-win-4.10.08029-webdeploy-k9.pkg 2



anyconnect profiles defaultClientProfile disk0:/anyconncprofs/defaultClientProfile.xml
anyconnect enable

saml idp https://sam .| ab.|ocal/af42bacO

url sign-in https://login.saml.lab.Tocal/af42bac0O

/saml2

url sign-out https://login.saml.lab.Tlocal/af42bac0O

/saml2

base-url https://Server.cisco.com

trustpoint 1idp

Azur e_SSO



trustpoint sp FWCertificate

no signature

force re-authentication

tunnel-group-1list enable

cache

disable

error-recovery disable

firepower#

<#root>
firepower#

show runni ng-config tunnel -group

tunnel-group SAML_TG_Admin type remote-access
tunnel-group SAML_TG_Admin general-attributes
address-pool Admin_Pool

default-group-policy SAML_GP_Admin
tunnel-group SAML_TG_Admin webvpn-attributes

aut henticati on samn

group-alias SAML_TG_Admin enable

sam identity-provider https://sam .| ab.|ocal/af42bacO



tunnel-group SAML_TG_IT type remote-access
tunnel-group SAML_TG_IT general-attributes
address-pool IT_Pool
default-group-policy SAML_GP_IT
tunnel-group SAML_TG_IT webvpn-attributes

aut henti cation sam

group-alias SAML_TG_IT enable

sam identity-provider https://sam .|ab.|ocal/af42bacO

firepower#
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