vl gble 1Jlely gl iolss 9l og b
IJglod w ASDM TLS gl_oJlzol

lJpzogsle
| 9300
L3, Jd.s6
019, ) o s, ASDMTLS

lJp 95,00

S 03l lJpuuews £pdss luvad il Igble ASDM 9] oJlzol Jiely bo@s IJudd (TLS)
lduivelss 9pupddle Idog)lo IJleuss.

lJgJOs6

s> 03l ldpuwows giel pu uvduwds luved il Tgble pss, Iz06 Adaptive Security Appliance
(ASDM) slodlzol pg 030 lpuuousle:

o lwod wlo Igble o250 ASDM 90, dswol 9¢,9ld ol 9l o lzol

puildJ oLvds) ASDM TLS

lJpbdds 1. segs) eds ASDM lUloold vl Idzelss vuwow punldd


https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html

swes) eds ASDM IJleold wesl) Iz plss. sdlzb slzs Is 1de, po 030 IJlg )l o:

* & ASDM juwlisd IJgbl oes) Boz Izels Iy wes) wubgsd bl Iizess pu <ip>.

* szwss lgle 1Jle) show ssl error gJs ¢lol SSL lib. IJgbswe: ssI3_get_client_hello I vo ot
Jl w9z Huwlds wuvlds) pube,Js".

s wbo, ywgdle 9236 wedpe Java lJlwe o ule javax.net.ssl.SSLHandshakeException: « o
odis vuwso Ylod: Huywldé Utbi Handshake_failure":

) &l

=, Cisco ASDM-IDM Launcher disco

Device IP Address / Name: 192.0.2.1 |
Usermame:
Pasoword:

| | Remember the username of the specified device on this computer

| ] 4 | Close
A o &

<#root>
j avax. net . ssl . SSLHandshakeExcepti on: Received fatal alert: handshake_failure
at sun.security.ssl.Alerts.getSSLException(Alerts.java:192)

at sun.security.ssl.Alerts.getSSLException(Alerts.java:154)
at sun.security.ss1.SSLSocketImpl.recvAlert(SSLSocketImpl.java:2033)

Iovedulad IJigble 5l odlzol - 1Jlzlele 1Jpsuos wol

o3 Ilowolo Iisswss Ioblisgs JJig)lus 05 Suivd pBls ol azases cubds) TLS wso
ASDM g9 ASA. B o0 I._JE_IJIEQ. eJs cuve wdssu IJogvds) seolg ldpuwogse IJs o
lJuiol>e gJs zluw ASMD g/lg ASA.




loood eu) elb9s 9lzré I_9 ieJcU eu 0do lJgbsle zos suee lJlouold:

1. Vs gldo luwedslp pepsgle ouvds) TLS 1J89ss pg OpendRE: §p wolbosy 1dzd
IJossd pu Idoyulee Cisco o id CSCvw12542 "szw o suweése ASDM Open JRE
ud)le leds wundd Ide)luos™

- w3e ouvgsd Notepad (IJogvgsd Jpuw9sd)

Jweg IJeduws: C:\Program Files\Cisco Systems\ASDM\jre\lib\security\java.security

AJeew gu: crypto.policy=¢gs, pe29>

.remove # I plp 03l IJuwl) Lase el zese tsble IJogvds,

Lo

o b WN

2. 0SSy pepotle wuulds) TLS eds ASA.

<#root>
ASA(config)#

ssl ci pher ?

configure mode commands/options:
default Specify the set of ciphers for outbound connections
dtlsvl Specify the ciphers for DTLSvl inbound connections
dtlsvl.2 Specify the ciphers for DTLSv1.2 inbound connections
tlsvl Specify the ciphers for TLSvl inbound connections
tlsvl.1l Specify the ciphers for TLSvl.1l inbound connections
tlsvl.?2 Specify the ciphers for TLSv1l.2 inbound connections
tlsvl.3 Specify the ciphers for TLSv1.3 inbound connections

esble IJouvlds, J TLSV.2:

<#root>
ASA(config)#

ssl cipher tlsvl.2 ?

configure mode commands/options:
all Specify all ciphers
Tow Specify low strength and higher ciphers
medium Specify medium strength and higher ciphers
fips Specify only FIPS-compliant ciphers
high Specify only high-strength ciphers
custom Choose a custom cipher configuration string.

A oedS) Sup wbosy ldogss)le IJos were Vs iroJ oLﬁlkst_SJ SSL gJs 2ol IJzpelsé
olJdlpd: wpl Vs 3JY logoldle VPN Jdsogd [Js 1esde 19 1Usuo9d gu wes.


https://tools.cisco.com/bugsearch/bug/CSCvv12542

IJpuvdds 2. segdy eds ASDM IJlouold vuwew Wyivd puoldzs TLS1.3
Soes) £Js ASDM IUleuold wuvow Buivd puolces TLST.3.

wbo, yedlo 9236 wpdp Java Java.lang.lllegalArgumentException: ,wulJé 'aJoi TLSv1.3 L9 _»6:

&

Elscu ASDM-IDM Launcher iaco

Device IP Address [ Name: 192.0.2.1 - |
Username:

Password:

|:| Remember the username of the specified device on this computer

| oK | Close
. o[

<#root>
java.lang. |11 egal Argunent Exception: TLSv1.3

at sun.security.ssl.ProtocolVersion.valueOf(Unknown Source)
at sun.security.ssl.ProtocolList.convert(Unknown Source)
at sun.security.ssl.ProtocolList.<init>(Unknown Source)
at sun.security.ss1.SSLSocketImpl.setEnabledProtocols(Unknown Source)
at sun.net.www.protocol.https.HttpsClient.afterConnect(Unknown Source)

Iweduuld IJigble ol odlzol - 1dlzlele 1Jpsuos wol

Sew 28 luod) TLS 1.3 edJs JJ pu ASA 9 ASDM TLS Saep IJluosl) 1.3 s ASA IJIuo)IJ
9.19.1 slJluosble Iizse (elp ;
Cisco. 9.19(x)). sdjp <998, lJlLosl, 8u261 ey, Oracle Java iy | osl, |?_>u Jsep TLS IUlosl, 1.3
(edlzble 1l o>, J Cisco Secure Firewall ASDM. 7.19(x)).

IJeolze

1. pdlzble 1Jl ool 12l 06 o 6 ASA Jzoly | lsé I oy, ooy Cisco: 9.19(x


https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/release/notes/asarn919.html

2. pJlzblo 1l o5l 12l 06 o Cisco Secure Firewall ASDM. 7.19(x)

eunldd Juolsle ASDM

lJeuvdJe 1. Iduolss 1Je9z936 WO 03l IJzolj gy woldes. whsg Idyiolxs puwo
IJoodlzss Iy es) wolde JIJ wsbisg eldss. huwlds 1Ug bl

ooy 5uls 1l eo> wubgsd ASDM: "I bolss 1e92936 Sis o3l Izols e woldes. whst
IJgiolss pucoe Iduadless ls Es) wolde JIJ wsbst gldss.

Device 1P Ad

B Cisco ASDM Launcher

&L, Cisco ASDM-IDM Launches

Softwiars update complated,

The cartificabe present in this devios i not wabd.

Cert¥icate date is Expired or not valld &5 per current date

=1C] x|

1l|ltl|lr
CISCO

Fﬂ:ﬂm*
£ 4 Cloze |
o &|a
98006 Igsluo ppleds 09,0996 Vs pllzble UL ool

"duwol>s 1Up9des slosl IJgluos o ASDM ) uoldes vuvew 830 oblo@ ldySe sldolist ee
ASA — 0990 ASDM Cldweg 8l pu uogd ubolsé SSL 1Je9 96 Slosl 9l Jp sJu wlysg ASA
wepu whst luosl) Idgiolss gluwele odlzswol WJu swp wuvgsd ASDM. [lze ollzble

9l9.9 ASDM

Ioveduulad IJigble 9l odlzol - Idlzlele 1Jpsu0s wol

1. 1doedd pu lduvoble puwess IUuodless soldssol:


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_19/release/notes/rn719.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25477
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25476
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25476
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_20/release/notes/rn720.html#id_25476

<tfroot>
#

show cl ock

10: 43: 36. 931 UTC Wed Nov 13 2024

<tfroot>
#

show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1l

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=asa.lab.local

Validity Date
start date: 10:39:58 UTC Nov 13 2011

end date: 10:39:58 UTC Nov 11 2022

Storage: config

Associated Trustpoints: SELF-SIGNED

PubTlic Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de99186445f45187510a
SHA1 PublicKeyInfo hash: 29055b2efddcf92544d0955f578338a3d7831c63

1. Vs 9lzgos ywb, IJingJ (CLI) IJgluos o ASA: $p wlildé IJulo, ssl trust-point <cert>
<interface>. g s& sIJ9u <interface> o9 Ul wp IJpuwegse Jlouoldleo ASDM. suwegse ASA
wwolxs 09 9e6 dlusl Jlouoldle ASDM.

2. s 2ldo 30 929> Uwoldo p9 980 Slosl Bp wluuble 91256, Vs o3l IJpeld: swp luvedsle
luwe IJosdse Isles Jlgwe udbs 28s9s:

<tfroot>

conf t



crypto ca trustpoint SELF-SI GNED

enrol | rent self

fqdn

subj ect - namre CN=



exit

crypto ca enroll SELF-SI GNED

crypto ca enroll SELF-SI GNED

WARNI NG The certificate enrollment is configured with an

that differs fromthe systemfqdn. If this certificate will be

used for VPN authentication this may cause connection problens.

Woul d you like to continue with this enrollnent? [yes/no]: yes

% The fully-qualified donain nanme in the certificate will be: asa.lab.local

% I nclude the device serial nunber in the subject nane? [yes/no]:

Generate Self-Signed Certificate? [yes/no]: yes

3. 1l ol IJos we lugvlgel wlUglzos:

<{froot>

ssl trust-point SELF-SI GNED



4. ldogs pu lduvolyé:

<ffroot>
#

show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=CN1

Validity Date:

start date: 12:39:58 UTC Nov 13 2024

end date: 12:39:58 UTC Nov 11 2034

Storage: config

Associated Trustpoints: SELF-SIGNED

Public Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de9912sach3772777
SHA1 PublicKeyInfo hash: 29055b2efdd3737c8bb335f578338a3d7831c63

5. 0z pu lBuslu Iduboelss Lldslzos:

<tfroot>
#

show run all ssl



e indJé 2. Js spdu wouse lduvoble 19 weassol Lluuegsle 9lzes Lulb,
IJislo, (CLI) J ASDM Ig ASAS

SHSd IJ,ouuo'a?,ogu o9u2se bsle wouse Iduboble Iy wassol Lluveesle slzes Luls, 1Uisle,
(CLI) J ASDM i ASA.

Jlplele [Jpsuos wol

Lee 1ds IUbJs Joowse Idusoble segassol:

sl IJeEle B bhs Bless wslole 1Jezs] (ASDM)

st 03l 1Suwe Wpubldd Ipcgd 36 wodll IJuoed Wi bhs Bless wslole Ipzsd (ASDM)
IUIde,) ussel.

e dJs 1. 1Joe W IJpdoud s ASDM

B glds oguled $lodss JJole, eJs ASDM.

loweduld IJigble gl odlzol - 1Ugbsle IJps os wol

IJgho96 1: wg)s peyd CVE (eds uwwsd IJpeld. CVE-2023-21930)

IJglogé 2: g go CVE B Luuble IJlely po Cisco 9bsls IJwee o IJigble o0 Cisco:
loodd Ids Iduowes IJluwoolyse:

https://sec.cloudapps.cisco.com/security/center/publicationListing.x



https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc5
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc5
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc5
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html#toc-hId--288579938
https://sec.cloudapps.cisco.com/security/center/publicationListing.x
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Cisco Security Advisories

Vulnerabilities Filter By Product

Quick Search QA cve-2021-1585

Advanced Search

ADVISORY

Enter the CVE number and
press "Enter’

For this CVE there is
an advisory

> Cisco Adsptive Security Device Manager Remote Code Execution
Vulnerability

ems per page: 20 B

IMPACT CVE LAST UPDATED VERSION

CVE-2021-1585

Medium 2022 Aug 25 1.4

Showing 1-16f 1| <Prev 1

B et =

1B IUlweuvhs 90288 ppl 131 Il ASDM selé: eds guosd Idpsld:

The left column lists Cisco software releases, and the right column indicates whether a release was
affected by the vulnerability that is described in this advisory and which release included the fix for

this vulnerability.

Cisco ASDM Release

First Fixed Release

7.17 and earlier

Migrate to a fixed release,

7.18

7.18.1.162
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Vulnerabilities Filter By Product
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Advanced Search
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No advisory
found

IMPACT CVE LAST UPDATED VERSION

No matches



https://bst.cisco.com/bugsearch

Bug Search Tool

Specify the
CVE ID M Save Search & Email Search
Search Eo Specify the Product 'Cisco
o Secure Firewall ASDM' x ©

Product
Series/Model | ASDM X e
Examples: Ciseo 1800, 1801, ete... e ol
Release
Affecting or Fixed in Releases o o
The search returned one defect - "
1 Rezults | Sored by Saverity Sort By: Show All b
Filters Clear Filters —— X
C5Cwk58092 Vulnerabilities in openjdk 1.8.0u252 CVE-2023-21939 and others
Symptom: This product inchudes Third -party Software that is affected by the winerabilities identified by the following
Severity Comman Vulnerability and Exposures (CVE) IDs: CVE-2021-2163 -
Show Al iy Severity: 3 | Status: Fixed | Updated: Jul 26, 2024 | Caseso | (0)

985 030 1Jelds 2rs wedss ¢JJ- lud) W9y o3l IUgsh 90288 pu wBluosdo 9p0 Suwe
"Idluosble Idegr9We IJos wp luodlzol™

Severity
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Known Fixed Releases |2 of 2)

088.037(000.044)

007.022(001.181)

op luodlz 1Jedd B luosly wyolez ASDM 7.22.1.181.
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https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
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