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Upgrade the Software
This section provides the upgrade path infermation and a fink to complete your upgrade.
Upgrade Link
Ter complile your upgracks, $00 the ASA upgrade guide,
Upgrade Path: ASA Applisnces
To view your curment version and model, use one of the following metheds:
« ASDM: Choose Home » Device Dashboard > Device Information.
= CLE Use the show verston command,
This table provides upgrade paths for ASA Some older versions require an intermadiate Upgrace bebore you Can UPQIade 10 & NEWer Version. Recommanded versions ane in bold.
Ba sure 1o check the upgrade guidelines Tor each release DEIWEEN your SLrting version and your ending version, You may need 1o change your configuration before upgrading in Some Cases, of else you could eXpenience an outage.
For gudance on securily issues on the ASA. and which releases contain fixes for each issue, see the ASA Security Advisories.

5,

ASA 9,20 was the final version for the Firepower 2100,
Note ASA 9.18 was the final version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and 5M-44 for the Frepower 9300,
ASA 9.16 was the final version far the ASA 5506-X, 5508-X, and 5516-X.
ASA 9.14 was the final version for the ASA 5525-X, 5545-X, and 5555-X.
ASA 9,12 was the final version far the ASA 5512-X, 5515-X, 5585-X, and ASASM.
ASA 9.2 was the final version for the ASA 5505.
ASA 9.1 was the final version for the ASA 5510, 5520, 5540, 5550, and 55E0.

Table 2. Upgrade Path
Current Viersion Interim Upgrade Version Target Version

9,20 - Any of the following:
+8.22

9.19 - Any of the following
+9.22
+9.20

9.18 Any of the following:
+9.22
+9.20
+8.19

9,17 - Any of the following:
+9.22
+9.20
+9,19
+9.18

8.16 - Ay of the followng:
+9.22
+8.20
+9.19
+9.18
+9.17
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Q  Product Name e.g. 2911 : 3

Downloads Home | Security | Firewalls [ Next-Generation Firewalls (NGFW)

105 and MNX-0S Software

3000 Series Industrial Security Appliances (ISA) ASA 5500-X with FirePOWER Services
Optical Networkin
PE =9 Adaptive Security Appliances (ASA) Firepower 1000 Series
ERED Firewall Management Firepower 2100 Series

Servers - Unified Computing

Firepower 4100 Series

Secure Firewall Migration Tool Firepower 9300 Series

Storage Networki

2 Ll Secure Firewall 1200 Series
Switches Secure Firewall 3100 Series
Unified Communications Secure Firewall 4200 Series

R G avs S Scce S Secure Firewall Threat Defense Virtual

Video

Wireless

Software Download

Downloads Home [ Security [/ Firewalls / Next-Generation Firewalls (NGFW) / Secure Firewall 3100 Series [ Secure Firewall 3120

Select a Software Type

Adaplive Security Appliance (ASA) Device Manager
Adaptive Security Appliance (ASA) Software

FITepower Coverage and Content ates
Firepower Threat Defense (FTD) Software
Firewall Migration Tool (FMT)

6. Qid) 18] ro_ﬂ@_&é |
<.9.56 Cisco Secure Firewall ASA.
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Software Download
Downloads Home [ Secunty | Firewalls [ Next-Generation Firewalls (NGFW) [ Secure Firewall 3100 Series | Secure Firewall 3120 [ Adaptive Secunty Apphance [ASA) Software- 9.20.3 Intenim
Qsearch... ' Secure Firewall 3120

[ Expana A [ colapee an Release 9.20.3 Interim Related Links and Documentation
i . ) A& My Notifcation: Release Notes for 9.20,3 Interim

Suggested Release

9.20.3 Interim

Interim releases contain bug fixes which address

L. 1 el e Maintenance release. These images ane fully
atest Release

supported by Cizco TAC, and will remain on the e release is available

9.20.3 Interim

9.22.1 File Information Release Date Size

o Firepower 3100 Senes, 21-0et-2024 664.32 MB

|+
i
-

9.20.3

9.18.4

he Cisco Firepower 3100 Series 26-Sep-2024 664.37 MB

|u_
i
| d

All Release hd

Interim b
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=, Cisco ASDM-IDM Launcher clsco

Device TP Address / Name: 192.0.2.1 ;J
UG BT
Fassword:

|| Remember the username of the specified device on this computer

QK Close

i | olyla

<ffroot>

2024-06-16 13:00:03,471 [ERROR] Error::Failed : Request processing
88887 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Failed : Request processing
2024-06-16 13:00:03,472 [ERROR] Error::Access token request processing failed

88888 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Access token request processing f
2024-06-16 13:00:04,214 [ERROR] getMetaDataResponse :: Server returned HTTP response code: 403 for URL:
89630 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - getMetaDataResponse :: Server returned H

2024-06-16 13:00:04,214 [ERROR] error::Meta data request failed.

89630 [ Thread-30] ERROR com ci sco. dnconmon. util.DMConmonEnv - error::Meta data request fail ed.
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Fixed Software

When considenng software upgrades, customers are advised to regularly consult the advisones for
Cisco products, which are available from the Cisco Security Advisories page, 10 determing exposure
and a complete upgrade solution.

In all cases, customers should ensure that the devices to be upgraded contain sufficient memory
and confirm that current hardware and software configurations will continue 1o be supported
properly by the new release._ If the information is not clear, customers are advised (o contact the
Cisco Technical Assistance Center (TAC) or their contracted maintenance providers.

Cisco ASA, FMC, and FTD Software

To help customers determine their exposure to vulnerabilities in Cisco ASA, FMC, and FTD Software,
Cisco provides the Cisco Software Checker. This tool identifies any Cisco security advisones that
impact a specific software release and the earliest release that fixes the vulnerabilities that are
described in each advisory (“First Fixed”). If applicable, the tool also returns the earliest release that
fixes all the vulnerabilities that are descnbed in all the adwisories that the Software Checker identifies

("Combined First Fixed™)

To use the tool, go to the Cisco Software Checker page and follow the instructions. Alternatively, use
the following form to search for vulnerabiliies that affect a specific software release. To use the
form, follow these steps:

1. Choose which adwvisones the tool will search-all advisones, only advisones with a Critical or
High Secunty Impact Rating (SIR), or only this advisory.

2. Choose the appropriate software.

3. Choose the appropriate platform.

4. Enter a release number-for example, 9.16.2.11 for Cisco ASA Software or 6.6.7 for Cisco FTD

software
5. Chck Check
Only this advisory ~ | Cisco ASA Software |
‘Secure Firewall 3100 Series |

9.18.3 || Check |

3. I3l Jlo IJlgoshy 1deloo pesdl Jleb 1dluosble B 1dg s IJlsd IJelow 9 ¢, Idpole:



Home / Cisco Security / Cisco Software Checker

Cisco Security
Cisco Software Checker

° Results for selected Cisco Security Advisories

Show advisory list
* Export Selected

software release(s)

Security Advisories That Affect This Release @

FIRST FIXED DR NOT
TITLE PUBLICATION DATE IMPACT AFFECTED

Cisco Adaptive Security Appliance and Firepower Threat Defense Software BRSO e
] -~ - P 1 Mol et 2024 Oct 23 Mediurr
AnyConnect Access Gontrol List Bypass Vulnerabilities

COMBINED FIRST FIXED OR NOT AFFECTED i@

8.18.3.559.18.4
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Tools Wizards Window Help
Command Line Interface..
Show Commands Ignored by ASDM on Device
Packet Tracer...
Fing...
Traceroute...

......

L i =
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Administrator’s Alert to Clientless SSL VPN Users...
Migrate Network Object Group Members...
Preferences..

ASDM Java Console...
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Device List  Bookmarks |

nmm a g x
% Add [ Delete & Connect
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lJyissuwso. YOS gldo g3p 1Jwsld§ 1y puwzle Eol Iy wlzsd IJluosh Jl oYy luoshle Idwslee
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1. 0283 pu lJoslvy vsu luesblo Idoslez ldedsule 1Jelbss. Lze 1Js walwds g Cisco
Secure Firewall ASA.
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https://software.cisco.com/download/eula
https://software.cisco.com/download/eula
https://software.cisco.com/download/eula
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html

End-of-life milestones
Table1. End-of-life milestones and dates for the Cisco Firepower Threat Defense (FTD) 7.1.(x), Firepower Management
Center (FMC) 7.1.(x), Adaptive Security Appliance(ASA) 9.17.(x) and Firepower eXtensible Operating System (FX0S) 2.11.(x)
Milestone Definition
End-of-Life The date the document that announces the end-of-sale and end-of-life of a June 23,
Announcement Date product is distributed 1o the general pubdic, 2023
End-of-Sale Date: The last date 1o order the product through Cisco point-of-sale mechanisms. December
App SW The product is no longer for sale after this date. 22, 2023
Last Ship Date: The last-possible ship date that can be requested of Cisco and/or its conftract March 21,
Azpp SW manufacturers, Actual ship date 15 dependent on lead time. 2024
End of SW The last date that Cisco Engineering may release any final software December
Maintenance maintenance releases or bug fixes. After this date, Cisco Engineering will no 21, 2024
Releases Date: longer develop, repair, maintain, or test the product software.
App SW
End of New Service For equipment and software that is not covered by a service-and-support December
Attachment Date: contract, this is the last date to order a new service-and-support contract or 21, 2024
App SW add the equipment and/or software 10 an existing senvice -and-supporn
contract,
End of Service The last date to extend or renew a senvice contract for the product. December
Contract Renewal 21, 2025
Date:
App SW
Last Date of Support: The last date to receive applicable service and support for the product as December
App SW entitled by active service contracts or by warranty terms and conditions, After 31, 2025
this date, all support services for the product are unavailable, and the product
becomes obsoleta.
HW = Hardware 05 SW = Operating System Software  App. SW = Application Softwarne
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
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Release Notes for Cisco Secure Firewall ASDM, 7.22(x)

This document contains release information for ASDM version 7.22(x) for the Secure Firewall ASA.

Important Notes

+ Mo support in ASA 9.22(1) and later for the Firepower 2100-ASA 9.20(x) is the last supporned version.

+ Smart licensing default transport changed in 9.22—in 9.22, the smart licensing default transport changed from Smart Gall Home to Smart Transport. You can configure the ASA to use
Smart Call Home If necessary using the transport type callhome command. When you upgrade to 9.22, the transport s automatically changed Smart Transport. If you downgrade, the
transport Is set back to Smart Call Home, and if you want to use Smart Transport, you need to specify transport type smart .

System Requirements

ASDM requires a computer with a CPU with at least 4 cores. Fewer cores can result in high memory usage.

ASDM Java Requirements
You can install ASDM using Oracle JRE 8.0 (asdm-version.bin) or OpenJRE 1.8.x (asdm-openjre-version.bin),

Table 1. ASDM Operating Systemn and Browser Requirements

Operating System EBrowser Oracle JRE OpenJRE
Firefox Safari Chrome
Microsoft Windows (English and Japanese): Yes No support | Yes 8.0 version Bu261 or later 1.8
« 11
Note MNo support for
+ 10 Windows 7 or 10
32-bit

Note See Windows 10 In ASDM Compatibility Motes If you
have problems with the ASDM shortcut.

« 8

«7

+ Server 2016 and Server 2019
« Server 2012 R2

* Serwer 2012

+ Server 2008

Apple O5 X 10.4 and later Yes Yes Yes (64-bit 8.0 version 8u261 or later 1.8
wersion only)

e o919 ASA 9 ASDM JIJ g29d bl eds uwesd Idpld:

Table 2. ASA and ASDM Compatibility: 9.20 and 9.19

ASA ASDM ASA Model
ASA Virtual Firepower Firepower Firepower Secure Firepower Secure Firepower ISA 3000
1010 10710E 2110 Firewall 3105 4112 Firewall 4215 9300

This is the minimum ASDM #120 e e iy P
SRR ) o om
Firewall 4245
3140

9.20(3) ?_ZD[?] YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(1) 7.20(1) - - - - - - YES - -
9.19(1) 7.19(1) YES YES YES VES YES - YES YES

roJ|E_]b|oZ

colbdu luoshle ASA 1Jzss6 luoslh, ASDM Idpuuwd 19 luosh Tzaet Jl spdoud luwaésle luosl
935 pu ASDM pg | ool 238> pu ASA.

roOU 1

Jl spdud lgwegsle ASDM 7.17 pg ASA 9.18. Cldouuwed Jepdsle ASA IUosuséd sSpdoudd
Jlweply BOs luvegsle [uesl) ASDM IJzlds: ol Jp S35 10 3JY. pedl spdud |uwegsle
ASA 9.22(1.2) p&¢ ASDM 7.22(1).

ro-;";U 2

J>sd ASAS 9.8(4)32. spdud |uveesle ASDM 7.19(1) JbLco byl Jio ASDM peslcd$s oe
IUluosble Iduwlods el Jp o3,y 210 3Jd B pdlzble | osl, ASDM.
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» https://lwww.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://lwww.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

lIJeuvdds 1. ool glusl gs) pogld g

Iovedulad IJigble ol odlzol - 1glbsle 1JpsL0s wol

298 pu uvedlo 9226 wepdp Java:
I
our

@ Cisco ASDM-IDM Launcher v1.9(0) — x

=, Cisco ASDM-IDM Launcher disco

Device IP Address [/ Hame: 10.62.148.30 ;I
Usarname: admin
Fasswond: I TTI I LI TLT]

[ ] Remember the username of the specified device on this computer

—

0K Close

R 7S

Convrinht @ 2006-2019 Ciscn Svstems. Inc. All rinhts reserved. |5?*h‘3“""r Java console
Sp Opdd pu bJs w9ls g Java 9 ASA:

» https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

lJpuvdJs 2. | o5l ASA 9 ASDM ¢, po9ld g

Bl Jdoo ogpd wluoshle ASA 9 ASDM ¢ Idpwsld 96 Ospdud V@slu 1U9 o9 |Js 9lzoo
puwoEsp ASDM.

Iovedulad IJigble gl odlzol - 1glosle IJpsuos wol
lve weole lu sydo I ASDM Losés o IJ CLI pU 116 logwg 1Jue9,6 1Js 1Jwnd pu |J ASA
e TFTP. gl ol IJ ASDM 09,8 suwegpd Idle) asdm Lo9,8" Jel 09 ps oz B Id>Jsd

Lholo:


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25469
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25469
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776

https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-
H/ar-az-commands.html#wp3551901007

I

<#root>
asa#

copy tftp flash

Address or name of remote host []? 10.62.146.125
Source filename []? asdm-7221.bin
Destination filename [asdm-7221.bin]?

Verifying file disk0:/asdm-7221.bin...

Writing file disk0:/asdm-7221.bin...

INFO: No digital signature found

126659176 bytes copied in 70.590 secs (1809416 bytes/sec)

<#root>
asa#

config term nal

asa(config)#

asdm i mage di sk0:/asdm 7151-150. bin

asa(config)#

copy run start

Source filename [running-config]?
Cryptochecksum: afae0454 bf24b2ac 1126e026 bla26a2c

4303 bytes copied in 0.210 secs

IJp i J6 3. 5¢ 0 ASDM 5 OpenJDK

Jl &g p L09,6 Cisco ASDM ,wes! OpendDK. goldolds: ould gsbly polely:

 Oracle JRE: szw9s eJs 9890 wuvesd wie ouvgsd Java go) IUsse Jovgsd ASDM
eds IUYposso) Idpuosd. Jlguegsle 030 IUbys 9o weolz IJs JRE 1Ugl e o Oracle 64
wo ldpowo eds IUdposso) Idpeds. spdud wujsd o3l po ldesde Idyuwes J Java.

* OpenJRE: |& 09,6 JRE IJp8,926 05 udwol Lo9,8 Oracle. JJu 1Jd,6 o9 Tud Ul


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/ar-az-commands.html#wp3551901007
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/ar-az-commands.html#wp3551901007

seolz IJs wouse JRE 64 Lo gds IUdpwsoo, ldpeds Jio I._J:uogjé v wol wpzwes
eJds psjo Java Web Start Jovgsd ASDM. 03l 09 IUwew WS 1u 2ze w96 OpendRE
IJe, pu Oracle JRE. Jlzb w0 p0 IJpesde 16 $os OpendRE s uegsp luosl) 2lddl 1 §se.
2SS Sop wgeseol vluwagsle 238 [uodly puwed) pugd) Bs walss 29,6 wlss) ASDM
OpendJRE.

Oracle JRE p$l.J OpendRE

lo,ldd e 90 s

subdy vouswe Java gds

IJeLos IJb, s uEp JI (U>sol gldl p30206)

eloo UEP Jl (pu22) p9ws?)

o, Jivel weoss lsuol eds

5 | 5 | b :
zee lJues,é Jouwsbé 2151 p302d

luwe IJuo9)6 asdm-xxxx.bin asdm-openjre-xxxx.bin

Software Download

Downloads Home [ Secunty [ Firewalls [ Next-Generation Firéwalls (NGFW) [ ASA 5500-X with FirePOWER Sérvices [ ASA 5508-X with Fire POWER Services
| Adaptive Security Appliance (ASA) Device Manager- 7.22.1

(Qsearch... ) ASA 5508-X with FirePOWER Services

Expand All Collapse All Release 7.22.1 Related Links and Documentation
Release Motes for 7.22.1

A My MNotifications

Latest Release e
7.221
7.20.2 File Information Release Date Size
7.19.1.95 Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-Sep-2024 120.79 MB i \._‘.f .
' Oracle JRE - - :
ASDM Oracle JRE-based ge. It
781161 o . requires Oracle JRE to be installed
i vl
All Release e

Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 195.09 MB + H .

7 > integrated with OpenJRE.
asdm-openjre-7221.bin ASDM OpenJRE-based image. It does
Advisories [ not require Java to be installed

odese Bl 8o véss) [uosh pubéd ASDM. BGp IsJl LlilJs cowse pugd ASDM 1Je9zs>
Sp wousw Ideass pu edid Idlouold o ASA g, HTTPS.

IJelze

» https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472



https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472

OpendDK: 1o b, 1dled 906 96w Idouigsd: IJpuos, Idpdese: ougsuo GPL.
Oracle JRE: vulbde wsss 99w ldogvgsd Wb lde,ygsuo 1UEluo: wygsuel websl
L”Lpubé)ho|JLJCJa.

OpendRE: w656 99w IJouvgsd Wb 1dpuos) IJpdez: ogsue GPL.
https://www.oracle.com/java/technologies/javase/jre8-readme.html

IJ e Js 4. o9led § ASDM g Java Azul Zulu

Jl wrgp w09y ASDM IJpuwewsé |Js Oracle JRE Image Java Azul Zulu. po oless 1)s: olos
lJues, IJpuwewsé |lJs ASDM OpendRE Lopu wdled Azul Zulu. g9 pu wsosle "lJpuudJé
3" ool gu ldgsble IJpolzs.

U dJs 5. wedsy: Je swp ldewy) eds 1dusdse Os Gue 1JpJs0:/asdm-
xxX.bin

puld:

<ffroot>
asa#

copy tftp flash:

Address or name of remote host [192.0.2.5]7
Source filename []? asdm-7171.bin
Destination filename [asdm-7171.bin]?

Accessing ftp://192.0.2.5/asdm-7171.bin.. . trrrrrrerrrrrrerrrrrrrrrrrrrrrrrrrrnnl
Verifying file disk0:/asdm-7171.bin...

9%MRNI NG Signature not found in file diskO:/asdm 7171. bi n.

Ioveduuled IJigble 9l odlzol - 1Jgbsle 1Jp9 o8 wol

£16 ol ©doy 030 puudJs ©9ldE ASA pbled ASDM. c2dd pu sJsd <9ldd ASDM selds oy
I ASDM 1JglLo o 09l o U096 ASA. spdod IUgEs, £Js pLob9wss wold§ ASA
ASDM G.s:

https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

IJp i J6 6. "/ glol: 2506 ASDM £, 09886 ,8p8l. ;B2 lJodsse.

Spdu &2 suwlds IJgbl 030 05 ©ESSU L096 ASDM 23558 Llguegsle Lo9,6 ASDM < wl,
w29)6> erasecat4000_flash:.
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https://www.oracle.com/java/technologies/javase/jre8-readme.html
ftp://192.0.2.5/asdm-7171.bin...!!!!!!!!!!!!!!!!!!!!!!!!!!!!
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776

1. swedd ASA ppl I3l Jlue o9, 6 ASDM Lo9,0 9986 1 9ps! pu Cisco. bl zlade wuvgsd
29,6 ASDM 85506 Lluuaeale luosly ASA e o3l IJluodle: Buusep pog ASDM
9l,uwlJs "ZERROR: IJusdse sy wolde JBoue 1Jpdd0:/<filename> sg, 0 B 9leos
oo, IJisle, (CLIY IJgl o6 o ASA. sesld @ IUluesl, 7.18(1.152) oo ASDM slJl osble
IJizse pe zese luosble ASA. zos odd Idos Jsuw Jol 03l IUluadlz. Llze Buwe
IJpdlzble 1Jpops s adlzble Lol 1 ¢l o6 . Cisco ASDM. 7.17(X).

2. 9p wupdse luoslh Java gds IUYdpwsyo) Idpuoss.
3. JASAIUss sepd eds 2oL 1z plss [Jleo 3100, w288 pu perd wuoese IJigble

JJwulpz pu Cisco CSCwe12322 "'abi IS 1oz 8l pu w90 ASDM 1Jesde Lbps! eds
puuole FPR3100"

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc12322

%,odlalbéi op luodle 03l 1Jgdd B luosble wlez ASDM IJigs)6. wedd pu wdlosd
IJesw Jdewesd eds piss pu ldpedsple.

IJpoudJs 7. "AJebi: IJosdse Esy wolde Jéaue Ipd0:/<filename>

sop e bl leule wuwe IUpdd: eds uvwsd IJpold:

<tfroot>

asa#

copy tftp://cisco:cisco@92.0.2.1/cisco-asa-fp2k.9.20.3.7. SPA

Address or name of remote host [192.0.2.1]7
Source filename [cisco-asa-fp2k.9.20.3.7.SPA]?
Destination filename [cisco-asa-fp2k.9.20.3.7.SPA]?

Accessing tftp://cisco:<password>@192.0.2.1/cisco-asa-fp2k.9.20.3.7.SPA...
RN RER R RN NN NEE RN RN RN R RN RN R R NN RN

Verifying file diskO:/cisco-asa-fp2k.9.20.3.7.SPA...

YERROR: Signature not valid for file diskO:/cisco-asa-fp2k.9.20.3.7. SPA

Iwedule IJigble gl odlzol - 1Jlzlele 1Jpsuos wol

ASA 9.14(4.14) 985l we> swbJo ASDM 7.18(1.152) Iy lese. swedd ASA IJIL pu Loes pl I
Jluw 09,6 ASDM 09,6 09986 L 9ps! pu Cisco. 3l zlade wuvgsd u29,6 ASDM 1950 pu
7.18(1.152) Ulguogsle luosly ASA e o3l IJluodle: Buwsep 2o, ASDM slJ, wlJs "/ERROR:

lJesdse £sr volde Juue Ieds0:/<filename> s, 00 s slzos yub, IJisle, (CLI) Iglu06 o
ASA.


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://tools.cisco.com/bugsearch/bug/CSCwc12322?rfs=qvred
https://tools.cisco.com/bugsearch/bug/CSCwc12322

op beld odlldegss) vb)l Judlb IJuoed g0 wudss IUyes IJoguwds pu 2low gpsd
w,ulez Cisco ASDM g ASA Software (CVE ID CVE-2022-20829)

» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05291
» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05264

WO glds gpd Idzoly Vs 908 [Juble |Jiu.u|u.ug§‘ loedd pu gdld IJogdselo 196 ey 03l
lJeuwows Jogesd lJueg,é: https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-
upgrade/asa-appliance-asav.html#topic zp4 dzj cjb

IJeolze

+ pdlgble |uosl, ASDM:
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 14/release/notes/rn714.html#reference yw3
* >Jdsd wy9sé ASA: https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-
upgrade/asa-appliance-asav.html#task EQEE51964590499999B1D976F66E2771

lIJpubdJo 8. w9lus § Secure Firewall Posture (Hostscan)

SEwp> luosl) Hostscan v dd IJo, eJs luesly, AnyConnect oy |uosl) ASA. spdud IJgey,
eds JJllUluoshsu oul: wuisd [Juslez - Cisco Systems:

https://software.cisco.com/download/home/283000185

IJpudJs 9. lzoe [uosl) pre9pe
Iweduuld IJigble ol odlzol - Idlzlele 1Jpsuos wol

Il Joo omgw Bs peyds lza8 luosly ASDM Idpg o ps Jesb Iz plss IUglue wd: Bsops
PP OUISU wuvdd Hssuws JJozdl puoel:

+ pdlgble |uosl, ASDM:
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 14/release/notes/rn714.html#reference yw3

9eds 9zo lJoerss: g29d bl ASA


https://tools.cisco.com/bugsearch/bug/CSCwb05291
https://tools.cisco.com/bugsearch/bug/CSCwb05264
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#topic_zp4_dzj_cjb
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#topic_zp4_dzj_cjb
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_14/release/notes/rn714.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#task_E9EE51964590499999B1D976F66E2771
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#task_E9EE51964590499999B1D976F66E2771
https://software.cisco.com/download/home/283000185
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_14/release/notes/rn714.html#reference_yw3_ngz_vhb

Table 2. ASA and ASDM Compatibility: 9.20 and 9.19

" o ]
ASA Model }: Ensure your HW model is listed here

ASA ASDM
ASA Virtual Firep Firep Firepower Secure
1010 10710E 2110 Firewall 3105
L P 2120 3110
This is the minimum ASDM
version that can support this SEL SRk
ASA version 2140 3130
3140
9.20(3) 7.20(2) YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES
a.20(1) 7.20(1) - - - - -
2.19(1) 7.19(1) YES YES = YES YES

IJeuvows IJelus 09 Lowes wujsd SW:

https://software.cisco.com/download/home/286291275

Select a Product

Firepower Secure Firepower ISA 3000

4112 Firewall 4215 9300

4115 Secure

4125 Firewall 4225

Sacure
4

Alis Firewall 4245
YES YES YES YES
YES YES YES YES
= YES = =
YES - YES YES

Q, Product Name e.g. 2911

Downloads Home / Security / Firewalls / Next-Generation Firewalls (NGFW) / Firepower 1000 Series

105 and NX-0S Software
Optical Networking

Routers

Servers - Unified Computing
Storage Networking

Switches

ASA 5500-X with FirePOWER Services

Firepower 1000 Series

Firepower 2100 Series
Firepower 4100 Series
Firepower 9300 Series
Secure Firewall 1200 Series

Secure Firewall 3100 Series

Firepower 1010 Security Appliance
Firepower 1120 Security Appliance
Firepower 1140 Security Appliance

Firepower 1150 Security Appliance

Spdud IJeos, s lzae [uoshle ASDM JJJ bl wlez o po 1Jizojé. s uvosd Ipold:

| Software Download

Downloads Home [ Security { Firewalls | Next-Generation Firewalls (NGFW) | Firepower 1000 Series | Firepower 1140 Security Appliance | Adaptive Security Appliance (ASA) Device Manager- 7.22.1

'(O\ Search...

~
|

y

s ~
(__ Expana Al Cotiapse Al )

Latest Release

7.221

7.20.2

7.19.1.85

7181061

All Release

7

22

20

Firepower 1140 Security Appliance

Release 7.22.1
A My Notifications

File Information

Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires
Oracle JRE.

®

asdm-7221.bin

Advisories [

Cisco Adaptive Security Device Manager for ASA 9.8-9.22
integrated with OpenJRE.

&

asdm-openjre-7221 bin

Advisories [

Related Links and Documentation
Release Notes for 7.22.1

Release Date Size
16-Sep-2024 120.79 MB 4wy
16-Sep-2024 195.09 MB + s

IJpoidJs 10. 58 0 ASDM gJ.s Linux
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https://software.cisco.com/download/home/286291275

lJoguvsuole sl 1Juodé:

pEd wuoese IJIgble po Cisco CSCwk67345
luo: Bp wwuopesy Linux Ws Ylispes lubes IJogvgsd 1Jp>89,06

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk67345

IJpudJs 11. yolsé >g 0 ASDM

Ioveduulad IJigble gl odlzol - Idlzlele 1Jpsu0s wol

Lze lds luveble wolss 1dg e, IJIo ol os suolss IJose 1Ugluos wosiss 1deglss) [Jpew 9306
(ASA)/ASDM:

https://www.cisco.com/c/en/us/products/security/asa-firepower-services/eos-eol-notice-listing.html

sl dJ g Lo ASDM

sEbes 03l [JBuwpe 19, 1dpuildd 1JpceJ$6 wongsoo ASDM Lisoel.
Sop luwegsle vp9de Idesgsue IUsds pu God:

* uwesd osdd Firepower 4100/9300: Is1)6 IJw,lgsue J ASA
» ASAv g Firepower 1000 9 Firepower 2100 g Firepower 9300 9 Firepower 4100: IJo,lgsue:
oyeswe Joslpe 1U3Jss (ASAv. ASA gJs FirePOWER)

uwose zese b IUIis wotsue edole odssue IJpose (PAK)


https://tools.cisco.com/bugsearch/bug/CSCwk67345
https://tools.cisco.com/bugsearch/bug/CSCwk67345
https://www.cisco.com/c/en/us/products/security/asa-firepower-services/eos-eol-notice-listing.html

lJeolze

* oylé¢suo psjé Cisco Secure Firewall ASA Series - | oo 1db,l)

https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html

IJpundds 1. IJopsoo 1Usds 3DES/AES p0d§95

swlbdo ASDM o gsue wuuds) $9s (3DES/AES) eds ASA ol Jp wdp wIdsuesd IUso
cluwosle glgos IUbLs. Jopdsy 9009J ASDM gu) 9lzod wslule: sdjed Idzuo9d eds
oyesuwe 3DES/AES.

JbJo oypsuo 3DES/AES sy Cisco:

louoewd |Js https://www.cisco.com/gol/license

o) eds pologs Jogwesd wotswe Idpooe.

L Bs et IJentsue: lody B 1zuesd eds woleswe 1S wrsh edd Iduue.

2oy IPS wunds) 18 po IJB8lispé 1dpuuwsJs.

Adou ASA B 28d IJued euve 1JIJps Il ul puss.

.2 wygsue Cisco ASA 3DES/AES Ws $lisps Idpuwzle: 9lud) Wy IJolds.

e 16 IJouwduwds J ASA. sluedd euy Idpbldole Jbdo o,ésue 3DES/AES J
ASA.

~No b WN -

Iweduule IJigble ol odlzol - 1dlzlele 1Jpsuos wol

Jopdsu lJoszsue sldouwzsd IJs paed IJoszsue 1U3Ids pu Cisco. olds oYU Io 030 lJeuluo)
SIARLE
« wboy wlgs ASA IUsde Iduoese. woped IJuguoss Bs luwogsle Ebe NTP.
* 1Jwggso vz wolwd ldeygsue [J3ds pu Cisco.
* Jp sup b, 2098 0,9, HTTPS pu 231, IJzelss Ids et IJesgsue. spdu o wids
pze9eo lJIJoslb 1Jesz9ré eds ol IJzplss o3l
* BlIlow ould zlzs Jlgwegsle gbpe 9dsd HTTP. Wedsy wuopsy I.JiloJ lJu2,9,s: eds
wosd ldpold:

<#root>
ciscoasa(config)#

cal | - hone

ciscoasa(cfg-call-home)#

http-proxy 10.1.1.1 port 443


https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
http://www.cisco.com/go/license

lJpeuudds 2- pobdole Idoyésue 1Uglues wuu,ydé Oracle Java JRE
Ioveduulad IJigble 5l odlzol - 1dlz)lele 1Jpsu0s wol
slos pdd 09,6 ASDM .bin B peshsu:

* Oracle JRE: szw9s eJs 99w wuvésd wie wyvgsd Java go) IUsse Jogvgsd ASDM
eds IJdpusso, IJpuosd. Jlgvaesle 030 1Jb )86 weole IJs JRE IJ¢lue « Oracle 64
wo ldpovo eds IUdposyo) Idpeds. spdod wujsd 0dl pu 1dpsde IUsuves J Java.

« OpenJRE: | Lo9,6 JRE IJpde926 05 wdwol Lo9,6 Oracle. JJo 1Jb,6 09 1o JI
ceolz s oouse JRE 64 o sds IUdpusse, 1dpeds Jio 1Juo9,6 ud ol pess
eJs psj6 Java Web Start Jougsd ASDM.

Software Download

Downloads Home [ Security [ Firewalls [ Next-Generation Firewalls (NGFW) [ ASA 5500-X with FirePOWER Services | ASA 5508-X with FirePOWER Services
| Adaptive Security Appliance (ASA) Device Manager- 7.22.1

(Qsearen.. ) ASA 5508-X with FirePOWER Services

Epard Al | Collapse All Release 7.22.1 Related Links and Documentation
B Release Motes for 7.22.1

A My Notifications

Latest Release ~
7.22.1
7.20.2 File Information Release Date Size
1985 Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-5ep-2024 120.79 MB i \,—," .
' Oracle JRE AEmad e "
ASDM Oracle JRE-base
7.18.1.161 i requires Oracle JRE to b talled
Advisories [] b = = INS .
All Release e

Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 195.09 MB + y .

7 > integrated with OpenJRE.
asdm-openjre-7221.kin ASDM OpenJRE-based image. It does
Advisories [ not require Java to be installed

WO gldo ol I3 Gy luwegsle w096 ASDM Idpwewso [Js =Oracle‘ Sdjped lJzuosd s
oygsue Java god luwaesleo JUlgwedsle ) Iduvguos. IJluwisds 1Uposlads 29d pup wogsue
Per Oracle Java SE:

Ilgwegsle Iduiguos 09 luvepdle Java eds Jposse, edovs 19 Jpusse, peesd JJSsle
duvsle pod oubvgsd UIJE_I I9 wubgsd ubusdlu eSO Iz)s Bl oo oywegsp Java
Js Jposse) pdows 19 Jpusac) presd Jeie pu ks gedsle gl Bosl Jsuw luveeslel
Jiguosl eds uvesd Ideelde spdud [uwegsle obusd tldl Jdluolzss JJdsle wlzwlod Iy
lJoosliso Iduvguesd 1Jgluod i 9dIdo Jl spdoud |uwagslee JJBsle wldpeluwed 1ol sé.

I3l Jp odo omgw Bs obousd ls wlésue Java. spdud |uveésle (09,6 ASDM I1Jpwe s
|Js OpenJRE.

lJeolze
» https://www.oracle.com/java/technologies/javase/jdk-fags.html

+ pobdole ASDM Java J ASDM 7. 22:
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472



https://www.oracle.com/java/technologies/javase/jdk-faqs.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472

+ pdlzble w9lo 9 ASDM J ASDM 7.22:
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25476

N oUlpos: 2508 po pdlzble Iluosly 1Jgluos Lluosly ASDM 1Jss cuuesspo.
lJeuvdJo 3. wedsy) ASDM 29d wygsue VPN o0 098 1US 0988 WS 92¢
lJuwsle [Jpogss
€00 ASDM ol sdis:

iyt Jls9zs wotsuwe ubeds VPN oo psde IUs p98e ptuowe Jodl Iduusls. Iele
IUloedld [Js "bhs gusld Idiely" Joguasue cogsue VPN Josl 1dusls.

Monitoring > YPN > ¥PN Statistics > Sessions
WARNING: There is no ske-to-site VPN license: allocated to this context. Please go to Security Context Management to allocate VPN license bo this context.
Type Active Cumulative
ArvyConnect Chent 76
SSLITLS/DTLS 7%
Ske-to-Site VPN 12
IKEv2 IPsec 1
IKEvI IPsec 1
Filter By: | IPsec Ske-to-Site « | |~ &ll Sessions — v|| | Fiter

Ioweduule IJigble ol odlzol - 1dlzlele 1Jpsuos wol

03l g¢Jd Vs wlpz IJogesd sowgo:

pd wuozse IJigble po Cisco CSCVi66962


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25476
https://tools.cisco.com/bugsearch/bug/CSCvj66962

¢bl oluo ASDM 7.9(2) ASA 9.6(4)8 Multi-Context L2L

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi66962
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IJeslze

s

* bJs wJasy, ASDM
* w9l g Cisco ASA 9 ASDM JJJ 00952



https://tools.cisco.com/bugsearch/bug/CSCvj66962
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
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