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Deploy Q. ) admin~

Configuration Logging Monitoring
Users Security Analytics & Logging Audit
Domains Syslog
Health Statistics

SecureX ED Monitor

| Updates Policy Tools

Events Backup/Restore

Licenses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses Data Purge

Reboot
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sl Firepower Management Center
aee Sy togration | High Avatabilty

Cvarviaw Anadysis Policss Dwwicas Dinjocts AP Inteliganca

Cloud Services Realms Identity Sowrces High Availabiity eStneamer Huost Inpast Client Smant Software Manager On-Prem

Summary System Status
Status Synchronization task is in progress
Syrenmnization oK
" 10.4.11.84 Operating System
Active Systom { HA synchronization time : Tue Jol 18 02-08:47 2023
Saftwaen Vorsion
10.4.11.85
Standby System { Hit synchromization time : Tue Jul 18 02:06:00 2023 | Model
P aom A E m . .z «
ls@led Uﬁ)lﬁuc pEALN. Oz a8 Ululco U&Uéo
e lsule 1dpjleud pgoul.
Firepower Management Center
willver vy
el sl el Overdow  Analysis  Policles  Dovices  Objects  AMP Intoligence
Cloud Senvices Realms Klerity Sources High Avadability LSIreames Host Input Chert Smart Sedtware Manager On-Prem
Summary System Status
Status Healthy
Synchrorization oK
10.4.11.84 Operating System
AT Syt { HA synehanization tme : Tie Jul 18 02:32:23 2023 )
Saftware Version
10.4.11.85
Standby System | HA synchronization time ; Tue Jul 18 02:27:29 2023 ) Model

lsdld 1Jpslpwd po el

Doy O € & @ admine

Peer Manages

T Switch Pee € Mreak HA n e
Local Remote:
Active - Primary Standby - Secondary
{10.4.11,84) (10.4.11.85)
ARy EARY
70-90 7.1.0-90

Ciieo Firepower Mansgement Cenber foe  Cisco Firepower Managemaent Caniar
Vihwane Tow Wihbwane

Deploy @ @ & @ sdmine

Peer Manager

& Suitch Paer Rokes &  Break HA
Local Remmatn
Active - Primary Standby - Secondary
{10.4.11.82) (904,11 55)
714 710
7.1.0-90 1.1.0-290

Cisco Firnpowor Managoment Conter for  Cisca Firepower Managamaent Conter
Whiware for Viware

loeb) zos swp lsdlv IJejlews padel. szw lsdlw 1Jzlds p9 8wl woluwbo lJpuuegse 0

I elJol.

Summary

Status

A Degraded- Synchronization incomplete
( Both Management Centers are configured to run in standalone mode , Database

is not configured for high availability , Synchronization paused. )

Synchronization

Active Systemn

A Paused by user

10.4.11.84

( HA synchronization time : Tue Jul 18 02:32:23 2023)

Standby System

10.4.11.85

( HA synchronization time : Tue Jul 18 02:27:29 2023)
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lJoble > Joessele > wepsd Jozyse

FMC ) .
ILIII;\IZL‘:. Product Updates s S Q 00 i @ adminv

Product Updates

Download Updates Upload Update

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates Readiness History

Type Verslon Date Reboot
Cisco Firepower Mgmt Center Patch 7.1.0.1-28 Tue Feb 22 23:32:26 UTC 2022 Yes 9
Cisco FTD Upgrade 7.0.4-55 Sun Aug 7 19:43:24 UTC 2022 Yas [ o ] i

wzesd ied 1o 9ss

luvoesrue eies IUluesl 1dss we wujsde puvodl el crdswo.

Currently running software version: 7.1.0

Updates
Upload software updates and patches here.

Action (@ Upload local software update package
! | Specify software update source (FTD devices only)

Pac kag ] | Browse... | Cisco_Secure_FPW_Mgmit_Center_Upgrade-7.2.4-169.sh.REL.tar

Cancel Upload

2 pdV IJo, 866
lJglbogs 3. Wz o lJluuwesls

Sp vobgsd Szuo glojss eds IJzols Idesly endswo.

bybgo ldinstall ;o) |Js glow IJ poluve czuvsy gipeé.



T mm FMC

CISCO  Product Updates Devices AMP

Product Updates

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates

Readiness History

Type Version Date

Cisco Secure FW Mgmt Center

Upgrade 7.2.4-169 Wed May 10 12:48:58 UTC 2023

COuSY 2ipd IJuy9ss Jduedd pu ldluwogsh

22> IJzols IJss wys> Yoo 9luy) W98 W o IJluwegsls.

Q @ I+ @ admin~

Download Updates Upload Update

Reboot

B

Hmm FMC

c1sco  Uploa ! Devices AMP

Product Updates

Currently running software version: 7.1.0

Selected Update
Type Cisco Secure FW Mgmt Center Upgrade
Version 7.2.4-169

Date  Wed May 10 12:48:58 UTC 2023
Reboot  Yes

; Readiness Check
s  Ungrouped (1 total) .

Results

firepower
1 11.85 - Cisco Firepo ter for VMware lity check passed. Proceed with

Compatibility Check

wedss Idoe 8yl pu IJlpuegsl

Sedu IJozdd pu lJodre Os pydj Iyumlisd.

ouwlisd > polp > wuvesd

Q IP I+ @ adminv

By Group -
Readiness Check Estimated i
Completed Upgrade Time
35 min (]

o [



Q ﬁ? i+ @ adminv

Upgrades A Health @ Tasks

20+ total 0 waiting m 0 retrying 20+ success 5 failures

Local Readiness Check

Readiness Check For version: 7.2.4-169
[50%] Running script 000_start/110_DB_integrity_check.sh...

Mo more older tasks

eedd oo laucgsh G odse

opy’ [Ypldol spdud Hose 1Jzlds Ws wolisg Yoo IJluwogsls.

3Is 2ldo wele o3l 1Jgshy spdud polugsd wowse 1Uz)e6.
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Product Updates

Currently running software version: 7.1.0
Selected Update

Type Chce Secure Fi Mgent Caesor Upgeade
Version  7.2.4-169

Date  Wed May 10 12:48:58 UTC 2023
Ruboot  Yes

=,

El e

Suteost

COuSY giped lJe)9ss

w23y pu luduwle 1UsplE 108, pol8s.

Filter

3m 17s

By Group

2023-07-18 00:05:22 35

k Check Readiness




@h 10.88.243.115:43085

After both FMCs are updated, FMC high availability will be in split
brain. Click "Make Me Active' after choosing the right Active FMC
to resolve split brain.

o238 29d loduwle 1dsplg

Sedo IJozdd pu ldodse S Idyuwlisd > Ideole.

Q @ I+ @ adminv

Upgrades A Health O Tasks

| 0 waiting 1 running 0 retrying 20+ success 1 failure Q, Filter
“': Local Install
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169 Tm 7s
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169
69
t Tue

© Local Readiness Check

Readiness Check For version: 7.2.4-169 4m 18s X
Success. OK to upgrade to 7.2.4-169 version.

oeosslo Jubluvle



pdlelbs: sywoee) 9 IJovose golds 30 59586 gus sIupd.

Il Il Jssd 28 5029d 1Uss 8lz0d uwlo, 1Jigle, (CLI). spdo 1Jozdd pu IJodse s ppd>
lJesy9sé Ivar/loglst. gldloedld IJs suoe 1Jews) 9lbeld 1douesd 1Jgs,.

> expert

admin@firepower:~$ sudo su

Password:

root@firepower:/Volume/home/admin# cd /var/log/sf/

root@firepower:/var/log/sf# 1s
Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# 1s
000_start AQ_UUID DBCheck.log exception.log flags.conf main_upgrade_script.log status.log status

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# tail -f status.log



ew Yopld IJo,886 wop lelhs wpos> FMC.

ui:[100%] [1 minsto go for reboot]Running script 999_finish/999 zzz_complete upgrade message.sh...
ui:[100%] [1 minsto go for reboot] Upgrade complete

ui:[100%] [1 minsto go for reboot] The system will now reboot.
ui:System will now reboot.

Broadcast message from root@firepower (Tue Jul 18 05:08:57 2023):
System will reboot in 5 seconds due to system upgrade.

Broadcast message from root@firepower (Tue Jul 18 05:09:02 2023):
System will reboot now due to system upgrade.

ui:[100%] [1 minsto go for reboot] Installation completed successfully.
ui:Upgrade has completed.

state:finished

Broadcast message from root@firepower (Tue Jul 18 05:09:25 2023):

The system is going down for reboot NOW!

w8 lelé 1o poss Szw lu whbo, 9238 IJozdp B 1o 1dJ9es IJIuuluuss (FMC) 1plbss 1Juessz Iduoese Bs FMC.

IEo8 Idacucdp 1ucusad (GUI) > cgdgala > z.sd



dses’ SECURE
Firewall Management Center

Version 7.2.4 (build 169)

Model Secure Firewall Management Center for VMware

Serial Number None

Snort Version 2.9.20 (Build 4004)

Snort3 Version 3.1.21.400 (Build 24)

Rule Pack Version 2869

Module Pack Version 3245

LSP Version Isp-rel-20230717-1542

VDB Version build 353 (2022-03-07 22:13:19)

Rule Update Version 2023-07-17-001-vrt

Geolocation Update Version Country Code: 2023-07-17-100, IP: 2022-12-19-101

0s Cisco Firepower Extensible Operating System (FX-0S)
2.12.0 (build 499)

Hostname firepower

For technical/system questions, email tac@cisco.com phone: 1-800-553-2447 or
1-408-526-7209. Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.
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Firewall Managemen nter :
eV anagement C_e_ I_e : Dritrviaw Analysis Palicies Davices Objects Integration Deploy Oy -@ L @ adminvy | lwl ceeyng
—
Pear Manager
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
—
B3 Make Me Active dF  Break HA I» Resume S

Thiz high availability pair s in split brain. Make one Management Center active by clicking "Make Me Active’.

Summary System Status

A Split Brain - Management Center is active on both peers, Local Remote

[ Both Management Centers are configured to run in standalone Split Brain - Secondary Split Brain - Primary
Status mode , Database is not configured for high availability , No {10.4,11.85) (10.4.11.84)
synehronization 1ask running between high availability )
management centers , Synchronization paused. ) Operating System 724 710
Synchronization A Paused by user Saftware Version 7.2.4-169 7.1.0-90
10.4.11.85 Model Secure Firewall Managerment

Active System { HA synchronization time : Software versions do not match Center for Vkiware

(7.2.4 vs 7.1.0) VDB versions do not match (353 vs 346) )

10.4.11.84
Standlby System { HA synchronization time : Software versions do not match
(7.1.0 vs 7.2.4) VDB versions do not match (346 vs 353} )

pdéo HA g pl wop o) 8sé FMCIlJlzoslbs Wb

g 9lzes pwb, 1Dsle) spdu 1Joedd pu Iluosls > Gusd EULA.

Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.
Cisco is aregistered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Secure Firewall Management Center for VMware v7.2.4 (build 169)

>
> show version

------------------- [ firepower ]--------------------

Model : Secure Firewall Management Center for VMware (66) Version 7.2.4 (Build 169)
uuibD : 1c71ae24-1e60-11ed-8459-9758e19f1a24

Rulesupdate version  : 2023-01-09-001-vrt

LSPversion : Isp-rel-20220511-1540

VDB version : 353

IJgb9s 5. o,9s6 IJubs,) IJugulb

Iy Idgbsle po 2 [Js 4 B 1Jsess Idogibs:

8 wogesd ies ldesdss.

Seuo Idlgwoesls.
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Idadiad > 1Jleizs 1e1des > lzgdas il

Cloud Services Realms
Summary
Status

Synchronization

Active System

Standby System

Firewall Management Center

Identity Sources

Cverview Analysis Paolicies

High Availability eStreamer

Host Input Client

Devices Objects

Integration

B3 Make Me

Deploy O, @ &% @ adminv -

Smart Software Manager On=Prem

L] Break HA

Wity SECURE

Peer Manager

I» Resume Synel

hronization

This high availability pair is in split brain. Make one Management Center active by clicking "Make Me Active’. 2

A Split Brain - Management Center is active on both peers.

( Both Managemant Centers are configured to run in standalone
mode , Database is not configured for high availability .
Synchronization paused. )

A Paused by user

10.4.11.84
{ HA synchronization time : Tue Jul 18 16:57:35 2023 )

10.4.11.85
{ HA syncheonization time : Tue Jul 18 16:57:07 2023 )

wuursb FMC ldebJdso

System Status

Operating System

Software Version

Model

Local
Split Brain - Primary
(10.4,11.84)
7.2.4
7.2.4-1689

Secure Firewall Management
Canter for Wiihware

oedsule 29d g pdsle sluvewsld s odasy wp Bs IJobs, Ileoslbes: 23> cgp Jpolugs.

Remote
Split Brain - Secondary
{10.4.11.85)
7.2.4
7.2.4-169

Secure Firewall Management
Canter for Viwane



Warning

This operation may affect critical processes running in
the background. The local peer will be active and the
other peer will become a standby. The active peer will
overwrite configuration and policies present on the
standby peer. Do you want to continue?

o3y eod edsu IJJeles W9 ldouyvbs eds ubs) IUlgvegsls

Make Me Active

Do you want to make this Management
Center active and peer standby?

Cancel l




SO IIER

Resolving split brain, making this
Management Center active.

Please Wait...
% A % % % % . % R RN

2d pubdJs loduwle 1>l

loeh) pos wop lehs wuvgsd Ieileus 9009, peadle FMCIJiE s Bs suoe [luwegsls.

[ Firewall Management Center
ntegrat

| Other Integr; s [ High Awailability

Ovendew Analysis Policies Devices Objects Integration Deploy Q. @ £ @ adminv 2 sEcuRe

Peer Manager
Cloud Services Realms: Identity Sources High Awvallability eStreamer Host Input Client Smart Software Manager On-Prem
I ————
Ed Make Me Active | [ 4p  Break HA ] [ Il Pause Synchronization
High 1y arg in progress, The status

and alerts on this page are temporary, Please check after high avallabality operations are complete, ®
These operations include file copy which may take time to complete.

Summary System Status
Status i Temporarily degraded- high availability operations are in Local Remaote
progress. Split Brain - Primary ‘Split Brain - Secondary
(10.4.11.84) (10.4.11.85)
Synchronization A Failed
Operating System 724 7.24
Active 10.4.11.84 )
System { HA synchronization time : Tue Jul 18 17;27:28 2023 ) Software Version 1.24-169 7.2.4-169
Standby Sy 10.4.11.85 Model Secure Firewall Management  Secure Firewall Management
ta stem

ro_j|.o()6 FMC

{ HA synchronization time : Tue Jul 18 17:26:56 2023 )

Center for Vidware

Center for ViMware
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Cloud Samvices Realms
Summary
St

Synchronization

all Management Center

Overview

Identity Sources High Availability

| HA synchronization time

& synchronization time

Analysis Policias

aStreamar st Input

hronization task is in progress

10.4.11.84
: Tue Jul 18 17:27:28 202

: Tue Jul 18 17:

Devices Objects Integration Deploy

Smant Software Manager On-Prem

System Status

Losey
Active - Primary
(10.4.11.84)

Operating System 724

o @ t @ adminv

-
Standby - Secondary
(10.4.11.85)

el
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