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lJpolbdolo

9008 Cisco Ly oday Jssd pe,ds Lldeslose IJeldss:

o o Lo 2ol Idzelss IUles (FMC) ey Cisco
« ublp lJogvgsd IU8lod JJdouvgsd FirePOWER (FXOS) oy Cisco
« lJolg IJTew g wods> il IJgpelss (FTD) ey Cisco

lJpdyule |dpuuegspd



ouwowd Idpedspele 1Jglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jebss Ideldss:

* sgpd Firepower 4110 woble IJovgsd FXOS IJl ool 2.12(0.498)
* SW9p lJgoly IJpub vs wouugsd Cisco Secure Firewall v7.2.5

* $9e 05 bs 23l IJzelss 1Jlew 2600 wogivgsd 1Jluesl, 7.4

© p8r98 wy999dsd Iduwg IJleu (SCP)

op louble |.J|.OEJ_9|D|U |,J_9|_po WOs o3l IJpwews pu I.Jiao_)o 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu apgse |JICOJO |Jpwua)p0 k9.5 o5l |.,J|.OL)AJuu) uqu_SgSu PPU"’SC (|k9u_)|u0g5) |)| !Jluu

peJ9ple luwlpussd

o3l IJlz)le pag9p eds IJizojé:

« Iz0;6 Cisco Secure Firewall 1000 Series

« Izo;6 Cisco Secure Firewall 2100 Series

« Iz038 Cisco Secure Firewall 3100 Series

¢ 12036 Uvduwds 2ol IJgplsé IJlew po Cisco 4100

* 12036 UwJuwJé Cisco Secure Firewall 4200

* 2ol Cisco Secure Firewall 9300

« IJd>ulg IJTroQ eu woss paly IJzplss pu Cisco J VMWare

Swd [Juse

sobdo o3l lpguous 1o sdsy Jrsd 1J9226 1Jz>856 IJos wp wdsuol wlgwegsle oo w
lueshle FXOS g FTD.

lJog,d eds 1926 IUpgsws



FTD-HA .
s

High Avaitaksility

@ FTD-01(Primary, Active) Snort 3 Firepawer 4110 with ET0 7.2.5 B Essentials

@ F_ o 0_2'-_5_"’"".'"""""' Failed) Snort 3 Firepower 4110 with FTD 7,25 =] Sui;.i,i-_:,- M‘:;,;‘-h.'! - 1 Essentials

VI o3l Idwsulysy odyy 1d9ess IJelogss (FTD-02) B 2lds wyud.
luvowsld 9236 peSLO LuUWEd lzwsllbbss

Spdod luwepsle o3l 1Jlz)le Jluwowsld 1J9z6 1Uluwluss 19 1Jelosss. sbe,ue o3l ldsdsd To
Jrsd uwes lewslbss po 1J9zsd Idpsswd IJos gwvedype wluwowsldol.

\%

IJglogs 1. wujsd pdd !JOL}UE lJlewslbs po FMC. loowd Ids Iduble > |Ji)_9|o > lJlgweglo
lJouwe IJlzoslbess JJlzoss gess Idouwe IJlzeslbs Iduoese: bbb 9é wujsd:

Firewall Managemen nter
ewall Management Cente - Overview Analysis Palicies Devices Objects Imtegration Deploy  Q 6‘3 o0 admin ~ gl
Remote Storage
Backup Managemant Backup Profiles
Firewall Management Backups
Syatem Information Date Created File Name VDB Version Location Size (ME) Configurations Events T

Storage Location: fvarfsfibackup/ (Disk Usage: 8%)

Device Backups

System Information Date Created File: Nama VDE Version Location Size (MB) Configurations Events TID
l Lfs'i'o”g"cpo,?cr 4110 Theeal Detoras v1.2.8 2023-09-26 23:48:04 FTD-02_S$econdary_20230926234646.1ar build 365 Lacal 53 Yes o Mo

L:;;u"r‘lmpuww 4110 Theeat Datorae v7 215 2023-09-26 23:47:57 FTD-01_Primary_20230926234637 tar build 365 Lacal 52 Yos o Ha

4

U 96 2. oz psd Iouwe Idlzeslbs J FTD 1s sJsd var/stibackup/ 1Jgloo o FTD 1Jzsss:

2.1 pu gpsd Test-PC (SCP) $p wogpsd pdu lJuwe IUlzoslbs |Js FTD Joeu Id>Jdsd
Ivar/tmp/:

@test-pc ~ % scp FTD-02_Secondary_20230926234646.tar cisco@10.88.243.90:/var/tmp/

2.2 0 9508 Ews) 9l20d by IJlole, (CLI) 1JElue o FTD. Gp wodd e 1douwe IJlzwslbos
ey Ivaritmp/ |Js /var/sf/backup/:

root@firepower:/var/tmp# mv FTD-02_Secondary_20230926234646.tar /var/sf/backup/



1Jeb96 3. Bp Lluwogls lJouwgs Idlzaslbss oo FTD-02. o0 ¢Jld wbousd IJie, 1Idelds po
suee Iz

>restore remote-manager-backup FTD-02_Secondary_20230926234646.tar

Device model from backup :: Cisco Firepower 4110 Threat Defense
This Device Model :: Cisco Firepower 4110 Threat Defense

Backup Details

Model = Cisco Firepower 4110 Threat Defense
Software Version = 7.2.5

Serial = FLM22500791

Hostname = firepower

Device Name = FTD-02_Secondary

IP Address = 10.88.171.89

RoTe = SECONDARY

VDB Version = 365

SRU Version
FX0S Version = 2.12(0.498)

Manager IP(s) = 10.88.243.90

Backup Date = 2023-09-26 23:46:46

Backup Filename = FTD-02_Secondary_20230926234646.tar

ddedd Cquibion o dddddeddodddddodddededededede ek
Verify that you are restoring a valid backup file.

Make sure that FTD is installed with same software version and matches versions from backup manifest be
Restore operation will overwrite all configurations on this device with configurations in backup.

If this restoration is being performed on an RMA device then ensure old device is removed from network

Are you sure you want to continue (Y/N)Y
Restoring device . e e e e e e

Added table audit_log with table_id 1

Added table health_alarm_syslog with table_id 2
Added table dce_event with table_id 3

Added table application with table_id 4

Added table rna_scan_results_tableview with table_id 5
Added table rna_event with table_id 6

Added table ioc_state with table_id 7

Added table third_party_vulns with table_id 8
Added table user_ioc_state with table_id 9
Added table rna_client_app with table_id 10
Added table rna_attribute with table_id 11
Added table captured_file with table_id 12
Added table rna_ip_host with table_id 13

Added table flow_chunk with table_id 14

Added table rua_event with table_id 15

Added table wl_dce_event with table_id 16

Added table user_identities with table_id 17
Added table whitelist_violations with table_id 18
Added table remediation_status with table_id 19
Added table syslog_event with table_id 20

Added table rna_service with table_id 21

Added table rna_vuln with table_id 22

Added table SRU_import_log with table_id 23
Added table current_users with table_id 24



Broadcast message from root@firepower (Wed Sep 27 15:50:12 2023):

The system is going down for reboot NOW!

pdlzbs: gus lple Ilpueghs: s89e 1Jzols vouwesd 929 pu 9lzos Lulo, 1JIsle.
slebo IJwposs gldleuold wdilissl  FMC. s o3l 198w yusbo, IJzol) gz
IJobse.

IJebo9s 4. |uwosold pjlews HA. sy slzos Lul, I9le, (CLIY wyulez FTD. bhgd odosy wus)é
sloss gldss [Jegud):

>configure high-availability resume



lJepd IUlG odoso FTD glds 1Jesd):

., FTD-HA
High Availability

FTD-01{Primary, Activa) [0 Firepower 4110 with FTD  7.2.5

= Security Module - 1

FTD-02(Secondary, Standby) Snort 3 T i . = FPRA110-02:443
. o Firepower 4110 with FTD  7.2.5 B security Module - 1

lovoosld 9226 peswo wogu vuwe leuslbs

Bl Jp sdo Issd ouwes lzeslbss pu ldzols IUss wgyue JJSuvd: Sspdud Idpclogs woll
IUsJsd. spdod Lol luvowsld 19ess [Jlguluwss o 1Jelusss: tepodwd IJg pdsé puvw ol I3 i
IJzols Tuwluws! Is wlugsl. zpse 1Jgbole 1Ups oes B o3l lUsdsd o luveelé 9236 Slugss
pESLO. B Juo ohgw B luweels 1U9z6 IUluwluss IUpesws: B 1Jgbos 50 Bp wod9su
lJosws,) IJelds: -__,quog'@lro lJ9g>6 lJelygss/ldogubs |Jgldss Jgols iuu|uu._§ sldgol; IJowosd

Jeoljy wlygs/leoslbs loule IJouwzsd.

IJgdo9s 1. leuod eds Jbs Juluus (bt leeslbs) Jdodsse elds 1Jesd,) po gdld

IJloedld IJs IJzols > Ishé IJizess. $p woersy 392 FTD HA IJ ozse (lud) eds lsdows IUSJe

lyuolue) e luds eds gsh Idess, 1delds:

State Link

-----------

Failover Trigger Criteria & Interface MAC Addresses




1U 1096 2. 1Ju, HA.

ZAINERNINE IJIz036 > 31,6 1Jiz036 & p ludy 898 Blises IJudlb IJodle B IU,do 1Jedss
IUlsuw)- &p lody eds gsb 1JSod:

m FTD-HA

" High Avallability
Switch Active Peer
» FTD-01{Primary, Active) Snort 3 Firapower 4110 with FTD 7.2.8 FPR4110-02:443 ——— Basa-ACP Force refresh node status
10.88,171,87 - Routed nSecunw Module - 1 L] < Delets
Revert Upgrade
Health Manitor
FTD-02(Secondary, Standby) Snort 3 FPRA110-02:443
@ Firepower 4110 with FTD  7.2.5 H Security Module - 1 Essentials Baze=-ACP # Troubl | Files

10.88.171.89 - Routed

2.2. 235 O, 0 IJlsdl 1Jpsde: bl iy Idubs,) Idlzoslbs Jl suvozse JJgsh:

Confirm Break

Breaking the High Availability pair "FTD-HA® will erase all configuration
excep! the Access Centrol and Flex Config pelicy frem standby peer. This
aperation might alse restant Snort processes of primary and secondary
devices, temporarily causing traffic interruplion, Are you sure you want 1o
break the pair?

Force break, if standby peer does not respand |

(]




pdlebo: wb)l Jesp luweelews 1Jggrs: weolz lJs W,yu0 Juwy HAL gus Juw) joz w9l
elds: spovdb IJzolj 1ol wobliswd Idoyiy IIled. sguwy [Jzol) IUlzeslbs
odysule oelys Idwyivd 9ld9lzes ssuowe zobil puwedJl.

1J¢1b96 3. 1258 FTD IJpgsw. 22> FTD Jlgwowsldor &p lod) eds Blisps IJudlb IJedle. 1ud,)
eJs gius:

< Ungrouped (2)
FTD-01 Snort 3

@ FTD-02 Snort 3 Firepower 4110 with FTD 7.2.5




IJglogé 4. 1o FTD IJgass.

4.1. 1oodd [Js 1Jlzo6 > 1316 1dizos6 > |uolds &p lud) eds IJzols:

figrate | Deployment History
View By: Group

t
All(1) ® Errar (0) ® Warning (1) Offline (0) ® MNormal (0) Daploymant Pending (1) ® Upgrade (0) ® Snort 3 (1) , Search Device m

L -
|

B2 high Availability

Cluster
Narmee Moadel Version Chassis Licenses Access Control Policy Auto Rodl Chassis
Group
~ Ungrouped (1)
FTD-01 Snort 3 - - FPR4110-02:443 - s - A .
10.88.171.87 Firepower 4110 with FTD  7.2.5 B8 security Module - 1 Essentials 0 Base-ACH i

4.2. 25> i,_,ngv lJe99.s,) WO o030 1Jzldo: pdulz IJouwesd: odas Idpuosd: g)00 1Jlw e
POl ldouwesd. $p wodssu vog ldoede Vs 1Usuosd slud) B8 wuwesd



Add Device

Select the Provisioning Method:
® Registration Key Serial Number

CDO Managed Device

Host:t
10.88.171.89

Display Name:
FTD-02

Registration Key:*

Group:

Mone -

Access Control Policy:*
[ Base-AcP -

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until vou choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier ¥

Carrier

Malware Defense
IPS

URL

Advanced
Unique NAT ID:t

Transfer Packets

conce | IR



IJs 1096 5. $p Llousle HA.

51 1ueldd lJs Ui@_o_)'6>!>l_)6 IJiao_jé > |ols 9b §b§o sl 1w, IJelds.

Migrate | Deployment Higtory

View By: | Geoup -
All(2)  ®Emorfa) @ Waming (o) Offine (0)  ®Mormal(2)  © Doployment Pending (D) ® Upgrade (0} ® Snort 3 (2) 4, Soarch Davice [ A - |
—
Danice
e R -
g
Nama Modet Versian Chasais Licensas Assess Gontrol Palicy AutsRom  Chassis
Group
v Ungrouped (2)
& FID-01 Snoa 3 EPR4110-02:843 AL :
oopy . Firapowenr 4110 with FTD 125 1B Socurity Moduie - 1 Essontisls Baso-ALP 3 #
© FID-02 [Snoad Firpower 4110 with FTD 7.2.5 FPRAT10-02:443 Essentials Base-ACP :
108817180 - Routed B Socurity Module - 1 aad 5 s

Just |u.u|u.u.,5_9 FTD 02 Jyulbbs, ulu_9.,5£ & IUL9_, d}d

ulu 0.

Add High Availability Pair

e

Cra—

Dy Tur:

[Firgwadl Threat Defense T |

Primary Paer:
FTD-01 -

Secondary Peer:
l D02 -

B Threat Datense High Avadabfity pair will have peimarny
SonMRrMIon. LIGandss 11om pamary poar will be
eanvenad to thair high svadabdity vevsions snd speked

on bath peers.
oree




edlebé: w3, weass 1J9er6 1wl uuss eds lwol IJzols 1Uss JI ssld sewess eds
IJodosu: Bes o030 IJplJé. FTD-01.

5.3. olds pu logule HA & 108, wEp.



Warning

This operation restarts the Snort processes of primary and
secondary devices, temporarily causing traffic interruption.

Do you want to continue?

Do not display this message agai Yes




pdlzbs: 95 wdysu IJoslsd, IJeglds 1ds lebs cuvésd poud Idubgsy JIJI
IJszrosur ppl B> $958 s p8lbgs 2yJs 1Up,9).

54. 9p vodssu pedplo IJe;) Idglds Ws 1Jgbys 2 &pe lu®) eds s IJluolwe:



Add High Availability Pair

High Availability Link State Link
Interface’]  Ethornetl/S Interface:] | Same as LAM Fallover Link

FA-LINK Logical Man

19,1901 Primary |P:*

U IPVE Addross

10.10.10.2 Secoeary IP;*

Subnt Mask:| 255 285 255 252 Subnat Mask:*

IPsec Encryption
Enalied

Kiry Ganeration:

0 LAN taliover link Is used fo syne configuration, stateful fallover link is used to sync application content
Babaenn paers. liniks and £annos b changed later,

6. 1Yo ed IUlu wdosw FTD glds 1Je9d):

. FTD-HA .
O " High Availability 7

o FTD=01(Primary, Active] Snort 3 FPRA110-02:443

Firepower 4110 with FTD 7.2.5 Essentials Base-ACP H
10.88.171.87 - Routed . Security Module - 1 i «B :
@ FTD-02(Secondary, Standby] Snort 3 Fire, AN with FTD 7.2.5 FPR4110-02:443 Essentials Base-ACP H

10.88.171.80 - Routed Moo B seeurty Module - 1 i 50 “ :



edlelbs: 3l e o¥p vodysy gulasy MAC IJblo,sé. Slye wtled lJs puwe edlod ARP
845 lJeszole Idpouodo Jlgweghs wxd@ 2ydo 1Uey9) Vs 2lds luwewsld 1d9e»o
IJlwlowss. Jdeuesd eds piss pu ldpedyple: spdud IUIbdlg eds gulasy MAC
sglsises IP (ds w90d, gl ).
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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