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User creates and
activates custom the cache
detector
The APl parses the
and stores the IP,
port and protocol in
cache

Applications defined
in the ua file by user
are assigned to the
connection,

User's netwark
traffic
For every session,
smort looks up the 1P,

If this is false, app
discovery stops for the
session. I value is true, app
port and protocol of discovery continues, and
the first packet in the applications assigned to the

cache. SEssian may change.

Suadd £33 API a0 acild Idadl i 1dag paa

gDetector:addHostFirstPktApp

(gAppldProto. gAppldClient. gAppld. 0, "192.0.2.1", 443, DC.ipproto.tcp ):

o Idaumsble IJew,s6 o5 1Jdse Idper96 oo God Idpuueise Jedles Respect 9g uoly 1P 9lJpu 93 9ldws9esdsd.
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Hwlo WS zduwo.
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o guo lduoe: Bless IUzb, JJebosd "AOL".

. - Editing Rule New-Rule-#2-BLOCK_RESET Manzatory
Rule Er

Mame | Now-Fule-#Z-BLOCK_RESET % Action | @ Block with reset B Logging (¢ B Time Rarge | Non
A1) Fones Metworks Porls Applications Users UHLs Dynivrec Alributes YiaM Tags
Q Showing 1,183 cut of 6,309 Selecied Sources: 0 Selrctod Destinathons and Applications: 1
1= B0 = Flervwiirs P Al
TBam APE w1 obpeci
2channal AL

JCOM -TSMLX

o ool 2dé lde)s) wluwesle IULoolb pg: curl https://www.example.com v/s curl https://192.0.2.1/ (i@ eolssu IP
IJ¢luod o TEST)

<#root>

> curl https://ww. exanpl e. com

curl: (35) OpenSSL SSL_connect: SSL_ERROR SYSCALL in connection to www. exanpl e. com 443


https://www.aol.com
https://108.139.47.15/

> curl https://192.0.2.1/

curl: (7) Failed to connect to 192.0.2.1 port 443: Connection refused

e 118 zaU)a Idgels® Walkthrough
Ehgla Jogils adadicd af gaga Qlguc da slzed cuags Jehias @l (API)

Sp wlouble pdoyv S peuoLo 228> eds FMC pu:

» Policies> Application Detectors > Create Custom Detector .

Firgiwall Managamant Codnlar

© e o Ilgwe slds .

ite, IJobusd pu IU8lses |JpouwsJs.

22> w9 IJpdo i Ipo@sp.



Create A Custom Application Detector

MName:
| First_pkt

Description:

[ First packet demo

Application:
[ Pandora

Detector Type:
) Basic (@ Advanced

o Bp wogesd pdud LUA czo pelss)y IJIuvd. §p wpdb zolj IUJ b youuivsbo.

Upload a Custom Detector File

Custom Detector File:

| Ciifakepathisve_client.lua Browse... | &, I
detector file

a gbsd RecEnabled vis
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1 sop oS "W, HTTPS 9 Webex 9 Webex" L9l uwlos 91206 wypzé IJobusdle (AP Bs wilss IJlouald. wel 1o

£pdso lebs 1Bz o Lozsed suwwp) IYoguld Idobosdle ssepe wease Applds|ds 'HTTPS 9¢ psd SSL 9 Gyazo
Teams.

2. Jl2bb £33 250 1dubbis sldpuwezse. wobde sy 1douuld IJebosdle 1Jebss eip 19, wdos) po 9lzod
wped ldobosyle.

foueid il 1igdle sloadizsidaoi sua

GBS glpd s 1dedit sua

o oop luols puedlo 23836 Bs wuoese igble wg)sld wbusd see IJuble JJluvhs [Js el I3l op IJees) eds ls
obousdle wluwbs 9lz0d wypzd wbosdle Yool 1Jgje 1Jlsds.

o obo, lduedle sual I3l Ipol) IJpuucgse lels Beuo 2,98 1Je,9,.-

© sedo Jews) eds presslo pdO pdogvd LUA TS wp wzpsde wiluwbd IJpuuetse eds FTD Gopo
Ivar/sf/appid/custom/lua/<UUID> .

o lslgble Bs pJd LUA sep lJélsel eJs FTD B pJud /var/log/messages B 98w wuubsl IJJl .

CLI:sgp IJublp wlbosg-identification-debug

<#root>

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 ID=0 New Appld session

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 | D=0 Host cache match found on first packet, service: HITPS(!

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 app event with client changed, service changed, payload



192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 New firewall session

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 Starting with minimum 2, 'New-Rule-#1-MONITOR', and Src
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 match rule order 2, 'New-Rule-#1-MONITOR', action Audit
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 I D=0 match rule order 3, 'New Rul e-#2-BLOCK RESET', action Re
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 MidRecovery data sent for rule id: 268437504, rule_acti
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 Generating an SOF event with rule_id = 268437504 ruleAc
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 I D=0 reset action

192.0.2.1 443 > 192.168.1.16 51251 6 AS-4 ID=0 New Appld session

192.0.2.1 443 > 192.168.1.16 51251 6 AS=4 ID=0 Host cache match found on first
packet, service:

HTTPS (1122), client: AOL(1419), payload: AOL (1419), reinspect: False
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 app event with client changed,
service changed, payload changed, referred no change, miss no change, Mad no
change, fas host no change, bits 0x1D 192.168.1.16 51251 > 192.0.2.1 443 6 AS=4
ID=0 New firewall session

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 Starting with minimum 2, 'New-
Rule-#1-MONITOR', and Saclone first with zones 1 —> 1, geo 0(xff0) —> 0, yan 0,
sae, sgt; 0, sag sat, type: unknown, det sat: 0, det sat type: unknown, sve 1122,
payload 1419, client 1419, mise 0, user 9999997, no Mad or host, no xff
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 match rule order 2, 'New-Rule-#1-
MONITOR', action Audit

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 match rule order 3, 'New-Rule-#2-
BLOCK_

_RESET, action

Reset

192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID=0 MidRecovery, data sent for rule id:
268437504, rule_action:5, rev id:3558448739, Eule_match flag:0x1

192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID-0 Generating an SOF event with
zuleid - 268437504

ruleAction = 5 ruleReason = 0
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<#froot>

Dec 18 14:17:49 intel-x86-64 SF-IMS[15741]:

Error - appid: can not set env of Lua detector /ngfw var/sf/appid/ custonilua/6698fbd6-7ede-1led-972c-d1:
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