odysu ywslywo Idhoolb gds FMC

lJpzwsslo
| 9300

lpcbdole | lwl_w,sé

Ipobdole

lJp 9500

SueW o3l Idp oo lp)le odssy wog howlb Jusuosd I.Jia_)lo sldoivla IJzldle 1dyblse eds
lJubode.

lJpolbdolo
9008 Cisco Ly oday Jssd pe, W98 wodoe lJpuwele:

+ o2 bLs 2ol Izelss Iipo (FMC)
o 1ds0lg Iles g0 wosss 2y IUzelss (FTD)

|de_9¢|o |.qu.uoé_.)r05

ouvows Idpedsple 1Usl)o WOs 03l IUpuwaows IJs luoshle Ideslez sldpdsole 1debse Ioldso:
¢ |J>lg Jo> woss> Firepower J VMware. IJ] o>, 7.6.0

e loule Up:g_Jgplo I:ng_).)é Os o3l IJp e pu Uiao_jé lJp92956 ds WSS0 pEpJSo Eluoo.

wlo gpse IJlzojé Iqu»oé__s,oE: WO o3l IJrouuoo{.__Jongtﬂso PPUNIT (gldojlu'o‘;). LI IJlye

dedod 8 IJogvgsd: Wolds oo Wopd JJules) Idpeeed Jls le).

ped9ple luwlymse

Sop luwoesle voz IULoulb Jogsss wosssle IUlely Ipeeeds eds 1duiwds 1Jgluoé oI o0

edld odasu lusle peoduds po IUlesle: 9sep luveesleol Jpgldzs IUigble sldouwsole
lJeuinglbs 9uoz 2)IJs py9) Iduslule.



lJodysy
odosu Woles Idhoolb

lJgl9s 1. luod IJs Iduwsluwle > 1L ool ggss 1516 1J8less.

ahali.  Firewall Management Center

CISCO Policy Management

= Policies »
Hame
L Access Control MNetwork Discovery Actions
i rviEia
Access Control Application Detectors Aleris
nl intrusion Cormrelation w Scanners
Analysis
Matwarg & File Groups
=
Palicies OS Madulas
Identity Instances
Devices Decryplion
- Prafilter
Objects Zero Trust Application

2

Integration

lJuosyd 1. 1doudd IJs 8lises vog IULoulb

lJglo9s 2. [uuble 8lgs6 22536 g0 by weass lugule Ylgsé.



Alerts | Remediations | Groups

Home Policy Management Rule Management Allow List Traffic Profiles

Overview Create Rule ] [ Create Group ]

nl There are na rules currently defined. To create a nule, click “Create Rule”.
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Rule Information [ Add Connection Tracker ] [ Add User Qualification ] [ Add Host Profile Qualification ]

Rule Name | connection |

Rule Description | ]

Rule Group I Ungrouped ¥ ‘

Select the type of event for this rule

If a connection event ocours w ” at any point of the connection ~ || and it meets the following conditions:

[ Add condition J [ Add complex condition ]

[ Application Protocol w l i w | HTTPS w

[ Add condition ] [ Add complex condition ]

AND

u] [ Source Country ~ [ is not v J United Kingdom v |

AND  ~

o [ Source Country ~ l is not v] United States w J
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Q Search Deploy @ @ f’@

_~ Alerts | Remediations | Groups

Home Policy Rule it Allow List Traffic Profiles

Overview Create Policy

1 There are no policles currently defined. To create a policy, click “Create Policy™

Analysis
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Policies
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Analysis
Policy Description [ ]
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Policy Rules Add Rules
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Available Rules

Select the rules you wish to add to this policy, then click "Add",
¥ Ungrouped Rules

D connection

~ Allow List Rules

() Default Allow List
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Policy Management Rule Management Allow List Traffic Profiles

Correlation Policy Information

Policy Name [ Correlation ]
Policy Description [ ]
Default Priority [ Mone - ]
Policy Rules
Rule Responses Priority
connection This rule does not have any responses. [ Dafault w ] n




Responses for connection

Assigned Responses

-.--

Unassigned Responses

email
syslog
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Correlation Policy Information

Traffic Profiles

Policy Mame [ Correlation

Policy Description [

Default Priority [ Mone

e

[You have unsaved changes

Add Rules

Policy Rules
Rule Responses Priarity
connection email (Email) [ Default w J og
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