wd9su Uob6 9lged IJpuwese IUruw9pss
(GUI) J Secure Web Appliance
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2ol oo w8 PKCSH#12 £.5) ops2

lJp 95,00

SueW o3l IJpwaews IJgbsle 1UJLps Jodssy ol 9lzos 95w IJIs1,6 J Secure Web
Appliance (SWA).

IJecbdole IJlgul jusé

UPCJvalo

o900 Cisco Llu oday Jssd pe,ds Lldeslose IJeldss:
« blyo I ugll.

9,0 Cisco Lly sdsy Jssd:
© op oouso SWA IJebss Ig IJle )l oss.

* 1dsuesd IUbbis [s slees IJpuwegsp Ihuusess (GUI) J SWA.
* 1Jsuosd 1JbLs 1Js 9lzod wlo, 191, SWA (CLI).

IJedsule |Jpuueded



Jl s, o3l ldpuwews eds luesble wilpz 9pdsvle pbsé pesus.

wp logule IJﬁgdgrolo 1J9l)s6 Vs 03l IJpuwews pu IJiao_jé 1J 092956 WS w56 pgpdso gluoo.
wlo zese 1Ulgojo UPu”O'C?P‘é 9 ol .IJ,ouqu{vong@o peude (I8o)lups). Bl Jlue
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wol>6 9lzos puweEsp 9sw

edsul igJI l2osh wee Idgivoble 1Jos wuyss luvaeéslpol Bs 9lzos puwedse 95w JbbLo SWA
(lzod puwiise 9sv)-

Seubdd lu,)luos ouuwgs e SWA "ldiolse IJoz)swss Jeol) Cisco:"

« CN = Luolss Idg,uo IJesuoses Jzol; Cisco
» 0 = Cisco Systems. Inc

* L=wwlo gsuwse

© o = dldsy,usl

« C=ldodlsle IJpweso

Spedud logile Jiolds p9 g0 3losl s SWA Ig lovosyb guoble ¢gluos wd we lugvlgol
w9luwlod ehe Ipsze Idpuosd IUIeds (CA).

Jlowgwpes SWA o opsu iuuplc lJeslose 1Jwssds (SAN) sus lugile bdo o%é@g_ uvolxé
(CSR). 9o lJlolws [Js 3JYe Jl wagp guoble SWA IJpsdes slosl gwple SAN Is ol Jlguegsle
lJioble 3le wwele Juvwds pubb o IJogisu (SAN). szw lugvle Iduiol>s 9o989sgol woud .
P& lJelds y1e) iool ooy wdluosd yveds pub s IJogisy (SAN) I.JubJ_9J§6=. weyd luuvle
030 l[Jwolss: spdud wepsdol [Us SWA Jlgwegsleol. sose JJ 03l IJuog wesss luwele wsyo
P38 19 gulaso IP 19 pe,Blo s pel $98) 02906 Slelol e, Jusiss IJuvods 1gluos .

% pdlelbs: szu i oo eu lduvoble IJpolz 1Uglue 9sz2w i SYu vouuwsy PKCS#12.

cboole wessd Juolyo 9lzosd IUgsw

IUg9s 1. 9p wouwesd IUsgsd [Us slzes Idpuuese ILhuwsess (GUI) 925 1dubwJds pu
ISl e 1JgJsl.

IJgb9s 2. Tz, 1bLé Iduuoble.
lJglb9o 3. pu Jioblw IJgolj 235 [uolWs Luolss.

IJgbo96 4. 235 uog I iolss (Liolsé 09888 slosl Iy uolss Il uas)ls).



Add Certificate

Add Certificate

Add Certificate:  _, select an option...

Create Self-Signed Certificate

Import Certificate

lJuo9,6 - leesh woe [Juboel>s

1J21096 5. 31 3o wopass ol p9.986 slosl luvogse IJgbsle IJoldss. sldl B 6o Lldoglbs
lJs 1Jgbys 6.

IJg 96 5.1. 1JpJ 1z 89J.

Add Certificate

Add Certificate

Add Certificate: | | Create Self-Signed Certificate v |

Common Name: | |se|fSignCertificate

Organization: |c|scoLAB

Organizational Unit: | [Swa

City (Locality): | [City

State (Province): | State

Country: IE

Duration before expiration: | [73p days

Private Key Size: Izg43

w296 - Sl osd ol IJwsdse IUslos
% pdlebé: szo i SY9u zee ldpolz 1Uglue Ws Idublg po 2048 |Js 8192.

IJg 096 5.2. 16,8, 9.8 Next (IJels).

View Certificate SelfSignCertificate

Add Certificate

Certificate Name: Iggwgigncgniﬁaw

Comman Mame: | SelfSignCertificate

Organization:  CiscolAB
Organization Unit: | SWA
City {Locallty): | City
State (Province):  State
Country:  US

Signature Issued By: | Commaon Name (CN): SelfSignCertificate
Organization (0): ClscolAB
Organizational Unit {OU): SWA
Isswed On: Oct 14 11:48:59 2024 GMT
Expires On: Oct 14 11:48:5% 2026 GMT

If you would like a globally recognized signed certificate: 1. Download Certificate Signing Request, 2, Submit this to a certificate authority, 3. Once you
receive the signed certificate, upload it below.

Download Certificate Signing Request. ..

Upload Signed Certificate:
[ Chocsa File | o file chosen

= Intermediate Certificates {optional):

Upload an Intermediate Cortificate: No file chosen

Exm



IJglo96 5.3. (Igeshs) spdud wujsd CSRywsdseo wluwesle ¢lse CA Lpdwumwed: &p
cepsd IJuuolss 1Je9886 sLuwlJol.

wdsy: BPlJdoo oyt Vs w9dse CSR. pg ¢bp CAIJgluo . Solds po hywld
IJuo9zd sldojlpel $ud wadse Iuwolxd IJesses Iy wrpsdol. souppu pJ
lJog)s 1Uss Gpw wluuvlse leule gpdso lugile CSR pvdclzd IJgl 0.

IJg 196 5.4.) uld 151 Jloe Iuuolss 1Jes886 slos! 1Uzldss puluwws.
IJ¢b096 5.5. gl IJgbgs 7.

IJg 96 6. 3] 12,0 [uwas,ls Uiolss.
11096 6.1. |uuos,l pdd IJuivolss (Cuuwsd PKCSH#12 ol Jyu).

Uz 1096 6.2. bed Jdpb 1Jp09, 1JelL06 wpdd I bolss.



Add Certificate

Add Certificate

Add Certificate: | [Import Certificate v|

Import Certificate: | | Choose File | No file chosen
PKCS#12 format is reguired.

Enter Password:
(required)

00938 - lwas)ls Ubol>s
11096 6.3. 108, 89,8 Next (IJelJs).
lJglogs 6.4. huwld IJogss)le.

IJglbo9s 7. wuvss IJogss)lo.

1J21096 8. uzd 1329 1S 31208 vl IJlsle).

lJ¢lb9é 9. [Jwy certconfig 9l _oglb Enter.

lJglogs 10. |IJo o setup.

IJgbys 11. 1o Y Sp luogb gds pdelz Enter.

S pdlebé: gus wess) Iduvobé spdu Jdpuweprpsu Idbbssu l1Ussu s¥9psu vouwesd
1>29d 2ldsl [Us 8lz06 puucsp 95w polzod gl loold 98> 588290 wEssile Jp sop
buwldel. Jlszao 3JI U Bl dp sIo 8> wp 9008 edlpd "098909 wo' eds Iduiol>s ey
Ided lpuwog,o.

IJglogs 12. 1¢e, 2 JJwesss pu Blises [Juvoble Iewlzs.

IJg k096 13. 235 £33 Idueble Ipelbdsws Jluwagsleol Jslzos 1dpuuedse IUyuuspss.

IJglogs 14. |51 JIy Jrsd Jvolso 9 usbo: 90,8 luolbeop ldow Y g6, 3JdY Idow N.

% pdlzbo: Bl Yoo weles |Js luolws Id ielss Iy wsbo: seo edsy Juod 1duiel>o
lJywsbo vouuwsd PEM gldigeole o ' (W §b dot).

SWA_CLI> certconfig

Choose the operation you want to perform:

- SETUP - Configure security certificate and key.

OCSPVALIDATION - Enable OCSP validation of certificates during upload

RESTRICTCERTSIGNATURE - Enable restricted signature validation of certificates during upload
OCSPVALIDATION_FOR_SERVER_CERT - Enable OCSP validation for server certificates
FQDNVALIDATION - FQDN validation for certificate

[I> SETUP



Currently using the demo certificate/key for HTTPS management access.

When the certificate is changed, administrative users who are currently logged in to the web user inter
occurs only if the certificate is not already marked as trusted by the browser.

Do you want to continue? [Y]> Y

Management (HTTPS):

Choose the operation you want to perform:

1. PASTE - Copy paste cert and key manually

2. SELECT - select from available Tist of certificates
[1]> 2

Select the certificate you want to upload

1. SelfSignCertificate

2. SWA_GUI.cisco.com

[1]1> 1

Do you want add an intermediate certificate? [N]> N

Successfully updated the certificate/key for HTTPS management access.

IJglogs 15. Yoo IUIdejle Jewdb IJogss)le.

Spdud IJoedd pu ldusols luwagsle 1Ule, openSSL:

openss1 s_client -connect

VI o3l peldi IJ hostname swa.cisco.com gldbly6 Lo cwwe Joduos) (TCP psule 8443).
Os Iduwb) Idelus po IJIE)lz Spdoud 1986 ol osd IdJielsé:
openss1 s_client -connect SWA.cisco.com:8443

CONNECTED (00000003)
depth=0 C = US, CN = SelfSignCertificate, L = City, O = CiscoLAB, ST = State, OU = SWA



IJigbole I ulisgs

Bspl sds weuo IJigble IJuulisgs Idos spdud pslzowel loule pplads lugile Luolss glzos
IJeuwogrp IUyumpss 19 oessdol.

el cousd PKCS#12 és) Loese

Add Certificate

Error  — Invalid PKCS#12 format
Add Certificate
Add Certificate: | [Import Certificate ~]

Import Certificate: ‘ Nefile:chossn ‘

PKCS#12 format is required.
Invalid PKCS#12 format

Enter Password: I
(required)

w296 - wuuws PKCSH#12 g5, Lolde
9> $I90 ould Luouly Josl IJgbl:
1. pdo IJyiolss wldw 9, Lolde.

2lod Bog Iduiolss. I3l zuade eds gbl lcule IJBwz: spdud lehs lousle Idubolsé Ig
oujsdol p)6 [3)s.

2. Jp s8> CSR 138 wp lugulge puwodl poldel.

gw> logsle CSR. szu IJelds pu huwld Idogssle soudssol. [Juvww 09 g3 2o CSR
IUgluo wd g0s ouvesd 92 19 wéss) Iduoszle. szess pdvd Idogrsd Idss lugileo
gwd lugvle CSR gds Idpole 1UEluo Idpbdye Jogpsd wigsued vugle. wee)s lEoddle
pJVO 1Jog )W o3l spods IUpdulz 1Ugluo. J3JY sew luuvle CSRIE &p p)6 ibs |Js
CA 1J¢l o .

STw ig ooy I.Ji..,.slro el ogsel

Add Certificate

Error — Days must be an integer from 1 to 1825.
Add Certificate: | | Import Certificate ~|

Import Certificate: ‘ Choose File | No file chosen |

PKCS#12 format is required.
Days must be an integer from 1 to 1825.

Enter Password: I
(required)




SozE o 03l 1Ugbl [ locole Lodlzss I uolss IJos op oppsdel iy locole Lodlzsool
Jp36 01sle.

Jed 030 1dpuvdJé. Izle IJozdd po wlst lowele Lodless IJ iolss sldelds oo Logs wbse
SWA 99, 9wo0.

ebl Bs 1Joe 8l pu Loes lduiolsé

se0s o3l 1Jgbl g0 140188 1Jerze 1deuod 10e3) 19 1paze 1deuodd Idsumsh B $lisps
ol 1Jz3) 1Jpese9§ Vol Vs SWA. Jed Idpuwldo: 3l oo ogwegse JJl po CA IS,
leguu'af) lJowslod:

1. wepsd Jeoze Idpues 9 1z IJs SWAL e 1UIJojle.

2. $p woresd ez 1Jpuoad 1dsuvsh: &p Gp woudss IJogssle 8 18)s.

3. 9p wugpsd ybols sleos IJpumise Iruu9ess (GUI).



pdlebs: Jozesd CA IR 19 Iguwslo: o0 9lzed IJpuwaisp liuwspss (GUI):
Iubods. B Guvpe bhé Idgbobsle iz, bhé gvoble 1Uzs) 1Jpsesd wol. b uioble
IUzs) 1Jeds Idpeuouns lud) luvosib Jozesd uvoble 1desze 1deuo 8.

JJpd 1de)r9) &5 LozSTS
Add Certificate

Error — Invalid PKCS#12 password

Add Certificate

Add Certificate: | Import Certificate v

Import Certificate: ' | Choose File | Mo file chosen
PKCS#12 format is required.

Enter Password:
(required)

Invalid PKCS+#12 password

Next >>



Subs) 03l 1Jgbol Ids o ddps 19, Livels PKCSH#I2 g5, oreses: Jed IJebli 1oy Jdps 1Jp)s)
lJuoesesd: g les logule IJubolss.

IJubol>é g5y woldes wed

Add Certificate

Error — The certificate is Not Yet Valid.
Add Certificate
Add Certificate: [Impcrt Certificate v]

Import Certificate: ‘ Choose File | No file chosen ‘

PKCS#12 format is required.
The certificate is Not Yet Valid.

Enter Password: |
(required)

lJuo9,0 - Iduvolss g,y Lolded weo
1. olds pu weed whsg SWA 99 9wo.

2. 0288 po ohist Iduols 9olds pu Logs chist 998 30 IJuwlu$é.



odpse: Bl Jdoo @ luwese JJws pu logsle Idbolsé syzs Idluw bl Jpsé 58596 &p
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el o uvgsd ¢>06 GUI oy CLI

Jlgbé ouugsd 206 WebUl: spdod |gwogsle IUgbsle IJoldsé po CLI:
lJgo9s 1. ywed 1Usgsd IJs CLI.

IJ¢bo9s 2. Ide o diagnostic (o3l 1o, ppbs 9dl sJow oddlss! o TAB).
IJgo9s 3. Ige, IJesele.

|Jg o9 4. 255 WEBUL



IJg 96 5. Iz, lelss lJouuésd.

pedyple slo LoJs

* >Jsd e wegse J AsyncOS 15.0 ) Cisco Secure Web Appliance - GD(u, i) gle) -

7D 'Ol‘

obos gl slowé [zoli lJoso lley oo Cisco] -



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
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