odosu e lJosésue 1Jpeess (SLR) ws FMC
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» Firepower Management Center Virtual 7.4.1
» Firepower Threat Defense Virtual 7.2.5
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Smart License Status

tware Mar _|-;._--®
Usage Authorization: Authorized (Last Synchronized On Jul 17 2024) De-register Firawall Management Center from
Cisco Smart Software Manager

Product Registration: Registered (Last Renewed On Jul 17 2024)
Asgsigned Virtual Account: FPRCDM
Export-Controlled Features: Enabled

pdlebé: seo bele zese Idoslksue 1U3dss 1des sop uuel 2ldsl Ws FMC 1Js
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https://software.cisco.com/#SmartLicensing-Inventory

o3 Jl ouwe ey B 030 IJgedsé zos sop cuost ks publJJ.

lJodosuy

SpdSo ©aESUe 22> £Js FMC go) CLI (9lgos yulo, 1JIsle))

* e vouwesd 1U589d 1s eumle pumdsd Slzos uulo, 1JIsle, (CLI) J FMC. s¢J i, expert
JJsosd 1Js b s Linux.

¢ 8p wou9SS IJipJ JJsuosd IJs esble ges Idosgsue |Jpes>é: sudo manage_sir.pl



> expert
admin@fmc:~$ sudo manage slr.pl

Password: ‘— Administrator Password

EEEEEER LR EEEEY Configuration Utility FEEEEEREEEEEEE

Show SLR Status

Enable SLR

Disable SLR

License requirement report
Exit

© I N
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Enter choice: [

* Op wopdSU 2R GutSuP P20 EU s wrase IJesh 2. 2 1desh 1 ezl eu 2lds
SLR.

tEEEEEEEEEEEE L - Con{igupation Utility EEEEEEEEEEEE L 0

Show SLR Status

Enable SLR

Disable SLR

License requirement report
Exit

© A wWN =

ittt s 2 s s R L E L L

Enter choice: 1

SLR is enabled on FMC ‘_

o 2o 1Jgsh 0 JJéuoz pu 1Ji>lé lJpuwlesé manage_sir. IJo o exit JJg 9z pu b @é Linux.
* 8p wudSE LIRS 95w FMC 28 pu ledluss IJsuesd Ids wodzs 2o Idesgswe
lJpe>36 WO 9lz0s 95w FMC pyu gJIJ IUluw@ld 1ds Iduble > 1Jo)lgsuo>wslgsue pes.



Deploy Q @ #+ @  Clobal\admin v -l

Configuration Health Monitoring
Users Monitor Audit
Domains Policy Syslog
Product Upgrades Events Statistics
Content Updates Exclude

Monitor Alerts Tools

Licenses Backup/Restore
Specific Licenses Scheduling

Classic Licenses Import/Export

Data Purge

beld J9s cssue ez IJesgsuwe 1dpess Ws FMC

* Op vluuvle Hp bde IJze) wldloould s 1Joble > 1Joslzsue > 1doslésue 1Jpeess.
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Specific License Reservation

Specific License Reservation or SLR allows us to reserve and install licenses in a network that has no path to inbound or outbond internet traffic at all

1 Generate a request code

|

2 Create or login into your Cisco Smart Software Manager account to generate an authorization code against the request code you have just created

3 Upload the authorization code file (.txt) and Install

:  No file chosen




Specific License Reservation

Specific License Reservation or SLR allows us to reserve and install licenses in a network that has no path to inbound or outbond internet traffic at all

1 Generate a request code

|| CD-PFS-VMW-SW-K9,53,U402d4a28-44e0-11e || [ Generate || Cancel Code

2 Create or login into your Cisco Smart Software Manager account to generate an authorization code against the request code you have just created

3 Upload the authorization code file (.txt) and Install

| Choose File | No file chosen [ Install ]

* 9p vlugvle J9s wgssd Idee)- lowwd IJs easa lde E,I,ga. | J3.s6.
* luodd s Idpgise > IJoslésue > ee Idastgsue: sbed 1Use) 1Uds Seo wluuilse pu
FMC O piywe Le) bdo Idze). lody W9 Next (IJelds).

Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

You can reserve licenses for product instances that cannot connect to the Internet for security reasens.
You will begin by generating a Reservation Request Code from the product instance.
To leamn how to generate this code, see the configuration guide for the product being licensed.

Once you have generated the code:
1) Enter the Reservation Request Code below
2) Select the licenses to be reserved
3) Generate a Reservation Authorization Code
4) Enter the Reservation Authorization Code on the product instance to activate the features

= Reservation Request Code:

Cancel

© 232 WESLP 233 Ve LJopssy Jiwdd 9bed £33 IJ uble luwlus 90,8 su0 pS6
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Smart License Reservation

STEP ‘I v STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code
FPR4150 Threat Defense URL Filtering 2025-Aug-05 10 10 0
FERA4T ¥ LRL Fitering
FTDv Base 16 Gbps 2024-Nov-19 50 48 (( 2 h
Cisco Firepower fense Virtual Base License, 16 Gogs
FTDv Malware 16 Gbps 2024-Nov-19 50 48 2
Cizco Firepower Threal Defenss | Malware License, 16 Obps
FTDv Threat Protection 16 Gbps 2024-Nov-18 50 48 2
Cisco Firepower Threat Defense Virtual Throat Profection Lo @, 16 Gbps
FTDv URL Filtering 16 Gbps. 2024-MNov-19 50 48 z
L ppowver TH it Dofonse | L wise, 16 Ghps
Firepower MCv Device License 2025-Jan-07 5185 5184 1
Firapon Cv Device License L J
Firepower MCv=300 Device License 2025-Feb-23 15000 15000 o
Cigeo Finapower ment Canter for 300 gevices
Firepower Threat Defense Base Features - NEVEr - 0 unlimited 0

come

* 10y W98 lugble Hej IJoasd. B vouisd es Idogssd" luveesbl dbglde JJs FMC.

Smart License Reservation

STEP 1 v STEP 2 vy STEP 3 v STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code
uDi PID: FS-VMW-SW-K9

UDI Serial Number: 3

UuID: dded32d6-da7i-11ee-B40e-bBE23 103047

Authorization Code:

=specificPLR><authorizationCode><flag=A</fag ion=D</ i plid>Bb0Efbas-c27 2-4ala-852e-de92b548alab</piid><timestamp=1721257985935</
fimestamp><entitlements><entitlement><tag>regid.2015-02.com.cisco. FPRMCv-DEV.1.0_ddc8a630-4857-4590-823d-c9a38bb668 1 c<Mtag><count>2</count><stariDate>2022-Apr-14 UTC</
startDate><endDate>2025-Jan-07 UTC</endDate><licenseType>TERM</license Type><displayMame>Firepower MCv Device License</displayName><tagDescription>Firepower MCv Device
License</tagDescription: bacription| D bscription|D></entitlement><entitlement><tag=regid.2015-05.com.cisco.FPRTD-BASE,1.0_561236dd-931d-4642-a391-54fa937a9947 </
tag=<count>2</count><startDate></startDate><endDate></endDate><licenseType>PERPETUAL </licenseType>=<displayName>Firepower Threat Defense Base Features</

To learn how 1o enter this code, see the configuration guide for the product being licensed

Download as File Copy to Clipboard

. i)@J J9> IJwgsd Wbs FMC. s FMC: lu @) W9sluwee)luo Jogpsd IJpdod 1Juuos
Cluweddle e 1dogssd 1Uds Bpw vluunlse pu pos) Idulee 1U33s6.

3 Upload the authorization code file (.txt) and Install

l AuthorizationCode_SN_3(5).txt ‘ Install '




* 0288 pu lu Lo 2o IJostse [Upeas wbo) 2lJs cdss o IJluwesle eds Tuol

paeuP wol.
Specified License Reservation Status 70
Usage Authorization: Authorized (Last Synchronized On Jul 18 2024)
Product Registration: Registered (Last Renewed On Jul 18 2024)
Export-Controlled Features: Enabled
Product Instance: O | 402d4a28-44e0-11ef-b394-4712f25a82da |
Confirmation Code *: | 67f1cbeb |

* This confirmation code is generated against your last authorization code
* 1ud) B938 edlpd lJowssy IUo,ésue IUpers) JJoedd pu ldoslgsue 1Upes»o i&ole
logvle 5o lJowyso.
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Edit Licenses (7]

Malware Defense IPS URL Carrier Secure Client Premier Secure Client Advantage Secure Client VPN Only

Devices without license Devices with license (2)
Q, Search FTD-Test ]
ftd.breakstuff.com [

* 1oy WY edlps IJowssy IJuslgsuo Idpesus 90280 pu wowse IJuslgsue 1Uglues
wJ wubdd Loese eds I zobs.
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Srrart Licenses

Virwwall Managemani Coninr Wbl {1

Sacurs Clenn Achvantsge )

Securs Chena PN ol I8

1116 225 CoESLo P2

* Vs FMC. spdud IUzuesd eds persd posd IJpuoz IJ,80 IUElue wozad IJoede B
IUbLy6 1wl wss (FMC) o30. 9lJloodld 1Us 1Joble > IJo,lésoo > olgsoo ppsss.
* 290 Jsped posd Idpue.

Specified License Reservation Status 70
Usage Authorization: Authorized (Last Synchronized On Jul 18 2024)
Product Registration: Registered (Last Renewed On Jul 18 2024)
Export-Controlled Features: Enabled
Product Instance: [ 402d4a28-44e0-11ef-b394-4712f25a82da J
Confirmation Code *: 297a78fc

* This confirmation code is generated against your last authorization code

Vs pdsy Idoyulez IU3Is e wogrsd FMC Jdezsse. luedd IJs eas) ldo)lez
s, sb.

* loo@d lJs IUpigu > posdle ldpooe: loze g0 posd puce Szess eds FPI
TypeOlumn 99256 Wb 090 glpd (Jsuw luwe puos9) Vs NameOlumn.
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Virtual Account: FFRCDN €D Major (388 Minor  Hide Alerts

General Licenses Product Instances Ewvent Log

Authorize License-Enforced Features... P _> FP Q,
Name Product Type Last Contact Alerts Actions
UDI PID:FPR-1140: UDI SN:JMX2124G19P FP 2024-Apr-01 17:36:09 €@ Failed to Renew Actions -
UDI_PID:FPR-1140; UDI_SN:JMX2324G190Q FP 2024-Apr-25 19:02:18 Failad to Connect Actions -
UDI_PID:FPR-2110; UDI_SN:JMX2538X1M1; FP 2024-Jan-04 21:08:36 & Failed to Renew Actions =
UDI_PID:FPR-2130; UDI_SN:JMX2139Y0KS: FP 2024-Jul-18 11:41:39 Actions =
UDI_PID:FS-VMW-SW-K3; UDI_SN:3; FP 2024-Jul-1817:35:39 (Re: = Licenses) ‘_ Actions -
UDI_PID:NGFW; UDI_SN:9AENGBM4MQ3; FP 2024-Apr-01 19:56:37 © Failed to Renew Actions =
UDI_PID:NGFWY; UDI_SN.2A9G12GAFES FP 2024-Jul-18 12:40:33 Aclions ~
UDI_PID:NGFW; UDI_SN:9AVIWW.IBEJK; FP 2024-Feb-06 11:16:11 © Failed to Renew Actions -
vFMC-bheston.cisco.com FFP 2024-Jan-22 19:21:03 © Failed to Renew Actions =
Vik-FMC FP 2024-Jul-04 08:39:02 Actions =
100 ~ Showing Page 1 of 1(92 Records)

c 1o,y 898 IJluwe. B 1duoWdes lJos wbo) IUee W 1UW,)so Iduoese: g, lelele >
oS Joslesuwe 1dpzrass.

License Usage These licenses are reserved on this product instancs

License Billing Expires Required

Firepower MCv Device License Prepaid 2025-Jan-07 1

Showing 1 Record

* Bp wordse IJuslgsuo 1Ueeesio cuve IJeles: ludy W9l lugile Hpoj Idegssd soujsd
e IJegasd luweeshbl Jbgldo |Js FMC.

« lo,d Loes Update ReservationPage pde926. spdod 1)z9¢ [Jsol Jlzdl B o3l 1Jlg)le.

c wpdse Idoslgsue 1pers s FMC. ito_)o>gblfo>o_,a§uo>o_,lé§uo 02336 b 9b 96
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Specified License Reservation Status .—> 70

Usage Authorization: Authorized (Last Synchronized On Jul 18 2024)



Edit Authorizarion Code

Upload the authorization code file {.txt) and Install

Choose File | Mo file chosen

[ Close

* v Josose Julee JI9s IJogssd: 290 e lJoldso.
* bgd e Idoldss s "bho Iduslez 1U3Ids6" WS LoWzs wease Idze) IJos sope ool
ron..9o_9&6 &p)L

Update License Reservation Enter Confirmation Code

STER 1 ‘/ To complete the pending License Reservation, enter the Reservation Confirmation Code that was STEP 3
generated by the Product Instance after the Reservation Authorization Code was installed.

Salect Lica * Reservation Confirmation Code: Authorization Code

The Reservation Authorization Code
‘— Enter Confirmation Code

1. This code must be entered into
2. When the code has been entel

3. To release licenses in transition,

Authorization Code:

<spacificPLR><authorization Code>: Cancel

timestamp=<entitlements=> ate=2022-Apr-14 UTC</
startDate><endDate>2025-Jan-07 Firepower MCv Device
License<NagDescrplion><subscrption] b . x . 1.0 79-81a5-TTdedabbd8r2</
tag=<count=1<count=<stariDaie=2022-Nov-10 UTC</startDate><endDate=2025-Aug-05 UTC</endDate><license Type=TERM</license Type=<displayName=FPR4 150 Threat Defense Malware
Protection</displayName><tagDescription>FFPR4 150 Threat Defense Malware Protection</tagDescription><subscriptionlD></subscriptionlD></

To leamn how to enler this code, see the configuration guide for the product being licensed

| DownloadasFile  Copy to Clipboard ](Entart;mimmcmm

« Vs FMC. wlds pu o IJeslgsue 1Ueluos o pezesé Jel wugbeol.
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Specified License Reservation Status 70 4—

Usage Authorization: Authorized (Last Synchronized On Jul 18 2024)
Product Registration: Registered (Last Renewed On Jul 18 2024}

Export-Controlled Features: Enabled

Product Instance: 0 | 402d4a28-44e0-11ef-b394-4712f25a82da |

Confirmation Code *: [ d3262fe7 l

* This confirmation code is generated against your last authorization code

* e w9su pdlzbs o)ej Ibele.

Specific License Reservation

Specific License Reservation or SLR allows us to reserve and install licenses in a network that has no path to inbound or outbond internet traffic at all

1 Generate a request code

| | [ Generate

2 Create or login into your Cisco Smart Software Manager account to generate an authorization code against the request code you have just created

3 Upload the authorization code file {.txt) and Install

Choose File | No file chosen Install

4 Cisco Smart Software Manager and use the Return Code to release your licenses.

| CJSoPL-kovwbd-bZnS3u-Tp95qB-G3UTXn-mPni | 44—

* VS pd38) Idoyulee IU3Is 23> FMC Jdwzsses loedd 1ds eas) Idopolez 133s.

* loodd lds 1ptise > posdlie ldpoce: loze o posd puce seess eds FPIn
TypeOlumn 99236 Wb o390 &lpd (Jsuw luvpe puosWd) s NameOlumn.
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General Licenses Product Instances Ewvent Log

Authorize License-Enforced Features... 3 FP Q,
Narme Praduct Type Last Contact Alerts Actions
UDI_PID:FPR-1140; UDI_SN:JMX2324G19P; FP 2024-Apr-01 17:36:09 O Failed to Renaw Actions -
UDI_PID:FPR-1140; UDI_SN:JMX2324G190; FP 2024-Apr-25 19:02:18 Failed to Connect Actiong -
UDI_PID:FPR-2110; UDI_SMN:JMX2538X1M1; FF 2024-Jan-04 21:08:36 ) Failed to Renew Actions «
UDI_PID:FPR-2130; UDI_SN:JMX2139Y0KS: FF 2024-Jul-18 11:41:38 Actions -

I UDI_PID:FS-VMW-SW-KS: UDI_SN:3; FP 2024-Jul-18 18:17:57 (Reserved Licenses) Actions - I
UDI_PID:NGFWv; UDI_SM:3ABNGEMAMO3; FP 2024-Apr-01 19:56:37 © Failedtg  ransfer.
UDI_PID:NGFWy; UDI_SN:3A9G 12GAFES FP 2024-Jul-18 12:40:33 Update Reserved Licenses...

Enter Confirmation Codea...

UDI_PID:NGFWv; UDI_SN:SAVIWWJBEJK: FP 2024-Feb-08 11:16:11 © Faiied 1o

wFMC-bheston.cisco.com FE 2024-Jan-22 19:21:03 i Falled ta

Rehost Licenses from a Failed Product...
Vik-FMC FF 2024-Jul-04 08:39:02
100 ~ Showing Page 1 of 1 (92 Records)

» bbgd J9s Lele Uzes Id3s Beo vodssue po FMC B pyue IJzsh Lls pesd Idpoce.

Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation REeturn Code generated by the
Froduct Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

*+ Reservation Return Code: CJ5oPL-kovwbd-bZnS3u-TpasgB-G3UTER-
mPnteX-wESYd1-QcSGPg-pfa

Eemove Eeservation Cancel

* sop bele Ideslgsue 1deezasis Ipesss IUs Idozee Idpessd,) Bs "ldeuwly 1U3ds" soe
I51Js FMC o030 pu $lispsd posdlo powele "ess) [dolez 1U3Is6"

websd IJoyésue 1dpess Vs bogo FMC Linux

* Op wouesd 1esd s eusle puudsd slzes pulo, Ilsle, (CLI) J FMC. Is¢J Il expert
JJsuosd IJss bo§s Linux.

* 9p woudSd IJi,oJ JJsuosd IJs esble ges Idosgsue |Jpes>é: sudo manage_sir.pl



> expert
admin@fmc:~$ sudo manage slr.pl

Password: ‘— Administrator Password

EEEEEER LR EEEEY Configuration Utility FEEEEEREEEEEEE

Show SLR Status

Enable SLR

Disable SLR

License requirement report
Exit

© I N
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Enter choice: [

© ogbsd e wutsuwe ped EU sy o IUésD 3. 225 1dgsh 0 Jdluole.

RRIKRERRRERRRRRE  Configuration Utility *eekkkkrikkrkk

Show SLR Status

Enable SLR

Disable SLR

License requirement report
Exit

e BN R

L E LR EEE E EEE e R RS EE SRS EEE R EEEEEE S EEEEEEEEE EE E L TS

Enter choice: 3

Successfully Disabled SLR
* &9 Enterexitto oo, 9,6 Jsu9Iw.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
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