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IJpcbdole 1Jluulgwsé
o900 Cisco Llu oday Jssd pe,us Lldpslose IJoldss:

© op odsu ewslu IP Jogss Idoede IUbLss IUpedleds (CIMC)® oy Cisco.
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* logold Seds pu polsis Iduvods [Us 1Jpz9d.
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* polsis wbl§6 9lzos IJuuJs (NIC) byl X710 T2LG 2x10 GbE RJ45 OCP 3.0 5y Intel®
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« Microsoft® Windows® Server 2022 ¢ wpJdso g0le iISCSI.

« 1Jpz9J Cisco® Catalyst 3560 Switch
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peJsple luwlpussd

B lduwlod: JIo plodso] Joudss IUbls 1 e uless Intel® Ethernet Boot Flash Utility JoJsso
lesbsle iISCSL. 1Jlye Blo 1dpolsisle [Jzss36 pu Intel® 03936 wgsh ldwosiss guy wy9w9ded
iISCSI: 91Jp9g936 puluinyé eds ublp IUEld olJIglz 1Ulusluus (BIOS) 1Uglo wlJEDbe.

cbole IJodysy

IJeloss 1. cuvgsd IJebe Is lehs wuvgsde. loule gpdss Idopess: Iuogb F2 Jdsuosd IJs
oble 1Jl2ld slJIglz IJlpwlus (BIOS) IUglue wldghe.

NIr
CISCO

c} 2024 Cisco Sy

fE2» BIOS Setun
Fg CIMC Sef
version : CZ225M6.4.3.

Flattorm 1D :© CZ225M6E

\ Loading EFI SAS Driver

AML

Cisco IMC IPv4 Address : 10.31.123.36
Cisco IMC MAC Address : 10:F9:20:D5:4F:94

Entering BIOS Setup

IJgbogs 2. s wlble IUbEld slUle,lz IUiuuluss (BIOS) IUgluo wldghe: 233 2sh odasy pds w
IJgodle:



b Network Stack Contiguration

|J'ab_96 3. el rorodgi



Aptio Setup AMI

Network Stack [Enabled]

Metwar|

Enabled

lJgo9é 4. Lpz)> wpdsu pdow Iduvodlo: 2y pead IUuuodd 1Jp)ls [uuwegsleo Joposs
w9999 iISCSI.

B 03l ldpelde sep luuegsle polsis Cisco® X710T2LG 2x10 GbE RJ45:



b Cisco(R) X710TLGE GbE RJ45 PCIe NIC -
B4:96:91:83:90:FD

IJ1096 5. 515 251 peod Idivwds: w2dd pu o 2lJs IUboulb pouods.

) edlelbs: Jlzb guslo MAC JJpods. Jive pds> Jig)luo 1Jog)sd.



» NIC Configuration

lJglo9é 6. Lze |Js 1J8lsped U issumso: 9235 esh wdysy iISCSI:



b ISCSI Configuration

1Ug 096 7. 235 ¢sh cdssu ldpuossd g wi9e9dsd iISCSI:



P Host iSCSI Configuration

IJ 96 8. 1o | wpe ISCSI IUpsod (IQN). JJulsis.

sles couwsd 1Jluwe 1Jpded (IAQN) g w9999 ISCSI IJwe95z ign.yyy-mm.label-
authority:l_ue <8,5>.



Aptlo Setug

iSCSI Initiator Name ign.1987-05.com. intel:
psxil

1J1096 9.255 1Jgsh) lunlds eplods:



» Add an Attempt

lJglbgs 10. 3> lJpzed [Juoese: Judssu lesble iISCSIL spdud IJoe 8l pu ldpesd wluweesle
eu9lu MAC IU3s wp ouwgsdo W IUgbys 5:



» MAC B4:96:91:B3:90:FD Cisco(R) X710TLG GbE
RJ4S PCIe NIC

IJsbogs 11. odosy leshsle iSCSI:



Aptio Setup AMI

Gateway 192.168.1.1

lJOse [Jgluod ol ldpeld os:

* 928 iISCSI: ppdg

* w9weded IJlue,uw: IPv4

. £33 pyle lghs pzlods IUleuold: 0 (IUls el s.s)
* poJo lugile IUlouold: 1000 (pdJs elusd)

« Ul-Format ISID: (IJl® el os)

* odysu ISID: (IJlde,los)

° roéJQQ DHCP: .DE_JOJ

* e09ly IP Jdolsis: 192.168.1.141

« Yule Idgvedo 1IJs es6 JJulbis: 255.255.255.0
e IJuslus: 192.168.1.1

190 12. §p wodysy Idpedyple 1Josus:



Save Changes

lJOse [Jgluod ol ldpeld os:

IJluwp 1Joss: (IQN 1Je>wd JJegisu)

lJewsly [Jo>es: 192.168.1.55

* 1Jpowds 1Jo>ws: 3260 (IJewws IJIve,)los iISCSI)
* 926 LUN Jdouvgsd: 0

* u9g lJpuol>96: None

2 eVb lJogss)lo.

IJg1096 13. 235 1U8lis 06 28l & 59z &p 223 pbb IJogssle slgs 1 oub:



Aptio 5etup - AMI

Main Advanced Chipset

Security

Boot

Save & Exit

Exit Options

Lﬁiscard Changes and Exit

Save/Discard Changes Options
Save Changes
Discard Changes

Load Defaults Options

Load Defaults

Save as User Defaults

Load User Defaults

Load Manufacturing Defaults

Boot Override
UEFI: Built-in EFI Shell

Reset the system after
saving the changes.

++: Select Screen

tl: Select Item

Enter: Select

+/=: Change Opt.

Fi: General Help

F3: Optimized Defaults
Fi0: Save & Reset System
ESC: Exit

K/H: Scroll help UP/DOWN

IJg 96 14. 90pzyd wposs Ighe: swp )00 pedsple 9226 1ot se iSCSIloyle gpdss

lJwposs:

NInir
CISCO

2024 Cisco Systiems, Inc.

Copyright (c)

Boot Menu :
Boot

Met work

30.00 GB




IJgl96 15. 9p wugssu 1ISO Juble IJogvgsd wluwegsle gsb lUsuwlishb [Jbloysé > )00
DVD pgs0 VKVM:

'.'_-',;','._L',' viKVM KM Console UCSC-C225-MES

Console

File

View

Macros

Tools

Power

Boot Device

Virtual Media Create Image

Chat vKVM-Mapped vDVD
vEVM-Mapped vHDD
vkVM-Mapped vFDD
CIMC-Mapped vDVD

CIMC-Mapped vHDD

IJg 196 16. 235 peyd 1 §,luo 1 sbé:




Map Virtual Media - CD/DVD

d File VNware-ESXi-7.0.3i-208. .. b4

B e

Mo Sl e

lJglb9dé 17. L pz)> o SUP UESSU ISO: Wp wldwposs puo wlgwwgsle IUSlses F6. luwk, zos
Swp wzpesd ldpowo. veen lu seuo Idpovw gshle Idogiso lde oovseol odyy 96

Select a Disk to Install or Upgrade
(any existing VMFS-3 will be avtomatically uvpgraded to VMFS-5)

» Contains a VMFS partition
# Claimed by VMuare vSAN

Storage Device Capacity

lJglb9s 18. luep) Bs gpdsd lJoouso wluwagsle 9236 IJoEisu g0 wEs. uperd luwolsol.
Sp vlegho oubvgsd IUghbe sluogb eds Idpdele F2 JJsged s leshle wlble 1Ugld sldig)lz
IJIslus (BIOS) 1Jgluos LlJghe. B leshle BIOS. 235 $lises lJoposs sludd IJgsh
VMware® ESXi |[Js gsh lJwposs # 1:



Boot Option #2 [UEFI: Built-in EFI
Shell]

IJglbgo 19. luwdd [Js @lisps edb & luole: 9235 pdb IJogss)le 9gsh lehes 1o b:



Aptio Setup - AMI

Save & Exit

Discard Changes and Exit

Save/sDiscard Ehanges Options
Save Changes
Discard Changes

Load Defaults Option
Load Defaults
Save as User Default
Load User Defaults
Load Manufacturing Def

Boot Override
VHware ESXi
UEFI: Built-in EFI Shell

Reset the system after
saving the changes.

+/-1 Change Opt.

F1: General Help

F3: Optimized Defaults
F10: Save & Reset System
ESC: Exit

K/M: Scroll help UP/DOWN

IJozdd pu lduors
S89p 1Uebp Lldeposs vuzle Juble wuvgsd VMware® ESXi:

e VEVM KYMGonml  UCBCCZZEMIS

Whuore ESKi 7.0.3 (VMKernel Release Build 20842788)
Clsco Systens Inc UCSC-C225-HES

AND EPYC 7543 32-Core Processor
127.9 GiB Hemory

To manage this host,

g 1ol
https://192. 168.1.141/ (STATIC)
https i/ IFeB : (h696:IITF :Febd:90rd]/ (STATIC)
https i/ 12001 ;4280 140c -2 102 : bEI6 -9UFT : Meb3 900 d]/ (AUTHCONF ¥




lweduuld IJlgble gl oJlzol

1. c2dd po 1N JJubis 9ldessd Jozuw ks wdasu £s) Lozse:

2. 0288 pu wdISU puds IJpesd: wb)l Jiu peod wbl§é slzos IJuuwds (NIC) Jl soep s
gJlple VLAN.

3. 0283 pu oy eds euslo MAC Jeuds 1dezad eds Idpuds IUuozse eds IUezsd.

<ttroot>

switch#show mac address-table address b496.91b3.90fd
Mac Address Table

Vlan Mac Address Type Ports
b496. 91b3. 90f d

DYNAMIC

Tel/ 0/ 45

Total Mac Addresses for this criterion: 1

o2l pu 0wl o iISCSI Lluwwgsle IJo@lb 1z IJos ouwedss pu o8 IJodlb 1Jz;e0
IJp o006 (EPC) B w,ulez Cisco 10S®.

pCJJI

<ffroot>

switch#monitor capture ISCSI buffer size 100 circular interface TenGigabitEthernetl/0/45 both match any
switch#monitor capture ISCSI start

--> This command starts the capture

switch# monitor capture ISCSI stop

--> Stop the capture, once the server has attenpted to boot fromthe Intel ® N C Adapter.

switch#show monitor capture ISCSI buffer brief

--> This command shows the capture content

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
21 0.000285 192.168.1.141 -> 192.168.1.55
i SCSI

114 NOP Out
22 0.000299 192.168.1.55 -> 192.168.1.141



i SCSI

118 NOP In

23 0.000313 192.168.1.55 -> 192.168.1.141

i SCSI

118 [TCP Retransmission] NOP In

24 0.000327 192.
25 0.000341 192.
26 0.000357 192.
27 0.000382 192.

168
168
168
168

Wite(10) LUN: 0x00

28 0.000399 192.
29 0.000413 192.
30 0.000427 192.
31 0.000448 192.
32 0.000464 192.

168
168
168
168
168

Wite(10) LUN: 0x00

33 0.000480 192.
34 0.000494 192.

168
168

.1.141 -> 192.168.1.55
.1.141 -> 192.168.1.55
.1.141 -> 192.168.1.55
.1.141 -> 192.168.1.55

(LBA: 0x0105f 758, Len:

.1.141 -> 192.168.1.55
.1.55 -> 192.168.1.141
.1.141 -> 192.168.1.55
.1.141 -> 192.168.1.55
.1.141 -> 192.168.1.55

(LBA: 0x0105f 548, Len:

.1.55 -> 192.168.1.141
.1.55 -> 192.168.1.141

Response LUN: 0x00 (Wite(10)) (Good)

TCP 66 57954 > 1iscsi-target [ACK] Seq=49 Ack=49 Win=514 Len=0
TCP 1514 [TCP segment of a reassembled PDU]

TCP 1514 [TCP segment of a reassembled PDU]

iSCSI 1514 SCSI:

8)SCSI: Data Qut LUN. O0x00 (Wite(10) Request Data)

TCP 102 [TCP segment of a reassembled PDU]

TCP 70 iscsi-target > 57954 [ACK] Seq=49 Ack=4429 Win=8195 Le
TCP 1514 [TCP segment of a reassembled PDU]

TCP 1514 [TCP segment of a reassembled PDU]

iSCSI 1078 SCSI:

8)SCSI: Data Qut LUN. 0x00 (Wite(10) Request Data)

TCP 70 discsi-target > 57954 [ACK] Seq=49 Ack=8337 Win=8195 Le
iSCSI 118 SCSI:

35 0.000508 192.168.1.55 -> 192.168.1.141 iSCSI 118 SCSI:

Response LUN: 0x00 (Wite(10)) (Good)

NJouwos Jeolsisle RJI45 NIC. s9 06 wlguagsle Jod Caté UTP gds 118 sldle ol
wpulds 10 GbE.

pedyple Sl LoJs

* b6 gleé gdis Windows Server iSCSI Target Server

¢ szwpeg Cisco - 59,56 - wpo.s> iISCSI olsisle Intel i350 >9l50 UCS

o loolbJlzle &owpss iISCSI

6|

s wdossy
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https://learn.microsoft.com/en-us/windows-server/storage/iscsi/iscsi-target-server
https://learn.microsoft.com/en-us/windows-server/storage/iscsi/iscsi-target-server
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/how-to-iscsi-boot-with-intel-i350-adapters-on-ucs-servers/ta-p/3123679
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/how-to-iscsi-boot-with-intel-i350-adapters-on-ucs-servers/ta-p/3123679
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/how-to-iscsi-boot-with-intel-i350-adapters-on-ucs-servers/ta-p/3123679
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/how-to-iscsi-boot-with-intel-i350-adapters-on-ucs-servers/ta-p/3123679
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/how-to-iscsi-boot-with-intel-i350-adapters-on-ucs-servers/ta-p/3123679
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/how-to-iscsi-boot-with-intel-i350-adapters-on-ucs-servers/ta-p/3123679
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/how-to-iscsi-boot-with-intel-i350-adapters-on-ucs-servers/ta-p/3123679
https://community.cisco.com/t5/data-center-and-cloud-knowledge-base/how-to-iscsi-boot-with-intel-i350-adapters-on-ucs-servers/ta-p/3123679
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.storage.doc/GUID-686D92B6-A2B2-4944-8718-F1B74F6A2C53.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.storage.doc/GUID-686D92B6-A2B2-4944-8718-F1B74F6A2C53.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
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