sps bl Blisps 1dozdp B IUsuosd (ACH)
JJewsly FO467: oo ds ppJsé blo,yss (VLAN)
£Sy LPTSTS: puwb E€8) LolJe: encap-in-use
k.JUL-QE_J

95 Lvods VLAN g5y Loldz: svods VLAN §.s 526

oweo Lezesd: sz os oz og VLAN Lp 8o 4 J6 VLAN | b, Joué
Wowoo pzopl: ozes codle VLAN pe oods VLAN L el 90s £ L e denns el
cJase powly o wolzt powly Eso Lol

EPG lJs 19l | LlJolow

Ilobbs EPG | s AEP

l9w,ly EPG Oldegl

lJezld I Jss leoslule ozes AEP 9 VLAN

wzes VLAN JJoJé lJooese ol dulole 1zl




|>06  wlo, 1 Jigle, (CLI
| Je2,.8.8 o0 sy SVIVLAN

Ebole o) 102,88 ps s VLAN

YLV O IR
|Jp 95006

Su 03l IJpuweos Igbsle Ieldss Jluadlz ¢l slzes IUczde B 1suesd (ACH) FO467:

s pedss bloyss (VLAN) és) uozszs 19 puvh £5) woldz Iy cupeso G Ulwesle
oldued.

ped9ple Ivluss

SUP UPSS) I.J'aJoi ACI FO467 s yusubsyole pgoduds 9JJduo ywsbo,) 'ywod' pps) JYJ
slg>.

e "Juwod" IUIJe,) vsoel IJos wp dswol pg ¢l ACI FO467 os:
« JbwJs VLAN és, LolJzé
* puvb s ol
« ENCAP - 4§55 IJlwogsle wldded

SpJu o w9, gpse luvuly gbl ACIF0467 £Js wuiny uswdle VLAN eJs sleole 836 1Jpz9d.
cus ACl ldpoods oldg)uo Idosus

Sop poldus 03l IJgbl wuvdd wuib Jzie po pdlaole ACHL I wo ol 8.56.

Bl Il s wuss 9lgos wpde Vs IJ9ue9d (ACH) poLods o Intersight. O uswpe logile bdo
e300 uslwo gud JJluvho IJs 1dews) eds posdle o3l 1dgbl slgd wuss 9lzes IUozdp Os
lJoue9d (ACH) IJpewodé o Intersight.

wsubsgole ¢bl ACI F0467

od9su uvwds VLAN g, wolde: yvwdo VLAN g, Lorzsed
lJuwsobsy

* EPG g>s> suvdd pg encap VLAN 421
¢ 1Jpeld IJdeds IUpesu |Js EPG


https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html
https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html
https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html

« Hob lJpowds IJoloe Juvwds VLAN ) §p 421 e Js EPG

« 1Jgbol FO467 - wp 900 £J106 lolp £858 1Jpesd wluweesle oy IUs EPG

¢ wrpess uwlds wusese IJighble eds: és) Lolde-vian:vian-x: lel 1o EPG és) pdeno weeld
9 1o 1Jpeld Jsuw Jsso iswdd VLAN o360 pesws [Jso

v EPG - lc_EPG
Fault Properties 0

General Troubleshooting History

@)

Fault Code: FO457

Last Transition: 2023-06-04T14:35:08.407+00:00

Lifecycle: Raised

Affected Object: topology/pod-1/node-103/local/svc-policyelem-id-0/uni/epp/fv-[uni/tn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-
103/stpathatt-[eth1/13]/nwissues

Description: Fault delegate: Configuration failed for uni/tn-lc_TN/ap-Ilc_APP/epg-lc_EPG node 103 eth1/13

invalid-vlan: vlan-421 :Either the EpG is not associated with a domain or the domain d

ie to Invalid VLAN Configuration, debug message:
this vlan assigned to it;

Type: Config

Cause: configuration-failed

Change Set: vlan, configSt:failed-to-apply, debugMessagecinvalid-vian: vian-421 :Either the EpG is not

=d with a domain or the domain does not have this vlan assigned to it;, temporaryError:no
Created: 2023-06-04714:33:00.796+00:00
Code: FO467
Number of 1
Occurrences:
Criginal Severity: minor
Frevious

& minor
Severity:

Highest "_;E'J'Q'ZT'_.'Z minor

395 9,098 IJgbl wuvdd Losse lel 1o EPG £ pdenu weeld 19 10 1dpeld Jsuw Jsso yivwds
VLAN o030 1Jpg s [Jeso".

<{froot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG

node 103 et hl/13

due to Invalid VLAN Configuration, debug message:

i nval i d-vl an:
vl an-421

Either the EpGis not associated with a domain or the domain does not have this vlan assigned to it

dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-T1c_TN/ap-1c_APP/epg-1c_EPG]/n



Iovow Upeoed: Jl s2eos czee VLAN IUpdoss eds sivwds VLAN I pbJses

Je sop wuiy Access Encap VLAN 421 gJis 1g 856 |l .56,

<#root>
Node-103#
show vl an encap-id

421

ext ended

<<< Empty >>>

Je sop logile Idpuwly IJeloo JIGo,lo EPG.

<{froot>
APIC#

noquery -c¢ | 2Rt Dom fConn | grep Ic_EPG | grep dn

<<< Empty >>>

Sdwu lJezld Ic_phys_dom o |Js LC_EPG.

<tfroot>
APIC#

noquery -c fvRsDomAtt | grep -A 25 Ic_EPG | grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
]

lJpzld IJs lwoslo ogee VLAN 09z29>.

<tfroot>

APIC# moquery -c infraRsVlanNs | grep -A 15



| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vl an_poo

]-static

VLAN Loosde oyds o vian_pool |Us oo ese VLAN 420 G 6l

<#root>
APIC# moquery -c fvnsEncapBlk | grep

I c_vl an_poo

dn : uni/infra/vlanns-[1c_vlan_pool]-static/from-[
vl an- 420

]-to-[

vl an- 420

]

VLAN 421 ¢, 929> B Idogpee ledlo soldolds Blo I bl invalid-vian: vian-421:el I, EpG
£S) pOU weeld 19 1o 1dpzld Jl szess eds uvwdsd VLAN oo 1Jpgswé |Jso

s ptbolbo 1Jde s Uiy 1Jso ulodl Sop psss pze Szeg VLAN Ipgss o



(Configuration defined)

Security Domains
- - - - =*  Restricts VLANS Swiches, == ———=—=========== -;
l Interfoces, Tenants I H
mIn-n,m i Lufpm Concrete Model
—— i ot (Configuration applied)
i = e S S — :
i I Leaf Interfaces Logical Model
! - Profiles
: : Collection of interface 1Ds
| |
i i
i i Interface Selectors
1 : Interface IDs
i
] i
: : I
1 - AAEP UN“'WU““ms huﬂhoeﬁdbkn
! : Collectionof aliowed [
: : VLANS, VXLANS etc hmtwcmdm
]
: : I
i i
S— Lo p0omns
etc are consumed
Pools
List of VLANs, VXLANsS etc

ILowe 1J VLAN 008,895 421 |Us IJ ¢luo VLAN pas

VLAN s |Js Encap 9 domain | §o)lole (wule > puslule 1Uguosd > oyds > VLAN >

Ic_vlan_pool)

VLAN Pool - lc_vlan_pool (Static Allocation)

o~

Properties
Name: Ic_vian_pool

Description: | optional
Allag:
Allocation Mode: Static Allocation
Encap Blocks:

VLAN Hange Description Allpcation Mode

[420] Static Allocation

I Static Allacation

Domains: & Mama

le_phys_dom

VLAN ;6 028 pos we luolds VLAN 421

<tfroot>
APIC#

nmoquery -c¢ fvnsEncapBl k | grep | c_vlan_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[

vl an- 420

Type

Physical Domain

()

Policy Operational Faults History
—_—

o 2 %,

Fole
External or On the wire encepsulations

External or On the wire encapsulations



1-to-[
vl an-420

]

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 421

]-to-[

vl an- 421

]

IUovoo IWpzopd: ozee gvodle VLAN oe Liods VLAN Idebdows £ ldpdenos oldezld

mlg}..., ; e Concrete Model
i Kokt (Configuration applied)
M E—— _— —
i i Leaf Interfaces Logical Model
i ; .. (Configuration defined)
i | I
I i Interface Selectors
: i Interface IDs
i | I
= | ot [ oG [ e
1 I
i : VLANS, VXLANS etc Interface type and setings
i |
1 1

wule > gwsluwle 1Usuesd > 1Jpzldle [Jelbsé sldghzse> Ideeldle 1Jplsssé > Ic_phys_dom

Physical Domain - lc_phys_dom 'n)
Policy Faults History
Pl SO
@ o L %
Properties

Name: lc_phys_dom

Asgociated Atachable = Mame
Entity Profiles:
Ic_AAEP

I\.'-'.AN Pools: | select an option I

Security Domains: O+

Selact Hame Descripiion



[+] IJpeeld IJs 18elo wzee VLAN

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn

<< EMPTY >>

IUloodlz: cupeso lBelo Idubods IUepdss 1Ubloyss (VLAN) 100 8956

wule > gwsluwlo 1Usuesd > 1Jpzldle [Jpelbsé sldghzse> 1dpeeldle 1Jplssé > Ic_phys_dom

Physical Demain - le_phys_dom D

odosu puwb &y woldet punh £ Loldz
IJuvsobiss

« EPG pJ9u

* 1peld IJpgse IJs EPG

© Jub puds Sluw op lugilie eds EPG Juibwdsé VLAN 420. £,.6>6 103 th 1/13

* 1Jglol FO467 - wp 9 08 £J106 lolp £858 IJpead wluveesle ooy IUs EPG

* zeds ouwlds cuszse igble st punly £ LolJz: el 1o EPGIL30UL &) pdenu
weeld b9 1o 1deeld Jsuw Jsso 030 1Uslzos [Jpgsws [Jso

souil 03l 1Jgbl g0 lp)le ledIo pesd/pod3/Uivwdsd VLAN 590 9295 uwsluwle 1Js o9
lJeblo$s Jduwelz vobosy IJodyso wuvdd yogse:

wule eds 9,009 o3l Ué_]oi‘ 9> SIY9u ould guo) pEodud Jedl§s wog 1Uguosd pu999>.

EPG - LC_EPG |Js IJlse,lo wldgbl g5 1Jpuwelzyso > LC_TN > LC_AP > LC_EPG > IJigble
> 1J¢ bol



v EPG-Ic_EPG

Fault Properties 00
General Troubleshooting History
o i

Fault Code: FO467
Severity: minor

Last Transition: 2023-06-04T21:39:12.971+00:00
Lifecycle: Raised

Affacted Object: topology/pod-1/node-103/local/sve-policyelem-id-0/uni/epp/fv-[uni/tn-lc_TNfap-lc_APP/epg-lc_EPG]/node-
' 103/stpathatt-[eth1/13)/nwissues

Description: Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APP/epg-Ic_EPG node 103 eth1/13 due to Invalid Path Configuration, debug message:
invalid-path: Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assigned to it;
Type: Config
Cause: configuration-failed

Change Set: configQualinvalid-path, configSt:failed-to-apply, debugMessage:invalid-path: Either the EpG/L30ut is not
associated with a domain or the domain does not have this interface assigned to it;, temporaryError:no

Created: 2023-06-04T21:36:56.851+00:00
Code: FO467

Number of _

Qccurrences:
Original Severity: minor

Previous

Severity: Tnor

Highest Severity: minor

EPG lJpwlins 98,8 £858 1Upead 9,80 lJpuds 092956 Bs 9,0 IJgbl 9 dn:

<ttroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep

| c_EPG

descr : Configuration failed for

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG

node 103 ethl/13
due to Invalid Path Configuration, debug message:
i nval i d- pat h:

Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assign
dn : topology/pod-1/node-103/1ocal/svc-policyelem-id-0/uni/epp/fv-[

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG
1/

node-

103

/stpathatt-[

et hl/

13



1/nwissues/fault-F0467

&d ldogvgsd Iduose

oieg§> ol I3l wp wuiy Uvwds VLAN. |6 Jl 03l 1oy sgwolbse oo ,duoe o sesd IJoguvdsd
bol.

VI Blisps IJoedp b6 1Uguo9d [Js 1U31,56 1Jespez6 (CMDS) Ibuloc LC_EPG o9 e EPG
lIJeuweése Jouodss IJIE)lz.

Jp swpe vy Encap-VLAN gJds 1Jg @856 1Jb,090.86

Node-103# show vlan encap-id 420 extended
<<< Empty >>>

<{froot>
APIC#

noquery -c¢ | 2Rt Dom fConn | grep Ic_EPG | grep dn

<<< Empty >>>

2] loeslo Idpeld » EPG

<#root>
APIC#

nmoquery -c fvRsDomAtt | grep -A 25 Ic_EPG| grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom

]

3] lUpzld 1Js 18enlo ozpe VLAN

<tfroot>



APIC#

moquery -c¢ infraRsVlanNs | grep -A 15 | c_phys_dom | grep tDn

tDn : uni/infra/vlanns-[
I c_vlan_poo

]-static

[4] 1Jozdd po wbld ozes sivwdle VLAN

<{froot>
APIC#

noquery -c fvnsEncapBl k | grep | c_vl an_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

[5] 1Jpeld IJs 18wl AEP

<tfroot>
APIC#

moquery -c infraRtDonP | grep | c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[6] AEP |JUs lWwslo peesgd ywsluwle 1Uslzes (IPG)

<#root>
rtp-aciO8-apicl#

noquery -c infraRt AttEntP | grep | c_AAEP

dn : uni/infra/attentp-1c_AAEP/rtattEntP-[uni/infra/funcprof/accportgrp-



lc_I PG

[711ewlo IPG Clouold pess 1Jslzesd

<tfroot>
APIC#

noquery -c infraRsAccBaseGp | grep -B 15 Ic_IPG| grep dn

dn : uni/infra/accportprof-leadl03_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

[8] pdd wg s 1Jglzos JIGe)ly pdd wg)ysd 1dpezed

<{froot>
APIC#

noquery -c¢ infraRsAccPortP | grep leafl1l03_IP | grep dn

dn : uni/infra/nprof-
| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl103_IP]

wsoe pdlebs puow IJeusl £ 1dueldz BBl Jio is po wor IUsuesd IJpbdsy 1elbdsy
lUplodye Idelbdse IJebbdse Idplodse Idelbdse 5lUpsess wo p989> whbo)l Jodsso IJpuwh
IJoloo. loodd ev) luvelo ldpzopds B o3l ldley JJozdd pu loodld vog 1Jsuosd e
|Jglogé.

1. peld pb§9> Jlso,lo AEP

2. AEP 00395 Jlbe,lo IPG

3. IPG pw9 99> |Js 18w)ly peas 1Uglzos

4. o233 1J9l206 899> |Us 19l pdd wg)sd IUslzos

5. pdd w9 1J9lzos 899> Jle,lu pdd wg)rsd IUpzed

oo Idpeoed: Idezld 1Up 895 Jlde,lo AAEP



1 Interfoces, Tenants l
L “';ms"m'“ Concrete Model

T’ (Configuration applied)

Leaf Interfaces Logical Model
... - (Configuration defined)

wole > Gusluwle 1J9uo9d > usluwle > gles > AEP > LC_AEP

Attachable Access Entity Profile - lc_AAEP O
Palicy Operational Faults History
® ' o i %
Properties
MName: Ic_AAER

Description:  optional

Enable Infrastructure VLAN: []
—

Domains (VMM, Physical or +
Extarnal] Associated to Interfages:
* name State
Mo s h d
Sedect Actions © v item.

[+] 1 puwly IJeloe Juog 1§l EPG B¢

<#root>
APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+ 1dezld 1Js 18e,lo AEP

<#root>

APIC# moquery -c infraRtDomP | grep



| c_phys_dom

<< EMPTY >>

IJluodlz: ouppsu lBeslo 1deeld 1Jews 89>

wule > guslywle [Jguosd > [dpegldle 1Jpelbss 9ldghess> [dpeeldle 1Jpel>sé > Ic_phys_dom

Physical Demain - le_phys_dom O
Policy Faults History

O & %K.

Properties
Name: ke_phys_dom

Associated Attachable = Name
Entity Profiles:
K_AREP

I\.-LAN Pools: | ic_vian_pool(static) il I

Security Domains: &+

Select Name Description

oo Ipzopd: B@slo AEP Jlge,le IPG

Domains
r ________ =*  Restricts VLANs, Switches, __—______________';
Interfaces, Tenants
¥ ¥ i"
m%_",".".‘},, i s Concrete Model
- 1 oo e (Configuration applied)
l E Leaf Interfaces Logical Model
E ! e (Configuration defined)
i a r
l l Interface Selectors
: : Interface IDs
: | |
! | AAEP Leaf Interfaces Interface Policies
: : J"
I ]
I i
] ]

Il IPG o AEP

vole > guslowle 1J9uosd > Islzele > slzole 1I9,18 > pzesele Idumslumle > puds 19 o9l
IJs 19,18 > Ic_IPG



Leaf Access Port Policy Group - le_IPG

Properties

[+] 1 puwly IJeloe Juog 13l EPG B¢

<#root>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+ l¥wslo IPG o AEP Wl,¢

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn

<< EMPTY >>

IUluodlzilBeolo AEP 89> wlde,l IPG

wole > uslowle 1dsoesd > Idslzele > slzole IJig,l8 > pzeoele IJuusluwle > puds 1s o9
IJs 1Jig,l6 > Ic_IPG

Leaf Access Port Policy Group - lc_IPG

Properties

[+] 15e,lo IPG o AEP

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG



| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

Iduovew Idpzopd: 3ol IPG 008995 wppss 1J9lzod

Security Domains
4 O Restricts VLANS, Switches, [l = == = = = = == = o o o o o -
i Interfaces, Tenants H
T
Tenants Leaf Switches
VRt e oy E Profies Concrete Model
- [ ikt (Configuration applied)
b fe— " , . : - :
| E Leaf Interfaces Logical Model
E ! T, _ (Configuration defined)
i :
l i
] ]
] ]
] ]
' I
5 | MR | s ) serde
| E VLANS, VXLANS etc Inbertace type ond setlings
1
: ! |
1 ]
e e ——— — mnouTm?i?;u.m
etc are consumed
Pools

pe>> [sleod lJs 18eolu preses uvsluwle 1Uslzod

ouwse > uwsluvle 1Jsuesd > glzele > glzole bydso > pdudle

Ic_interface_selector

Access Port Selector - lc_interface_Selector

Properties
Mame: lc_Interface_Selector

Descrigtion: | optional

Typi: fange

I Policy Group: | salect an option I

Port Blocks:
Interfaces

13

[+l 1low,lu IPG Gloyold pzss 1Uslzod

<#froot>

APIC# moquery -c infraRsAccBaseGrp | grep -B 15

Override Policy Group

oS > oo 103 ip >

0

Policy Faults Histary
—

0 L %

Interface Description



lc_I PG
| grep dn

<< EMPTY >>

lJluodlz:pzss 1U9lzod JIGeslu peeses uwsluwle 1Jglgos

Access Port Selector - lc_Interface_Selector

Froperties

Interfaces Overrida Paolicy Group

[+ 1louslo IPG Glouold pzas 1Uslzod

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc I PG

| grep dn
dn : uni/infra/accportprof-Teadl03_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

Iduovew Idpzopd: peas 1J9lz0s 889> IUs 1§eslo pdd wg)sw 1Uglzos

Intarface Description



i Interfaces, Tenants
Tenants
VRFs3, subnets, security
rules etc
3 -

Concrete Model
(Configuration applied)

Collaction of allowed >

Leafhteﬂaees

mmwanﬂm

Logical Model
(Configuration defined)

hterl‘aoa Policles

List of VLANz, VXLANS etc

pJ wg)ysW 1Jglzos JIBe,ly peas 1Jglzoes

uuvse >

Leaf Interface Profile - leaf103_IP

Properties
Name: beaf103_IP

Deseription: optional

Alias:
Intarface Selectors:

= Hame

Blocks

Iovedulad IJigble ol odlzol:

<tfroot>

APIC# moquery -c infraHPortS | grep Teafl03_IP

<< EMPTY >>

luodlz pdd wg)sW 1Uglzes Jle,)ly peas 1Jglzos

wsluwle 1J9sesd > IUslzole > slzole 1Jig)l8 > pJWle IJoguosuo > Lodes 103_ip

Paliey Faults Histery
—
o £ %K.
4
Palicy Groug



Leaf Interface Profile - leaf103_IP o

Palicy Faults History
——

Properties
Name: leaf103_IP

Description: | optional

Alias:

Interface Selectors: +
= Namg Blocks: Paolicy Group
Ie_lnterface_Selector 113 le_IPG

<#root>
APIC# moquery -c infraHPortS | grep

| eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-
lc_Interface_Sel ector

-typ-range

IJuovew Idpzopd: BO&lG pdWd wg)sw 1Jglzos JIe,ly pdod g)sd Idpeesd

Security Domains
e L ~*  Restricts VLANS, Switches, [= = === = == === o - -———
i Interfaces, Tenants i
T -
- | L Concrete Model
S i Mi‘”"“ (Configuration applied)
1 - r = =) =
| ' Leaf Interfaces Logical Model
; _— . . (Configuration defined)
| [
: I Interface Selectors
1 ! Interface IDs
| : '
1
5 e | e ) ereroices
: i VLANs, VXLANS etc Interface type and settings
1
: g [
1
s ccc e n e —--——— — ummggnzﬁimu
eftc are consumed
Pools
List of VLANS, VXLANS stc

pJV g 1Jslzos Jle,lu pdwd wg)sd Idpeesd

ouwse > uvsluwle 1dsuesd > pradie > pradic bydss > pdVle wiuosue > podzs 103 sp



Leaf Profile - leaf103_SP Q

Policy Faults History
O & %,
Properties
0 eaf103
ptional
- = Name Blacks Palicy Group
eaf103_5F 103 leaf103_5PG
M Deseriy
<#root>
APIC# moquery -c infraRsAccPortP | grep leaflO3_IP | grep dn
<< EMPTY >>
luodle pdd wg)s 1J9y8 JIBeslu pdBle og s peas 1Uglzoes
Leaf Profile - leaf103_SP 0
Policy Faul History
@ i 5

Properties

« Name Blocks Palicy

lxaf103_Sp 103

Description State

[+] pdd wg)rsW 1Uglzos JIesly pdd wg)swd 1Jpezod

<#root>
APIC# moquery -c infraRsAccPortP | grep
|l eaf 103_I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl03_IP]



ENCAP o weése wlddsd Ws EPG T encap-in-use LlJdeJ
IJowsobiss

v 130l gos: $990 Juiodle VLAN bl glp. spdu luwapsle perd Giwds VLAN ogs>
Vb Joy9o9dsd EPG sles eds p29d boy9s peao.

wods s pelads Jlghs luvogsle sivwds VLAN g wol s yuwdle EPG pogss6 slgd pzod
b8 pesu s 2298 ¢l FO467 s Il wegsle Lldbed s encap.

EPG to Fault Association gus lJpuuelz,se > le_tn > Ic_ap > Ic_epg > Igble > ¢lol

@ EPG-Ic_EPG
Fault Properties 0
General Troubleshooting History
G

Fault Code: FO467

Severity:

minor

Last Transition: 03T15:02:06.354+00:00

e: Soaking

o+ topology/pod-1/node-103/local/svc-policyelem-id-0funifepp/fv-[uniftn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-
103/stpathatt-[eth1/13]/nwissues

onfi guration failed for uniftn-lc_TN/ap lc_APP/epg-lc_EPG node 103 3 due to Encap Already Used in Another EPG, debug
ady-in-use: Encap (vlan-420) is already in use by lc_TN_Dup:lc_A c_EPG;

on-failed

cap-already-in-use, cor
use by lc_TN_Du

failed-to-apply, debugMessage:encap-already-in-use: Encap (vian
Ic_EPG;, temporaryError:no

is alread
eated: 2023-07-03T15:02:06.354+00:00

e: FO467
of .
ity: minor

us .
minor

Highest Severity: minor

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG

changeSet : configQual:encap-already-in-use, configSt:failed-to-apply, debugMessage:encap-already-in-us
descr : Configuration failed for uni/tn-Tc_TN/ap-Tc_APP/epg-1c_EPG node 103 ethl/13 due to Encap Alread
dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/n

&d Jouvesd Iduwose

[+] spdod wldss ENCAP IJpuwegse wldded eds puvale, Te) Ic_TN_DUP

Node-103# show vlan extended | egrep "Encap|----|vlan-420"
VLAN Name Encap Ports



3 Tc_TN_Dup:1c_APP:1c_EPG vlan-420 Ethl/13

tsble Idlgadle

IJgsl 1:
luwegse e VLAN p2odd gy pumvede eds soz Iduodzle |y VPC.

lJgsh) 2:
lwegpdo I o gwo VLAN gJs 9596 pgodud 19 VPC 9z 1o JI sedds VLAN szlad 1o sJsu
Oub_)o.

lIJgsh 3:
I wbldo l9u)lo 1Jpuwds Idelew gds EPG Idpolgd: 9031 Jusuwpe wldugiy 1Uz>ss.

lJgsl) 4:

B luosble Blises IJozde S IUsuesd (ACH Sod luesh VI op wavds) Dlisb wuopsy
e ds VLAN |Js EPG s> B b eJs ppod byds. o ould sdyy I EPG g §odés lJ
0B wo VLAN gpJsé Jouwds eds 1J 0B we 9,96 pbole: IJ aci sas,) 03l glol.

el pu luosh V11 spdoud oy U&)‘?: pU w9w9ddle EPG lywegsle gpdsé wuops0
Jvodo VLAN g ol gJs pzed byds (l9 FEX) ez WS wdssy JJ puds JuwJs VLAN

sdsd wdssu Idgvedo Idpedss IJbloyss JIJ ponds
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-
x/L2 config/b Cisco APIC Layer 2 Configuration Guide/b Cisco APIC Layer 2 Configuration Guide c

ol osd luolwso
poee IJodsso IJulze

sedu luwople o3l 1dGuwe dodsd pozes Jel sw9 edso Idodsso 1ddled pg IUleo)
lJob s 9.

IJpuwelerse > le_th > Ic_ap > Ic_epg > pulds oluws

Static Path - Pod-1/Node-103/eth1/13 D
@ .
Pro


/content/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11

[+] pu93 Wwldy lwolosds IJs gvsluwo lWe,lo EPG

<{froot>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

dn : topology/pod-1/node-103/sys/ctx-[vx1an-2195458]/bd-[vx1an-16416666]/vian-[

vl an- 420

1/rtfvDomIfConn-[uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-

| c_EPG
1/
node- 103

/stpathatt-[

ethl/ 13

]/conndef/conn-[vlan-420]-[0.0.0.0]]

Llobs EPG |Js AEP

wole > Gusluwle 1J9uo9d > uuslusle > gles > AEP > LC_AEP

Attachable Access Entity Profile - lc_AAEP

Properties

Domai
External) Asso

- name

le_phys_dom (Physical)

Application EPGs

= Application EFGs

Ic_TN/Ic_APP/Ic_EPG

<tfroot>

Palicy Operational Faults
—
O
State
ormed
Primary Encap Mode
unknown Access (B02.1P)

Q

History



APIC# moquery -c fvIfConn -f 'fv.IfConn.encap=="

vl an-420

| grep dn
dn : uni/epp/fv-[uni/tn-Tc_TN/ap-1c_APP/epg-1c_EPG]/node-103/attEntitypathatt-[1c_AAEP]/conndef/conn-[

vl an-420

1-[0.0.0.0]

lGelo EPG Lldezld

IJeuwolzrso > le_tn > Ic_ap > Ic_epg > 1JpzlJle

Domains (VMs and Bare-Metals) O
o QS
« Domain Type Deployment Resolution Allow Micro-  Primary Port Encap Switching Encap Mode Cos Value Enhanced Custom EPG
Segmentation VLAN Maode Lag Policy Mame
1 ) native

[+] wp loolu Idpeeld lIc_phys_dom .o EPG.

<tfroot>

APIC# moquery -c fvRsDomAtt | grep -A 25

| c_EPG

| grep rn
rn : rsdomAtt-[uni/

phys-1c_phys_dom
]

IUpzld IJs lGeslole ozpeg AEP 9 VLAN

wule > guslywle [Jouoed > [dpegldle 1Jelbss 9ldghess> [dpeeldle 1Jpel>sé > Ic_phys_dom

Physical Demain - le_phys_dom O

Palicy Faulis History

&

Properties




[+] 1Jp2ld IJs 18w,le AEP

<#root>
APIC# moquery -c infraRtDomP | grep

| c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[+] 1Jpeld IJs 18eslo wgee VLAN

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vlan_poo

]-static

wegee VLAN JJdods IJoopsu slgelule 1eeld

wule > gwslywle 1Usue9d > wepee > VLAN > |c_vlan_pool

VLAN Pool - le_vlan_pool (Static Allocation)

Properties

VLAM Range Description

[+] 1ozl pu ubld cgee VLAN

o]

History

5.



<#root>
APIC# moquery -c fvnsEncapBlk | grep

I c_vl an_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

[+] IJpeldle IJos sop Bsol [gueisle Ic_vian_pool

<#root>
APIC# moquery -c fvnsRtVlanNs | grep

I c_vlan_poo

dn : uni/infra/vianns-[1c_pool]-dynamic/rtinfraVlanNs-[uni/
phys-1 c_phys_dom

]

lGelo AEP ol ezl

cole > uslusle 1suo9d > Lusluwle > gles > AEP > LC_AEP

Attachable Access Entity Profile - lc_AAEP Q

Properties

<#root>
APIC# moquery -c infraRsDomP | grep

| c_AAEP

dn : uni/infra/attentp-T1c_AAEP/rsdomP-[uni/phys-



| c_phys_dom

]

l el IPG o AEP

wule > gwsluwlo 1Uguosd > 1Uglzole > glzole 1Jlg,l 8 > pepsele Iduwslgwle > pouds 1Ugo9d

IJs 1Jig,l s > Ic_IPG

Leaf Access Port Policy Group - le_IPG

Properties

@]

[+] 1Ge,lo IPG o AEP

<tfroot>

APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

pdd 088 9,86 [Us 1§,y peas [Jslzes

ouwse > uwsluwle 1Jsuosd > 1Jglzole > glzole Uig_)lj > oJOdle IJoguosue > Lowes 103 0p

Leaf Interface Profile - leaf103_IP

Froperties

Interface Selectors:
“ Mame Blocks
Ie_Interface_Selector 113

Policy Group ]
c_IPG

<{froot>

APIC# moquery -c infraHPortS | grep



| eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector

-typ-range

ez 1J9lzod |Us 1 8eslu pzeses uwsluwle [Jglgoes

ouwse > uwsluwle 1Jsuosd > glzole > glzole bydss > pdudle wiguosue > LoWes 103 ip >

Ic_interface_selector

Access Port Selector - lc_Interface_Selector

Properties

Interfaces Crverride Policy Group

[+ 1louslo IPG Gloyold pzss 1Uslzod

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

| grep dn
dn : uni/infra/accportprof-

| ead103_I P
/hports-
I c_Interface_Sel ector

-typ-range/rsaccBaseGrp

<h4>,J wg s 1Jglzoo IJb,0s6 IUs peasle 1Uglzos 9lgeslule pdwd wg)swd 1Uezed

Inerface Description

ouwse > unsluwle 1dsgosd > peadle > pradle bydss > pdlle wguosue > Loz 103 sp



Leaf Profile - leaf103_SP

Properties
Ma Af103,5F
ipt ption:
Lo 4
« Mame Blocks Palicy Group
II--I'I.J.J._!'\F 103 leaf103_SPG I
sociated Intar
Salecior Profikes
Hama Description State
Il..::'l.u._.|= farmed I

[+] pd wg)ys 1Uglzos IJbyse JIgoslo pdod o)y [dpezed

<#root>
APIC# moquery -c infraRsAccPortP | grep
|l eaf 103 _I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP
/rsaccPortP-[uni/infra/accportprof-

|l eaf 103 _I P

]

[+] ce9sd pdW IJog s 1Js 18elu pepses povele 1Jpesd

<#root>
APIC# moquery -c infraRsAccNodePGrp | grep -A 8

| eaf 103_SP

| grep tDn
tDn : uni/infra/funcprof/accnodepgrp-

| eaf 103_SPG

lIJozdd pu wuy uvedé VLAN

lJuovsobss

* Sup vuwy uldbs lJgo9d VLAN 420 eJs 1Jg 956 103 - E1/13



* LU geSE uwsluwle 1Usuosd e Idueds sodsso EPG

lJozdd pu wuiy Uvedsé VLAN 1UglLoo wldooss 1UEluos wolzoes wypes IJobosdle (ACH)
ew,) APIC

Spdo ©uodss luvegdle pdlud FVicConn oy 1Jdss gds peddle VLAN sle 1iopss Jlbol,
JJ pzeses EPG/Switch/interface psé o p wuiny ivwds VLAN.

<ttroot>
APIC#

noquery -c fvlfConn -f

"fv.lfConn. encap=="vl an-420""' | grep dn

dn : uni/epp/fv-Luni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/
node-

103

/stpathatt-[

et hl/

13
]/conndef/conn-[
vl an-

420

1-[0.0.0.0]

o288 p0 LUy U ds VLAN g, slzos yulb, IJIsle, (CLI) JJezsd

sedu wubésd "show vian extended” e s s peod JJozldd pu Uuwdle VLAN IJos sope
ool 2lUsl 8Js peod el pg is EPG 9lJslzos 1Ues sop yub Gvwds VLAN wol.

5299, glod lJoLobss "encap-id xx" gJs ACH 1Uluos), 4.2 slluoshle 1Uiese.

<#root>
Node-103#
show vl an encap-id

420

ext ended



VLAN Name Encap Ports

2 Tc_TN:Tc_APP:1c_EPG vlan-420 Ethl/13

lJozg9d pu Oﬁuiu lJuveds IJpzdss Idbloysé (VLAN) Ideuwedds JJouble |Jiu.u|u.u.§ (193
Slzod gl 1JI9le, (CLI) JJpz9d

Sop wESsU IJ Ui dd VLAN Vs £836 pzsd Slises IJozde B 1Usuesd (ACH) [Us yueds
VLAN pwodds gu lJuble Idlgslgus (P1) sldos ©d9o Gspé pedss JIJ €926 pzod.

op s pdlzd 1090o9d 1S Giods VLAN 1Uzl,o6 o Plldpuwels 'FD VLAN' Csoel sop
oessu peldle Izow 1Js Gvwds VLAN IJgluoé o Pl puuels 'BD VLAN',

SpJdu ouvgsd "show system internal epm vlan all" g Js pz9d J&Huo Blispd guodle VLAN
lJos wp vyl gds IJ9ere 1Ub,s6.

<#root>
Node-103#
show vl an extended | egrep

"Encap|----]1/13"

VLAN Name Encap Ports

Tc_TN:Tc_APP:1c_EPG

vl an-
420
Ethl/13 --> FD vlan 2
18
Tc_TN:1c_BD vxlan-16416666 Eth1l/13 --> BD vlan 18

Spdu 1Joeldd pu Loes wibsb 1J9lzes 1UglLo wuvwds VLAN IJglos o FD 9 uwJs BD
VLAN Llwegsle 1Jie, 'show interface'.

<tfroot>

Node-103#
show interface eth

1/13 trunk | grep -A 2



Al | oned

Eth1l/13

IUe288 oo WUy SVI VLAN

Bl $pe ldeedd pu woed Uveds prdss bloyss (VLAN) ey IUbo s IJeldes olgueisle BD
SVl Wluoel wewys eds Uvwds W)e86 pu Vise Moquery JJzuood eds gudlu IP 1UElILo

<ffroot>
APIC#

noquery -c fvSubnet | grep | c_BD

dn : uni/tn-1c_TN/BD-Tc_BD/subnet-[201.201.201.254/24]

Sp wzdd pu "show ip interface brief" p8lod gugly IP Idpbled 99z 00 JJoz 8 pu UvwJo
VLAN 9u,5> VRF |Jpw98e.

B 03l IUpeld 590 1Jezdd po lduozs J BD VLan 18 ey el 18)lz 9lzos Lulb, 1Jisle, (CLIY
I wlod.

<tfroot>
Node-103#

show i p interface brief

IP Interface Status for VRF "

lc_TN. Ic_VR

F"(16)

Interface Address Interface Status
vl an18

201.201.201.254/24

protocol -up/ l'i nk-up/ adm n-up



Uetbblo pzese
ouwduwd weed glds Idpuvoss vk pusl) wloo

Sdéue o3l ounduwd Jse Idpuwess IJgbole 1Upguss pu luvesgle 9lzos wypzs cbosyle
lJeuwh IJeloo Juveds VLAN. [Js vy gveds VLAN Jg 956 1dpzed.

/APICS ‘\ [ API| Request for static binding ]
ou |
[ extXMLApi (4) ] ---------- Accept if format valid with proper auth
A
[Policy Distributor (33) ] ---------- Enforce no dups, other logical rules
¥
[ Policy Manager (B) |+ssssenss- Validate against Policy. If complete, push
\ H / to policy defined nodes

Switch(es) ,
[ Policy Element

d
[ NXOS

Validate against Hardware. If pass, push
to concrete policy onto node

Pulls in concrete config to program HW.
VLAN deployed

lbuwe lJogbsbs JJdods gdlsle vog lUoueed

S9uoe et 1ddeds o3l 1dedl$sé vsu wwsluwle 1dsuesd Juoelu wuis ulze Jed6 1dezed
VLAN.



P ———

L]
ﬁmsgg/
Concrete Model -
(Configuration applied)

Leaf Interfaces

Profiles
Collection of interface IDs

i

Interface Selectors

Interface IDs

|

Leaf Interfaces

Policy Groups
Interface type and settings

Logical Model
(Configuration defined)

Interface Policies
Interface settings

Security Domains
[P =*  Restricts VLANS, Switches, == ====
I Interfaces, Tenants
! ¥
Tenants 1
WRFs, subnets, security 1
rules etc :
e p |
I 1
| :
| :
: i
| ]
| :
I i
| :
| :
‘ :
|
: : AAEP
' i
: i
I ]
1 1
I 1

51y NXOS lJpuwedJs IJos wp wgssuol JJsuesd [Js Iduwsluwle

J&> gpd JJ pownyw Ui ds LlJSed pg 958 pusluwle IU9uesd: sJJu wp cesdol Juo
B pJS gu) 91206 9lz0s Lulo; 1JI9le, Jzols puwedd.

Domains

switchport or no switchport

switchpeort trunk allowed VLAN 100-200

Interface

Policy
Groups

mtu 9000

speed 10G

channel-group 1 mode active

lidp receive
lidp transmit
cdp enable

spanning-tree bpdufilter enable

Interface
Profiles

\

ssh 10.10.1.142
Interface Ethernet 1/1

g pdlebs ¢lol FO467. oo 1Jpop I9dl Gop Luslusle 1Jsuosd 9 2plo wdssvel wuvdd Lozse.

gble o) 1Joz 88 pu Uvwds VLAN

w99, IJ IBlz ley pobs) uwsop luvetslpo Jdiey Ields B 1Sl ps.

ope Wlguhs [Js 030 1J9le, 2J1J 03! I puuaos Jlgueduild izble Igusobssele 1dpsodds

sluadlzol.

€96 [IJisle,

N3

moquery -c faultinst -f

APIC 'fault.Inst.code="F0467"

Suwd zeSE gble FO467 1Jo b pldsl B

lJowsé




moquery -c I2RtDomlIfConn | GREP
<epg_name> | & ;9 dn

Sbo, ldpuwblo IJelowd/ldssulpsdssd
lJeyowbd wldedled 1Jpess6.

moquery -c fvRsDomAtt | grep -a
25<epg_name> | ¢,9¢ 1) lu

Ibol, IJpzldle 1Jpde,06 o EPG

moquery -c infraRsVlanNs | GREP -A
15 <dom_name> | grep tDn

s&ue luwe weee VLAN IdpSosu wldeeld. sep
lovole luwe Ideeld pu ldle) 1duslod

moquery -c fvnsEncapBlk | grep
<vlan_pool_name>

S8 IJVLAN ,8p suoee e 2luo VLAN o, 96

moquery -c infraRtDomP | GREP
<dom_name>

Iboly AEP 1Jp e wldpezld

moquery -c infraRtAttEntP | GREP
<AEP_NAME>

Ibol) pze9gs pdd wg s IUglzes (IPG)
IJpde,wé oldpeld

moquery -c infraRsAccBaseGrp | grep
-b 15 <IPG_name> | ¢ ,9¢ dn

SEIP pTeIEd pJS wErsI Islzos (IPG)
JIgolo pess 1dslzoed

moquery -c infraRsAccPortP | GREP
<Interface_Sector> | ¢ ;9o dn

Ibol) pdd w9 1J9lzos JIe,ly pdbd cg)ysd
IJpzsJ

moquery -c fvifConn -f
'fv.IfConn.encap="<encap_vlan>"" |

&)9v dn

Swos all the Lo gsw |Jpes>é encap VLAN
SI90 LU gds IdSplus

moquery -c fvnsRtVlanNs | grep
<vlan_pool_name> | | g,9¢ dn

sboy ldeeld IJpdou pg crpe VLAN

moquery -c fvSubnet | GREP
<BD_NAME>

e300 IP SVl Jpdeno wldezld

oesd

show vlan encap-id <encap_vlan>
PIUVE

1bol, ol osd Lvodle VLAN gl ,oé
Sldpuwole) 9pd9 weHrs IJebousy 9luwe EPG

show vlan e9_wg | egrep
"encap|—|<port:example 1/13>"

S&Hue wluosd yvwds VLAN gJds 1Jponds
lJpeg>>.

£)uo 2 lo old <port> | GREP -A 2
PUVPIT O

S&uwe uvedlo VLAN [Jos sop lelhé wogsool
eJs pulds ppas. Jlgb 1o hsle svwJle VLAN os
Léle svwdle VLAN 1UslgJss.

show ip int bri vrf <vrf>

lwsse IJbods 3 8ho wuye J IJ VRF ¢luo

show vpc 09z

s&we Ipedsele Idpoed§6 wpgrd Bisé 1Ups)»
(VPC) 131 Iy 03l Idpead zicl pu e lzojo

I pos9e, 1Ugluo6 1Jbloyss (VPC).

pedople slo Lods

* https://www.ciscolive.com/on-demand/on-demand-

library.html?&currentTab=session&search=BRKDCN-3900

* https://lwww.ciscolive.com/on-demand/on-demand-



https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770

library.html?&currentTab=session&search=BRKACI-2770
» https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-
x/troubleshooting/Cisco_TroubleshootingApplicationCentriclnfrastructureSecondEdition.pdf



https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



