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NORTH
UNTRUSTED
Non-Fabric

SOUTH Tw1/0/1

TRUSTED
Fabric

VRF red
VNI 20101
Vian 201

L61:172.16.254.3

Leaf-01 Leaf-03 1—::

Giljon Tw1/0/1

Tel/0/3

Gi/0/1 Gi1fo/1 Gi1/0/45

[ V1201: 10.1.201.10 ] [ V1 201: 10.1.201.11 ] [ V1201: 10.1.201.12 ]

Sup obusd [JJdes IUIguluss "o Joso pees” eds Idpeodle 1Ubby0s6. CGW o9 zolj
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pdlebo: swp &ue wdasu Slisps peope wvsluws IJogzse sosbs Ideunl 1dss
Swedp Vs luwos)blogoss) whsle IMET WS woldsd wslws w9z.s0 BGP EVPN
g.Js pz9.Jlc Catalyst 9000 Series Switches. sop &,02 leodldle IJizjle 1Jpzpss Bl
g9..5 o3l Upu.u&o.).

Leaf-01 (v J9sy Base EVPN)

<#root>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static
fl oodi ng- suppr essi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl
12vpn evpn


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html

i nstance 201

vlan-based

encapsulation vxlan

replication-type ingress <-- Sets segment to use Unicast replication of BUMtraff

multicast advertise enable

<tfroot>

LeafOl1#

show run | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

protected <-- protected keyword added

CGW (IJodssy IJluwlws)

<ffroot>
CGW#

show runni ng-config | beg | 2vpn evpn instance 201

12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

defaul t - gat eway adverti se enable <-- adds the BGP attribute EVPN DEF GN0: 0 to the MAC/ I P prefix

multicast advertise enable

<#root>
CGW#

show runni ng-config | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

<tfroot>

CCw#

show run int nve 1

Building configuration...



Current configuration : 313 bytes
!
interface nvel
no ip address
source-interface Loopbackl
host-reachability protocol bgp

menber vni 20101 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)

<#root>
CGw#
show run interface vlan 201

Building configuration...

Current configuration : 231 bytes
!

interface Vlan201

mac- addr ess 0000. beef . caf e <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwarding red <-- SVI isin VRF red

ip address 10.1.201.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests
ip pim sparse-mode
i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However

ip igmp version 3
no autostate



odlzbs: Jl 592> Wbs CGW wog BGP oo . suwpe IJ CGW iy suvade 9syuvd JJ
U9& whsé (RT2. RTS/ RT3).

IJozdd pu lduozs (peisds wlddlel)
wIluosd IJloglo
<#root>

LeafO1#

sh 1 2vpn evpn evi 201 det ai

EVPN instance: 201 (VLAN Based)
RD: 172.16.254.3:201 (auto)
Import-RTs: 65001:201
Export-RTs: 65001:201
Per-EVI Label: none

State: Established



Replication Type: 1Ingress
Encapsulation: vxTlan

IP Local Learn: Enabled (global)
Adv. Def. Gateway: Disabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled

AR Flood Suppress: Disabled (global)

VI an: 201
Pr ot ect ed: True (local access p2p blocked) <-- VMlan 201 is in protected node

<...snip...>

esd RT2 1Jpeds (puosed peds 1Js RT2)
w2dd pu uwduwds wugss Idpdsule pu ldogde pu ldpuos Idpeds |Js lugule RT2:

* SIF (B zsu 1o 1J9386 Jsuw Jol SVIL SIF JI s3ld sJéue pedsple [Jpuossd eu) bl
ARP p0 IJpos9)

EVPN Mgr

L2RIB

- BGP



odpsei Bl de oop wped pdsu wwlod wuvdd Lozst Bslued puduwds IJowess
AIpdol (peld: Jl spess SIF gds beld en. ep Jl spdou BGP |uuvle RT2).

SIF

o2dS pU 16 1Jpuosd 5 wede B DB (pedsple IJpuosd 1Jes op ldog,d gdsol pu
DHCP iy ARP)

« swedpe SIF beldle MAC o0 wedp IOS-MATM & p syuud IJs EVPN MGR (szw o sdsu
MAC-REACHABLE p¢ [Juog "evpn-isf-policy")

* 55psJ SIF b IPIMAC gJis VTEP pedis ssuwcédp o35 EVPN 1o 1dpedsple e
lJew9 e 1o wop wypzwol Jpuwl, 132 g,y BGP |Js pouungsle 13)s.



pdlzbos: Bs 03l I wsobiss: sdso Jdeuosad IP sloo: Jsdd suweese SIF ARP
Jiwegdlue oBluosd IJpuosd. Bs Idduwe Iss Eldol el sIsu peisdl sop eHu0
IUebd eds w,9093d9] DHCP 9 DHCP.

<#root>
Leaf 01#
show devi ce-tracki ng database vl anid 201

vlanDB has 1 entries for vlan 201, 1 dynamc
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - |Pv4 DH

Preflevel flags (prlvl):

0001: MAC and LLA match 0002: Orig trunk 0004: Ori g access
0008: Orig trusted trunk 0010: Orig trusted access 0020: DHCP assi gned
0040: Cga aut henti cat ed 0080: Cert authenticated 0100: Statical ly assigned
Net wor k Layer Address Li nk Layer Address Interface vlan prlvl age

ARP



10.1.201. 10

0006. f 601. cd43

G1l/0/1
201 0005 3m REACHABLE 86 s

<-- deaned fromlocal host ARP Request

35, EVPN

S99, EVPN Mgr cogde MAC Idpeds soowseo W6 L2RIB. Jpl sede EVPN MGR MAC
lJogs> pu L2RIB: 9JJy 1UDEld suvwgsp S8 Jegldes lpdluse wudd MAC

oldss EVPN MGR pg I>¢lJ ISF

<#root>
LeafO1#
show | 2vpn evpn mac evi 201

MAC Address EVI VLAN ESI Ether Tag Next Hop(s)

0006. f 601. cd43 201 201
0000.0000.0000.0000.0000 O
G 1/0/1: 201 <-- MAC in VLan 201 local interface G 1/0/1:service instance 201

<...snip...>

L2RIB

* L2RIB sgdpe MAC IJpeds oo EVPN MGR 9s,u0d IJs BGP g L2FIB.

* L2RIB pu99J Isuol cu wedp guldssu MAC IJogssé pu BGP Jugsse EVPN MGR 9
L2FIB.

* seulz L2ZRIB 1Js IJ po Upeds slduess Jopsse IUpdsole IJis wuvdd wozse:

* SYwE pJ9u L2RIB Lo IJogyd eds MAC IJpeds 9ldegess lewebl gds [Jlezlo /
lJpdou IU3s Szw wedseo

S2dd8 pU wpdse L2RIB Llwogsle MAC Idpeds oo EVPN MGR

<{froot>
Leaf0l1#

show | 2route evpn nac topol ogy 201 <-- View the overall topology for this segnent



EVI ETag

Prod
Mac Address Next Hop(s) Seq Number
1 o
BGP
0000.beef.cafe V:20101 172.16.254.6 0

<-- produced by BGP who updated L2RIB (renote |earn)
201 0
L2VPN
0006.f601.cd43 Gil/0/1:201 0

<-- produced by EVPN Mgr who updated L2RIB (local |earn)

Leaf0l1#

show | 2rout e evpn mac nmac- address 0006. f 601. cd43 detai l

EVPN | nst ance: 201

Ethernet Tag: 0

Pr oducer Nane: L2VPN <-- Produced by | oca
MAC Address: 0006. f 601. cd43 <-- Host MAC Address

Num of MAC IP Route(s): 1

Sequence Number: 0

ESI: 0000.0000.0000.0000.0000

Flags: BO

Next Hop(s): G 1/0/1:201 (E-LEAF) <-- Port:Instance and i nfo about the Role (Leaf)
BGP

IJezdd po coass BGP wslubs L2RIB

<#root>
LeafOl#
show bgp | 2vpn evpn route-type 2 0 0006.f601. cd43 *

BGP routing table entry for [2][172.16.254.3:201][0][48][0006F601CD43][0][*]1/20, version 268232
Paths: (1 available, best #1,

table evi_201
)
<-- In the totally isolated evi context

Advertised to update-groups:
2



Refresh Epoch 1
Local
0.0.0.0 (via default) from0.0.0.0

(172.16.255.3)

<-- from0.0.0.0 indicates |l oca

Origin incomplete, Tocalpref 100, weight 32768, valid, sourced,
| ocal
, best

<-- also indicates |oca

EVPN ESI: 00000000000000000000, Labell 20101
Extended Community: RT:65001:201 ENCAP:8

EVPN E-Tree:flag: 1
, 1abel1:0
<-- EVPN e-Tree attribute with Leaf flag = 1 (added to indicate this is a host address)

Local 1irb vxlan vtep:
vrf:not found, 13-vni:0
Tocal router mac:0000.0000.0000
core-irb interface: (not found)

vtep-ip:172. 16. 254. 3 <-- Local VTEP Loopback

rx pathid: 0, tx pathid: 0x0
Updated on Sep 14 2023 20:16:17 UTC

cede RT2 g0 wgs (IJuslus 1B el oss RT2)
BGP

U286 po lo BGP G wedp wlsisé CGW RT2

<#root>
Leaf0l#
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.201.1

BGP routing table entry for [2][172.16.254.3:201]1[0][48][0000BEEFCAFE][32][10.1.201.1]/24, version 1141
Paths: (1 available, best #1,

tabl e evi _201
)
<-- EVI context is 201

Flag: 0x100



Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.6:201]1[0][48] [0000BEEFCAFE][32]1[10.1.201.1]/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20101 <-- Correct segnent identifier
Extended Community: RT:65001:201 ENCAP:8
EVPN DEF GN 0: 0 <-- Default gateway attribute is added via the 'default gateway advertise CLI

Originator: 172.16.255.6, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Sep 1 2023 15:27:45 UTC

L2RIB
lJozdd pu werse BGP J2RIB

* L2RIB sgJpe MAC IJpzJs po EVPN MGR 9.5, ud |Js BGP 9 L2FIB. L2RIB p_w$sd lsuol
g0 oedp £ulosu MAC IJugssé pu BGP Jozsse EVPN MGR g L2FIB.

« sewlz L2RIB [Js JJ pu ldpeds 9ldogss Jopsse Idpdsole IUIg s wuvdd woese.

* SEwg pdou L2RIB wsu IJogde Upeds sldegdse gu wes Jizess Idozde Ws IUsuosd
Jdyuwlisl (MAC) lewelsl eds Idleglo sldpdsu IUss seole lds Ideprse.

<#root>
Leaf 01#
show | 2route evpn default-gateway host-ip 10.1.201.1

EVI ETag Prod Mac Address Host I P

201

BGP

0000. beef. cafe
10.1.201.1

V: 20101 172.16.254.6

<-- L2RIB has the MAC- | P of the Gateway progranmed

L2FIB



ez Wb L2FIB

* Jpdso IJpuwdsd eu wedse FED wluwesle lzess Idoede B IUsuosd JUsuwlislo (MAC)
Jdo,ezs B lizoss.

* Jlsoe S B eds beldle IJeede Os 1dsuosd Jdsuwlsb eo wes ldos wp
usool uoluwbs L2FIB bs FED-MATM gJs I0S-MATM. (sg,02 10S-MATM iz0;6
IJogde Vs 1Jsue9d Jyuwlisle (MAC) Idpedss Wb wsupl s&yuo FED-MATM Jd pu
2036 Idopde B 1d9suo9d Jdsuwlisl (MAC) I pedss sldwesss)

© Sbo, [@)lz L2FIB B3 MACs IJogss (Jsuw 09 Ideuw9sd eu woprs MACS IUpzdsd).

<tfroot>
Leaf 01#

show | 2fi b bri dge-domai n 201 address uni cast 0000. beef.cafe

MAC Addr ess

0000. beef . cafe <-- CGW MAC

Ref erence Count 1

Epoch 0

Pr oducer . BGP <-- Learned fr¢
Fl ags : Static

Adj acency :

VXLAN_UC

PL: 2973(1) T:VXLAN UC [ MAC] 20101:

172.16.254.6 <-- CGW Loopback IP

PD Adj acency : VXLAN_UC PL:2973(1) T:VXLAN _UC [ MAC] 20101:172.16.254.6
Packet s : 6979

Byt es 0

lbgpw el

IJezdd s FED MATM

* eds puwess IJzols pu Leafs supdd pg 1JIdes 1wl pwss 1dpeess' lue sovts S8b
Jlse IU CGW w¥uos) prgd MAC 9ldeosd pzds {upperimac s.

¢ 520 IJpesd wbiss RT2 Juups DEF GW Jozass ol 131 Il MAC Iogss pdol!
Jdosouse.

<#root>
Leaf 01#
show platformsoftware fed switch acti ve matm nacTabl e vl an 201

VLAN NMAC



Type

Seq# EC Bi Flags nachandle si Handl e ri Handl e di Handl e

201 0000. beef. caf e

0x5000001
0 0 64 0x7a199d182498 0x7a199d183578
0x71e059173e08
0x0 0 82

VTEP 172.16.254.6

adj _id 9

No

<-- Only renote MAC installed in Fed is the Default Gateway (0x5000001 type) Conn = No (meaning
201 0006. f 601. cd01

Ox1

2458 0 0 0x7al99d1a2248 0x7a199d19eef 8 0x0 0x7a199c6f 7c

201 0006. f 601. cd43 0x1 8131 0 0 0x7a199d195a98 0x7a199d19eef 8

<-- Two | ocal MAC addresses (0x1 type) Conn = Yes (directly connected)

Total Mac nunber of addresses:: 5

Summary:

Total nunmber of secure addresses:: 0

Total nunber of drop addresses:: 0

Total nunber of lisp |local addresses:: 0

Total nunber of |isp renpte addresses:: 3

*a_tine=aging tine(secs) *e_time=total _elapsed_tine(secs)

Type:
MAT_DYNAM C_ADDR Ox1
MAT_STATI C_ADDR 0x2 MAT_CPU ADDR 0x4 MAT_DI SCARD _ADDR 0x8

MAT_ALL_VLANS 0x10 MAT_NO _FORWARD 0x20 MAT_I PMULT_ADDR 0x40
MAT_DO _NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTI NATI ON 0x2000 MAT_DOT1X ADDR 0x4000
MAT_W RELESS ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ DATA PRESENT 0x40000
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000

MAT LI SP_REMOTE_ADDR 0x1000000
MAT_VPLS_ADDR 0x2000000
VAT LI SP_GW ADDR 0x4000000
<-- the addition of these values = 0x5000001
MAT LI SP_REMOTE_ADDR 0x1000000

MAT LI SP_GW ADDR 0x4000000
MAT_DYNAM C_ADDR Ox1

not dire

ds

0x0

MAT_RES®
MAT _DRCH
MAT_ROUI
MAT W RE
MAT LI Sk



ozly puvess ldoslole

9Jgbys ia,_s_)iS w8 oid.§) 3¢9d wud Idlzoslbs IJwss)lds: spdod ed pdjivy lebs IJJaluo
(RI)

<#root>
Leaf 01#

sh platformhardware fed switch active fwd-asic abstraction print-resource-handl e 0x71e059173e08 0
<-- 0x71e059173e08 is taken from previ ous FED comand ri Handl e for the CGW MAC

Handl e: 0x71e059173e08 Res- Type: ASI C_ RSC Rl Res-Swi t ch- Num 255 Asi c- Num 255 Feature-1D: AL_FID L2 W RELESS
priv_ri/priv_si Handle: 0x71e05917b8d8Hardware | ndi ces/ Handl es: index0:0x38 ntu_index/|3u_ri_i ndex0: Ox(
Features sharing this resource:58 (1)]

Brief Resource Information (ASIC_|I NSTANCE# 0)

ASIC#: 0 RI:56 Rewrite_type: AL_RRM REWRI TE_LVX | PV4_L2_PAYLOAD ENCAP EPG(116) Mapped rii:LVX L3_ENCAP L2

Src | P: 172.16. 254. 3 <-- source tunnel IP
Dst | P: 172.16.254.6 <-- dest tunnel IP
i Vx| an dst Mac: 0x9db: 0x00: 0x00

i Vx|l an srcMac: 0x00: 0x00: 0x00

| Pv4 TTL: 0

iid present: 0

lisp iid: 20101 <-- Segment 20101
lisp flags: 0

dst Port: 4789 <-- VXLAN

update only |3if: 0

is Sgt: 0

is TTL Prop: 0

L3if LE: 53 (0)

Port LE: 281 (0)

VI an LE: 8 (0)



pdlebé: spdod lsuol luveésle 'show platform software fed switch active matm
macTable vlan 201 detail' IJ3s s b 03l 1Ule) pg lo) FED B wwszs 9lesd

lIJodssu (pei9d issl)

e IJegbslbs Jduiuds



X

Non-Fabric
L2 Inspection
Vlan Translate 202 <> 1202 DHCP, DNS, etc.

NORTH
UNTRUSTED
[ Services ]

Vian 1202

Vian 2021

Tw1/0/2
Vian 2021 /
10.1.202.1

Vian 202

Tw1/0/1

SOUTH
TRUSTED
Fabric
VRF pink
VNI 20201
Vian 202

L01:172.16.254.3
Leaf-01

T

Tel1/0/3

Gi1/0/1

Gi1/0/1 Gi1/0/1

[ Vi 202: 10.1.202.12 ]

[ V1 202: 10.1.202.11 ]

V1 202: 10.1.202.10 ]




| —

Vlan Translate 202 <> 1202

Tw1/0/1

Vian 202
0000.beef.cafe

Tw1/0/2

Vian 2021
0000.beef.cafe

Vian 2021

10.1.202.1
0000.beef.cafe

S =P




pdlzbbs: sEbs 03l lUGuwpe IUIEeJIble g6 1Updlbe 1dpg 96 Llddled B

¢ oz IJeszso Jsupe £dlps s MAC IP Juslus GCW Uluwesle Lues DEF GW
* sJdip 929> wog pEAP Jowoe IJlzojs Jeug wysle MAC
¢ Hob cloo Jowos Iizoss J GW MAC IP

Leaf-01 (v J9sy Base EVPN)

<#froot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static
fl oodi ng- suppr essi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl



12vpn evpn

i nstance 202

vlan-based
encapsulation vxlan
replication-type ingress

multicast advertise enable

<{froot>
Leaf0l1#

show run | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

protected <-- protected keyword added

CGW (IJodsso [Jlwluws)

wessu e IJuuwt Ideepeled opou NVE

<tfroot>

CCw#

show run int nve 1

Building configuration...

Current configuration : 313 bytes
|
interface nvel
no ip address
source-interface Loopbackl
host-reachability protocol bgp

menber vni 20201 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)

end

odysu Iduslews 1Ughzso SVI

<ffroot>
CGW#

show run interface vlan 2021



Building configuration...

Current configuration : 231 bytes
|

interface Vl1an2021

mac- addr ess 0000. beef . cafe <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwardi ng pink <-- SVI is in VRF pink

ip address 10.1.202.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests

ip pim sparse-mode

i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However
ip igmp version 3

no autostate
end

louwle pusluws Lluwogsle crpse pebd

<#root>
device-tracking policy dt-no-glean
<-- Configure device tracking policy to prevent MAC-IP fl appi ng

security-level glean
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

LdlG 1 IJuvodle 1Jpedss IUblo,ss/uuwdle VLAN

<{froot>
CGW#

show runni ng-config | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

devi ce-tracking attach-policy dt-no-glean <-- apply the new device tracking policy to the vlan configur

lolds [rgldle elows B za9d wedw IJizosé J ExternalGateway mac-ip

<{froot>



device-tracking binding vlan 202 10.1.202.1 interface TwentyFiveGigE1l/0/1 0000.beef.cafe

<-- Al static entries in device tracking table should be for external gateway mac-ip’s.
If there is any other static entry in device tracking table, match ip/ipv6 configurations in route map

Ip vlouvle sbé puwl) BGP Jeblogs wlsisle RT2 MAC-IP gogssy peops 1duslud
IJloe)lgos 1dpaume

<ffroot>

route-map CGW_DEF_GW permit 10

match evpn route-type 2-nac-ip <-- match RT2 type MAG- I P

set extcommunity default-gw <-- Set Default-gateway (DEF GW0:0) extended comunity

route-map CGW_DEF_GW permit 20

wboss Hsbé ldeuwl eds zsulo elduw puwl, BGP

<#froot>
CGW#

sh run | s r bgp

address-family 12vpn evpn
neighbor 172.16.255.1 activate
neighbor 172.16.255.1 send-community both
neighbor 172.16.255.1

route-nmap CGWN DEF _GWout <-- Sets the DEF GW Conmmunity when it advertises MAGIP type RT2 to the RR

neighbor 172.16.255.2 activate
neighbor 172.16.255.2 send-community both
neighbor 172.16.255.2

route-nmap CGWV DEF _GWout <-- Sets the DEF GW Conmmunity when it advertises MAGIP type RT2 to the RR

IJozl8 pu lduors (eeisd zissl)

wIlosd IJloglo



<ffroot>
LeafQl1#

show | 2vpn evpn evi 202 detai

EVPN instance: 202 (VLAN Based)
RD: 172.16.254.3:202 (auto)
Import-RTs: 65001:202
Export-RTs: 65001:202
Per-EVI Label: none
State: Established
Replication Type: Ingress
Encapsulation: vxlan
IP Local Learn: EnabTed (global)

Adv. Def. Gateway: Enabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled
VI an: 202
Pr ot ect ed: True (local access p2p blocked) <-- Vlan 202 is in protected node

<...snip...>

esd RT2 1dpeds (puossd peds s RT2)
pubpsd B¢ Ipold Iduwlod IUpgisd welel

cedp RT2 £6 wes (IJuslus 11 e,luoss RT2)
SEbs 19,98 pu £5J6 wlpd

obiss Idgubs 1JIB el oss (5,66) CGW

Sedd pu o 1dulsss Jol 1duwesd lJpuluvews Jodas pdods JJoowse Bs 1Jlzoss



pdlebs: s> 03l o)l LIJE 1Jlopss Joszsd DHCP L2 Jds sgpd

<#root>
LeafO1#
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

BGP routing table entry for [2][172.16.254.3:202][0][48][0000BEEFCAFE][32][10.1.202.1]/24, version 1846
Paths: (1 available, best #1,

tabl e evi _202

)

<-- the EVI context of 202 which matches the VIlan/EVI we are concerned about

Not advertised to any peer
Refresh Epoch 2
Local, 1imported path from [2][172.16.254.6:202]1[0][48][0000BEEFCAFE][32][10.1.202.1]/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best



EVPN ESI: 00000000000000000000,

Label 1 20201 <-- Correct Segnent ID
Extended Community: RT:65001:202 ENCAP:8

EVPN DEF G 0: 0 <-- prefix has the Default GWattribute added
Originator: 172.16.255.6, Cluster Tist: 172.16.255.1

rx pathid: 0, tx pathid: 0x0
Updated on Sep 7 2023 19:56:43 UTC

FED MATM (9,.86)

<#froot>
F241.03.23-9300-Leaf01#

show platform software fed active matm nacTabl e vl an 202 mac 0000. beef. cafe

VLAN  MAC Type Seq# EC_Bi Flags machandle siHandle

202 0000. beef. caf e
0x5000001 0 0 64 0x71e058da7858 0x71e05916c0d8 0x71e059171678

VTEP 172. 16. 254. 6
adj_id 651

No
<-- MAC of Default GWNis installed in FED

SIF (CGW)

<#root>
CGW#
sh devi ce-tracki ng database vl anid 202

vlanDB has 1 entries for vlan 202, 0 dynamic

0x0

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan

S 10.1.202.1 0000.beef.cafe Twel/0/1 202

ag
13



I0S MATM (CGW)

<tfroot>

CCw#

show mac address-tabl e address 0000.

Vlan

201
2021

202

Mac Address Table

0000.beef.cafe
0000. beef . cafe

0000. beef . cafe

STATIC
STATIC

DYNAM C

beef . cafe

VI 2021 <-- The Vlan 2021 SVI MAC advertised out Twl/0/1

Twel/0/1 <-- The VIan 2021 SVI MAC | earned dynamically after pass

lweduuld IJlgble gl oJlzol

586 IJgwsle (ARP)

ebsle gl Jesd Suolsl wu9wsdsd wedsd ldevlysu

e oldss oy 08 G IMET gloj
IUIJe @l gds 900dé CGW JJezdd pu ©dds ARP p o0 oo 1U9) 86
I3l Jpo sbo, ls ARP 909 IJoopse £Js 1suods
©02dd pu v 0dE IMET zloj eJs JJ pu Leaf 9 CGW
sl wupso IIdedlb eds Idsuedle 1b,Bss Joldss ARP gl guldo
- gwod ol Tzble 1 puul) 1Jouwshb sluodlzol
131 9,0J ARP |Js 1o @l o8 IMET gds 19> 9JIJo Jsuw pwnpel WO zo9d VRF ARP
- lgueduald Tgble puuly wuopsw 9236 Ipeles 1Jpsd586 (CPU)/COPP gl odlzol
Joid§> w9zso ARP |Js 9226 1dpgldes 1Jpe,d5s6 (CPU
- olds> uogs ewslu IP 1 pedsple 1Jepsd
- oS ble ARP B VRF Jpg 36 ol §> 59 e gpdiss ARP
S2dd pu wouse CGW MAC JlJglgs Ideldss I MAC 1JiGs e eds 1dizos6 IJpLosw96
oldss 1o CGW Lo JJI pogdle ARP og MACS |Jp o5 1Jz 80
IJozdd eu o woz 23l 1Jzelss suver wodl IJuse po 2098 19,



oeds Jo el gw wpdsu wuorse IJigbls!

olds po websd Gpe lJdsuolole

<tfroot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static

fl oodi ng- suppressi on address-resol ution disable <-- This CLI prevents a VIEP fromtrying to unicast ot}

ewdpl sed pUoSYI pU 9)§6-02 ARP Jp o o 9)§6-01 Jl sep wo bdo ARP |Js 9,86-01
plui)o



ARP LsJl o0 39 o) 086 BUM IJszss [Jpe,ez £dis Leaf-02 Llozlo CGW

« Jl 59 COW Llghss eozso 03l [Us Leaf-01. susdl po 5Jd ) Lluwegsle MAC 10310 wo
o« o3l suwon I leuald 1o sdso udde IJs COW wes 3J9 s9z0 1Js wso [Jpuosd

* S99 CGW wugeso IUzip: zos ewspl wdsu eds Iduvods 1J8,e86 [Upzdss b wol

[ OVERLAY ] Centralized GW
/ {L01:172.16.254.6 |

Hub & Spoke W
IMET Tunnels

(Is at: 0000.beef.cafe | [Who has: 10.2.202.10}

\ [101:172.16.254.4 | /

Lo1:172.16.254.3

Leaf-01 Leaf-02

VI201:10.1.201.10 VI201: 10.1.201.11
VI202: 10.1.202.10 VI202: 10.1.202.11

IJ&Hyu2 puw 03l IJpgblb 09 IUpwlers WO Iboly w99 gpdss wedsd ARP IJp9ozs WO o3l
IJSuwe.

Swp &2 bdo ARP Clddys oo ywes

* |JARP bJo io Sed Id mac goslo pw Id hos 10.1.202.10 ¢z Jsw9-01
o Jizb Iy 1Jgb IJoudues suwos gus CCGW. 9dl suod lJs 9596-01

Swe 2 0> ARP LIJdss Ui o,

.+ sz Iy eds MAC IJglue o CGW SVIJ VLAN 202
« Jleb 1o 1Jgb Ul o) slos po CGW. 9dsuw pu lJpuossd IJzdsds



edlelbs: wuns) X 1Jzesle |Js 1o o3l 1Jleuold Jp souopo bhusld 2596 )95 Iduslole
|Js Leaf-01.

el 8w6 eldle w)y9wdsd wedsd IJeulssu (ARP) eds JJ puosyd Elus

<#root>
Leaf02-HOST#
sh ip arp 10.1.202.10

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.10 1

0000. beef . cafe
ARPA V1an202

<-- MAC address for Leaf0Ol host is CGWN MAC

Leaf01-HOST#



sh ip arp 10.1.202.11

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.11 7

0000. beef . cafe
ARPA  Vl1an202

<-- MAC address for Leaf02 host is CGWN MAC

Jlzb gJs CGW lgo swp wede ubisle RT2. 03l plbodew J CGW Iy s9z0 yub

<#root>
CCw#
sh bgp | 2vpn evpn route-type 2 0 0006.f617. eecq4 * <-- Leaf02 actual MAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F617EEC4][0][*]1/20, version 235458
Paths: (1 available, best #1,

tabl e evi _202

)
Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.4:202]1[0][48][0006F617EEC4][0]1[*]1/20 (global)
172.16.254.4 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20201 <-- correct segnent identifier
Extended Community: RT:65001:202 ENCAP:8

EVPN E-Tree:flag: 1

, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.4, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:11:22 UTC

CGWw#
sh bgp | 2vpn evpn route-type 2 0 0006.f601. cd44 * <-- Leaf Ol actual NMAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F601CD44]1[0][*]/20, version 235521
Paths: (1 available, best #1,

tabl e evi _202)

Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.3:202]1[0][48][0006F601CD44]1[0]1[*]1/20 (global)
172.16.254.3 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,



Label 1 20201 <-- correct segnent identifier

Extended Community: RT:65001:202 ENCAP:8

EVPN E-Tree:flag: 1
, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.3, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:17:06 UTC

IJedlb oobd ARP edis Idsuodle Jeldss Ileuald uliss Ileglo

o Spdud lgwedsle oyl 1Uz)e lJeuopo (EPC) eds suodle IUouss
* ST o3l Iduwsulbsy EPC gds Idysods 1Jb,00s601. I oo IJgpdsoe gdJs CGW sl
Jie IJle,

oJdysy EPC

<{froot>
Leaf0l1#

nonitor capture 1 interface range te 1/1/2 , te 1/1/4 both match any buffer size 100

<-- both Uplinks toward fabric included

e gpdss IUlJeGlb

<tfroot>
LeafOl#

moni tor capture 1 start

e lpeol IWleuold Jouvgsd bdo ARP (B o030 1Jzlds sdsy 2ol IUleuold po IUpuosd
Leaf01 10.1.201.10 |Js IJp o sd Leaf02 10.1.201.11)

<tfroot>
LeafO1-HOST#

ping vrf red 10.1.201.11



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.201.11, timeout is 2 seconds:

Success rate is 40 percent (2/5), round-trip min/avg/max = 1/1/1 ms

lsdld e dlb sldozdd eo lbble ARP

<{froot>
Leaf0l1#

nmon cap 1 stop

F241.03.23-9300-Leaf01#

show mon cap 1 buff br | i ARP

11

8.153510 00:06:f6:01:cd:42 -> ff:ff:ff:ff:ff:ff ARP 110

Who has 10.1.201.11? Tell 10.1.201.10 <-- .10 requests .11 MAC (this is Frane 11)

12 8.154030 00:00:be:ef:ca:fe -> 00:06:f6:01:cd:42 ARP 110 10.1.201.11

is at 00:00:be:ef:ca:fe <-- CGWreplies with its MAC

&2 e WIJedlb wldedosd. Bl Joo o)s 0886 p38 pu ldpedsple 29J 1Uzsps: luvegse
esh IJovdlosd IJglue w EPC

« lede lu o3l lJoloz p@bos B lpldy ppodwds JJlsel

<tfroot>

LeafOl1#

show non cap 1 buffer detailed | beg Frane 11 <-- begin detail result fromFrame 11 (ARP Request)

Frame 11: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_t

Ethernet |1, Src: 00:00: 00: 00: 00: 00 (00:00: 00: 00: 00: 00), Dst: 00:00:00: 00: 00: 00 (00: 00: 00: 00: 00: 00)

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
.00 ... ... .... .... = LG bit: Globally unique address (factory default)
vevee 20 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Source: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
.00 ... ... .... .... = LG bit: Globally unique address (factory default)



veee 200 Loo oos woe. ou.. = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.6 <--- CQuter tunnel |P header

Source: 172.16.254.3
Destination: 172.16.254.6
User Datagram Protocol, Src Port: 65483,

Dst Port: 4789 <-- VXLAN Dest port

Virtual eXtensible Local Area Network
VXLAN Network Identifier

(VNI): 20101 <-- Verify the VNI for the segnent you are investigating
Reserved: 0

Ethernet |1, Src: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42), Dst: ff:ff:ff:ff: ff:ff (ff:ff.ff . Ff. Ff.ff) <--

Type: ARP (0x0806)

Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

request

)

<-- is an ARP request

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: 00:06:f6:01:cd: 42 (00:06:f6:01:cd: 42) <-- Sendi ng host
Sender | P address: 10.1.201.10
Target MAC address: 00:00: 00: 00: 00: 00 (00:00: 00: 00: 00: 00) <-- Trying to resolve MAC for host
Target | P address: 10.1.201.11

Frane 12

110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, i

<-- ARP reply

Ethernet 1T,

Src: dc: 77: 4c: 8a: 6d: 7f
(dc:77:4c:8a:6d:7f),
Dst: 68:2c: 7b:f8:87:48
(68:2c:7b:f8:87:48)

<-- Underl ay MACs



Internet Protocol Version 4, Src: 172.16.254.6, Dst: 172.16.254.3

User Datagram Protocol, Src Port: 65410, Dst Port: 4789
Virtual eXtensible Local Area Network

VXLAN Network Identifier (VNI): 20101

Reserved: 0
Ethernet II,

Src: 00:00: be:ef:ca:fe
(00:00:be:ef:ca:fe),
Dst: 00:06:f6:01: cd: 42
(00:06:f6:01:cd:42)

<-- Start of payl oad

Type: ARP

(0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

reply
)

<-- is an ARP reply

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)

Sender MAC address: 00: 00: be: ef: ca:fe (00:00: be: ef:ca:fe) <-- Reply is that of the CGW MAC due to I oc

Sender IP address: 10.1.201.11
Target MAC address: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42)
Target IP address: 10.1.201.10

lsesé £ulyd CGW RT2

Jpl 39, Bs IJS,e IUuwlod eds IJizsle 1Jpg59d6 ziissl IJ MAC plodo 1o sop wedeo Bs
IJowss VLAN

* SpJdu io Swas 03l Juosly lo ould pl pu 2)YUs p)9) pe> J JJewl)o Jpdo “0.9J INPIRS

<dlbpe MAC.
o Bl ubiss wolus CGW 08§96 Blue welzd [Js wldss 929> MAC

<#froot>



CoWt
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

% Network not in table <-- RT2 not generated on CGW

CoOwt
show mac address-tabl e address 0000. beef. cafe

Mac Address Table

VI an Mac Address Type Ports
201 0000. beef . cafe STATI C VI 201
2021 0000. beef . cafe STATI C VI 2021

<-- MAC is not learned in Fabric Vlan 202

Total Mac Addresses for this criterion: 2

wbse ldgoho e @s [Js IJpeldzo

B pebp puodlo ootz eo ldpeopd o $d9u 0uld 216 p19) B zase IlsSle. 9pe 3.
Bl Ilyo dbsd o030 lJpuvddéc spdod |gueesle Iz Idesble IJeldss Jouoese IJpuvdJs:

* luolwe bgld MAC wlow ped 'mac address table static 0000.beef.cafe vian 202 31,
25GigE1/0/1"

* 8p wishe p9 e wl¥bpe MAC Lluuwgsle 'mac address-table aging-time <seconds>'. (w34,
o 03l 838> puw 98w IJedbe JIJ golsse MAC. JsJd sbad gsly MAC IJeluw)

v po DEF GW »9.9956
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* J& Spo vopdsye ledlvle BGP (szw edsd puve BGP Jlghs Iledlu go Idolsiss
wluwegsle IJuwed 1Jgrs56

IJogsld IdJlgwdIs
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o 1Jes IJlve,)lgos Jdoged 09 5 JIJJ 180 wluss

<#root>
Leaf0l1l#
sh run | sec |2vpn

12vpn evpn
replication-type static
flooding-suppression address-resolution disable

ip duplication limt 10 tinme 180 <--- You can adjust this default in the global |2vpn sectior
mac duplication limt 10 tine 180

LeafO1#
sh [ 2vpn evpn sunmary

L2VPN EVPN
EVPN Instances (excluding point-to-point): 4
VLAN Based: 4
Vlans: 4
BGP: ASN 65001, address-family 12vpn evpn configured
Router ID: 172.16.254.3
Global Replication Type: Static
ARP/ND Flooding Suppression: Disabled
Connectivity to Core: UP

MAC Duplication: seconds 180 limt 10

MAC Addresses: 13

Local: 6
Remote: 7
Duplicate: 0O

I P Duplication: seconds 180 limt 10

IP Addresses: 7

Local: 4
Remote: 3
Duplicate: 0O

<...snip...>

I9ley IJozese J TAC

B 2ld Jp sed 03l 1Usdsd puvddod. szs crese lises 1Jsle) 1Jes oes sldzldol wlbdo
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* |bol, Tech EVPN
» show tech
* show tech sif

ped9ple o LosJs6 Swp zetsol

(1Bl Jly ould 99w Jzpe wslule id&_) lJopldl Bosl pd o)

» show tech

» show tech evpn

» show tech platform evpn_vxlan switch <number>

* bol, IJuble igwluws IJSos

« |boly IJpeslys IJoBuss

* show tech sif

s Juluvo ISIS

» show tech bgp

* |bol, 25 EVPN IU¢gluo vooug o ol IUgyuo 1JIJ
¢ |bol, ¢l EVPN IJgl o wooug 238 2ol Idesue 1JIJ

« bdo Lhuisd voue wlez IJoble il us

p&erok"; Slo uoJé

* 0098 weslwé o9z.s0 BGP EVPN g.)s oz Jlc Catalyst 9000 Series Switches
* ouzsd IJbos 2 J DHCP (Gvswsss) Gusel)



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
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