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https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://software.cisco.com/#module/SmartLicensing
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Smart Software Licensing

Feedback Support Help

censing? E
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Alerts Inventory Convert to Smart Licensing Reports Preferences Sateliites

Activity
License Conversion

Convert PAKs Convert Licenses Cenversion History Event Log

The Product Activation Keys (PAKs) below conlain licenses that can be used for tradiional licensing or Smart Software Licensing. To add some or all of them o a Virual Account as Smart

Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.

4. Jorssd wotsue PAK 225 p98e Iestsue S o3l 1ersd. Jorssd wotsue &s
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License Conversion
Convert PAKs Convert Licenses Conversion History Event Log
The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart

Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.
© The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-17 05:30:35 @

O Sear o,

PAK SKUs Order Number Order Date Virtual Account Status Actions
BB CUISEPLST(25) T o _201;&-1:5.'3?_::_'_'_'_3 CORE TAC Convert to Smart Licen...
- (EE-BASE-T (25) o 2018-May-07 CORE TAC Convert to Smart Licen...

C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...



https://software.cisco.com/

Cisco Software Central > Smart Software Licensing english{Change] & [ == Ac Cisco Systems, Inc.

Smart Software Licensing Feedback Support Help

Questions About Licensing?
Try our Virtual Assistant

Alerts Inventory Convert to Smart Licensing Reports Preferences Satelites Activity

License Conversion
Convert PAKs {_Convert Licenses ) Conversion History Event Log

The table below contains devices in your Smart Account that are using traditional licenses that can be converted to Smart Software Licenses. If you do not see a device you expect to see in
the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal. You can also try entering the device information in the License Conversion
(_wizard.

Last Updated : 2018-Nov-14 10:31:53 @
[ Search Identifier, Product Family or Virtual Account o,
Device Identifier Product Family Eligible SKUs Virtual Account Actions

No Records Found

No Records to Display

5. 25 098¢ pise Idengsue Sldeuee Idelbdsvsu.
6. 1o (Iuvdd Ilplele): ozosd IUs wogsue sds.

License Conversion
Convert PAKs Convert Licenses Conversion History Event Log
The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart

Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Pertal

® The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-16 09:30:49 @

I Search PAK, SKU, Virtual Account or Order Number Q,
PAK SKUs Order Number Order Date Virual Account Status Actions
C1-ISE-PLS-T (25) 2018-May-07 CORE TAC C:____E;»er_to smE::;f)
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen..
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...

7. T euwle IUbloys slesgsoe sludy B9 IJolds.

Convert to Smart Software Licenses

1 2

Select Licenses

Select the licenses you want to convert to Smart Software Licenses and the Destination Virtual Account to contain them. If the PAK allows partial fulfillment, you will be able to choose the
number of licenses to convert, otherwise all licenses in the PAK will be converted.

PAK Details:
PAK Numbar: ——
Partial Fulfillment: Mot Allowed
PAK Virlual Account: CORE TAC
Destination Virtual Account CORE TAG v
SKUs
SKU Licenses Type Expiration Date Available to Convert Cuantity to Convert
C1-ISE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Term 2023-Jul-06 25 25

Cancel Back Next
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m
Convert to Smart Software Licenses

1 5

Select Licenses Review and Confirm
PAK Details:
PAK Number: [ ]
Partial Fulfillment: Not Allowed
PAK Virtual Account: CORE TAC
Destination Virtual Account CORE TAC
SKUs to Convert
SKU Licenses Type Expiration Date Awvailable to Convert
C1-SE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Term 2023-Jul-06 25

o Since all of the licensas are being converted to Smart Licensing, they will no longer appear in the Product License Registration application

Cancel

Quantity to Convert

25

— o
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PAKs or Tokens  Licenses  Devices

Add Device
Get Licenses v Mowe Licenses v Agd Devices
Device Virtual Accoy Vil Account CSR1000v » Required with Smart Accoun
Product Family Cloud Services Router =
CSRN000V
UDI Product ID-CSR 1000V Device a
I Identifier
uDi PID CSR1000V

UDI SN I

UDi Product ID-CSR1000V
—
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https://slexui.cloudapps.cisco.com/SWIFT/LicensingUI/Home

PAKs or Tokens Licenses

Get Licenses Move Licenses v

Device

®

UDI Product ID:CSR1000V

UDI Serial Numbg

UDI Product ID:CSR1000V

UDI Serial Numbe

Devices

Add Devices

Transactions History

Download Licenses Email Selected

Virtual Account Family

Cloud Services Router
Download license...
Email license...
Rehost license...
s Router

Rehost license from failed device (RMA)...

Assign to Smart Account...

Convert licenses to Smart Licensing...

Get device information...

5. 28580 1Js "zuwle Bloys" puluwe 1o, slgsue JJozssd Slody ©89d bLuwld.

Convert to Smart Entitlements

Device ID:

Product Family: Cloud Services Router

Smart Account:

UDI Product ID:CSR1000V,UDI Serial Number:

.cisco.com
Virtual Account:  csrioooy v
SKU Type Term Date Guantity Available  Quantity to Convert
¥ L-CSR-5G-SEC= Perpetual - 1 1

0 Once these enfittements have been converted they will no longer appear in this portal.
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p PAKs or Tokens | Licenses  Devices | Transactions History

Get Licenses = Add Mew PAKs/Tokens Smart Accounts Manage Paks = Exportto CSV Show Filter

Licenses
PAK/Token Virtual Account Order Number Product Status Used Available

DEFAULT L .
Family: ASR1001 SKU: ASR1_MFGINSTALL CONVERTED 1 0

Cisco ASR 1000 Advanced IP._.

SKU: SLASR1-AIS CONVERTED 4 0
~ :
& pEFAULT NX-05 Advantage license for... '
Family: Cisco Mexus 8000 5... SKU: NXOS-AD-XF2 AR C L
Get Licenses... NX-OS Advantage license for
. . g - UNFULFILLED 0 1
Family: Cisco Mexus 80! Assign to Smart Account SKU: NXOS-AD-XF2
; ; MNX-0S Advantage license for...
Convert to Smart Licensing b UMNFULFILLED 0 1
Family: Cizco Mexus 901 SKU: NXOS-AD-XF2
Get PAK or Token Information... R : =
T : vaniage license for... i EiED ] 1

Family: Cizco Mexus 9000 5... SKU: NXOS-AD-XF2
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* wbo 030 1Jzlds gho |31 W &> zolj Cisco I o9d IJs IUloeyue 19 Jl spdue IUleuold o
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« cobdo by ldosgsue 1U3ds su) IJluesoue 1o o@se lzoss Cisco Lldleuold JJ 90 s9el
eds IUI8J Jpug 229 030 1JzlJs.
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o Bligh "ldeyolez e psd" lousle louoldle g Cisco gluuede bduol JJzuosd eds o
Slue $89p weeldes 19 vuvdd boses 9s3¢d Vs leos Ideldle [Upes»s.

Jlecoble sldoezble

wael pu 16.9.1 Jdpesdle 9 16.10.1 JJpeszole: swp luble pdd wg s le,)lss J Call-home
wluwpe CiscoTAC-1 JJdewlesrs Ws Idoyesd IUs IJoyésue 1U3ds. wuvdd 1We)los: swpe
lesl pd 1Jog s o3l Jbys@o 1Jysosd Idpwlivy 1Js Iduvelws.

<tfroot>

#show cal | - horme profile G scoTAC 1

Profile Name: CiscoTAC-1

Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Home, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Other address(es): default

<snip>

g luwegsle glp peds B IJpes e J- Cisco Smart Software Manager. szw 1o suins) 1Jso



eu9lu 1J9zoesds Lopu IJodssu Idouuvb JJloold wldeosd (euwluy Jelds Uia)g_é!):

<{froot>

(config)#call-home
(cfg-call-home)#profile "CiscoTAC-1"
(cfg-call-home-profile)#destination address http https://

<I P/ FQDN>

/Transportgateway/services/DeviceRequestHandler

DNS pbJse Jed tools.cisco.com. I3l Jlg loold ¢loe DNS B VRF, Bolds oo wg) s sleos
IJeuo3y Idpoluss 9 VRF:

Global Routing Table Used:
(config)#ip domain-lookup [source-interface <INTERFACE>]
(config)#ip name-server <IP>

VRF Routing Table Used:
(config)#ip domain-lookup [source-interface <INTERFACE>] <<-- "ip vrf forwarding <VRF-NAME>" define
(config)#ip name-server vrf <VRF-NAME> <SERVER-IP>

)l po 3JY Bl e sIu DNS o908l §p wodssy DNS 1dpeds wuvdd eloo Jogssy IP
(lgweobl [Js oedsd DNS IJeeds eds IJzols 1db,s 1gluo wd) s luvewsd lgue DNS G
odIsu lywesgle Idpusd wewslo IP. Leze Is pold Jdsuesd Ideclui [Js Iduveles (Jess)
lJo,ulez 1U3ds po Cisco gds IJloe,yo luwagale luupe DNS 1UglLo wo wadl pu
tools.cisco.com):

(config)#ip host tools.cisco.com <X.X.X.X>

I3l o sdjp logle IJleold o tools.cisco.com ey 1Jslzos Wb VRF ozs (s uvwsd IJeold.
MGMT-VRF). Bszw wJssu Slzes Lul, 1JIgle, o3o:

(config)#ip http client source-interface <VRF_INTERFACE>

SpIdu luweodld £33 ppodd pu |J0=J|E~§u0 loveobl lds odssy golj Ciscor pid pzdle
Catalyst IJos wgpd Vs StackWise I9 StackWise IJblos6:

lJpzodlo 1Jpse906 1Uo 9286 pu e Stack-wise (sds ywosd IJpoldc gudyudé
Catalyst 9300):



OoeSwe IJuveds: sop luvoodld wrgsue 9les JIJ peed B Idpds
ogsue DNA: sep luweodld oygsuo Sles JIJ pesd B ldpdsw
IJosIJ IUopbes (£Js uvosd IUpeld. ouduwds Catalyst 9400):
oesue Juveds: sop luveodld oigsue Sles JIJ puiyd S ldosdd
wyeSue DNA: sop luweodld o)gsue sley JIJ osdd

lJpzodle 1Jesg9ped IUblo,ss sle 1UbLs IJelows Jdpdsuw (8ds uvesd IJpeld:
wJuwdJo Catalyst 9500):

wotsue Juveds: sop luweodld wygsus sl JIJ prd B 1dedsw
oyesue DNA: sop luweodld eygsue 9l JIJ pead O Idpdsw

* SpJdu o sJ9y pJV wg)ysV louold wldeo)d 9lz> Wb oublbl JJosgsue 1U3ds.

* Sup luweodld IJe,lgsue Wib Vs 2ldo wdssy psjo pdleds.

¢ St wdssy lzojs Cisco lJos wp wdssvel JJeszsuo IU3ds luweésle s8e IJuble
sobste lduozsesy Juoelu pilpuwel wuvdd Lorst pe zuvle Cisco 1U3ds Idpeslds.
Bl oo IJblzo 1Jjpusse Jgolj Cisco wesss JJglso: W §> s uvd Idzoly Ws Idoyuzsd.
szw wEssu Iuwles Iy cdosvol &9l pu eI wu90998d Lodse pod wa9w9dsd S8
IJuvw s (NTP) Iy w)y90999d 98w 1Us 96 (PTP). JJeuesd eds IUgbsle 1Us 8586
lJplbJswo Joudss oo IJogss)lo: bee 1Us >Jdsd IJodssy Jeol) Cisco 1Jeess.

¢ Sew b pLule IJowss Idiuwlunss Jdpdalz IUelo (PKI) IJss sop logblde loule
ouwesd golj Cisco 3l Jp swp pdbo wdiliss! wes Idogvzsd. b -.'QL{LJ lJzol) Ws b
pIulz PKl swpe lugile syslog IJss sbldod wewb Idodssy o) 1Jle, copy running-
config startup-config I write memory.

* Blde swp edb polz PKIIJglLo ool Cisco wuvdd Lozse: Ospdu esuss O @sly
2lds IJesgsoe eos 2290 eldle celey Suvd Iy lehs wepsd.

e Jlssgp "Idenpsoo 1J3ds" leaolus uiolss SSL Jydsd HTTPS wuvdd lBde,luns £
loweesle 9ddle pu 206 Ehass Jlboys96 9Jsd HTTPS. Usgp 030 ldps)ée spdud lpl
oebsd lgelus SSL gds 1Jodsd: Iy luvas)ls Idgiolss 1 eyumwds po IUsdsd $29.8T.

<tfroot>

How to Manually I nport Certification as a TrustPoint:

The certificate will need be in a BASE64 format to be copied and pasted onto the device as a TrustPoint
The following example shown below uses "LicRoot" as the TrustPoint name, however, this name can be chan

Device#conf t

Device(config)#crypto pki trustpoint LicRoot
Device(ca-trustpoint)#enrollment terminal
Device(ca-trustpoint)#revocation-check none
Device(ca-trustpoint)#exit

Device(config)#crypto pki authenticate LicRoot

Enter the base 64 encoded CA certificate.

End with a blank T1ine or the word "quit" on a line by itself



Certificate has the following attributes:
Fingerprint MD5: XXXXXXXX
Fingerprint SHAL: XXXXXXX
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

g luwwdsle 9dsd Transport Gateway HTTP. szgo wess) susly IP oy tools.cisco.com |Js
lJsdsd ped o3l Idpeld:

PuU
glsé gugly http https://tools.cisco.com/its/service/oddce/services/DDCESservice
IJs
glsé gusly http https://<TransportGW-
IP_Address>:<port_number>/TransportGateway/services/DeviceRequestHandler

sedu ldews) eds guslo IP 1Jglue weohs IJodd pu JId IUloedld [Js lesble HTTP sldu b,
v £0l9ss URL Jgsps HTTP g 9lz06 IJpuucsse ldyuwspess (GUI) Jeohs 1Jodd po
Cisco.

Jeiss pu ldpedyple:lze s3dsd IJodoso Jewls IJudd pw Cisco oul.

lweduvld IJlgble 9l oJlzol

gw> wuzsd gols Cisco Us luash woulpe $dee Idostsuwe I3Ids spdud luvesle o3l 1dptblb
Ilouwslos Iadsd gle JIJ 1Ubys IJedle (Idsuesd Ipuluin 1Us Iduvelus: sdsd HTTPS,
9038y Idwlpz 1U3Is pu Cisco gJds IJlow,ow).

oop 9888 Izl Iy Lo pe luodh Idwsulez Iss $oge Idengswe IUsds (bee
lJs Idduwe 1.3 JJlbdlg eds Blispo wluoshle Cisco 10S XE 1Je>£900).


https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

Configure or Verify

( Enter Token using

Call-home profile
for Smart Licensing

v

Configure or Verify Layer 3
and DNS connectivity to
tools.cisco.com

P 'license smart register
idtoken <token=" on device

!

h 4
Device goes Device goes
Device fails to register REGISTERED and REGISTERED and OUT OF
AUTHORIZED COMPLIANCE (OOC)

h 4

!

Possible causes of failure and suggested remedies:

« Check connectivity with a ping to tools.cisco.com. If
the ping fails, check layer 3 and DNS configuration
« Check call-home profile is fully configured. Not

Possible reasons why for 00OC State:

«» IDToken was generated from wrong Smart Account
or Virtual Account. Need to confirm correct Account
was used.

h 4 missing a VRF? Correct Profile Active? « There is not enough licenses in Account. Need to
» Has the HTTPS certificate expired? Try renewing confirm on portal licenses are available for use.
Navigate to CSSM or with ‘license smart renew auth' » Wrong license is being used on device. Need to

+ 5Still seeing issues? - See "Common Failure
Scenarios” Section Below

confirm license is set correctly.
« License subscription has expired and needs to be
renewed.

On-premise Server and
generate [DToken

o) odo IJgbsle Jlguwed il IJigble gl odlzol wuivdd Hssuws £Js uwsobss Wuvd 1Jzols
VI IJouwegsd WBso.

Suud IJzol; Bs lJouvesd

& IJodsse IJisds: 9p0 led wpdso IJesgsus IU3ds: soeso ouesd Ioes dpesi 1J3s
op logblde eds CSSM/ pos) Idwulez IU3ds 1Upeds S IUesde: eds Idzols ew Slzod yulb,
1Jisle,:

Ticense smart register idtoken <TOKEN>

s9J> 03l IJlz)le 030 IJlzsle:

<tfroot>

I Smart licensing process starts

Registration process is in progress. Use the 'show Ticense status' command to check the progress and re

I Crypto key is automatically generated for HTTPS comuni cation



Generating 2048 bit RSA keys, keys will be exportable... [OK] (elapsed time was 1 seconds)
%CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or imported by crypto-engine

%PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new IOS PKI configur

! Call-hone start registration process

%CALL_HOME-6-SCH_REGISTRATION_IN_PROGRESS: SCH device registration is in progress. Call-home will poll

! Smart Licensing process connects with CSSM and check entitlenment.

%SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed
%SMART_LIC-6-AGENT_REG_SUCCESS: Smart Agent for Licensing Registration with the Cisco Smart Software Ma

%SMART_LIC-4-CONFIG_NOT_SAVED: Smart Licensing configuration has not been saved

YSMART LI C-5-1 N COWPLIANCE: All entitlenents and licenses in use on this device are authorized

%SMART_LIC-6-AUTH_RENEW_SUCCESS: Authorization renewal with the Cisco Smart Software Manager or satelTli

JJozdd po odosu Ilouold wldpuid: $p wouvésd 9lz0é ub, 1Ji9le) oo

<{froot>

#show cal | -hone profile all

Profile Name: CiscoTAC-1



Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Home, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.comits/servicel/oddce/services/ DDCEService

Other address(es): default

Periodic configuration info message is scheduled every 1 day of the month at 09:15

Periodic inventory info message is scheduled every 1 day of the month at 09:00

Alert-group Severity
crash debug
diagnostic minor
environment warning
inventory normall
Syslog-Pattern Severity
APF-.-WLC_.* warning
major

JJozdd pw 2lds 1desgsuo 1Usds: Bp vouuésd Slzes yul, 1Jigle, oo:



<tfroot>

#show | i cense sumary

Smart Licensing is ENABLED

Registration:

St at us: REGQ STERED

Smart Account: TAC Cisco Systems, Inc.
Virtual Account: Krakow LAN-SW
Export-Controlled Functionality: ALLOWED
Last Renewal Attempt: None

Next Renewal Attempt: Nov 22 21:24:32 2019 UTC

License Authorization:

St at us: AUTHORI ZED

Last Conmuni cati on Attenpt: SUCCEEDED

Next Communication Attempt: Jun 25 21:24:37 2019 UTC

License Usage:

License Entitlement tag Count Status
C9500 Network Advantage (C9500 Network Advantage) 1 AUTHORIZED
C9500-DNA-40X-A (C9500-40X DNA Advantage) 1 AUTHORIZED

I3l wyivd Idzoll Ws IJogvesd OB Jlue 1Jzlds pgodws gu ldzldo ,ouua:Jé)‘ Il zlde gbz
9uee dleceld ouvs) 1Js puvdds Vs CSSM pod W sly IJoésue W Ideuwle
IUlselops I3ds gldogsso Es Juoest (eds uvesd IJpclde) ppss po zuvle
lWe,)luos peodd Jl Suwedse Bs elds g3 090, IUo,lgsuo) 9033l



o283 pu IJeoluo) Ideldss:
1. 0288 pu ledble IJodsss sumsubesole igbld I blsgs.

Lee IJs IJduwpe 2.1 Jpg s gbsle IJodssy Iluwluwss. lob; lsuol IUduwe 5 JJlblle eds
IJuwsobssole Idublsgs JJouvd Ides Jogbo B ldpsslo.

2. Bzuo lJlouold IJigslgus.

388w Iu 1Jbls suvelbse wléw (98eee IJ TCP psule) |Js tools.cisco.com (B zlJs 1Us o9
IJpolui) 19 1Js cisco 33 w)ypzss posy eds luwluw obJ:

<tfroot>

#show run all | in destination address http

destination address http

https://tool s.cisco.com
/its/service/oddce/services/DDCEService

I check connectivity

#tel net tools.cisco.com443 /source-interface gi0/0

Trying tools.cisco.com (x.x.x.x, 443)... Open

[Connection to tools.cisco.com closed by foreign host]

I3l Jo wgpd 030 1JIsl oy Bozdd o6 1858 pu B9les IJw9zs0 991206 1o, slesble gal,
l|Jgpelsé.



pdlzbos: sep lopld wy9e9ds] HTTP (TCP/80) slde,9939 1Je9 oS wo 09 HTTPS
(TCP/443).

bee lds Idduwe: 3. IJlgocble sldezis)lo Ws o3l Idpguews Jdzuesd eds hubble |uolwss
29d Jss6 wdysy wdlosd DNS g HTTP.

3. 1dee 8y pu leshle IJoyisue 1J3Ys.

2o o2

#show tech-support Ticense

90288 pw Loeé IJedssullduuzdle IUpzees (LG 03l 1Upé )z B 2ld e Vop zlJs Cisco
TAC Jpjs> pu IJo9uos).



4. pJdo wuoese IJigble.

Sp woedso gpdslo wusrse IJigble 030 Jzeg pedsple luoldss 29J gpdss IJentsuo
1sJes.

pdlzbs: Le> cpdso wuzse Iigble. szo p2lads wuvesd IJesgsuwe p8 1S ew)
CLi Jol 09 p33J9, Bs 1o bos 4.1,

#debug call-home smart-licensing [all | trace | error]

#debug ip http client [all | api | cache | error | main | msg | socket]

NJouwwd Jepdsle wuoese IJigble [UslgJsé: Bp wopdso 96,leé Idoouele IJoulsss:

! enable debug



#set platform software trace ios [switch] active RO infra-s1 debug

|
! read binary traces infra-sl1 process logs

#show platform software trace message ios [switch] active RO

wsubsyole lJogvd Idublisgs

S 03l Il weue uvsubssole IUigbld IJuslisgs Idos spdu lgoubol loule ouvesd
zol; Cisco lg wg»o:

IJuvsoubss e 1 ouwesd Iezsd "wwow Il Idpooz puved wlJoed"
p 9l py "show license all™:
IJouvesd:
IJzlJdé: g5y puwed - Wuvd IJogwesd
Isblisd IJos sop ldeede Ssol woluwbs IJouors): Es) puvedse ol

IJouwesd Ulsds: Buvd B 22 1dege,) 2018:14:25:31 Logdse iyl IJsdlsle
UPC/C>5

wow IJognd: Idpooz puved wlduved
pelods I uvesd IJeldss: 22 1dege,) 2018 Iuules 14:45:34 Lonbss Lind lasd
g bsle IJeldss:
- Stw ouwzsd zolj Cisco o6 Ig)s.

-3l wp pdlelbs zolj Cisco s CSSM. Wszuw luwagsle pedes 1J896 (ls: &, 0
<TOKEN> 1J¢l o wlduwed IJ3Ys JJosgsuo)-

~ odlzbé: spdu o sbo,y guow IJByud lsuol
- o IO e ogwesd lUpoog <X> 9 sudi lUds szess eds
udiSerialNumber:<SerialNumber>. udiPid:<Product> _lJwgJ.

- oo ol suveed posd Ieoor 1deszss eds edles IUIuveodld sldlzol €5
UPRSTo

lJuvsubss ude 20 cuvesd IUpesd uvow IJSUbd: o) peldes bdod Ws
IUs$e 1delds. sozs lels 1dpelads”

pdulbd py "show license all™:



lJouvesd:
IJzldé: Idogwesd - ldouwesd 8s> IJoBop
Isbliso IJos sope lJozde Bsol wluwbs lJouossyt €8y pumpede wol

IJouvesd Ulsds: Wuivd B 24 190, 2018:15:26 Logdse Uind lJsdlsle
lJpwg>é

wow IJBuud: wede peldes bdod IUlu. §3@5 IJpzlods 0,6 1,5

eclods lJouwesd IJoldsé: 24 id&jy_} 16:12:15 2018 w9 dse ywyd lJodlsle
UPC/C>5

lJgbsle IJeldss:

- sedsu wusese IJigble Jpl 09 0398, B 1dBuwe 4 JJzuesd eds e pu
IJpgdsele 29d 1dpuivdJs.

- Sp Lludile 505 pes) ea8> S CSSM B IJosgsue IU3ds 1o wd 98p wezlads
Iz)s

IJuvsubss udp 3: pwow U] sup ldogssyo gu whsg 1Jzol;
1526135268653 w3 23 IJoBloe IJp a9z wo

pdulbd py "show license all™:
lJouwzsd:
IJzlJé: Idouwesd - IJogwesd 8> 1o Bse
IUsbliso IJos sop lJozde Ssol wluwbs [Jouoss)t €8y pumpde wol
IJouesd IJlsds: Buvd WBs 117:55:46 2018 o9 dse yiud IJsdlsle 1Jeeess

wouw lJoud: {"timestamp™:["The device date '1526135268653' is offset beyond
the allowed tolerance limit."]}

ezladé IJowesd IJoldse: 18:12:17 2018 v wgdse iy IJsdlsle 1dpwesé
lJuvedle ldpzopdd IJos we ldlbdle sdsol:
7PKI-3-CERTIFICATE_INVALID_NOT_YET_VALID: W iud Idozd8 po uoed uvduwdo
IJuioble. [Juuelss (SN: XXXXX) ) woldes wes. wuwsl We,é Iduodless b 2018-
12-12:43Z
lIJgbsle IJeldse:
- 1doedd pu lbol,y uwles zolj Cisco Iy de lduszse (erue [Juwles).

- 0980 w9w99Y9d 99w IJubw s (NTP). | ledu: Juoplo wessu IJuvles wuvdd



e

- BBl de $IUNTP ppdule 90288 pu wogd IJuwles Idpesud $29sl (presgs Iduvled)
(Ibol) Iduwles) sodssuol Jpuos) 99w 09899 wo eu brss Idezdd pu wddsy
wd9se IJuwles Idualde

~ pdlzbo: wuvdd o)l yos ywlgs IJuble £5) 093938 wol. ©99spe [duwles Loldz plodye.

IJuvsobss ude 41 ouvesd 1deesd "wwoo IJouvd: odd Idlcuold €5, pe9ss,.”
p9ulbd py "show license all™:
IJogwesd: IJelde: és) puwed - Wuvd IJoguzsd
IUsblisd Idos sop ldozde Bsol woluwbé lJo sy €5y pumese wol
IJouwzsd IJisds: Buvd Bs 9 plyuw 21:42:02 2019
wow [Jound: o8d IJlcold Es) pe9d,).
Iuwedle 1dpeopds IJos op lUlbJlg edsol:

7CALL_HOME-3-CALL_HOME_FAILED_TO_ENABLE: W _uJ wedsy Call-home oy
Smart Agent JJo,ésuo: Suvd Idle) B wpdsy Smart Call Home wuwow pJud
CEISS puu e LU 929, Bl Juo Lunere pJD CEHSD puncde IV P
o5 CiscoTAC-1 Jluwld Idoslole 1 ¢lse SCH s Cisco. isgd IJIoJIg o
walole IJoygsue 1J3ds wzo 9008 pd Idogrswd Jodssy pdd [Jog s ol
Jdosgsue IJ3ds. Jeiss pu ldevdlosd 29d SCH: lze http://www.cisco.com/go/
ZSMART_LIC-3-AGENT_REG_FAILED: "¢ p.sJ 53 Jouwzsd IJemgsoo o8 "ers)
IJesulez 13ds po Cisco" Iy IJ$pe, Iduoules Guvd: udd Idleuold &5y pod,.
ZSMART_LIC-3-COMM_FAILED: GiJ Ileualdle pg ey Iwsolez 1Usds po Cisco
5 1J8p) IJuoules: udd Uloualle g5, poodd,.

IJgbosle 1Jeldse:

-1dezdd pu wpdsu IJlouold wldeosd pg é3p0 IUlouold wldeoid BOs 1)l show
running-config ey gol; Cisco.

- olds pu Iy pdd wg s Ileuold wldeusd Iduoese wulb.

- 1Jeedd pu wdssu lesh IJodbs) su vslule IJojgsue 13ds yopu pdWd og)sd
IJlouald wldeosd o lb.

IJuwsobss ude 9 w8IsLe wigsue IUprd "uvew Idgud: wuvd bhuw!d
Huwlds HTTP Jeoid 1Jedldeé."

p 9wl s py "show license all™:


http://www.cisco.com

wd9sue IJosgsue:
1elJs: 2hz 1dlpoold Bes 26 s9J.ss 209:24:00 2018 LlJosbese el 1dpoowd
&) pelods louold: Buvde B 02 Ig yubbw 14:26:23 2018 Lldesldse IJeldes
wow IJognd: Wuvd Lhuwld Huwlds HTTP 1Jglues o "ldleuold wldeasd"
p219J5 IJloLold 1deldss: 02 e 14:26:53 2018 LlJosése lglJps
19> IJuolises Jowsse ldudIg: 25 1990, 209:21:38 2018 LlJosdse IJeldas
op 1JlbJlg £ Iduvadle 1Jppoeds:

7#CALL_HOME-5-SL_MESSAGE_FAILED: W uJ hwld yuwlds Idesgsue 1U3ds 1Js:
https://<ip>/its/service/oddce/services/DDCESservice (ERR 205: wp lzolo IUbJy)

ZSMART_LIC-3-COMM_FAILED: G iJ IUleuolJle pg 1316 IUw,lez 1J53sé pu Cisco Iy
UG e, Iduoules: Buvd b Luwld HuwlJé Call Home HTTP.

Z/SMART_LIC-3-AUTH_RENEW_FAILED: cz>s> IJowss o wluwegsle wyulee Cisco
Smart Software Manager Ig 1J$ 0, IJooules: busld HuwlJs IUleuold 1 bl J UDI
PID:xxx. SN: XXX

IJgbsle IJeldss:
-1dezdd pu lu zol; Cisco spduo lewul, IUleuold tools.cisco.com.

- 8 2lJs 30 wJ9sw DNS. Bp wodosy ¢bpe DNS iy Lsly puosd IP J NSLOOKUP
IP 1Jeeds J tools.cisco.com.

- pelodeo lugile wyulez Telnet oy zol; Cisco |Js tools.cisco.com gJs pod3 TCP 90
443 (Idpud3 IJpweése wolywlos HTTPS).

- 0288 o JI0 9120 puod, Epsd HTTPS pg,086 9 02528

- 0288 pU wESSU Euslu URL/IP B oo wg s ldpdldele Isssums vuvdd
woese £Js golj Cisco g, show call-home profile all.

- 52838 pu lu puwly P sUBS) [Js 1Jgbes Ioldss I ozses.

- olds U 30 2, pu 93 TCP 3§ 443 gJs ol Cisco. |3 lJeuwl)y |Js Smart Call Home
Server. |9 p>s,) IJolpg 1U3Js6 oo Cisco gds goly ULuwld (e, woules).

-1Jelds pu odasu posd Iduszse IUblo,s 9lelbs IJogzso IUblo,s IJuozse (VRF)
wopeu Call-home: 51 Jly 3JY ppdul.

lJowsobsy 1de 61 pwow IJSuud "O@10 28 1ddp IJouwduwds Jpgrd
lJeszet 28d 1uSe Idouwdunds JIJss 1Jezdd e ldesdse p989s: Idoslule
IJes9e6 slduiol>s gy poblo$s” Iduwed



Sbo; 03l lJuwd9ed gus IUgpd pg Elbe CSSM W 1Up9de I._Jgsg_s lowow Lodlgss yuolsé
lJouvds) 1JEluod wo Jel 09 p9e 8 VO pe1d o ozsz lIgble CSCvrd1393 oy Cisco. o3l
09 IJuwdsd 1Jpw9de ese sew [Juvele Jeslpwé CSSM Idege9rs puvedl 9oeass yobwol
Jeug 229¢ pubds B pilevs Iduboble pg ls lzess wuvesd.

p9ulbd oy "show license all™:

IJouvesd:
IJzlJé: es) puwed
ewrlo 3dst pold zumlo
lJoblisd Idos sop ldopde Bsol woluwbs IJouoss): puwpede wol

o992 Idesgsue:
IJzlde: 9poe IJodsse
O IJodsse ldpowdss: 65 s9pl 9 18 Lwlgs 94358596 9 0 woly

lJuwedlo Idpeoeds lJos wp ldlbdle gdsol:

Sbo, 03l U'ajoi w2 peu Show logging l9 show license eventLog:
SAEVT_DEREGISTER_STATUS msgStatus="LS_INVALID_DATA" error="¢9J 1J, 90
IJouwduwds Jpersd 08893t edd I)8p IJounduwds JIUss IJosdse o889
lJoslole 1Jesdes slduvolsé g6, puble, 96"

lJgbsle IJeldse:

- 0zdY pu w9 loold IP .__,g'ab,o CSSM IJpeds Vs IJpsde Jzolj Cisco.

- Vs zldo luwwgsle HTTPS: wlds pu lgwegsle C-Name JJ iol>s Vs wdssy loyold
IJizo56 wldposd.

- Vs 2ldo 30 w99, Elbe DNS JzJ luwpe C-Name JJdisolsé §p wodssy wslu puosd
IP elow Jogssu luve IJpeld 9ewsly IP.

- 0283 p0 lu 2lJs Idguol>s gdis CSSM Iepdis s IJpade ol wild LolJes.
- Bllgcow wodless yvol>e CSSM Idpzdso: Bluwegse lzo 1dzgdad [Jp9e 86 Vs pg,09
woozsz Ligble o0 Cisco CSCvrd1393

N LUlebs: o HTTPS Luvdd I8l wldzoo 086 Igle ieole puoldzs SSL
JJezdd eu o URL D9 IP 0y uduw 1duielss 1dedse6 o 1Jghe. 98> Souvwyw o3l Bs
229% punwddle gus luwesle gulysy IP V)JI}:Q I>¢lJ DNS R 2lJé g0 wblo 9 luwp
lJeosd 9809lu IP. 131 o sIu DNS ooyl |3 wSlu puosV IP elow: Jl spdu odysu
o288 Idlpw pu perd gbp HTTP Joglbsd IUez 8 pu IJlgw el o3l.

IJuwsubss udpe 70 w8sse witsue Idpesd "wwow IJOuud: luc bl 15"
pdulbd py "show license all™:
o9su2 IJosgsue:

IJeldo: ghe IJlpweld Ws 26 s9ds9 209:24:09 2018 Lldwsdse Ideldps 1Jpound
12, p2l9J5 louold: pedd B 02 o 14:34:51 2018 Llesése [Jeldps


https://tools.cisco.com/bugsearch/bug/CSCvr41393
https://tools.cisco.com/bugsearch/bug/CSCvr41393
https://tools.cisco.com/bugsearch/bug/CSCvr41393
https://tools.cisco.com/bugsearch/bug/CSCvr41393
https://tools.cisco.com/bugsearch/bug/CSCvr41393

wow I luobl) 1J)s
eelods IJloold IJeldse: 02 T, 14:53:58 2018 Lldesdse IJeldes
IJeoes IJuoliss Jodsse IJodlg: 25 1de90, 209:21:39 2018 Lldesidse IJgldes

we IUlbdle eds IUywedlo IUpeopdsd:

/PKI-3-CRL_FETCH_FAILED: _uvoo W udJ leuol, CRL J TrustPoint SLA-TrustPoint:
Buid wpass 1Jplgs. 1Jpeds: 5 (luwow pods IUleoll)
7/PKI-3-CRL_FETCH_FAILED: uwow Wyivd lzuol, CRL J TrustPoint SLA-TrustPoint:
Bubvd weass IJplgs. [Jeods: 5 (Iuwow pods IUleoll)

lJgbsle IJeldss:

- Juuoest 0do IJpuvdds: sge wdsu SLA-TrustPoint J none Lopeu IJodsso Idzhs
oubgsdo

show running-config
<omitted>
crypto pki trustpoint SLA-TrustPoint
revocation-check none
ol 1Jp 8,095 w8lispesd lubld IJguoble (CRL)S

Slisps lubld IJ uoble (CRL) o5 Blises wlduuoble Idos wpe lubldel. sepe lugule CRL
998580l )BT Llubs 1Uzob 1UpLo586 (CA) IJes Tuosyo Idubeble B 1Jiuad.
wew9s CRL gds wolhsg luosl) JJ uwolss 999w luwole Lodlegswol. sw9W,) 1Upeiss pu
IJpedople Bspl swedd wllspes lobld IJgvoble (CRL) ol

IJovsobss ude 8 1Josgsue Bs 2lds "esp Idlpcel"
pdulbd py "show license all™:

o992 Idessue!
IJzlJe: gz IJlpoeld Ws 26 s9ds9 209:24:09 2018 Lldwsdswe IJgldpes Jpouwd
135 pelods louold: pedd W 02 1. 14:34:51 2018 LlJesdse IJgldes
wew IJogud: luobl) 1)
eclods IUloold IJoldss: 02 1o 14:563:58 2018 oldesdswe IJgldes
lJpsges Iduoliss Jo@sse [dodlg: 25 IJe9o, 209:21:39 2018 LlJo9 s IJeldpes

o ldlbdle eds Iduvedle IUpeopds:
Z/SMART_LIC-3-OUT_OF_COMPLIANCE: s9z> luvwedld sles 19 19, ¢hz gu IJoglids.
IJgbsle IJeldse:

-1dozdd pu luwedole 1ses 1dees) po lJeunle IUbloys 1U3Is 1ol pue.


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html

- 0280 pu Jpss IJuslésue [dpoles oul.

IJowsubss udpe 90 csse witsue Ideesd "wwow Ul Jl coblos
IJoslole sldosdse”

pdulbd py "show license all™:
odssue IJosgsue:
IJzlJs: peeps B 12 151, 109:17:45 2020 EDT
2l Ul old 1Ji3s,6: Buvd B 12 plyw 109:17:45 2020 EDT
wouw IJognd: Jl coblog ldoslole sldesdse
eelods IJleuold IJeldse: 151, 12:18:15 2020 EDT
lJpoes Iduoliss JJbuwld: 21:22:43 2020 EDT s plsg 09
wpe ldlbdle eds [duvedle [Upzopds:

ZSMART_LIC-3-AUTH_RENEW_FAILED: ¢g>s> [Jowssuo oluwegsle eos) [Jwlez
lJ3Js (CSSM) oy Cisco: E_Joi op odldso pu p3s) Iduslez 1U3dss: Jl woblog
lJoslole sldesdse pe UDI PID:C9000.SN:Xxxxxx

IJgbsle IJeldse:

-1Jele owesd Ipzad wluweisle pssé lJEle Idouwesd 1UsIds JJoszsoe.

- e Op vouwesd IJezad cluvedsle se) pes) e8> wluwoesle 996 <TOKEN> JJywed
lJ3ds JJesgsue-

3) Ideuwlo 133 - wolos 1Dlys: o

4) Idguwlo 1U3Is - logsle puwlolo gassé: Idzuwlole [U33s6

5) >dsd IJodsso (eds uvosd Ipold): adsd wdasy blys Luble. Cisco 10S XE Fuiji 16.9.x
(pwsJle, Catalyst 9300)



https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/en/us/buy/licensing.html
https://www.cisco.com/c/en/us/buy/licensing.html
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



