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Recent 802.1X failure
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AccessPoint-P
Meraki Access Point
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Switch-PT-Empty

Meraki Switch .
Cloud Meraki-Server

Radius server

Meraki-MX65W
Meraki Firewall
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- Joolds 1Js 09
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Thiz network iz acting as the configuration template for 2 Networks.

Access control
Select VLAN: [LAR T -]

i MNone (direct access)
USers can access the network as 5oon as they assockte

[ Click-through
LUsers must view and acknowledge your splash page before being allowed on the network

J Sign-on with my RADIUS server  ~

'''''''

2. u8lb 9,09J MR (..suro opdsuvol gds iuu|uu P& pzp9ed IUE>po (SSID):
Jigsdds > ogde B 1sues



allwarloe g o e )
asco Meraki RADILS senwers ¥ Host Port Secret Actions

RADIUS testing © [RADITS testing enabied Vv
RADIUS CoA support RADITS Tof enabled W

RADIUS amribute

Part Secret Actions

§ ™
hsabled do not assign group pokcies automancaly W
3. 1dpzoJle MS
owdsd > ywslywle 1Usoed
@, Search Dashboard
This network is acting as the configuration template for 231 networks
Access policies
Nacne Forescout MAB
Authentication method [Ty FADIDS server W7 |
RADIUS servers O # Host Port e e

# Host Port Secret Actions

2 [ | [1813 | |- o

oo Jopdd pu lJodssy 802.1X
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RADIUS: sJjped IJozdd pu pdlu luwidlb bdo 1Jsuosd.

Completed testing to " 1812
. .

Total switches: 2
Switches passed: 0
Switches failed: 2
Switches unreachable: 0

2 switches failed to connect to the RADIUS
Server.

RADIUS attributes used:

RADIUS attributes unused:

Retry or Cose

2. 8p wvoungsd IJodlb 1Uzies eds pudds 1dsuods sldozdd pu wr88 bdo 1suesd. bee
[Js Jlos 1duilins 1J2lu06 ldsuesd 1ds 1dedlb 1zses - Jl seuad IUbde gds Ls .

BT et M e b e 0 T 0 0 R = | =

t i Yirw o Cophue Acshor fSisbiiicn  Sdepheny Werns Tooh Help
RS0 iCERBR+==TTILREAQAD

aka [« =1
daglayed Bame  Source Drriraten Lorghh Profoc e
!.m[}i;l’?ﬁ!ﬂ?ﬁ I ] 194 RADILS Azcess-Paguest 1449

.00 21000 10.157.209.49 194 RADIVS Aczess-Request 14+0, Duplicate Reguest
2.8 1130008 10.157.229.4% 4:! 154 RADIVS Access-Reguest 1d=, Dupllicate Request

3. Bl op Idoyils voses lkool sop I edsel doslule leoeb gs)
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Completed testing to " 1812 for

r
Total APs: 1
APs passed: 0
APs falled: 1

APs unreachable: 0

Authentication failed while testing on one of
your APs. This means the RADIUS server was
reached but your credentials were incorrect.
The test was stopped 10 prevent this account
from being locked out due to multiple failed
attempts. Please try again with different
usermname and/or password.

RADIUS attributes used:

RADIUS attributes unused:

Retry orclose
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1M |reeten
o deta from prevous deglaped frame  Source Deestrstion Length Protocol Info

#.686000000 1 194 RADIUS Access-Request 1d-@
2. 84G784000 3 3 284 RADIUS Access-Challenge 1d=8
0.000473000 &; 290 RADIUS Access-Request 1d-1

A PRI ZR6A000 18.157.26.113 B4 RADIUS Accoss-Roject id=1

i3 Frame 3853: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits)

£ Ethernet 11, S5rc: CiscoMer_fe:#3:56 (98:18:88:fe:f3:56), Dst: IETF-VRRP-VRID 01 (©0:00:5e:09:01:81) =
| 892.1Q Virtusl LAN, PRI: ©, DEI: @, ID: 1019 h

:» Intermet Protocol Version 4, Src: 10.157.26.113, Dst: :l S
;> User Dotagram Protocol, Sec Porp: 35585, Dst Poet: 131 SR
i~ RADTUS Protacol

Code: Access-Reguest (1)

Packet Identifier: @x@ (B)

Length: 148
Authenticator: 77ac6e9aflcibbll2fd5c3biBal93aaf
he r h in fr

€

Attribute Value Palrs
¥ AVP: teUser-Hame(l) 1=19 =merakl_8021x_test
Type: 1
Length: 19
Usar-Mame: meraki B21x_tdyt
AVP: teNAS-I1P-Address(d) 1=6 val=6.254.243.86
» AWP: t-Calling-Station-Td(31) 1-19 val-92-D0-20-08-20-81
AVF: t=Framed-MTU(12) 1l=6 val=1400
ave: t=NAaS-Port-Type(bl) 1=6 val=Wireless-802.11(19)
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AvP: t=Connect-Info(77) l=24 val=CONNECT 1lMbps 802.11b
AVP: t=CAP-Message(79) 1=-24 Last Segment[1]
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Access policies

Name Forescout MA

Authentication method

RADIUS servers O # Host Port Secret Actions
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ame Forescout MAE
u method my K h
RADIUS servers O # Host Port Secret Actions

RADIUS testing ©

RADIUS CoA support @ | RADUS testing amabiea
RADIUS accounting RADIUS accounting enabled W

RADIUS accounting servers

# Host Port Secret Actions
][] [—
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. https://documentation.meraki.com/General Administration/Cross-Platform_Content/Alert -
Recent 802.1X Failure
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