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I9lo, Packet-tracer o 9o, gJs puwe9s EXEC.

N9K-9508#test packet-tracer
N9K-9508#test packet-tracer
N9K-9508#test packet-tracer
N9K-9508#test packet-tracer

src_ip <src_ip> dst_ip <dst_ip> <==== provide your src and dst ip
start <==== Start packet tracer

stop <==== Start packet tracer

show <==== Check for packet matches
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switch#test packet-tracer {<src-ip>|<dst-ip>|<src-l4-port>|<dst-l4-port>} [<protocol>] [detail-
fp|detail-hg]
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switch#test packet-tracer src_ip <====

<==== §
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N9K-9508# test packet-tracer src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1 <=== Protocol 1 matches
ICMP traffic
N9K-9508# test packet-tracer start

oul IS8 wyzps gHu2 "ol sulb-tracer” [Juleg:

N9K-9508# test packet-tracer show
Packet-tracer stats

Module 1: <=== Slot #. Same output will be displayed for other Linecards's and Fabric modules.
Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1 <==== Our filter #1

ASIC instance 0: <==== Trident ASIC instance #0

Entry 0: id = 7425, count = 0, active, fp, <==== pakcet match count on front panel port. it

could be any port

Entry 1: id = 7426, count = 0, active, hg, <==== packet match count from fabric module to T2
ASIC on the linecard

ASIC instance 1:

Entry 0: id = 7425, count = 0, active, fp,

Entry 1: id
Filter 2 uninstalled:

7426, count = 0, active, hg,

Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:

pold oubdsd:

odsu pooug lJeje:



N9K-9508# test packet-tracer src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1 <==== Filter to match
echo traffic. Protocol 1 to match icmp traffic

N9K-9508# test packet-tracer src-ip 10.2.2.1 dst-ip 10.1.1.1 protocol 1 <=== Filter to match
echo reply traffic

N9K-9508# test packet-tracer start <==== Start packet tracer

N9K-9508# test packet-tracer show non-zero <==== Command to see packet statistics
Packet-tracer stats

Module 1:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 2:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 22:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 23:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 24:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 25:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Jizoul: oubgsd lRoul IUlouold oo SRC IP IJpouod ghe 1U9zré IJuplbss 11Js DST IP IJeoued ghe IUsgré
IJupbgs 2:

Router# ping 10.1.1.1 source 10.2.2.1
PING 10.1.1.1 (10.1.1.1) from 10.2.2.1: 56 data bytes

64 bytes from 10.1.1.1: icmp_seqg=0 ttl=253 time=0.77 ms
64 bytes from 10.1.1.1: icmp_seg=1 ttl=253 time=0.43 ms
64 bytes from 10.1.1.1: icmp_seg=2 ttl=253 time=0.408 ms
64 bytes from 10.1.1.1: icmp_seg=3 ttl=253 time=0.398 ms
64 bytes from 10.1.1.1: icmp_seg=4 ttl=253 time=0.383 ms

--- 10.1.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.383/0.477/0.77 ms
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N9K-9508# test packet-tracer show non-zero

Packet-tracer stats

Module 1:
Filter 1 installed:
ASIC instance 0:

src-ip 10.1.1.1 dst-ip

Entry 0: id = 7425, count = 5, active, fp,
Filter 2 installed: src-ip 10.2.2.1 dst-ip
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 2:

Filter 1 installed: src-ip 10.1.1.1 dst-ip
Filter 2 installed: src-ip 10.2.2.1 dst-ip
ASIC instance O0:

Entry 0: id = 7457, count = 5, active, fp,
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 3:

Filter 1 installed: src-ip 10.1.1.1 dst-ip
Filter 2 installed: src-ip 10.2.2.1 dst-ip
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 4:

Filter 1 installed: src-ip 10.1.1.1 dst-ip
Filter 2 installed: src-ip 10.2.2.1 dst-ip
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Module 22:

Filter 1 installed:
ASIC instance O0:

Entry 0: id = 7425,
Filter 2 installed:
Filter
Filter
Filter

Module 23:

Filter 1 installed:
ASIC instance O0:
Entry 0: id = 7425,
Filter 2 installed:
ASIC instance O0:

Entry 0: id = 7425,

src-ip 10.1.1.1 dst-ip

hg,
src-ip 10.2.2.1 dst-ip

count = 4, active,

3 uninstalled:
4 uninstalled:
5 uninstalled:

src-ip 10.1.1.1 dst-ip

hg,
src-ip 10.2.2.1 dst-ip

count = 1, active,

count = 3, active, hg,

Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:

Module 24:

Filter 1 installed:
Filter 2 installed:
ASIC instance O0:

id = 7425,

src-ip 10.1.1.1 dst-ip
src-ip 10.2.2.1 dst-ip

Entry O: count = 2, active, hg,

<==== Command to see packet statistics

protocol 1

Echo packets ingress on Module 1
protocol 1

protocol 1
protocol 1

Echo reply

10.2.
10.1.

N
=

protocol 1
protocol 1

=
=

10.2.
10.1.

)
I
=

protocol
protocol 1

=
=

10.2.2.1 protocol 1

Fabric module
10.1.1.1 protocol 1

<====

10.2.2.1 protocol 1

<==== Fabric module
10.1.1.1 protocol 1

<==== Fabric module

10.2.2.1 protocol 1
10.1.1.1 protocol 1

<==== Fabric module

packets ingress on Module 2

22 received 4 echo packets

23 received 1 echo packets

23 received 3 echo reply packets

23 received 2 echo reply packets



Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:

Module 26:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1 protocol 1
Filter 3 uninstalled:

Filter 4

Filter 5 uninstalled:

NOK-95084#

Iole, p3$28 15

uninstalled:
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[2owl, packet-tracer src_ip <.> dst_ip <> L4-dst-port <dst_port> | l4-src-port <src_port> |
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