v ulld Izble EVPN/VXLAN 9] oJlzol B
wSs6 IJp9l o lUpogr>6

lJpzossle

| Jp, 9506

IJpobJole Il wsé
IJeobJoule

lJodoule | OEdp0

U288 o0 259 ARP (8.5 9,86 | >

l o288 oo ldpowly oo DC-1 Leaft | ).s SPINE1
o288 o0 lowly o0 DC-1 Leafl |J.s SPINE2
| b, l; DC-1 BGW-1

DC-2 BGW-2

£9> DC-2 1 J3 s | Js le I puwl, 19,96
lJo2. 9.9 oo DC-2 Leaf-1

luwed il gble poweas lduslole sloadlzol

lJo ol 90 | >
o2 88le Iwlwss s s I3 2lb96 DC-1. Lo bp6-2

NFX YY)

$9u2e 03l lJpuwows Jsbss luweduldd lgble v Js Ethernet VPN/ Lo Js LAN 1Je9 ue s
|IJblo,s6 (EVPN/VXLAN) 9l odlzol Bs wsisé Ieslde [Jpoess.

lJecbdolo IUlgwlgusé

IJeobJulo

9008 Cisco Llu ooy Jrsd pe,uds ldpsluose IJoldss:
- Multiprotocol Label Switching (MPLS) Layer 3 VPN

s 0090935 IUgols pogss Idous9esdsdle-lzes (MP-BGP)
. EVPN



Jpdoule IJpuuwog>pd

ouvows Idpedyple 1Ugl)o WOs 03l IUpuwews IJs luoshle Idwlez sldpdsule 1debse IJoldso:

pagel#

page2#

spine1#

spine2#
multisiteBG1#
multisiteBG2#
pued IJpsl e 2#
multistespine1#
MultisteLeaf1#

N9K-C92160YC-X
NIK-C9396PX
N9K-C9396PX

NIK-C9372TX-E
NIK-C92160YC-X

N9K-C93108TC-EX
NIK-C93108TC-FX

N9K-C93108TC-EX

N5K-C5672UP-16G-SUP

IJoble: 1J]uosl, 7.3(0)N1(1)
NXOS: IJ]_os1, 9.2(3)

NXOS: IJl_osl, 9.2(3)
NXOS: IJl_os1, 9.2(3)
NXOS: IJluosl) 9.2(3)
NXOS: Il esl, 9.3(1)
NXOS: IJl_os1, 9.2(3)
NXOS: IJlosl) 9.2(3)
NXOS: 1|1, 7.0(3)

17(5)

e logile Idegdspele 1J9l)r6 W _o')l IJpuwews pu 1Jizo;6 10092956 g.9.5 wSiS6 pgpdsd Eluod.
wlo zese 1Jlzojé IJ,?._}uoé?,oéc S o3l lJppwows wodssu ppumse (I8e)lupg). Bl dlve
Jvodod §6s IJogvgsd: Volds oo Bopd Jdoles) Idezoed Jis o).

byy,9J9z:sl

Cth-1/18 e
PLEEE s R e

Led+ 10.100.10037
Lol 1020020022
LelD0 - 10111311 7

Ethe1faT

COPFLD0, FIF
D« B o Lo <3 1929684 1/53
Exidf3) 1TR16.1 104

CSPF-100, P2
B0 s Loh-» 192.068.1 3733
Ethel/8 3 ATLIE 1AM

(T 17
172.16.0.1 A7LIG.2Y

CEPF-100, PEP
D + Led 3 393 168 1.3/30

Eth 3/ < 1721612/
LEAF Exh-1/47 100, P2P
1] :‘:’;_’fx; 17L160.2 mn mammum
- Ethe1/48 2 1721632024
7]

e e
Anycast gateway
172.20.2.1/24 1000
172.21.1.1/24 1001

m a1

172.20.2.11/24 1000
172.21.1.11/24 1001

1001 - EQdL, Fiad, 142

1000 - EOSL 304,181 Lo o

A72.20.2.10/24 1000
172.21.1.10/24 1001
003513013762 - 1000
D035 10157 ¢ - 1001

Exh-1/16
105331 1/34

T G2 o wacna00n1
e
L8100+ 10111 1101

Exh-1/1

w11z MESRINES A

-3, 1001333

QEPF-100, PIP
RS0+ Lob  182.168.2.2/22
Cth-1/4T FATLIGANL/ 24

Q5PF-100, PZP
RID + RP +Lod - 150.168.2.1/32
[Eh-147 < A7L16.20.1 f28

DEPF-100, PEF
RID + 160 =¥ 192.168.23/32
Exh-10f1 F172.16.13.2/24

Anycast gateway
172,20.2.3/24 1000
172.21.1.3/24 1001

VLAN/VRF VNI Mapging oj1
m 172.20.2.111/24 1000 172.20.2.200/24 1000 |
VLAN - 1000 2001001 272.23.1.138/24 1001 172.21.1.100/24 1001
VLAN - 1001 2001.002 MLEMELI 1001 - D08, BB, 542
[VRF - wilan-900001 [ 900001 Howd 1000 - 00c B9 5141

902 03l lJpumwens pdlo logile 2,36 1,9, (DC-1. Host1/2 - 172.20.2.10/11) & p lUpuins g
IJz)pe zos IJ9zoes DC-2. Host4 (172.20.2.100).

IJo288 pu puwess IJoedp

R FSIOL



lJea9, ] lJglogs 1.
0268 o0 IP 1Jispor VLAN £J.s £.956 1Jp 0.

TolLeaf 1#show ip interface brief | exclude down

Interface | P- Addr ess OK? Met hod Status Pr ot oco
VI an1000 172.20.2.10 YES NVRAM up up
VI an1001 172.21.1.10 YES NVRAM up up

G gabit Et hernet1/0/1 unassi gned YES unset up up
ToLeaf 1#

IUT Jssd Glodss 1dsoo9d po 1Ueds6 1Upuos, 1Js SVI-GW 1Jzluo ol pe VLAN-1000.

ToLeaf 1#ping 172.20.2.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.20.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 1/205/ 1006 ns

TolLeaf 1#

IJg1096 2. luodd [Js 1gbbgs 1Jlsds IJos os uodes 190288 pu lJiuvsle sJs puwess
b6 2 9ldbu@s 3.
IJTo ilos ol 1311J9,86 1 wg 8 pld. arp po puos, £856 I9 JI.

GEp: Sop log s eds guslo MAC (0035.1ac1.37¢2) 5 IP 172.20.2.10 Jg 336 ldp 05y B
ETH1/23 oo ¢JIJ VLAN1000.

| eaf 1#show mac address-table

Legend:
* - primary entry, G- Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since |last seen,+ - primary entry using vPC Peer-Link
VLAN MAC Addr ess Type age Secure NTFY Ports/SWD.SSID.LID

--------- o m e e e e e e e oo e e e e e e e e e e e me e eeee oo

* 1001 0000. 2222. 3333 static 0 F F sup-eth2



* 1001

* 1001

* 1001

* 1001

* 1001

* 1000

* 1000

* 1000

* 1000

* 1000

* 1000

| eaf 1#

0035. lacl. 37c3

005d. 738e. a337

00c8. 8bf 9. 5f 42

6cb2. ae9l. 38bf

e0dl. 73a4. 1d42

0000. 2222. 3333

0035.l1lacl.37c2

005d. 738e. a337

00c8. 8bf9.5f41

6cb2. ae9l. 38bf

e0dl. 73a4. 1d41

dynami c 500 F F
static 0 F F
dynami c 0 F F
static 0 F F
dynami c 0 F F
static 0 F F
dynamic 70 F F
static 0 F F
dynami c 0 F F
static 0 F F
dynami c 0 F F

IJoz2dd pu 229J ARP B 9,36 [Upuo)

| eaf 1#show

Fl ags: * -

I P ARP Tabl
Total numnbe
Addr ess
172.21.1.10
172.20.2.10
10.31.121.1
172.16.1. 1

172.16.2.1

| eaf 1#

ip arp vrf all

Adj acenci es | earnt

on non-active FHRP router

Adj acenci es synced via CFSoE

Adj acencies Throttled for d ean

Static Adjacencies attached to down interface

e for all
r of entries:

Age

contexts

MAC Addr ess Interface

00: 08: 14 0035.1acl.37c3 VI anl001

00:00:58

00: 08: 14

00: 07: 51

00: 08: 14

0035.l1lacl.37c2 V1anl000
2c31. 24b0. bf 46 ngnt O
0081. c41c.f007 Ethernet2/23

cc46. d68f.d74b Ethernet 2/ 24

Et hl/ 23
nvel/ 10. 111.111.2
nvel/ 10. 111.111.2
nvel/ 10. 200. 200. 22
nvel/ 192. 168. 1. 4
sup- et h2

Ethl/23
nvel/ 10. 111.111.2
nvel/ 10. 111.111.2
nvel/ 10. 200. 200. 22

nvel/ 192.168.1. 4

03l swrs I 9,86 1 szued Iuwlds 1o szed ipimac pagd po puo2) £836.



| eaf 1#show system internal 12rib event-history mac | i 0035.lacl.37c2 | be create

[04/24/20 13:10:09.721 UTC 6 4173] (1000,0035.1acl.37c2,3):MAC route created with seq num:0,
flags:L (), so0:0, peerid:0

[04/24/20 13:10:09.732 UTC ¢ 4173] (1000, 0035. 1lacl. 37c2, 3): Encodi ng MAC best route (ADD, client
id 4)

[04/24/20 13:10:09.871 UTC e 4173] (1000, 0035. 1acl. 37c2): Bound MAC-1P(172.20.2.10) to MAC, Tota
MAC- I P linked: 1

[ 04/ 24/ 20 13:10:42.651 UTC la 4173] Received MAC ROUTE msg: addr: (1000-0035.lacl.37c2) wvni: 0
admin dist: 0 seq num: 0 rt_flags: L soo: 0 dg count: 0 res: 0 esi: (F) nh count: 1

[04/24/20 13:10:42.651 UTC 1c 4173] (1000, 0035. 1lacl.37c2): Mbility check for newrte from prod
3

[ 04/ 24/ 20 13:10:42.651 UTC 1d 4173] (1000, 0035. 1lacl. 37c2): Current non-del - pendi ng route
| ocal : yes, renote:no, linked mac-ip count:1

[04/24/20 13:10:42.651 UTC 1le 4173] (1000, 0035. 1lacl.37c2): Mobility type: local-to-local; New
route SOO 0, Seq num O; Existing route SOO 0, Seq num O

[04/24/20 13:10:42.651 UTC 1f 4173] (1000, 0035. 1acl.37c2):Local Update, Add to DB

[04/24/20 13:10:42.651 UTC 20 4173] (1000, 0035. 1lacl. 37c2, 3): Usi ng seq nunber from Recv-based
route

< .. snipped for brevity........... >

| eaf 1#

e 1ozl pu Jsso begld MAC/IP Ws 1dgy 86 1. wdyy oo eas uldlb IJpsl§w6 IJpeoed
2Se Swp b pedyple MAC/MAC-IP og BGP gsep IJledlo guol Jpwl)le L2VPN/EVPN.

| eaf 1#show bgp 12vpn evpn 0035.lacl.37c2

Rout e Di stinguisher: 192.168. 1. 3: 33767 (L2VNI 2001002)

BGP routing table entry for [2]:[0]:[0]:[48]:[0035.1lacl.37c2]:[0]1:[0.0.0.0]/216, version 99
Paths: (1 avail able, best #1)

Fl ags: (0x00010a) on xmt-list, is not in |2rib/evpn

Advertised path-id 1
Path type: local, path is valid, is best path
AS- Path: NONE, path locally originated
192.168.1.3 (netric 0) fromO0.0.0.0 (192.168. 1. 3)
Oigin I GP, MED not set, |ocal pref 100, weight 32768
Recei ved | abel 2001002
Ext comuni ty:

RT: 200: 2001002



Path-id 1 advertised to peers: <<<<<<<<<<<<<<<<< Here we see MAC address is advertised as
mac-only route to its SPINE peers

192.168.1.1 192.168.1.2
BGP routing table entry for [2]:[0]:[0]:[48]:[0035.1acl.37c2]:[32]:[172.20.2.10]/272, version 4
Paths: (1 available, best #1)

Fl ags: (0x00010a) on xmit-list, is not in |2rib/evpn

Advertised path-id 1
Path type: local, path is valid, is best path
AS- Path: NONE, path locally originated
192.168.1.3 (metric 0) fromo0.0.0.0 (192.168. 1. 3)
Oigin I GP, MED not set, |ocal pref 100, weight 32768
Recei ved | abel 2001002 900001
Ext communi ty:
RT: 200: 900001

RT: 200: 2001002

Path-id 1 advertised to peers: <<<<<<<<<<<<<<<<< Here we see MAC address is advertised as
mac-IP route to its SPINE peers

192.168.1.1 192.168.1.2

| eaf 1#

110 o288 Jsd wusg IdledIole oo 9,06 [Js 13)s.

IJe2dd po leuwl) po DC-1 Leaft |J.s SPINE1

| eaf 1#show bgp 12vpn evpn neighbors 192.168.1.1 advertised-routes

Peer 192.168.1.1 routes for address famly L2VPN EVPN
BGP table version is 191, local router IDis 192.168.1.3
Status: s-suppressed, x-deleted, S-stale, d-danpened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, |-local, a-aggregate, r-redist, |-injected



Oigin codes: i - IGP, e - EGP, ? - inconplete, | - multipath,

Net wor k Next Hop Metric LocPrf

Rout e Di stingui sher: 10.100.100. 21: 33767

Rout e Di stingui sher: 10.100.100.21: 33768

Rout e Di stingui sher: 10.100.100. 22: 33767

Rout e Di stingui sher: 10.100.100.22: 33768

Route Distinguisher: 192.168.1.3:33767 (L2VNI 2001002)

*>1[2]1:[0]1:[0]1:[48]:[0035.1ac1.37¢c2]:[0]:[0.0.0.0]/216

192.168.1.3 100

*>1[2]1:[0]1:[0]1:[48]:[0035.1acl.37¢c2]:[32]:[172.20.2.10]/272

192.168.1.3 100

Route Distinguisher: 192.168.1.3:33768 (L2VNI 2001001)

*>1[2]1:[0]1:[0]:[48]:[0035.1ac1.37¢3]:[0]:[0.0.0.0]/216

192.168.1.3 100

*>1[2]1:[0]1:[0]1:[48]:[0035.1acl.37¢3]:[32]:[172.21.1.10]/272

192.168.1.3 100

Rout e Di stinguisher: 192.168. 1. 4: 33767

Rout e Di stinguisher: 192.168. 1. 4: 33768

Rout e Di stinguisher: 192.168. 2. 4: 33767

Rout e Di stinguisher: 192.168. 2. 4: 33768

Rout e Di stinguisher: 192.168.1.3:3 (L3VNI 900001)

& - backup

Wei ght Path

32768 i

32768 i

32768 i

32768 i



| eaf 1#

IJe2dd po leuwl) po DC-1 Leaft |J.s SPINE2

| eaf 1#show bgp 12vpn evpn neighbors 192.168.1.2 advertised-routes

Peer 192.168.1.2 routes for address famly L2VPN EVPN:
BGP table version is 191, local router IDis 192.168.1.3

Status: s-suppressed, x-deleted, S-stale, d-danpened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, |-local, a-aggregate, r-redist, |-injected
Oigincodes: i - IGP, e - EGP, ? - inconplete, | - multipath, & - backup
Net wor k Next Hop Metric LocPrf Wei ght Path

Rout e Di stingui sher: 10.100.100.21: 33767

Rout e Di stinguisher: 10.100.100.21: 33768

Rout e Di stingui sher: 10.100.100.22: 33767

Rout e Di stingui sher: 10.100.100.22: 33768

Route Distinguisher: 192.168.1.3:33767 (L2VNI 2001002)
*>1[2]1:[0]:[0]:[48]:[0035.1ac1.37c2]:[0]1:[0.0.0.0]1/216

192.168.1.3 100 32768 i
*>1[2]:[0]1:[0]1:[48]1:[0035.1ac1.37c2]:[32]:[172.20.2.10]/272

192.168.1.3 100 32768 i

Route Distinguisher: 192.168.1.3:33768 (L2VNI 2001001)
*>1[2]1:[0]1:[0]:[48]:[0035.1ac1.37¢c3]:[0]:[0.0.0.0]/216
192.168.1.3 100 32768 i

*>1[2]1:[0]1:[0]:[48]:[0035.1acl.37¢c3]:[32]:[172.21.1.10]/272



192.168.1.3 100 32768 i

Rout e Di stinguisher: 192.168. 1. 4: 33767

Rout e Di stinguisher: 192.168. 1. 4: 33768

Rout e Di stinguisher: 192.168. 2. 4: 33767

Rout e Di stinguisher: 192.168. 2. 4: 33768

Rout e Di stinguisher: 192.168.1.3:3 (L3VNI 900001)

| eaf 1#

ubyl J9z9s IJesss po l1dpssle Il wss: w2l po 1Jble) IJpe s eds béle Tpulunss
pewdws Jdolds (Idevslb gds uwdles wedsolo IJpuwl)).

s DC-1. SPINE-1 9 SPINE-2 U>sop EVPN IJpgzly, pe Leaf1. Leaf2. 9 BGW-1

spi nel#show bgp l2vpn evpn summary

BGP sumary information for VRF default, address famly L2VPN EVPN
BGP router identifier 192.168.1.1, |ocal AS nunber 200

BGP tabl e version is 31, L2VPN EVPN config peers 3, capable peers 3
19 network entries and 19 paths using 4256 bytes of nenory

BGP attribute entries [17/2788], BGP AS path entries [1/6]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St at e/ PfxRed
10.100.100.22 4 200 44002 43993 31 0 0 4w2d 11
192.168.1. 3 4 200 43991 43989 31 0 0 4wed 4

192.168.1. 4 4 200 43996 43992 31 0 0 4wed 4

spi nel#



Spi ne2#show bgp l2vpn evpn summary

BGP summary information for VRF default, address famly L2VPN EVPN
BGP router identifier 192.168.1.2, |ocal AS nunber 200

BGP tabl e version is 65, L2VPN EVPN config peers 3, capable peers 3
19 network entries and 19 paths using 4256 bytes of nenory

BGP attribute entries [17/2788], BGP AS path entries [1/6]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver I nQ Qut Q Up/ Down St at e/ Pf xRed
10. 100. 100. 22 4 200 47140 47115 65 0 0 4w4d 11
192.168.1.3 4 200 47115 47112 65 0 0 4w4d 4
192.168.1.4 4 200 47121 47116 65 0 0 4w4d 4

sSpi ne2#

cos IUlu JBs suode zos bo@é 1Jg 9> U 8)s: 9ldlo loboy ol 1B Jls 85 ep wpsyol IUs
lJoslub 10239566 (DC-1. BGW-1) 0 L.

Spi ne2#show bgp l2vpn evpn neighbors 10.100.100.22 advertised-routes

Peer 10.100.100. 22 routes for address fam |y L2VPN EVPN:
BGP table version is 65, Local Router IDis 192.168.1.2

Status: s-suppressed, x-deleted, S-stale, d-danpened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, |-local, a-aggregate, r-redist, |-injected
Oigin codes: i - IGP, e - EG?, ? - inconplete, | - nultipath, & - backup, 2 - best2
Net wor k Next Hop Metric LocPrf Wei ght Path

Rout e Di stingui sher: 10.100.100. 21: 33767

Rout e Di stingui sher: 10.100.100.21: 33768

Rout e Di stingui sher: 10.100.100.22: 27001

Rout e Di stingui sher: 10.100.100. 22: 33767



Rout e Di stingui sher: 10.100.100.22: 33768

Route Distinguisher: 192.168.1.3:33767

*>1[2]1:[0]:[0]1:[48]1:[0035.1ac1.37c2]:[0]1:[0.0.0.0]1/216
192.168.1.3 100

*>1[2]1:[0]:[0]1:[48]1:[0035.1ac1.37¢c2]:[32]:[172.20.2.10]/272

192.168.1.3 100

Route Distinguisher: 192.168.1.3:33768

*>i[2]:[0]1:[0]:[48]:[0035.1ac1.37c3]:[0]:[0.0.0.0]/216
192.168.1.3 100

*>1[2]1:[0]:[0]1:[48]1:[0035.1ac1.37¢c3]1:[32]:[172.21.1.10]/272

192.168.1.3 100

Rout e Di stinguisher: 192.168. 1. 4: 33767

*>{[2]:[0]:[0]:[48]:[e0dl. 73a4.1d41]:[0]:[0.0.0.0]/216
192.168.1.4 100

*>{[2]:[0]:[0]:[48]:[e0dl. 73a4. 1d41]:[32]:[172.20.2.11]/272

192.168.1. 4 100

Rout e Di stinguisher: 192.168. 1. 4: 33768

*>{[2]:[0]:[0]:[48]:[e0dl. 73a4.1d42]:[0]:[0.0.0.0]/216

192.168.1. 4 100

*>{[2]:[0]:[0]:[48]:[e0dl. 73a4. 1d42]:[32]:[172.21.1.11]/272

192.168.1. 4 100

Rout e Di stinguisher: 192.168. 2. 4: 33767

Rout e Di stinguisher: 192.168. 2. 4: 33768

Spi ne2#



<K<K

spi ne2#show bgp 12vpn evpn neighbors 10.100.100.22 advertised-routes | i 0035.lacl.37c2
plnl

Rout e Di stinguisher: 192.168. 1. 3: 33767
*>[2]:[0]:[0]:[48]:[0035.1acl.37c2]:[0]:[0.0.0.0]/216

192.168.1.3 100 0i
*>{[2]:[0]:[0]:[48]:[0035.1acl.37c2]:[32]:[172.20.2.10]/272

192.168.1.3 100 0i

sSpi ne2#

S2dY eds 1dbo$6 1Jz29556 J DC-10 o0 25e Sep wuiny Ideuwble IUs e9de peodo.

98w Spdud 1o o) pe pu 9w Idpusble 9833 IUb,) 8 IJos sop wulbJol bs BGW-1

IJl,|; DC-1 BGW-1

Mul ti sit eBGl#show bgp l2vpn evpn summary

BGP summary information for VRF default, address famly L2VPN EVPN
BGP router identifier 10.100.100.22, |ocal AS nunber 200

BGP tabl e version is 233, L2VPN EVPN config peers 3, capable peers 3
37 network entries and 45 paths using 7296 bytes of nenory

BGP attribute entries [37/6068], BGP AS path entries [1/6]

BGP comunity entries [0/0], BGP clusterlist entries [4/16]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St at e/ Pf xRed
10. 100. 100.21 4 100 47145 47121 233 0 0 4aw4d 8
192.168.1.1 4 200 47153 47125 233 0 0 18:52:35 8
192.168.1.2 4 200 47139 47119 233 0 0 4aw4d 8

Nei ghbor T AS Pf xRcd Type- 2 Type- 3 Type-4 Type-5

10. 100. 100. 21 E 100 8 6 2 0 0



192.168.1.1 | 200 8 8 0 0 0
192.168.1.2 | 200 8 8 0 0 0

Mul tisiteBGL#

Mul ti siteBGl#show bgp 1l2vpn evpn neighbors 10.100.100.21 advertised-routes

Peer 10.100.100. 21 routes for address fam |y L2VPN EVPN:

BGP table version is 233, Local Router IDis 10.100.100.22

Status: s-suppressed, x-deleted, S-stale, d-danpened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, |-local, a-aggregate, r-redist, |-injected
Oigin codes: i - IGP, e - EG?, ? - inconplete, | - nultipath, & - backup, 2 - best2
Net wor k Next Hop Metric LocPrf Wei ght Path

Rout e Di stingui sher: 10.100.100. 21: 33767

Rout e Di stinguisher: 10.100.100.21: 33768

Route Distinguisher: 10.100.100.22:27001 (ES [0300. 0000. 0000. c800. 0309 0])
*>| [ 4] : [ 0300. 0000. 0000. ¢800. 0309] : [ 32] : [ 10. 200. 200. 22] / 136

10. 200. 200. 22 100 32768 i

Rout e Di stingui sher: 10.100.100. 22: 33767 (L2VNI 2001002)
*>[2]:[0]:[0]:[48]:[6cb2.ae91.38bf]:[0]:[0.0.0.0]/216

10. 200. 200. 22 100 32768 i
*>|[3]:[0]:[32]:[10.200.200.22]/88

10. 200. 200. 22 100 32768 i

Rout e Di stingui sher: 10.100.100.22: 33768 (L2VNI 2001001)
*>[2]:[0]:[0]:[48]:[6cb2.ae91.38bf]:[0]:[0.0.0.0]/216

10. 200. 200. 22 100 32768 i
*>|[3]:[0]:[32]:[10.200.200.22]/88

10. 200. 200. 22 100 32768 i



Rout e Di sti ngui sher:

*>[2]:[0]:[0]:[48]

*>[2]:[0]:[0]:[48]

Rout e Di sti ngui sher:

*>[2]:[0]:[0]:[48]

*>[2]:[0]:[0]:[48]

Rout e Di sti ngui sher:

*>[2]:[0]:[0]:[48]

*>[2]:[0]:[0]:[48]

Rout e Di sti ngui sher:

*>[2]:[0]:[0]:[48]

*>[2]:[0]:[0]:[48]

Rout e Di sti ngui sher:

Rout e Di sti ngui sher:

Mul tisiteBGL#

Mul ti sit eBGl#show bgp 1l2vpn evpn neighbors 10.100.100.21 advertised-routes

plnl

192.168. 1. 3: 33767

:[0035. lac1. 37¢2]: [0]:[0.0.0.0]/216

192.168.1.3

100

:[0035. lacl. 37¢2] : [ 32] : [ 172. 20. 2. 10] / 272

192.168.1.3

192.168. 1. 3: 33768

:[0035. lac1. 37¢3]:[0]:[0.0.0.0]/216

192.168.1.3

100

100

:[0035. lacl. 37¢3] : [32]:[172. 21. 1. 10] / 272

192.168.1.3

192.168. 1. 4: 33767

:[e0d1. 73a4. 1d41]: [0]:[0.0. 0. 0]/ 216

192.168.1. 4

100

100

:[e0d1. 73a4. 1d41] : [ 32] : [ 172. 20. 2. 11]/ 272

192.168.1. 4

192.168. 1. 4: 33768

:[e0d1. 73a4. 1d42]: [0]:[0.0.0.0]/ 216

192.168.1. 4

100

100

:[e0d1. 73a4. 1d42] : [ 32]: [ 172. 21. 1. 11]/ 272

192.168.1. 4

192.168. 2. 4: 33767

192.168. 2. 4: 33768

100

| 1 0035.1ac1.37c2



Rout e Di stinguisher: 192.168. 1. 3: 33767
*>[2]:[0]:[0]:[48]:[0035.1acl.37c2]:[0]:[0.0.0.0]/216

192.168.1.3 100 0i
*>{[2]:[0]:[0]:[48]:[0035.1acl.37c2]:[32]:[172.20.2.10]/272

192.168.1.3 100 0i

Mul tisiteBGL#

we)? luuQJ|ro |.Jrouu|)|o E_J§ DC-Z/BGW-Z‘ §pdod ,ou‘blwé lE_.J|U |.Jrouu|_) l.J.S |JJPJ' |JJ{S;§UU|~§
IJpcood wo (192.168.2.1)

DC-2 BGW-2

Mul ti siteB&#show bgp 1l2vpn evpn summary

BGP sumary information for VRF default, address famly L2VPN EVPN
BGP router identifier 10.100.100.21, |ocal AS nunber 100

BGP tabl e version is 142, L2VPN EVPN config peers 3, capable peers 2
43 network entries and 43 paths using 7680 bytes of nenory

BGP attribute entries [33/5412], BGP AS path entries [1/6]

BGP comunity entries [0/0], BGP clusterlist entries [1/4]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St ate/PfxRed
10.100.100.22 4 200 47169 47124 142 0 0 4wad 12
192.168.2.1 4 100 47136 47124 142 0 0 awad 4
192.168.2.2 4 100 45969 45963 0 0 0 19:21:40 ldle

Nei ghbor T AS Pf xRcd Type- 2 Type- 3 Type-4 Type-5
10.100.100.22 E 200 12 10 2 0 0
192.168.2.1 I 100 4 4 0 0 0
192.168.2.2 I 100 Idle 0 0 0 0

Mul tisiteB&#

Mul ti si t eB&Q#show bgp 1l2vpn evpn neighbors 192.168.2.1 advertised-routes | i 0035.lacl.37c2 p 1
nl



Rout e Di stinguisher: 192.168. 1. 3: 33767
*>e[2]:[0]:[0]:[48]:[0035. 1lacl.37c2]:[0]:[0.0.0.0]/216

10. 111.111.2 2000 0 200
*>e[2]:[0]:[0]:[48]:[0035.1acl.37c2]:[32]:[172.20.2.10]/272

10. 111.111.2 2000 0 200

Mul ti siteBR#

Jol swp lJlgdlo g0 1Jpgeole |Us 9er6 IJoedp DC-2. Leaf-1 e wdyy 1U9god poods wol.

££9> DC-2 1IJg s |Jss leJlo puwl) 19,858

Mul ti st espi nel#show bgp 12vpn evpn summary

BGP sumary information for VRF default, address famly L2VPN EVPN
BGP router identifier 192.168.2.1, |ocal AS nunber 100

BGP tabl e version is 50, L2VPN EVPN config peers 3, capable peers 2
19 network entries and 19 paths using 4256 bytes of nenory

BGP attribute entries [15/2460], BGP AS path entries [1/6]

BGP comunity entries [0/0], BGP clusterlist entries [0/0]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St ate/PfxRed
10. 100. 100. 21 4 100 47152 47131 50 0 0 awad 15
192.168.2. 3 4 100 0 0 0 0 0 4wad 1 dle
192.168.2. 4 4 100 47135 47131 50 0 0 awad 4

Mul ti st espi nel#

Mul ti st espi nel#show bgp 12vpn evpn neighbors 192.168.2.4 advertised-routes | i 0035.lacl.37c2 p
l1nl

Rout e Di stinguisher: 192.168. 1. 3: 33767
*>{[2]:[0]:[0]:[48]:[0035.1acl.37c2]:[0]:[0.0.0.0]/216

10.111.111.1 2000 100 0 200
*>{[2]:[0]:[0]:[48]:[0035.1acl.37c2]:[32]:[172.20.2.10]/272

10.111.111.1 2000 100 0 200

Mul ti st espi nel#



IUTo Jel o900 busdozs! IUbw@s 2 leese po DC-1. Jsd-1 |Js DC-2. 9,5-1.

lJoedd pu DC-2 Leaf-1

Mul ti st eLeaf 1#show bgp 1l2vpn evpn summary

BGP sumary information for VRF default, address famly L2VPN EVPN

BGP router identifier 192.168.2.4, |ocal AS nunber

BGP tabl e version is 188, L2VPN EVPN config peers 2,

100

36 network entries and 36 paths using 6120 bytes of nenory

BGP attribute entries [16/2560], BGP AS path entries [1/6]

BGP comunity entries [0/0], BGP clusterlist entries [1/4]

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver
192.168.2.1 4 100 47152 47133 188
192.168.2.2 4 100 45981 45968 0

Mul ti stelLeaf 1#

Mul ti st eLeaf 1#show mac address-table

capabl e peers 1

I nQ Qut Q Up/ Down St at e/ Pf xRed

0

0

0 4w4

0 19:26:1

d 14

7 ldle

Legend:
* - primary entry, G- Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since |last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C - Control Pl ane MAC, - vsan
VLAN MAC Address Type age Secure NTFY Ports
--------- T
* 1 00c8. 8bf 9. 5f 01 dynamic O F F Et hl/ 16
* 101 00be. 75f 4. 544d static - F F Vl an101
* 101 0200. Oa6f . 6f 01 static - F F nvel(10.111.111.1)
C 1000 0035.1lacl.37c2 dynamic 0 F F nvel (10.111.111.1) <<<<<<<<K<LK<LL<<<LK<
* 1000 00c8. 8bf 9. 5f41 dynamic O F F Et hl/ 16
C 1000 e0dl. 73a4.1d41 dynanic O F F nvel(10.111.111. 1)
C 1001 0035. lacl. 37c3 dynamic O F F nvel(10.111.111.1)
* 1001 00c8. 8bf 9. 5f 42 dynamic O F F Et hl/ 16



C 1001 e0dl. 73a4. 1d42 dynanmic O F F nvel(10.111.111.1)

G - 0000. 2222. 3333 static - F F sup- et h1(R)
G - 0Obe. 75f 4. 544d static - F F sup- et h1(R)
G 101 0Obe. 75f 4. 544d static - F F sup- et h1(R)
G 1000 0Obe. 75f 4. 544d static - F F sup- et h1(R)
G 1001 0Obe. 75f 4. 544d static - F F sup- et h1(R)

Mul ti stelLeaf 1#

DC-2. terminal-1 sgJp 1Jpo59-4 MAC through VLAN1000.

Mul ti st eLeaf 1#show ip arp vrf vxlan-900001

Flags: * - Adjacencies |learnt on non-active FHRP router
+ - Adj acenci es synced via CFSoE
# - Adjacencies Throttled for d ean
CP - Added via L2RI B, Control plane Adjacencies
PS - Added via L2RI B, Peer Sync
RO - Re-Originated Peer Sync Entry

D - Static Adjacencies attached to down interface

| P ARP Tabl e for context vxlan-900001

Total nunber of entries: 2

Addr ess Age MAC Addr ess Interface Fl ags
172.21.1. 100 00: 04: 09 00c8.8bhf9.5f42 VI anl001
172.20.2.100 00:04:09 00c8.8bf9.5f41 V1anl000

Mul ti stelLeaf 1#

[owedblad gble puuegs IJwslole sluedizol

sop ltoul IJoedd pu bs IJuslole gds lzojé pogssé Jbope byd IJodlb 1z 1pgodwbs
gwugsol.



oJdoy O N5K 905 9,96 9206 Vs o3l [Jpeld.

SOURCE: 172.20.2.100 (Host-4)
DESTI NATI ON:  172.20. 2. 10 (Host - 1)

Beuo lusluvs eds IJpuosylpuos 4

toMul tisitelLeaf 1#show ip interface brief | exclude down
Interface | P-Address OK? Method Status Protocol

VI an1000 172.20.2.100 YES NVRAM up up

VI an1001 172.21.1.100 YES NVRAM up up

G gabi t Et hernet 2/ 0/ 1 unassi gned YES unset up up

toMul tisitelLeaf 1#

I NTI ATE A PI NG TO HOST- 1:

toMul tisitelLeaf 1#ping 172.20.2.10

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.20.2.10, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/3/8 ns
toMul tisitelLeaf 1#

&ls6 9,96-1 wedd

| eaf 1#show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S- Switch, H- Host, | - IGW, r - Repeater,

V - Vol P-Phone, D - Renotel y- Managed- Devi ce,

S - Supports-STP-Dispute

Devi ce-1D Local Intrfce H dtne Capability PlatformPort ID

MX066- H-01- SWci sco. com

mgnt0 178 S | WS- C2960X-48TS-L G gl/0/ 26

ToLeaf1l Eth1l/23 132 S | W5 C3750X-24S G g1/ 0/ 1 <<<<<<<<<<<<<<<<< To DC-1/Host-1
spi nel( SAL2024RRYF)

Et h2/23 136 R S s N9K- C9372PX-E Ethl/3

spi ne2( SAL1949UELD)

Et h2/24 138 R S s N9K- C9396PX Et hl/7

| eaf 1#

| eaf 1#

| eaf 1#show module
Mod Ports Mbdul e- Type Model Status



0 0 Nexus 72UP 16GFC Supervi sor N5K- C5672UP- 16G SUP active *

1 24 Nexus 24xSFP Et hernet Mdul e N5600- 72UP16G-C ok <<<<<<<<<<<<<<<<< To DC-1/Host-1
2 24 Nexus 24xSFP Et hernet/FC Modul e N5600- 72UP16GFC- FC ok

3 6 Nexus 6xQSFP Et hernet Mbdul e N5600- 72UP16G-C- M6Q ok

Mod Sw Hw Wor | d- W de- Nane(s) (W)

0 7.3(0)N1(1)
1 7.3(0)NL(1)
2 7.3(0)NL(1)
3 7.3(0)N1(1)

Mod MAC- Address(es) Serial - Num

0 00de.fb01.9f88 to 00de.fb0l. 9f 88 FOC20162AGC
1 00de. fb01.9f88 to 00de. fb01l. 9f 9f FOC20162ACGC
2 00de. fb01.9fa0 to 00de. fb0l. 9f b7 FOC20162AGC
3 00de. fb01.9fb8 to 00de. fb0l. 9f cf FOC20162AGC
| eaf 1#

IJTo Uilos sV spdud Idezdd pu wesso ASIC/Instance.

| eaf 1#show platform fwm info pif ethl1/23 | i i slot_asic

Et h1/ 23 pd: slot 0 |ogical port num 22 slot_asic_num1l global_asic_num2 fw.inst 10 phy_fw_inst
2fcO

| eaf 1#

| eaf 1#show hardware internal bigsur all-ports | i "asic|idx|1/23"
Port |asic|inst]|inst]|

name |idx |slot]|asic|eport|logi|flag|adnopr]|if_index|diag|ucVer
1gb1/23 |2 |0 |1 |10 p |22 | b3 |en |up | 1a016000| pass| 0.00

| eaf 1#

oul lve suwelbse Jlse sub lu stz po Jsd-1 1ds Ipuosd-1.

| eaf 1#elam slot 1 asic bigsur instance 1

| eaf 1( bi gsur - el an) #trigger lu egress ipv4 if destination-ipv4-address_ipv4 172.20.2.10

| eaf 1( bi gsur - el anm) #start capture

| eaf 1( bi gsur - el an) #show capture 1lu

Egress Interface: Ethernetl/23 IS NOT A PC <<<<<<<<<<<<<<<<< ELAM is smart, we have a catalyst
switch as HOST-1 :-)

| Field | Raw Val ue |

| SID| 21 |

| PKT.ID| 13 |
| TUNVLD | O |
| TUNTYPE | O |
| TUNIF | 0|

| TUNINST | O |
| ERSPAN. TERM VLD | O |

| ERSPAN DST IF IDX | O |
| L2WP VLD | 1 |

| TRILL_ODA | 0x000000000000 |
| TRILL_OQTAG VLD | O |

| TRILL_OQTAGDE | O |



| TRILL_DCE_FTAGVLD | 0 |

| TRILL_DCE LID VLD | O |

| TRILLVRM| O |

| TRILL_OPT VLD | O |

| TRILL_OPT_BYTEO | O |

| CDCE_DA | 0x020abc000004 |

| CDCE_SA | 0x022001000000 |

| CDCE_DTAG ETYPE | 0x0200 |

| CDCE_DTAG TTL | 32 |

| CDCE_DTAG FTAG | 2 |

| NSH_WORD2 | 0x3e70080 |

| CE_DA | 0%x0035lacl37c2 |<<<<<<<<<<<<<<<<< Destination Mac address (Host-1 172.20.2.10)
| CE_SA | 0x00c88bf95£f41 |<<<<<<<<<<<<<<<<< Source Mac address (Host-4 172.20.2.100)

| VWCVLD| O |

| CEIQNUM| 1 |

| INT_VLAN | 999 |

| IPRESV.O | O |

| FCOEVLD | O |

| MPLS VLD | O |

| VECTYPE | O |

| TRILL_OSA | 0x000000000000 |
| CMD_SGT_VLD | O |

| CMD SGT | O |

| CMD DGT_VLD | O |

| CMD_DGT | O |

| HDRP_SNAP | O |

| L3_IPV6 | O |

| L3_SA | 172.20.2.100 |<<<<<<<<<<<<<<<<< Source IP

| L3_DA | 172.20.2.10 |<<<<<<<<<<<<<<<<< Destination IP
| L3_TOS | 0 |

| L3_FRAG| O |

| L3 M| O |

| L3_TTL | 255 |
| L3_CPT_NONE | O |

| L3_NONE_HBH | O |

I | 0
I 0|
I 0|
I

I

L3_NONE_ROUTE
L3_NONE_FRAG |
L3_NONE_DEST |
L3 AH | O |
L3 ESP | O |

| L3_PROT | 1 |<<<<<<<<<<<<<<<<< ICMP

| L3_LENGTH | 100 |

| MAX_IPV6_HBH | O |

| MAX_ | PV6_FRAG | O |

| L4_TCP_UDP | O |

| IPRESV.1| O |

| PYLD LEN | 4 |

| PARSE ERR | O |

| PARSE_UNEXP | O |
| ECN.DROP | O
I
I
I

I
IDS FAIL | 0 |
IDS_CODE | O |
LKUP_SPARE | O |
oo oo +

| eaf 1( bi gsur-el am) #

Spdud IUlL Bop Jsdss IUeBlb 1z e gJs NSK. ssese IJodos)ldouoés) eds



NOK.

§pdud IJwoe po ldpuos9-4 9lz)le ool louold ounsb 1Us 1Upuos9-2. 9eds 1UEp pu
iool Y6 p)9) Ew9) JJP@JIU IJdeso‘ Jls)ld [dezdd ppel Bl oo Gl eds peldzs oo
lJzie vuvdd vozse |9 JI. ol Vs DC-1/Leaf-2.

o0 lzd IJoldss )ldoe 1UBLG th-1/23. 9J9dpe oJd 1Jgse lJs CPU s g J ethanalyzer/dmirror
;h)géL)u.

odsu eduwd gpd IJp)l$e0

| eaf 2#configure terminal

| eaf 2(confi g) #monitor session 1

| eaf 2(confi g- noni t or) #source interface ethernet 1/23
| eaf 2(confi g-noni t or) #destination interface sup-eth 0
| eaf 2(confi g- noni tor) #no shut

| eaf 2(confi g-noni tor) #exit

toMul tisitelLeaf 1#ping 172.20.2.11 repeat 2

Type escape sequence to abort.

Sendi ng 2, 100-byte |ICWMP Echos to 172.20.2.11, tineout is 2 seconds:
I

Success rate is 100 percent (2/2), round-trip mn/avg/max = 1/1/1 ns
toMul tisitelLeaf 1#

| eaf 2#ethanalyzer local interface inband mirror

Capturing on inband

2020- 05-27 12:20:57.081654 172.20.2.100 -> 172.20.2.11 ICW Echo (ping) request
2020- 05- 27 12:20:57.082193 172.20.2.11 -> 172.20.2.100 I CVWP Echo (ping) reply
2020- 05- 27 12:20:57.084902 172.20.2.100 -> 172.20.2.11 ICW Echo (ping) request
2020- 05- 27 12:20:57.087406 172.20.2.11 -> 172.20.2.100 I CVWP Echo (ping) reply

4 packets captured
| eaf 2#

| eaf 2#ethanalyzer local interface inband display-filter "ip.addr==172.20.2.100 &&
ip.addr==172.20.2.11 && icmp" limit-captured-frames 0

Capturing on inband

2020- 05- 27 12:20:57.081654 172.20.2.100 -> 172.20.2.11 ICW Echo (ping) request
2020- 05-27 12:20:57.082193 172.20.2.11 -> 172.20.2.100 ICW Echo (ping) reply
2020- 05- 27 12:20:57.084902 172.20.2.100 -> 172.20.2.11 ICW Echo (ping) request
2020- 05-27 12:20:57.087406 172.20.2.11 -> 172.20.2.100 ICW Echo (ping) reply

4 packets captured
| eaf 2#

VO gldo ol Bl oo o)yss huwld veue Idoslule pu ldpuos) sldodlb sds 1Uglss 9596« 03l 09
IJlz)le:

1wl ool logold pu Idpuosd-4 [Us IUpuosd-2.
2. ldpuo>,:172.20.2.100 // SRC gy9ly MAC: 00:C8:8b:F9:5F:41



3. 1Jggos: 172.20.2.11 // DST gu9ly MAC: E0:D1:73:A4:1D:41
4. e |Ja)'roéi 777
5. &0 |JQ@)’{56: UEP
6. pwduwds luplb IJoslole: Jze IJud,
J>sd £33 IV oy IUgjp Vs 03l 1dpeld zos spdud IJodlb 1dzse eJs ig_,lé lJeuo3) 9lJ9gos.

toMul tisiteleaf 1#ping 172.20.2.11 repeat 200000 data beef df-bit validate size 777
Type escape sequence to abort.

Sendi ng 200000, 777-byte I CVMP Echos to 172.20.2.11, tineout is 2 seconds:

Packet sent with the DF bit set

Packet has data pattern OxBEEF

Reply data will be validated
| T T T T A A A A A I O O |

Success rate is 100 percent (7376/7376), round-trip mn/avg/ max = 1/5/151 ns
toMul tisitelLeaf 1#

gpdsle IJezdd IJlusluuss eJs HopDC-2. Leaf-1

Mil ti st eLeaf 1#show module
Mod Ports Mbdul e- Type Model Status

1 54 48x10GT + 6x40d 100G Et hernet Mdul e N9K-C93108TC-EX active *

Mbd Sw Hw Sl ot

1 7.0(3)17(5) 1.3 NA

Mod MAC- Address(es) Serial -Num

1 00-be-75-f4-54-46 to 00-be-75-f4-54-95 FDO220225UX

Mod Online Diag Status

1 Pass

* this termnal session
Mul ti stelLeaf 1#



Mul ti st eLeaf 1#show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S- Switch, H- Host, | - IGW, r - Repeater,

V - Vol P-Phone, D - Renotel y- Managed- Devi ce,

s - Supports-STP-Dispute

Device-1D Local Intrfce Hdtne Capability Platform Port ID

MX066- H- 03- SW ci sco. com

mgnt 0 141 S | WS- C2960X- 48T G gl/0/31

Mul ti st espi nel( FDO22150SJZ7)

Ethl1/6 142 R S s NOK-C92160YC- Et hl/ 47

toMultisiteLeafl Ethl1/16 128 R S I WS-C3750X-24S Gig2/0/1 <<<<<<<<<<<< Towards Host-4

Total entries displayed: 3
Mil tistelLeaf 1#

Mul ti st eLeaf 1#show hardware internal tah interface etl/16
BHAH RS HEH A AR TR AR TR R R R
I f1ndex: 0x1a001e00

Dst | ndex: 6084

I f Type: 26

Asic: O

Asic: 0 <<<<<<<<<<<<<<<<<

AsicPort: 11

SrcId: 22 <<<<<<<<<K<<<<<K<

Slice: 0 <<<<<<<<K<<<<<<<L<<

PortOnSlice: 11

Table entries for interface Ethernetl/ 16
< .. sni pped for brevity........... >

Mul ti st eLeaf 1#show system internal ethpm info interface ethernet 1/16 | grep slice

| F_STATI C_I NFO. port_name=Et hernet 1/ 16, i f _i ndex: 0x1a001e00, | t | =6084, sl ot =0,

nxos_port =60, dnod=1, dpi d=11, uni t =0, queue=65535, xbar _uni t bmp=0x0, ns_pi d=255, slice_num=0, port_on_s
lice=11, src_id=22

Mil tistelLeaf 1#

S2dd pu puweds IJizos Idos luvedes uldded 1Uzje po Host-4.

Mul ti st eLeaf 1#attach module 1
nodul e- 1#debug platform internal tah elam asic 0

nodul e- 1( TAH el am) #trigger init asic 0 slice 0 in-select 6 out-select 0 use-src-id 22
param val ues: start asic O, start slice O, lu-a2d 1, in-select 6, out-select 0, src_id 22
nodul e- 1( TAH el am i nsel 6) #start

nodul e- 1( TAH el am i nsel 6) #report

Initting bl ock addresses

SUGARBON. ELAM REPORT SUMVARY
slot - 1, asic - 0, slice - O

Incom ng Interface: Ethl/16

Src ldx : 0x3d, Src BD: 1000

Qutgoing Interface Info: dnod 1, dpid 17
Dst ldx : Ox15, Dst BD : 1000

Packet Type: |Pv4

Dst MAC address: E0:D1:73:A4:1D:41
Src MAC address: 00:C8:8B:F9:5F:41



.1q Tag0 VvLAN: 1000, cos = 0xO0

Dst IPv4 address: 172.20.2.11

Src IPv4 address: 172.20.2.100

Ver = 4, DSCP = 0, Don't Fragment = 1

Proto = 1, TTL = 255, Moire Fragnments = 0

Hdr len = 20, Pkt len = 777, Checksum = Oxcffe

L4 Protocol : 1
ICMP type : 8
ICVWP code : O
Drop | nfo:

LUA:

LUB:

LUC:

LUD:

Fi nal Drops:

nodul e- 1( TAH- el am i nsel 6) # exi t
nodul e- 1( TAH el am # exi t

nodul e- 1# exit

Mil tistelLeaf 1#

lo S8 loe 1o $)s I PCAP. sg0 sgow) wluwomb Idpne eduws vudde eds 1deuos)
9lJ9z0d 9,96.

P eduws eJds puod) 9596

Mul ti st eLeaf 1#show run | section monitor
noni tor session 1

source interface Ethernetl1l/ 16 both
destination interface sup-ethO

no shut

Mul ti st eLeaf 1#

e 2duws gds Elso 9,96

| eaf 2(confi g) #show run | section monitor
moni tor session 1

source interface Ethernetl/ 23 both
destination interface sup-ethO

no shut

| eaf 2(config)#

IJodlb gds 9,86 IJpuod)

Mul ti st eLeaf 1#ethanalyzer local interface inband display-filter "ip.addr==172.20.2.100 &&
ip.addr==172.20.2.11 && icmp" limit-captured-frames 0 detail

Capturing on inband

Frame 1 (791 bytes on wire, 791 bytes captured)

Arrival Time: May 31, 2020 15:44:46.767411000

[Time delta from previous captured frane: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]



[Tinme since reference or first frame: 0.000000000 seconds]
Frame Nunber: 1
Frane Length: 791 bytes
Capture Length: 791 bytes
[ Frame is nmarked: Fal se]
[Protocols in frane: eth:ip:icnp:dataj
Et hernet 11, Src: e0:dl:73:a4:1d:41 (e0:d1:73:a4:1d:41), Dst: 00:c8:8b:f9:5f:41
(00: c8:8h: f9: 5f:41)
Destination: 00:c8:8b:f9:5f:41 (00: c8: 8b: f9: 5f: 41)
Address: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41)

.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo oo ... ... = LGDbit: Gobally unique address (factory default)
Source: e0:d1:73:a4:1d:41 (e0:dl: 73: a4: 1d: 41)
Address: e0:d1:73: a4:1d: 41 (e0:dl: 73: a4: 1d: 41)

.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo Lo ... ... = LGDbit: Gobally unique address (factory default)
Type: | P (0x0800)
Internet Protocol, Src: 172.20.2.11 (172.20.2.11), Dst: 172.20.2.100 (172.20.2.100)
<<<<<<<<K<<K<K<<K<K<K<K<K<K<K<<< RETURN TRAFFIC (ICMP RESPONSE)
Version: 4
Header [ength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)

.0. = ECN- Capabl e Transport (ECT): O

.0 = ECN-CE: O

Total Length: 777 <<<<<<<<<<KLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLKLKLLLLLLL<<<< PACKET
SIZE IS 777
Identification: Oxaf53 (44883)
Fl ags: 0x02 (Don't Fragment)

0.. = Reserved bit: Not Set
.1. = Don't fragment: Set <<<<<<<<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLKLLLLLLLLLL<LK<K<<<< DF-BIT IS
SET

.0 = More fragnents: Not Set
Fragment offset: O
Tinme to live: 255
Protocol : |GV (0x01)
Header checksum Oxbd2d [correct]
[ Good: True]
[Bad : Fal se]
Source: 172.20.2.11 (172.20.2.11)
Destination: 172.20.2.100 (172.20.2.100)
Internet Control Message Protocol
Type: 0 (Echo (ping) reply) <<<<<<<<<<<<<<<<<<LLLLLLLLLLLLLLLLLLLLLLLLLLLL<<<<<<<<<<<< PING
RESPONSE
Code: 0 ()
Checksum O0x78f3 [correct]
Identifier: 0x00lc
Sequence nunber: 7412 (0Oxlcf4)
Data (749 bytes)

0000 00 00 00 00 14 67 5f 13 be ef be ef be ef be ef ..... [« AP <<<<<<<<<<K<L<<<<<<< you see
the data pattern as "beef"

0010 be ef be ef be ef be ef be ef be ef be ef beef ................
0020 be ef be ef be ef be ef be ef be ef be ef beef ................
0030 be ef be ef be ef be ef be ef be ef be ef beef ................
0040 be ef be ef be ef be ef be ef be ef be ef beef ................
0050 be ef be ef be ef be ef be ef be ef be ef beef ................
0060 be ef be ef be ef be ef be ef be ef be ef beef ................
0070 be ef be ef be ef be ef be ef be ef be ef beef ................
0080 be ef be ef be ef be ef be ef be ef be ef beef ................
0090 be ef be ef be ef be ef be ef be ef be ef beef ................
00a0 be ef be ef be ef be ef be ef be ef be ef beef ................
00b0 be ef be ef be ef be ef be ef be ef be ef beef ................
00cO be ef be ef be ef be ef be ef be ef be ef beef ................



00d0 be ef be ef be ef be ef be ef be ef be ef beef ................
00e0 be ef be ef be ef be ef be ef be ef be ef beef ................
00f0 be ef be ef be ef be ef be ef be ef be ef beef ................
0100 be ef be ef be ef be ef be ef be ef be ef beef ................
0110 be ef be ef be ef be ef be ef be ef be ef beef ................
0120 be ef be ef be ef be ef be ef be ef be ef beef ................
0130 be ef be ef be ef be ef be ef be ef be ef beef ................
0140 be ef be ef be ef be ef be ef be ef be ef beef ................
0150 be ef be ef be ef be ef be ef be ef be ef beef ................
0160 be ef be ef be ef be ef be ef be ef be ef beef ................
0170 be ef be ef be ef be ef be ef be ef be ef beef ................
0180 be ef be ef be ef be ef be ef be ef be ef beef ................
0190 be ef be ef be ef be ef be ef be ef be ef beef ................
01a0 be ef be ef be ef be ef be ef be ef be ef beef ................
01b0 be ef be ef be ef be ef be ef be ef be ef beef ................
01cO be ef be ef be ef be ef be ef be ef be ef beef ................
01d0 be ef be ef be ef be ef be ef be ef be ef beef ................
01e0 be ef be ef be ef be ef be ef be ef be ef beef ................
01f0 be ef be ef be ef be ef be ef be ef be ef beef ................
0200 be ef be ef be ef be ef be ef be ef be ef beef ................
0210 be ef be ef be ef be ef be ef be ef be ef beef ................
0220 be ef be ef be ef be ef be ef be ef be ef beef ................
0230 be ef be ef be ef be ef be ef be ef be ef beef ................
0240 be ef be ef be ef be ef be ef be ef be ef beef ................
0250 be ef be ef be ef be ef be ef be ef be ef beef ................
0260 be ef be ef be ef be ef be ef be ef be ef beef ................
0270 be ef be ef be ef be ef be ef be ef be ef beef ................
0280 be ef be ef be ef be ef be ef be ef be ef beef ................
0290 be ef be ef be ef be ef be ef be ef be ef beef ................
02a0 be ef be ef be ef be ef be ef be ef be ef beef ................
02b0 be ef be ef be ef be ef be ef be ef be ef beef ................
02c0 be ef be ef be ef be ef be ef be ef be ef beef ................
02d0 be ef be ef be ef be ef be ef be ef be ef beef ................
02e0 be ef be ef be ef be ef be ef beef 00 .............

Dat a: 0000000014675F13BEEFBEEFBEEFBEEFBEEFBEEFBEEFBEEF. .

[ Length: 749]

Frame 2 (795 bytes on wire, 795 bytes captured)
Arrival Time: May 31, 2020 15:44:46. 802363000
[Tine delta from previous captured frane: 0.034952000 seconds]
[Tine delta from previous displayed frane: 0.034952000 seconds]
[Tine since reference or first frame: 0.034952000 seconds]
Frame Nunber: 2
Frane Length: 795 bytes
Capture Length: 795 bytes
[ Frame is nmarked: Fal se]
[Protocols in frane: eth:vlan:ip:icnp:data]
Et hernet 11, Src: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41), Dst: e0:dl:73:a4:1d:41
(e0:d1: 73: a4: 1d: 41)
Destination: e0:dl:73:a4:1d: 41 (e0:dl: 73: a4: 1d: 41)
Address: e0:d1:73:a4:1d: 41 (e0:dl: 73: a4: 1d: 41)
.0 L. IG bit: Individual address (unicast)
O LG bit: Gobally unique address (factory default)
Source: 00:c8:8b:f9:5f:41 (00:c8: 8b: f9:5f:41)
Address: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41)
.0 ..., ... ... ... =1Gbit: Individual address (unicast)
oo .00 Lo oo ... ... = LGDbit: Gobally unique address (factory default)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN, PRI: 0, CFl: O, ID 1000

000. .... .... .... = Priority: O
.O.... .... .... =CFI: O
. 0011 1110 1000 = ID: 1000 <<<<<<<<<<KLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLKLLLLLLLKLL<K<K<K<<K<<< VLAN-

ID
Type: | P (0x0800)



Internet Protocol, Src: 172.20.2.100 (172.20.2.100), Dst: 172.20.2.11 (172.20.2.11)
<<<<<<<K<<K<K<L<K<K<<K<K<<<< FORWARD TRAFFIC (ICMP REQUEST)
Version: 4
Header |ength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
. 0. ECN- Capabl e Transport (ECT): O
.0 = ECN-CE: O
Total Length: 777 <<<<<<<<<<<<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLKLLLLLLLLKLKLLKLLLL<K<K<<< PACKET
SIZE
Identification: Oxaf59 (44889)
Flags: 0x02 (Don't Fragment)
0.. Reserved bit: Not Set
.1. = Don't fragment: Set
.0 = More fragnents: Not Set
Fragment offset: O
Tinme to live: 255
Protocol : |GV (0x01)
Header checksum O0xbd27 [correct]
[ Good: True]
[Bad : Fal se]
Source: 172.20.2.100 (172.20.2.100)
Destination: 172.20.2.11 (172.20.2.11)
Internet Control Message Protocol
Type: 8 (Echo (ping) request) <<<<<<<<<<<<<<<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLCCLLL<<L<K<K<K<K<<<< ICMP
REQUEST
Code: 0 ()
Checksum O0Ox70aa [correct]
Identifier: 0x00lc
Sequence numnber: 7418 (0Oxlcfa)
Data (749 bytes)

0000 00 00 00 00 14 67 5f 56 be ef be ef be ef be ef ..... G Veeeeeoon <K<K <<<<<<< DATA
PATTER AS CONFIGURED (beef)

0010 be ef be ef be ef be ef be ef be ef be ef beef ................
0020 be ef be ef be ef be ef be ef be ef be ef beef ................
0030 be ef be ef be ef be ef be ef be ef be ef beef ................
0040 be ef be ef be ef be ef be ef be ef be ef beef ................
0050 be ef be ef be ef be ef be ef be ef be ef beef ................
0060 be ef be ef be ef be ef be ef be ef be ef beef ................
0070 be ef be ef be ef be ef be ef be ef be ef beef ................
0080 be ef be ef be ef be ef be ef be ef be ef beef ................
0090 be ef be ef be ef be ef be ef be ef be ef beef ................
00a0 be ef be ef be ef be ef be ef be ef be ef beef ................
00b0 be ef be ef be ef be ef be ef be ef be ef beef ................
00cO be ef be ef be ef be ef be ef be ef be ef beef ................
00d0 be ef be ef be ef be ef be ef be ef be ef beef ................
00e0 be ef be ef be ef be ef be ef be ef be ef beef ................
00f0 be ef be ef be ef be ef be ef be ef be ef beef ................
0100 be ef be ef be ef be ef be ef be ef be ef beef ................
0110 be ef be ef be ef be ef be ef be ef be ef beef ................
0120 be ef be ef be ef be ef be ef be ef be ef beef ................
0130 be ef be ef be ef be ef be ef be ef be ef beef ................
0140 be ef be ef be ef be ef be ef be ef be ef beef ................
0150 be ef be ef be ef be ef be ef be ef be ef beef ................
0160 be ef be ef be ef be ef be ef be ef be ef beef ................
0170 be ef be ef be ef be ef be ef be ef be ef beef ................
0180 be ef be ef be ef be ef be ef be ef be ef beef ................
0190 be ef be ef be ef be ef be ef be ef be ef beef ................
01a0 be ef be ef be ef be ef be ef be ef be ef beef ................
01b0 be ef be ef be ef be ef be ef be ef be ef beef ................
01cO be ef be ef be ef be ef be ef be ef be ef beef ................
01d0 be ef be ef be ef be ef be ef be ef be ef beef ................
01e0 be ef be ef be ef be ef be ef be ef be ef beef ................



01f0 be ef be ef be ef be ef be ef be ef be ef beef ................
0200 be ef be ef be ef be ef be ef be ef be ef beef ................
0210 be ef be ef be ef be ef be ef be ef be ef beef ................
0220 be ef be ef be ef be ef be ef be ef be ef beef ................
0230 be ef be ef be ef be ef be ef be ef be ef beef ................
0240 be ef be ef be ef be ef be ef be ef be ef beef ................
0250 be ef be ef be ef be ef be ef be ef be ef beef ................
0260 be ef be ef be ef be ef be ef be ef be ef beef ................
0270 be ef be ef be ef be ef be ef be ef be ef beef ................
0280 be ef be ef be ef be ef be ef be ef be ef beef ................
0290 be ef be ef be ef be ef be ef be ef be ef beef ................
02a0 be ef be ef be ef be ef be ef be ef be ef beef ................
02b0 be ef be ef be ef be ef be ef be ef be ef beef ................
02c0 be ef be ef be ef be ef be ef be ef be ef beef ................
02d0 be ef be ef be ef be ef be ef be ef be ef beef ................
02e0 be ef be ef be ef be ef be ef beef 00 .............

Dat a: 0000000014675F56 BEEFBEEFBEEFBEEFBEEFBEEFBEEFBEEF. .

[ Length: 749]

Frame 3 (795 bytes on wire, 795 bytes captured)
Arrival Time: May 31, 2020 15:44:46. 840861000
[Tine delta from previous captured frane: 0.038498000 seconds]
[Tine delta from previous displayed frane: 0.038498000 seconds]
[Tinme since reference or first frame: 0.073450000 seconds]
Frame Nunber: 3
Frane Length: 795 bytes
Capture Length: 795 bytes
[ Frame is nmarked: Fal se]
[Protocols in frane: eth:vlan:ip:icnp:data]
Et hernet 11, Src: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41), Dst: e0:dl:73:a4:1d: 41
(e0:d1: 73: a4: 1d: 41)
Destination: e0:dl:73:a4:1d: 41 (e0:dl: 73: a4: 1d: 41)
Address: e0:d1:73: a4:1d: 41 (e0:dl:73: a4: 1d: 41)

.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo oo ... ... = LGDbit: Gobally unique address (factory default)
Source: 00:c¢8:8b:f9:5f:41 (00:c8: 8b: f9:5f:41)
Address: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41)

.0 ... ... ... ... =1Gbit: Individual address (unicast)
oo .00 Lo oo ... ... = LGDbit: Gobally unique address (factory default)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN, PRI: 0, CFl: O, ID 1000
000. .... .... .... = Priority: O

.0O.... .... .... =CFHl: O
0011 1110 1000 = ID: 1000 <<<<<<<<<<<LKLKL LK< VLAN-|I D

Type: | P (0x0800)
Internet Protocol, Src: 172.20.2.100 (172.20.2.100), Dst: 172.20.2.11 (172.20.2.11)
<<<<<<<<<K<K<L<K<K<<K<K<<<< FORWARD TRAFFIC (ICMP REQUEST)
Version: 4
Header [ength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)

. 0. ECN- Capabl e Transport (ECT): O

.0 = ECN-CE: O
Total Length: 777 <<<<<<<<<<<<<<<<K<K<<<< PACKET SIZE
Identification: Oxaf60 (44896)
Flags: 0x02 (Don't Fragment)
0.. = Reserved bit: Not Set
.1. = Don't fragment: Set
.0 = More fragnents: Not Set

Fragment offset: O
Tinme to live: 255
Protocol : |GV (0x01)
Header checksum O0xbd20 [correct]



[ Good: True]
[Bad :
Sour ce:
Destination:
Internet Contro

Type:
Code:

Checksum 0x7081 [correct]
Identifier:

0

0

Fal se]
172.20.2.100 (172.20. 2. 100)
172.20.2.11 (172.20.2.11)

Message Protocol
8 (Echo (ping) request) <<<<<<<<<<<<<<<<<<<<< ICMP REQUEST

0x001c

Sequence nunber:
Data (749 bytes)

7425 (0x1d01)

0000 00 00 00 00 14 67 5f 78
PATTER AS CONFIGURED (beef)

0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0
00b0
00cO
00d0
00e0
00f 0
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
0l1la0
01b0
01cO
01d0
0le0
01f0
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02a0
02b0
02c0
02d0
02e0
Dat a:

[ Lengt h:

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
00

ef

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

0000000014675F78BEEFBEEFBEEFBEEFBEEFBEEFBEEFBEEF. . .
749]

Frame 4 (795 bytes on wire,

795 bytes captured)

<<<<<<<<<<<<<K<K<<K<K<<<< DATA



Arrival Time: May 31, 2020 15:44:46. 888728000
[Tine delta from previous captured frane: 0.047867000 seconds]
[Tine delta from previous displayed frane: 0.047867000 seconds]
[Tinme since reference or first frame: 0.121317000 seconds]
Frame Nunber: 4
Frane Length: 795 bytes
Capture Length: 795 bytes
[ Frame is nmarked: Fal se]
[Protocols in frane: eth:vlan:ip:icnp:data]
Et hernet 11, Src: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41), Dst: e0:d1l:73:a4:1d:41
(e0:d1: 73: a4: 1d: 41)
Destination: e0:dl:73:a4:1d: 41 (e0:dl: 73: a4: 1d: 41)
Address: e0:d1:73: a4:1d: 41 (e0:dl: 73: a4: 1d: 41)
.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo Lo ... ... = LGDbit: Gobally unique address (factory default)
Source: 00:c¢8:8b:f9:5f:41 (00:c8: 8b: f9:5f:41)
Address: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41)
.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo oo ... ... = LGDbit: Gobally unique address (factory default)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN, PRI: 0, CFl: 0, ID 1000
000. .... .... .... = Priority: O
.O.... .... .... =CFl: O
0011 1110 1000 = ID: 1000
Type: | P (0x0800)
Internet Protocol, Src: 172.20.2.100 (172.20.2.100), Dst: 172.20.2.11 (172.20.2.11)
Version: 4
Header [ength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.0. = ECN- Capabl e Transport (ECT): O
... ...0 = ECN-CE: O
Total Length: 777
Identification: Oxaf65 (44901)
Fl ags: 0x02 (Don't Fragment)
0.. = Reserved bit: Not Set
.1. = Don't fragment: Set
.0 = More fragnents: Not Set
Fragment offset: O
Tinme to live: 255
Protocol : |GV (0x01)
Header checksum Oxbdlb [correct]
[ Good: True]
[Bad : Fal se]
Source: 172.20.2.100 (172.20.2.100)
Destination: 172.20.2.11 (172.20.2.11)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0 ()
Checksum O0x704a [correct]
Identifier: 0x00lc
Sequence nunber: 7430 (0x1d06)
Data (749 bytes)

0000 00 00 00 00 14 67 5f aa be ef be ef be ef be ef ..... o [
0010 be ef be ef be ef be ef be ef be ef be ef beef ................
0020 be ef be ef be ef be ef be ef be ef be ef beef ................
0030 be ef be ef be ef be ef be ef be ef be ef beef ................
0040 be ef be ef be ef be ef be ef be ef be ef beef ................
0050 be ef be ef be ef be ef be ef be ef be ef beef ................
0060 be ef be ef be ef be ef be ef be ef be ef beef ................
0070 be ef be ef be ef be ef be ef be ef be ef beef ................
0080 be ef be ef be ef be ef be ef be ef be ef beef ................
0090 be ef be ef be ef be ef be ef be ef be ef beef ................



00a0 be ef be ef be ef be ef be ef be ef be ef beef ................
00b0 be ef be ef be ef be ef be ef be ef be ef beef ................
00cO0 be ef be ef be ef be ef be ef be ef be ef beef ................
00d0 be ef be ef be ef be ef be ef be ef be ef beef ................
00e0 be ef be ef be ef be ef be ef be ef be ef beef ................
00f0 be ef be ef be ef be ef be ef be ef be ef beef ................
0100 be ef be ef be ef be ef be ef be ef be ef beef ................
0110 be ef be ef be ef be ef be ef be ef be ef beef ................
0120 be ef be ef be ef be ef be ef be ef be ef beef ................
0130 be ef be ef be ef be ef be ef be ef be ef beef ................
0140 be ef be ef be ef be ef be ef be ef be ef beef ................
0150 be ef be ef be ef be ef be ef be ef be ef beef ................
0160 be ef be ef be ef be ef be ef be ef be ef beef ................
0170 be ef be ef be ef be ef be ef be ef be ef beef ................
0180 be ef be ef be ef be ef be ef be ef be ef beef ................
0190 be ef be ef be ef be ef be ef be ef be ef beef ................
01a0 be ef be ef be ef be ef be ef be ef be ef beef ................
01b0 be ef be ef be ef be ef be ef be ef be ef beef ................
01cO be ef be ef be ef be ef be ef be ef be ef beef ................
01d0 be ef be ef be ef be ef be ef be ef be ef beef ................
Mul ti steLeaf 1#

ceddle luvluuss eJs T3 g9 DC-1. Lodps-2

| eaf 2#show module
Mod Ports Mbdul e- Type Model Status

1 54 48x10G + 4x40G + 2x100G Et hernet Modu N9K-C92160YC-X active *

Mod Sw Hw Sl ot

1.9.2(3) 1.3 NA

Mod MAC- Address(es) Serial -Num

1 70-79-Db3-3e-81-1c to 70-79-b3-3e-81-69 FDO22111H2V

Mod Online Diag Status

1 Pass

* this term nal session

| eaf 2#show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S- Switch, H- Host, | - IGW, r - Repeater,

V - Vol P-Phone, D - Renotel y- Managed- Devi ce,

s - Supports-STP-Dispute

Device-1D Local Intrfce Hdtne Capability PlatformPort ID

Toleaf2 Ethl/23 142 S | W5 C3750X-24S G gl/ 0/ 1 <<<<<<<<<<<<<<< Towar ds Host-2
swi t ch( SAL2024RRYF)

Ethl/47 175 R S | s NOK-C9372PX-E Ethl/ 4

spi ne2( SAL1949UELD)

Ethl/48 121 R S s N9K- C9396PX Et hl/8



Total entries displayed: 3

| eaf 2#

| eaf 2#show hardware intermnal tah interface ethernetl/23
BHHHHHH R H R H
I f1ndex: 0x1a002c00

Dst | ndex: 6056

I f Type: 26

Asic: 0 <<<<<<<<<<<

Asic: O

AsicPort: 2

Srcld: 4 <<<<<<<<<<<

Slice: 0 <<<<<<<<<<<

PortOnSlice: 2

< .. snipped for brevity........... >
| eaf 2#

| eaf 2#show system internal ethpm info interface ethernet 1/23 | grep slice

| F_STATI C_I NFO. port_name=Et hernet 1/ 23, i f _i ndex: 0x1a002c00, | t| =6056, sl ot =0,

nxos_port =88, dnod=1, dpi d=2, uni t =0, queue=65535, xbar _uni t bmp=0x0, ns_pi d=255, sl i ce_nun¥0, port _on_sl
ice=2,src_id=4

| eaf 2#

B wougsd ELAM 90288 ol 3l Jue o6 ol sop huwldo (o33, ool Igadel pedele 1de, -
zee IJeipes. DF-Bit. Data-Pattern) 1o JI.

| eaf 2#configure terminal

| eaf 2(confi g) #attach module 1

nodul e- 1#debug platform internal tah elam asic 0

nodul e- 1( TAH el an) #trigger init asic 0 in-select 6 out-select 0 use-src-id 4

param val ues: start asic 0, start slice O, lu-a2d 1, in-select 6, out-select O, src_id 4
nodul e- 1( TAH el am i nsel 6) # start

nodul e- 1( TAH el am i nsel 6) # report

Initting bl ock addresses

DAVCS ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - O

Incoming Interface: Ethl/23

Src ldx : 0x59, Src BD: NA

Qutgoing Interface Info: dnod 1, dpid 35
Dst ldx : Oxbd, Dst BD : 1000

Packet Type: |Pv4

Dst MAC address: 00: C8:8B: F9: 5F: 41
Src MAC address: EO:D1:73: Ad4:1D: 41
.1g Tag0 VLAN: 1000, cos = 0xX0 <<<<<<<<<<<<<<<<<<<<< VLAN-ID

Dst | Pv4 address: 172.20.2.100

Src | Pv4 address: 172.20.2.11

Ver = 4, DSCP = 0, Don't Fragment = 1 <<<<<<<<<<<<<<<<<<<<< DF-bit is SET

Proto = 1, TTL = 255, Moire Fragnents = 0

Hdr len = 20, Pkt len = 777, Checksum = 0x13dc <<<<<<<<<<<<<<<<<<<<< Pacekt size = 777

L4 Protocol : 1
ICMP type : 0 <<<<<<<<<<<<<<<<<<<<< (Echo (ping) reply)
ICMP code : O



Drop | nfo:

LUA:
LUB:
LUC:
LUD:
Fi nal Drops:

vnt ag:

vntag valid : O
vntag vir : O
vntag svif : 0

nodul e- 1( TAH el am i nsel 6) #
nodul e- 1( TAH- el am i nsel 6) #exit
nodul e- 1( TAH- el an) #exit

nodul e- 1#exit

| eaf 2#

| eaf 2#ethanalyzer local interface inband display-filter "ip.addr==172.20.2.100 &&
ip.addr==172.20.2.11 && icmp" limit-captured-frames 0 detail

Capt uring on inband
Frane 1 (795 bytes on wire, 795 bytes captured)
Arrival Time: May 31, 2020 15:45:55. 674558000
[Tine delta from previous captured frane: 0.000000000 seconds]
[Tine delta from previous displayed frane: 0.000000000 seconds]
[Tinme since reference or first frame: 0.000000000 seconds]
Frame Nunber: 1
Frane Length: 795 bytes
Capture Length: 795 bytes
[ Frame is nmarked: Fal se]
[Protocols in frane: eth:vlan:ip:icnp:data]
Et hernet |1, Src: e0:dl:73:a4:1d:41 (e0:d1:73:a4:1d:41), Dst: 00:c8:8b:f9:5f:41
(00: c8:8b: f9: 5f:41)
Destination: 00:c8:8b:f9:5f:41 (00: c8: 8b: f9:5f:41)
Address: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41)
.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo oo ... ... = LGDbit: Gobally unique address (factory default)
Source: e0:d1:73:a4:1d: 41 (e0:dl: 73: a4: 1d: 41)
Address: e0:d1:73:a4:1d: 41 (e0:dl:73: a4: 1d: 41)
.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo oo ... ... = LGDbit: Gobally unique address (factory default)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN, PRI: 0, CFl: O, ID 1000
000. .... .... .... = Priority: O
..0 ..., ... ... =CFlI: O
«... 0011 1110 1000 ID: 1000
Type: | P (0x0800)
Internet Protocol, Src: 172.20.2.11 (172.20.2.11), Dst: 172.20.2.100 (172.20.2.100)
<<<<<<K<<K<<K<<K<K<K<K<K<K<K<<< RETURN TRAFFIC (ICMP RESPONSE)
Version: 4
Header |ength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
. 0. ECN- Capabl e Transport (ECT): O
.0 = ECN-CE: O
Total Length: 777 <<<<<<<<<<KLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLKLKLLKLLLL<K<<<< PACKET
SIZE IS 777
Identification: 0x8233 (33331)
Fl ags: 0x02 (Don't Fragment)



0..

.1.

SET
.0

RESPONSE

Code

Checksum 0xa035 [correct]
Identifier:

Reserved bit:
Don't fragment:

Not

More fragments:
Fragment of fset:
Time to live:
Pr ot ocol :
Header checksum Oxea4d [correct]
[ Good: True]
[Bad :
Sour ce:
Desti nati on:
Internet Control
Type:

0

Fal se]

255
| CMP (0x01)

0

Set

Set <<<<<<<<CCLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLKLKLKLK<L<K<LK<K<K<K<<< DF-BIT IS

Not

Set

172.20.2.11 (172.20.2.11)

0

Message Protocol
0 (Echo (ping) reply) <<<<<<<<<<<<<<<<<<<<LLLLLLLLLLLLLCLLLLLLLLLL<<<<<<<<<<<<<<< PING

0x001f

Sequence nunber:
Data (749 bytes)

0000 00 00 00 0O

2511 (0x09cf)

14

the data pattern as

0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0
00b0
00cO
00dO0
00e0
00f 0
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
0l1a0
01b0
01cO
01dO
0le0
01f 0
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

7f 4a db be
"beef"

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

172.20.2.100 (172.20.2.100)

ef

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

ef

ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef
ef

be

be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be
be

<<<<<<K<K<K<K<K<KK<K<K<K<LK<LK<K you see



02a0 be ef be ef be ef be ef be ef be ef be ef beef ................
02b0 be ef be ef be ef be ef be ef be ef be ef beef ................
02c0 be ef be ef be ef be ef be ef be ef be ef beef ................
02d0 be ef be ef be ef be ef be ef be ef be ef beef ................
02e0 be ef be ef be ef be ef be ef beef 00 .............

Dat a: 00000000147F4ADBBEEFBEEFBEEFBEEFBEEFBEEFBEEFBEEF. .

[ Length: 749]

Frane 2 (791 bytes on wire, 791 bytes captured)
Arrival Time: May 31, 2020 15:45:55. 694904000
[Tine delta from previous captured frane: 0.020346000 seconds]
[Tine delta from previous displayed frane: 0.020346000 seconds]
[Tine since reference or first frame: 0.020346000 seconds]
Frame Nunber: 2
Frane Length: 791 bytes
Capture Length: 791 bytes
[ Frame is nmarked: Fal se]
[Protocols in frane: eth:ip:icnp:data]
Et hernet 11, Src: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41), Dst: e0:d1l:73:a4:1d:41
(e0:d1: 73: a4: 1d: 41)
Destination: e0:dl:73:a4:1d: 41 (e0:dl: 73: a4: 1d: 41)
Address: e0:d1:73:a4:1d: 41 (e0:dl:73: a4: 1d: 41)
.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 Lo oo ... ... = LGDbit: Gobally unique address (factory default)
Source: 00:c8:8b:f9:5f:41 (00:c8: 8b: f9:5f:41)
Address: 00:c8:8b:f9:5f:41 (00:c8:8b:f9:5f:41)
.0 ... ... ... ... =1Gbit: Individual address (unicast)
e .00 oo oo ... ... = LGDbit: Gobally unique address (factory default)
Type: | P (0x0800)
Internet Protocol, Src: 172.20.2.100 (172.20.2.100), Dst: 172.20.2.11 (172.20.2.11)
Version: 4
Header [ength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
. 0. ECN- Capabl e Transport (ECT): O
... ...0 = ECN-CE: O
Total Length: 777
Identification: 0x8237 (33335)
Fl ags: 0x02 (Don't Fragment)
0.. = Reserved bit: Not Set
.1. = Don't fragment: Set
.0 = More fragnents: Not Set
Fragment offset: O
Tinme to live: 255
Protocol : |GV (0x01)
Header checksum Oxea49 [correct]
[ Good: True]
[Bad : Fal se]
Source: 172.20.2.100 (172.20.2.100)
Destination: 172.20.2.11 (172.20.2.11)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0 ()
Checksum 0x980f [correct]
Identifier: Ox001f
Sequence numnber: 2515 (0x09d3)
Data (749 bytes)

0000 00 00 00 00 14 7f 4a fd be ef be ef be ef be ef ...... J.oooa .
0010 be ef be ef be ef be ef be ef be ef be ef beef ................
0020 be ef be ef be ef be ef be ef be ef be ef beef ................
0030 be ef be ef be ef be ef be ef be ef be ef beef ................
0040 be ef be ef be ef be ef be ef be ef be ef beef ................
0050 be ef be ef be ef be ef be ef be ef be ef beef ................



0060
0070
0080
0090
00a0
00b0
00cO
00dO0
00e0
00f 0
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
0l1a0
01b0
01cO
01dO
0le0
01f 0
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02a0
02b0
02c0
02d0
02e0

Dat a:
[ Lengt h:
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00000000147 F4AFDBEEFBEEFBEEFBEEFBEEFBEEFBEEFBEEF. . .
749]
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