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AL SRR Settings

[al

Protection

Monitor Program Install = 3

Monitor Program Start = 7

Monitor Nebwork Connections = H
Cloud Detection Engines

ETHOS = 7

SPERO) = »
FETHRA Detection Engine

Enable TETRA Engine = )

Allow Definition Updates = H

v

Unable to install updates. Please try again later. |updute TETRA |Sync Policy
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Update failed because of a network timaout.

Definitions Last Updated Check your network, firewall or proxy settings to

verify connectivity between endpoints and the
update server. Contact Cisco support if the issue

pErsists.

3. W debug sfc.exe.log. B uJo lJog,sBle Ios wp weassol pg 2298 glol 3000,
9ldss sped Unknown_Error Jel 09 p9&8.
<#root>

(978223515, +0 ms) Aug 04 07:30:23 [11944]: TETRAUpdateInterface::update updateDir: C:\Progr
(978223515, +0 ms) Aug 04 07:30:23 [11944]: ERROR: TETRAUpdatelnterface::update

Update failed with error -3000

(978223515, +0 ms) Aug 04 07:30:23 [11944]: PipeSend: sending message to user interface: 26,
(978223515, +0 ms) Aug 04 07:30:23 [860]: PipeWrite: waiting on pipe event handle
(978223515, +0 ms) Aug 04 07:30:23 [11944]: TETRAUpdaterInit defInit: 0, bUpdate: 0
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TETRAUpdaterInit bUpdate: 0, bReload: 0
FASharedPtr<class TETRAUpdateInterface>::Release
PerformTETRAUpdate: bUpdated = FALSE, state: 20,
PerformTETRAUpdate: sig count: 0, version: 0
Config::IsUploadEventEnabled: returns 1, 1
AVStat::CopyInternal : engine - 2, defs - 0, fir
AVStat::CopyInternal : engine - 2, defs - 0, fir
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N |tcp.stream eq 7

No. | Source | Destination Lengtk| Info
169 17:54:13.581878 68 68649 - 6058 [SYN, ECN, CWR] Seq=8 Win=8192 Len=8 M55=146@ W5=256 SACK_PERM=1
’— 17@ 17:54:13.501185 68 6858 - 68649 [SYN, ACK, ECN] Seq=@ Ack=1 Win=2920@ Len=@ M55=146@ SACK_PERM=1 WS=128
171 17:54:13.501321 62 60649 - 6058 [ACK] Seq=1 Ack=1 Win=2182272 Len=8
172 17:54:13.501438 141 COMMECT tetra—defs.amp.cisco.com:443 HTTP/1.1
173 17:54:13.581449 56 6058 - 68649 [ACK] Seq=1 Ack=86 Win=29312 Len=8
174 17:54:13.519661 HTTP 155 HTTP/1.1 288 Connection established
175 17:54:13.52010@ TLSv1. 255 Client Hello
176 17:54:13.559831 TCP 56 6050 - 60649 [ACK] Sequléd Acks=285 Win=3@336 Lens@
TLSvl. 7356 Server Hello
182 17:54:17.326748 TLSv1. 1343 Certificate, Server Key Exchange, Server Hello Done
183 17:54:17.327138 TCP 62 60649 - 6050 [ACK] Seq=285 Ack=B687 Win=2102272 Len=@
184 17:54:17.329911 TLSvi. 182 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
185 17:54:17.329925 TP 56 6050 - 60649 [ACK] Seq=8687 Ack=411 Win=30336 Len=0
1B6 17:54:17.784930 TLSv1.. 346 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
1B7 17:54:17.785988 TLSV1.. 355 Application Data
1BB 17:54:17.785921 TCP 56 6050 - 68649 [ACK] Seq=8977 Ack=71@ Win=3136@ Len=@
189 17:54:18.134677 TLSv1l. 7356 Application Data
198 17:54:18.134689 TcP 6924 6058 - 6@649 [PSH, ACK] Seq=16277 Ack=710 Win=3136@ Len=6868 [TCP segment of a reassembled POU]
191 17:54:18.135276 TP 62 68649 - 6050 [ACK] Seq=718 Ack=23145 Win=2182272 Len=0@
192 17:54:18.370029 TLSv1l. 9689 Application Data [TCP segment of a reassembled POU]
193 17:54:18.370461 TCP 62 68649 - 6050 [ACK] Seq=718 Ack=32769 Win=2182272 Len=8
194 17:54:18.378471 TCP 4688 60508 - 62649 [PSH, ACK] Seq=32769 Ack=718 Win=31368 Len=4544 [TCP segment of a reassembled PDU]
195 17:54:18.3707@3 TCP 62 60649 - 6050 [ACK] Seq=710 Ack=35689 Win=2102272 Len=@
196 17:54:18.370839 TCP 62 68649 - 6050 [ACK] Seq=718 Ack=37313 Win=2182272 Len=8
197 17:54:18.640107 TLSvl. 2799 Application Data, Encrypted Alert

LPro: Lonnect-rFort: 443)
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Proto
Content Type: Handshake
(ex@3e3)

Server Hells
Handshake Type: Server Hello (2)
Leng 61
ers : TLS 1.2 (@x@3e3)
» Random: d19d47a9913735df7270c3aceecbe595422552881062044737edeede5TeT76255
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@8xcela)
Compression Method: null (@)

6. Jl s¥wd ¢l>pe Cisco Secure Endpoint Tetra |JI IJb,)le 1Jpe3d9,6:

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_AES_128_GCM_SHA256

68 51771 -~ 6030 [SIN, ECN, CWR] Seq=d Win=3102 Len=0 MSS=1468 WS=256 SACK PERM=1
68 6050 ~ 51771 ISYN, ACK] Seq=0 Ac)

62 51771 - 6050 [ACK] Seq=1 Ack=1 Wi

141 CONNECT tetra-defs.amp.cisco. con:

56 6050 - 51771 IACK] Seql Ack=B6 Win=20312 Len=d

155 HTTP/1.1 280 Connection established

233 Client Hello

36 Len=o
q-107 Ack=264 Win=30336 Len=0
62 51771 -+ 6050 [ACK] Seq=264 Ack=108 Win=2102272 Len=0

> Frame 257: 63 bytes on wire (504 bits), 63 bytes captured (504 bits)
Linux cooked capture vi

puoldz6 SSL Lgs zjpeo Client Hello.
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EXN Calect Administrater Windows PowerShell

PS CrAWINDOWS\system32> Get-TlsCipherSuite

Hane

TLS_AES_ 256 GCHM_SHA3EA

TLS AES 128 GCM SHA2SE

TLS ECDHE ECDSA WITH AES 256 GCM SHA3Z
TLS ECDHE ECDSA WITH AES 128 GCM SHA2ESE
TLS_ECDHE _RSA_WITH_AES 256 _GCM _SHA3B4
TLS_ECDHE_RSA_WITH_AES_128_GCH_SHA2S56
LS DHE RK5A WITH_RES 256 GLM SHAZO4
TLS DHE _RSA WITH_AES 128 GCM SHA2S6
TLS_ECDHE_ECDSA_WITH_AES_256 CBLC_SHA3B4
LS ECDHE ECDSHA WLTH RES 128 CBL SHAZSH
TLS ECDME RSA WITH_AES 256 CBC SHA3ZES
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
LS ECDHE ECDSHA WITH RAES 256 CBL SHA
TLS_ECDHE_ECDSA _WITH_AES 128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
LS ECDHE R5A WITH AES 1326 CBEL SHA
TLS _R5A WITH AES 256 GCH SHAZEA
TLS_RSA_WITH_AES_128 GCM_SHA2S6

LS H5A WITH AES 256 (BL SHAZSH

TLS _RSA WITH AES 128 CBC SHA2SE
TLS_RSA WITH_AES_256 CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA

TLS RSA WITH 3DES EDE_CBC_SHA
TLS_RSA_WITH _MULL_SHA2SE
TLS_RSA_WITH_MULL_SHA

LS F5K WilTH _AES Z£56 GLH SHAZES

TLS _PSK_WITH_AES_ 128 GCM_SHAZ56
TLS_PSK_WITH_AES_256_ CBC_SHA3B4

LS F5K WilTH AES 128 CBL SHALSH

TLS PSK_WITH MULL_SHA3E4
TLS_PSK_WITH_MULL_SHA256

LB 2lds £3p Ilz Ipuvdd,le 1p3de,6 B 1gbb9s 6 ool bodl 08 uwww B
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Run -> gpedit.msc -> Local Computer Policy -> Computer Configuration -> Administrative Templ




4] Local Group Policy Editor
File Action View Help

ol AR HEYN ? M 4

1 Local Computer Policy
~ & Computer Configuration
> [2] Software Settings
3 [ Windows Settings
w [ Administrative Templates
» [ Centrel Panel
w ] Metwork
| Background Intelligent Transfer Service (BITS),
| BranchCache
| Directhccess Client Experience Settings
) DNS Client
7 Fonts
7| Hotspot Authentication
7 Lanman Server
1 Lanman Workstation
] Link-Layer Topology Discovery
to-Pi ;

SSL Cipher Suite Order

Setting State Comment
[ SSL Cipher Suite Order Enabled Ne
Edlt palicy aetting £ ECC Curve Order MNot configured No
Requirements:
At least Windows Vista

Description:

This pelicy setting determines the
cipher suites used by the Secure
Socket Layer (S5L).

If you enable this policy setting, S5L
cipher suites are prioritized in the
order specified.

If you disable or do not configure this

> E M P
3 [] Metwork Connections

g Services

" Metwork Connectivity Status Indicator
3 Metwork Isclation
) Metwerk Provider
7] Offline Files
> [ QoS Packet Scheduler
] SNMP
| S5L Configuration Settings
» [ TCPIP Settings
) Windows Connect Mow
1 Windows Connection Manager

policy setting, default cipher suite
order is used.

Link for all the cipherSuites:
http://go.microsoft.com/fdink/?
Linkld=517265
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) Enabled
() Disabded

Supporied o

Options:

IUp3d9,6 B 1Jgbbgs 6 B 1J6ls 6.

O =

et Windows Vista

Help:

Wil Ciphe Suites

MSJE_G{H_EHE.FH.ILLHSJH!

Thiz policy setting detenmines the cipher suites uied by the
Sefung Secket Layer (351)

if you enable this policy sething S51 cipher suibes are prionitized
in thee: gerdier specified,

W you driable or do net confagrs e peligy pritesy, delsull
Ciphied fusbe order 1f bed.

Link fior 2l the cpherSuiter: hitpa/gomicrorcdt. comdFulinkT
Linkld= 517265

Cancel

=]

Apply
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https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
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