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O9lis> luwwgsle pos) IJuslpz 1U3Ys6 po Cisco gds IJzoly puvedl

JJpdwuwle IJos cobdo uwsluslool IUleuss: 9 1Jb,98 1Jig s 830 louold wyolez Catalyst
SD-WAN Manager olJloo,ow: 9ldos dssol gshlo JbLé IJo,lgsue [Jglued wlde,ésue
IJ3Is wlgwegsle IJuuslws:

. iuuo'a)p lJasog 290 louold: 9ldss sebde uldd Idpdule 395! wsu Catalyst SD-WAN
Manager g Cisco SSM.

. iuuot.)ro ¢l Cisco SSM gds Ul IJlsJs 1Uss spdo 1J9uosd lJso oo edld loold
pulb 96 pedss uldpezyd Catalyst SD-WAN Manager.

coulyd JJldbysgosu IJzlzs 1Js uldd pedsele IJo,ésue wso Cisco SSM g Catalyst SD-
WAN Manager. zsepl $J90 o0 ldppdu lunedsle suoe 1o vésd Idpuvod: $99, o3l I e
VOlisr6 Yoy wopad VS gV wIdldsy IJuoslus Judd Idpdule 98! wso Catalyst SD-
WAN Manager g Cisco SSM. Jpl 09 Jo,9,8 JJo2g >90 louold.

|Jg bl

loole eilpud wslole IJlge el U336 o0 9lz0d lJpuwegsp lUyuuspssé Catalyst SD-WAN
Manager. uzLod gJs o3l IJgbl:

Failed to authenticate Smart Account credentials.: Failed to authenticate user - 'admin'. {"error":"
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* Sew io sJ9y vVManage gJds 1J,)05 20.9.1 |_9 i@o.

¢ vzl pu lduwedle 1Jesg9sé eds Catalyst SD-WAN Manager (vmanage-server.log) leole
9,28 waslulo lew e "ldzuwle 1U3Js" eds Guwe L6 o gsue Catalyst SD-WAN Manager.

ol po Lo2s pEsS Iepsd Ildp Bz Iduuas Idpuiesdsy pu Gud s SSM 1Jpszss
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« TCPDUMP gJs vManage J CSSM Server IP

* 0zl8 pu wdysu DNS o vdd Loese eds Catalyst SD-WAN Manager 991> eJs lgool)
|Jleold cloudsso.cisco.com

* Be wluiuld Br88 SSMIJeszss eds IUghe IJisds sbdw pu Brs8 SSM wuspse IJigble
gw> wolsé 1Jghpe IJlsJs.

Catalyst SD-WAN Manager IP: 10.66.76.81 / 192.168.10.1
IP J¢l>» CSSM: 10.106.66.55

TCPDump gJs vManage J IP Jgl>p SSM:

um8_vManage# tcpdump vpn 0 interface ethO options "host 10.106.66.55 -nn -vv"

tcpdump -p -i eth0 -s 128 host 10.106.66.55 -nn -vv in VPN O

tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 128 bytes

12:15:06.407513 IP (tos O0x0, ttl 64, 1id 24618, offset 0, flags [DF], proto TCP (6), Tlength 52)
192.168.10.1.57886 > 10.106.66.55.8443: Flags [S], cksum Oxfadb (incorrect -> 0xdf91), seq 74638621

12:15:06.651698 IP (tos 0x20, ttl 44, id 0, offset 0, flags [DF], proto TCP (6), length 52)
10.106.66.55.8443 > 192.168.10.1.57886: Flags [S.], cksum 0x1b34 (correct), seq 2758352947, ack 746

12:15:06.651768 IP (tos 0x0, ttl 64, 1id 24619, offset 0, flags [DF], proto TCP (6), Tength 40)
192.168.10.1.57886 > 10.106.66.55.8443: Flags [.], cksum Oxfacf (incorrect -> Oxccel), seq 1, ack 1

12:15:06.654592 IP (tos 0x0, ttl 64, 1id 24620, offset 0, flags [DF], proto TCP (6), length 212)
192.168.10.1.57886 > 10.106.66.55.8443: Flags [P.], seq 1:173, ack 1, win 229, length 172

12:15:06.899695 IP (tos 0x0, ttl 41, 1id 44470, offset 0, flags [DF], proto TCP (6), Tength 40)
10.106.66.55.8443 > 192.168.10.1.57886: Flags [.], cksum Oxcc2d (correct), seq 1, ack 173, win 237,

12:15:06.911484 IP (tos 0x0, ttl 41, id 44471, offset 0, flags [DF], proto TCP (6), length 1420)



10.106.66.55.8443 > 192.168.10.1.57886: Flags [.], seq 1:1381, ack 173, win 237, length 1380

12:15:06.911542 IP (tos Ox0, ttl 41, id 44472, offset 0, flags [DF], proto TCP (6), length 254)

12:15:06.911573 IP (tos Ox0, ttl 64, id 24621, offset 0, flags [DF], proto TCP

12:15:06.911598 IP (tos Ox0, ttl 64, id 24622, offset 0, flags [DF], proto TCP

12:15:06.923929 IP (tos Ox0, ttl 64, id 24623, offset 0, flags [DF], proto TCP

10.106.66.55.8443 > 192.168.10.1.57886: Flags [P.], seq 1381:1595, ack 173, win 237, Tlength 214

192.168.10.1.57886 > 10.106.66.55.8443: Flags [.], cksum Oxfacf (incorrect

192.168.10.1.57886 > 10.106.66.55.8443: Flags [.], cksum Oxfacf (incorrect

192.168.10.1.57886 > 10.106.66.55.8443: Flags [P.], seq 173:367, ack 1595,

wvedlo gbe lJlesh 1dpuwed:

[root@SSM-0On-Prem log]# tail -f messages
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11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

(6), length 40)
-> 0Oxcbbb), seq 173, ack
(6), length 40)
-> Oxc5cf), seq 173, ack
(6), length 234)

win 273, Tength 194

13:36 SSM-On-Prem chronyd[1319]: Source 172.20.226.229https://172.20.226.229 replaced with 17

14:

14:

14:

14:

14:

14:

14:

14:

14:

17:

17:

17:

17:

17:

17:

09

09

09

09

09

46

46

46

46

01

01

01

01

01

14

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

b09cle3b5d81:

b09cle3b5d81:

b09cle3b5d81:

b09cle3b5d81:

b09cle3b5d81:

lalfca641d0Oa:

lalfca641d0Oa:

lalfca641d0Oa:

504f06c0d581:

504f06c0d581:

504f06c0d581:

lalfca641d0Oa:

lalfca641d0Oa:

504f06c0d581:

lalfca641d0Oa:

1:M 13 Jan 2023 11:14:09.049 * 100 changes in 300 seconds. Sa
1:M 13 Jan 2023 11:14:09.050 * Background saving started by p
4617:C 13 Jan 2023

11:14:09.052 * DB saved on disk

4617:C 13 Jan 2023 11:14:09.053 * RDB: 0 MB of memory used by
1:M 13 Jan 2023 11:14:09.150 * Background saving terminated w
Redis#exists(key) will return an Integer in redis-rb 4.3. exi
[active_model_serializers] Rendered UserSerializer with Activ
method=GET path=/sessions/get_user format=json controller=Ses
10.110.35.124https://10.110.35.124 - - [13/Jan/2023:11:14:46

2023/07/13 11:17:01 [error] 47#47: *1576 connect() failed (11
2023/07/13 11:17:01 [warn] 47#47: *1576 upstream server tempo
[active_model_serializers] Rendered ActiveModel::Serializer::
method=POST path=/oauth/token format=json controller=Doorkeep

10.66.76.85https://10.66.76.85 - - [13/Jan/2023:11:17:01 +000

[INFO] Session expiring outcome=success
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29:
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02,775
02,776
02,780
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IST

IST

IST

IST

IST

IST

IST

IST

IST

IST

IST

IST

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

[um8_vManage]
[um8_vManage]
[um8_vManage]
[um8_vManage]
[um8_vManage]
[um8_vManage]
[um8_vManage]
[um8_vManage]

[um8_vManage]

ERROR [um8_vManage]

ERROR [um8_vManage]

ERROR [um8_vManage]

[SmartLicensingIntegrationManager] (default task-24) |
[SmartLicensingIntegrationManager] (default task-24) |
[AbstractSettingsManager] (default task-24) |default]|
[SmartLicensingUtil] (default task-24) |default]| intia
[SmartLicensingUtil] (default task-24) |default| Getti
[RestAPICTient] (default task-24) |default| RestAPI pr
[RestAPICTient] (default task-24) |default| RestAPI pr
[SmartLicensingUtil] (default task-24) |default| URL b
[SmartLicensingUtil] (default task-24) |default| Query

[RestAPIClient] (default task-24) |default| Failed to

[SmartLicensingUtil] (default task-24) |default| Faile

[SmartLicensingIntegrationRestfulResource] (default ta

pdlzbé: yylzo E_Joi_),jp 40? ieole eilpud IJeuwle 1U3Is pu 9lgod lUpuwegse lU)uwspessd (GUI)
vManage IJss suvs) IJs 1o 1Jghe sWope IUbJe sdJue s,80 wigsdo.
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