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اهحالصإو ءاطخألا فاشكتسأ ةيمزراوخ

ةلص تاذ تامولعم

ةمدقملا

 حضويو Cisco Wireless AireOS مكحتلا ةدحو يف show ap join stats رماوأ دنتسملا اذه فصي
.لاعف لكشب اهمادختسإ ةيفيك

ةيساسألا تابلطتملا

تابلطتملا

.دنتسملا اذهل ةصاخ تابلطتم دجوت ال

ةمدختسملا تانوكملا

.Cisco نم Airos مكحتلا ةدحو تارادصإ دنتسملا اذه مدختسي

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

تاحالطصالا

 تاحالطصا لوح تامولعملا نم ديزم ىلع لوصحلل ةينقتلا Cisco تاحيملت تاحالطصا عجار
.تادنتسملا

ةيساسأ تامولعم

 ةدحو يف show ap ةديدجلا لوصولا ةطقن مامضنا رماوأ لوح تامولعم دنتسملا اذه مدقي
 عجرا ،تامولعملا نم ديزمل .لاعف لكشب اهمادختسإ ةيفيك حضويو 4.2.61.0 رادصإلا مكحتلا



 ةكبش مكحت ةدحو ىلإ مضنت ال Lightweight عضولا يف لوصو ةطقن ءاطخأ فاشكتسأ ىلإ
 مدع ببسب لاعف لكشب اهحالصإو (AP) لوصولا ةطقن ءاطخأ فاشكتسال ةيكلسال ةيلحم
 جاتحت تنأ ،مكحت زاهجلا ىلإ طبر ap لا لسري ال نإ .مكحت ةدحو ىلإ (AP) لوصو ةطقن مامضنا
.ap لا يف ىرحتي نأ

 نم ثدحألا رادصإلا ىلإ 4.2.61 نم (WLC) مكحتلا ةدحو تارادصإ عيمج ىلع دنتسملا اذه قبطني
7.2.103.

 تامولعم ماسقأ دعب مكحتلا ةدحو ىلع ثدحت يتلا ةفلتخملا ءاطخألا تاجرخم نم ديدعلا دجوت
.اهحالصإو ةيمزراوخلا ءاطخأ فاشكتساو ةيفلخلا

 يتلا لوصولا طاقن عيمج بقعتب نآلا مكحتلا ةدحو موقت ،4.2.61.0 رادصإلا مكحتلا ةدحو يف
 بقعتي امك .فاشتكا ىلع ادر اهيلإ لسرت يتلا لوصولا طاقن فاشتكا بلط اهيلإ لسرت
 رمأ 2 كانه .ال مأ ةحجان تناك اذإ امو مكحتلا ةدحو ىلإ مامضنالا لواحت يتلا (AP) لوصولا طاقن
CLI (وأ مكحت ةدحو SSH) ةطقن ءاطخأ فاشكتسأ يف ةدعاسملل مكحتلا ةدحو ىلع ديدج 
:مكحتلا ةدحو ىلإ مامضنالا يف لوصولا ةطقن لشفت نأ نكمي اذامل اهحالصإو لوصولا

 
<#root>
show ap join stats summary [all | AP_Mac_Address] 

show ap join stats detail <AP_Mac_Address> 

 

اهحالصإو ءاطخألا فاشكتسأ ةيمزراوخ

 ةدحو ىلإ مضنت ال يتلا لوصولا طاقن ةفرعمل show ap join stats summary all رمألا مدختسأ
 ap ضرعلا ىلإ لوصولا ةطقن مامضنا تالاح ةمئاق يف لوصولا ةطقن جاردإ متي .مكحتلا
.فاشتكا بلط مكحتلا زاهج ملتسي نأ درجمب
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 show ap طبر تالاح ةمئاق نم لوصولا ةطقن ةلازإب ادبأ مكحتلا ةدحو موقت ال :ةظحالم
 ةلشافلا لوصولا طاقن تلواح ،تالاحلا ضعب يف .مكحتلا ةدحو ديهمت ةداعإ متي ىتح
 show ap join stats رمألا مدختسأ .امامت ةلصتم ريغ اهنأ وأ موي نم رثكأل مامضنالا
detail نم ريخألا مامضنالا بلطو ريخألا فاشتكالا بلط لاسرإ مت ىتم ةفرعمل 
 مكحتلا ةدحوب لاصتالا تدقف دق لوصولا ةطقن تناك اذإ ام ديدحتل لوصولا ةطقن
.ىرخأ مكحت ةدحو ىلإ اهلقن مت امبر وأ

 تابلط مكحتلا زاهج اهنم ملتسا يتلا لوصولا طاقنل يلامجإلا ددعلا جاتنإلا يطعي
.ال مأ مكحتلا ةدحوب ايلاح ةلصتم هذه لوصولا طاقن تناك اذإ ام درسي مث ،فاشتكا

 
<#root>

(Cisco Controller) >

 show ap join stats summary all 

Number of APs................................. 3 
00:0b:85:1b:7c:b0............................. Joined 
00:12:44:bb:25:d0............................. Joined 



00:13:19:31:9c:e0............................. Not joined 

 

 طبر ap ضرعلا تلمعتسا ،ىقالتي مل نوكي نأ ap لا نم ناونع MAC لا تنأ ىقلتي نإ ام
.لشفلل ببسو طبر رخآ فشتكي نأ <mac addr> ةصالخ

 
<#root>

(Cisco Controller) >

show ap join stats summary 00:14:f2:63:12:50

Is the AP currently connected to controller............. Yes 
Time at which the AP joined this controller last time... 
   Jan 24 12:21:32.414 
Type of error that occurred last........................ 
   AP got or has been disconnected 
Reason for error that occurred last..................... 
   Timed out while waiting for ECHO response from the AP 
Time at which the last join error occurred.............. 
   Jan 24 12:21:14.751 

 

 تابلطو مامضنالا تابلطو فاشتكالا تابلط لوح ةيليصفت تامولعم ديرت تنك اذإ
 ام ىلإ اضيأ رمألا اذه ريشي .<show ap join stats detail <mac address رمألا مدختسأ ،نيوكتلا
 بلط ىرت ال اهنكلو ال مأ طقف لوصولا ةطقن نم فاشتكا بلط ىرت مكحتلا ةدحو تناك اذإ
.مامضنا

 
<#root>

(Cisco Controller) >

show ap join stats detail 00:14:f2:63:12:50

Discovery phase statistics 
- Discovery requests received........................... 2 
- Successful discovery responses sent................... 2 
- Unsuccessful discovery request processing............. 0 
- Reason for last unsuccessful discovery attempt........ 
   Not applicable 
- Time at last successful discovery attempt............. 
   Jan 24 12:21:20.547 
- Time at last unsuccessful discovery attempt........... 
   Not applicable 
 
Join phase statistics 
- Join requests received................................ 2 
- Successful join responses sent........................ 2 
- Unsuccessful join request processing.................. 0 
- Reason for last unsuccessful join attempt............. 
   Not applicable 
- Time at last successful join attempt.................. 
   Jan 24 12:21:30.669 
- Time at last unsuccessful join attempt................ 
   Not applicable 
 



Configuration phase statistics 
- Configuration requests received....................... 2 
- Successful configuration responses sent............... 2 
- Unsuccessful configuration request processing......... 0 
- Reason for last unsuccessful configuration attempt.... 
   Not applicable 
- Successful configuration attempt...................... 
   Jan 24 12:21:32.414 
 
- Time at last unsuccessful configuration attempt....... 
   Not applicable 
 
Last AP message decryption failure details 
- Reason for last message decryption failure............ 
   Not applicable 
 
Last AP disconnect details 
- Reason for last AP connection failure................. 
   Timed out while waiting for ECHO response from the AP 
 
Last join error summary 
- Type of error that occurred last...................... 
   AP got or has been disconnected 
- Reason for error that occurred last................... 
   Timed out while waiting for ECHO response from the AP 
- Time at which the last join error occurred............ 
   Jan 24 12:21:14.751 

 

1 لاثم

 ةلومح نأ ىلإ أطخلا ريشي .حيحص ريغ مكحتلا ةدحو ىلع دوجوملا تقولا نوكي ،ةلاحلا هذه يف
 ةرتفلا جراخ ناك مكحتلا ةدحو ىلع دوجوملا تقولا نأل أطخلا اذه ثدح .ةحيحص ريغ APs ةداهش
 .حيحصلا تقولا ىلإ ريشي show time رمألا نأ نم دكأت .تاداهشلا ةيحالصل ةينمزلا



 ةدحول ةعاسلا أدبت ثيح انه .هاندأ جتانلا يف 1993 سرام/راذآ 6 تقو ميق :ةظحالم
.NTP نيوكت نودب مكحتلا

 تقولا ماتخأب ريرقتلا تايئاصحإ ىلإ مضنت يتلا لوصولا ةطقنل ثالثلا لحارملا لثمتت
 ببس ةفرعمل "ريخألا أطخلا صخلم" نم ققحت .نيوكتلاو مامضنالاو فاشتكالا ةلحرم يف
.لاصتالا عطق وأ لاصتالا مدع ببس ىلإ مامضنالا يف لوصولا ةطقن لشف

 
<#root>

 (Cisco Controller) >

show ap join stats detailed 00:14:1b:5a:40:10

 
Discovery phase statistics 
- Discovery requests received........................... 2 
- Successful discovery responses sent................... 1 
- Unsuccessful discovery request processing............. 2113123 
- Reason for last unsuccessful discovery attempt........ 
   Discovery request received on unsupported VLAN 



- Time at last successful discovery attempt............. 
   Mar 06 19:03:50.779 
- Time at last unsuccessful discovery attempt........... 
   Mar 06 19:03:50.782 
 
Join phase statistics 
- Join requests received................................ 1 
- Successful join responses sent........................ 0 
- Unsuccessful join request processing.................. 1 
- Reason for last unsuccessful join attempt............. 
   Certificate payload in join request contains 
   invalid certificate 
- Time at last successful join attempt.................. 
   Not applicable 
- Time at last unsuccessful join attempt................ 
   Mar 06 19:04:00.810 
 
Configuration phase statistics 
- Configuration requests received....................... 0 
- Successful configuration responses sent............... 0 
- Unsuccessful configuration request processing......... 0 
- Reason for last unsuccessful configuration attempt.... 
   Not applicable 
- Time at last successful configuration attempt......... 
   Not applicable 
- Time at last unsuccessful configuration attempt....... 
   Not applicable 
 
Last AP message decryption failure details 
- Reason for last message decryption failure............ 
   Not applicable 
 
Last AP disconnect details 
- Reason for last AP connection failure................. 
   Not applicable 
 
Last join error summary 
- Type of error that occurred last...................... 
   Lwapp join request rejected 
- Reason for error that occurred last................... 
 

 Certificate payload in join request contains invalid 

   certificate

- Time at which the last join error occurred............ 
   Mar 06 19:04:00.810 
 

 

2 لاثم

 ةكبش فالخب VLAN ةكبش ىلع فاشتكالا بلط لوصولا ةطقن لسرت ،ةلاحلا هذه يف
VLAN متي مل يتلا فاشتكالا تابلط عيمج مكحتلا ةدحو ضفرت .ةرادإلا ناونعب ةصاخلا 
.ةرادإلا ةهجاول ةيعرفلا ةكبشلا ىلع اهلابقتسا

 
<#root>

 (Cisco Controller) >



show ap join stats detailed 00:14:1b:5a:40:10

 
Discovery phase statistics 
- Discovery requests received........................... 10 
- Successful discovery responses sent................... 5 
- Unsuccessful discovery request processing............. 2113123 
- Reason for last unsuccessful discovery attempt........ 
   Discovery request received on unsupported VLAN 
- Time at last successful discovery attempt............. 
   Jan 30 14:30:12.284 
- Time at last unsuccessful discovery attempt........... 
   Jan 30 14:30:12.288 
 
Join phase statistics 
- Join requests received................................ 4 
- Successful join responses sent........................ 0 
- Unsuccessful join request processing.................. 4 
- Reason for last unsuccessful join attempt............. 
   Certificate payload in join request contains invalid 
   certificate 
- Time at last successful join attempt.................. 
   Not applicable 
- Time at last unsuccessful join attempt................ 
   Mar 06 19:19:03.345 
 
Configuration phase statistics 
- Configuration requests received....................... 0 
- Successful configuration responses sent............... 0 
- Unsuccessful configuration request processing......... 0 
- Reason for last unsuccessful configuration attempt.... 
   Not applicable 
- Time at last successful configuration attempt......... 
   Not applicable 
- Time at last unsuccessful configuration attempt....... 
   Not applicable 
 
Last AP message decryption failure details 
- Reason for last message decryption failure............ 
   Not applicable 
 
Last AP disconnect details 
- Reason for last AP connection failure................. 
   Not applicable 
 
Last join error summary 
- Type of error that occurred last...................... 
   Failed to send Lwapp discovery response 
- Reason for error that occurred last................... 
 

Discovery request received on unsupported VLAN

- Time at which the last join error occurred............ 
   Jan 30 14:30:12.288 
 
(Cisco Controller) > 

 

3 لاثم



 ةيساسألا مكحتلا ةدحو ىلإ هذه مكحتلا ةدحو نم لوصولا ةطقن تلقتنا ،ةلاحلا هذه يف
.اهب ةصاخلا

.ةكبشلا عاطقنا اهنم ،بابسأ ةدعل أطخلا ءاشنإ نكمي :ةظحالم

 
<#root>

 (Cisco Controller) >

show ap join stats detailed 00:14:1b:5a:40:10

 
Discovery phase statistics 
- Discovery requests received........................... 23 
- Successful discovery responses sent................... 23 
- Unsuccessful discovery request processing............. 0 
- Reason for last unsuccessful discovery attempt........ 
   Not applicable 
- Time at last successful discovery attempt............. 
    Jan 30 14:39:38.526 
- Time at last unsuccessful discovery attempt........... 
   Not applicable 



 
Join phase statistics 
- Join requests received................................ 21 
- Successful join responses sent........................ 21 
- Unsuccessful join request processing.................. 0 
- Reason for last unsuccessful join attempt............. 
   Not applicable 
- Time at last successful join attempt.................. 
   Jan 30 14:39:07.085 
- Time at last unsuccessful join attempt................ 
   Not applicable 
 
Configuration phase statistics 
- Configuration requests received....................... 21 
- Successful configuration responses sent............... 21 
- Unsuccessful configuration request processing......... 0 
- Reason for last unsuccessful configuration attempt.... 
   Not applicable 
- Time at last successful configuration attempt......... 
   Jan 30 14:39:09.481 
- Time at last unsuccessful configuration attempt....... 
   Not applicable 
 
Last AP message decryption failure details 
- Reason for last message decryption failure............ 
   Not applicable 
 
Last AP disconnect details 
- Reason for last AP connection failure................. 
   Timed out while waiting for ECHO response from the AP 
 
Last join error summary 
- Type of error that occurred last...................... 
   AP got or has been disconnected 
- Reason for error that occurred last................... 
 

Timed out while waiting for ECHO response from the AP

- Time at which the last join error occurred............ 
   Jan 30 14:40:15.451 

 

4 لاثم

 ةدحو ىلع ةحيحص لوصولا ةطقنل (SSC) ايتاذ ةعقوملا ةداهشلا نكت مل ،ةلاحلا هذه يف
 ىلإ بلطلا هيجوت ةداعإ لبق ةيلحملا هتانايب ةدعاق نم امئاد مكحتلا زاهج ققحتي .مكحتلا
 ةطقنل RADIUS دامتعا دامتعا تاودأ"أطخلا ةلاسر رهظت ،كلذل ةجيتنو .فرعم RADIUS مداخ
.ايلحم SSC مكحتلا ةدحو دجت ال امدنع "لوصولا

 
<#root>

 (Cisco Controller) >

show ap join stats detailed 00:13:5f:fa:88:50

 
Discovery phase statistics 
- Discovery requests received........................... 2 



- Successful discovery responses sent................... 1 
- Unsuccessful discovery request processing............. 2113123 
- Reason for last unsuccessful discovery attempt........ 
   Discovery request received on unsupported VLAN 
- Time at last successful discovery attempt............. 
   Jan 30 14:58:58.070 
- Time at last unsuccessful discovery attempt........... 
   Jan 30 14:58:58.071 
 
Join phase statistics 
- Join requests received................................ 1 
- Successful join responses sent........................ 0 
- Unsuccessful join request processing.................. 1 
- Reason for last unsuccessful join attempt............. 

   RADIUS authorization is pending for the AP 

- Time at last successful join attempt.................. 
   Not applicable 
- Time at last unsuccessful join attempt................ 
   Jan 30 14:59:13.111 
 
Configuration phase statistics 
- Configuration requests received....................... 0 
- Successful configuration responses sent............... 0 
- Unsuccessful configuration request processing......... 0 
- Reason for last unsuccessful configuration attempt.... 
   Not applicable 
- Time at last successful configuration attempt......... 
   Not applicable 
- Time at last unsuccessful configuration attempt....... 
   Not applicable 
 
Last AP message decryption failure details 
- Reason for last message decryption failure............ 
   Not applicable 
 
Last AP disconnect details 
- Reason for last AP connection failure................. 
   Radius authorization of the AP has failed 
 
Last join error summary 
- Type of error that occurred last...................... 
   AP got or has been disconnected 
- Reason for error that occurred last................... 
 

Radius authorization of the AP has failed

- Time at which the last join error occurred............ 
   Jan 30 14:59:13.117 
 
(Cisco Controller) > 

 

5 لاثم

 
<#root>

(Cisco Controller) >



show ap join stats detailed 0026cb8168c0

Discovery phase statistics 
- Discovery requests received.............................. 202 
- Successful discovery responses sent...................... 0 
- Unsuccessful discovery request processing................ 0 
- Reason for last unsuccessful discovery attempt........... Not applicable 
- Time at last successful discovery attempt................ Not applicable 
- Time at last unsuccessful discovery attempt.............. Not applicable 
 
Join phase statistics 
- Join requests received................................... 122 
- Successful join responses sent........................... 0 
- Unsuccessful join request processing..................... 0 
- Reason for last unsuccessful join attempt................ Not applicable 
- Time at last successful join attempt..................... Not applicable 
- Time at last unsuccessful join attempt................... Not applicable 
 
Configuration phase statistics 
- Configuration requests received.......................... 115 
- Successful configuration responses sent.................. 0 
- Unsuccessful configuration request processing............ 0 
- Reason for last unsuccessful configuration attempt....... Not applicable 
--More-- or (q)uit 
- Time at last successful configuration attempt............ Not applicable 
- Time at last unsuccessful configuration attempt.......... Not applicable 
 
Last AP message decryption failure details 
- Reason for last message decryption failure............... Not applicable 
 
Last AP disconnect details 
- Reason for last AP connection failure.................... Image data 
request received from an unsupported AP 
 
Last join error summary 
- Type of error that occurred last......................... AP got or 
has been disconnected 
- Reason for error that occurred last...................... 

Image data 

request received from an unsupported AP

- Time at which the last join error occurred............... Feb 16 
00:50:16.841 

 
 
<#root>

Discovery phase statistics 
- Discovery requests received.............................. 44 
- Successful discovery responses sent...................... 44 
- Unsuccessful discovery request processing................ 0 
- Reason for last unsuccessful discovery attempt........... Not applicable 
- Time at last successful discovery attempt................ Feb 26 18:36:24.098 
- Time at last unsuccessful discovery attempt.............. Not applicable 
 
Join phase statistics 
- Join requests received................................... 44 
- Successful join responses sent........................... 0 
- Unsuccessful join request processing..................... 44 
- Reason for last unsuccessful join attempt................ Join request receive 
d from an unsupported AP 



- Time at last successful join attempt..................... Not applicable 
- Time at last unsuccessful join attempt................... Feb 26 18:36:39.497 
 
Configuration phase statistics 
- Configuration requests received.......................... 0 
- Successful configuration responses sent.................. 0 
- Unsuccessful configuration request processing............ 0 
- Reason for last unsuccessful configuration attempt....... Not applicable 
- Time at last successful configuration attemp--More-- or (q)uit 
t............ Not applicable 
- Time at last unsuccessful configuration attempt.......... Not applicable 
 
Last AP message decrytion failure details 
- Reason for last message decryption failure............... Not applicable 
 
Last AP disconnect details 
- Reason for last AP connection failure.................... Not applicable 
 
Last join error summary 
- Type of error that occurred last......................... Lwapp join request r 
ejected 
- Reason for error that occurred last...................... 

Join request receive 

d from an unsupported AP

- Time at which the last join error occurred............... Feb 26 18:36:39.497 

 

ةلص تاذ تامولعم

 مكحت ةدحو ىلإ مضنت ال يتلا Lightweight عضولا يف لوصولا ةطقن ءاطخأ فاشكتسأ
اهحالصإو ةيكلساللا (LAN) ةيلحملا ةكبشلا يف

•

•Cisco نم تاليزنتلاو ينفلا معدلا
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ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


