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clisco MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Commands ;
Download file to Controller | clear || Download |
Download File
Upload File File Type | Code v
Reboot Transfer Mode |[FTP ~|

Config Boot
¥ Scheduled Reboot

Server Details
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Reset to Factory
Default File Path |.-’SharEdJ’Images.-’3504.l’ |
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Login Banner Server Login Username |admm
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(c3504-01) >show sysinfo

Manufacturer's Name............... ... Cisco Systens Inc.
Product Name............ ... . .. Cisco Controller
Product Version........... ... . ... .. 8.5.182.0

RTOS Version. . ... 8.5.182.0

Bootl oader Version............ .. ... .. .. 8.5.103.0
Energency Image Version.......................... 8.5.103.0

3. 1Jpd IJgbsle IJeldssé Jogsss pedele IJoujsdide wluesl |Jl0, transfer download mode
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$92> wulez wble ouuEsd 9256 lJoedpde wluosl) IUle, transfer download filename
Jopdss luwe IJuo9,695el sds peld:

(c3504-01) >transfer downl oad datatype code
(¢c3504-01) >transfer downl oad node ftp

(¢c3504-01) >transfer downl oad usernanme adm n
(c3504-01) >transfer downl oad password ******x*
(c3504-01) >transfer downl oad serverip 192.168.1.2

(c3504-01) >transfer downl oad path /Shared/ Al R-CT3504/
(¢c3504-01) >transfer downl oad fil enanme Al R-CT3504- K9-8-10-171-0. aes

4. §p Lluool, 1Jie, transfer download start J_sc £pJs6 IJe)886.00l pold pu IJozuusy

gpdse:

(c3504-01) >show boot

Primary Boot Image............ .. ..., 8.5.182.0 (default) (active)
Backup Boot lmage....... ... .. 8.10.162.0

(c3504-01) >transfer downl oad start



FTP Server |P.. ... . . . 192.168.1.2

FTP Server Port........ ... . . . . . .. 21

FTP Path. .. ... . . . / Shar ed/ | mages/ 3504/

FTP Filename. . ........ . e Al R- CT3504- K9- 8- 10-171- 0. aes
FTP Username. . ... e e e e adm n

FTP Password. . .......... .. i *ok ok ok ok ok ok ok

This may take sone tinme.
Are you sure you want to start? (y/N vy

FTP Code transfer starting.

FTP receive conplete... extracting components.
Checki ng Version Built.

I mge version check passed.

Executing Product Check TLV.

Executing init script.

Executi ng backup script.

Witing new RTCS to flash disk.

Executing install _rtos script.

Witing new Kernel-args to flash disk.
Witing new FP to flash disk.

Witing new AP I mage Bundle to flash disk.
Witing AVC Files to flash disk.

Executing fini script.

Readi ng AP | MAGE version info.

File transfer is successful.

Reboot the controller for update to conpl ete.
Optionally, pre-download the imge to APs before rebooting to reduce network downti me.

(c3504-01) >show boot
Primary Boot Image........ ... ... ... ... 8.10.171.0 (default)
Backup Boot lmage...... ... ... . .. 8.5.182.0 (active)

> wposd 9238 Idozde wes 19upld gpdss Iendiss JIs sumas pdesd 105 1de>eso.
- Bp wluodly Il reset system. s>z J ¥ is wgp ol eds IJuwsld "od s edbol IUTGS .

(Cisco Controller) >reset system

The system has unsaved changes.
Woul d you like to save them now? (y/N) y

Read from Fl ash Conpleted ...

Updating HBL |icense statistics file
Done.



Configuration Saved!
Systemw || now restart!
Updating license storage ... Done.

Exiting SL process !

There was change in the boot inage, Systemw |l go for a reboot
Cannot Cancel the WDT. Not petting the WDT.

Coll ect the core using oct utility

Rebooting the system.

[ 74411. 034881] reboot: Restarting system

Ci sco boot| oader
Ci sco BootLoader Version : 8.5.103.0 (G sco build) (Build tine: Jul 25 2017 - 07:47:10)

Cct eon uni que |1D: 03c000610221f 31e0057

OCTEON CN7240- AAP pass 1.3, Core clock: 1500 MHz, 10O cl ock: 800 MHz, DDR clock: 1067 Mz
(2134 Whz DDR)

DRAM 8 G B

Clearing DRAM . .. .. done

CPLD Revision : ab

Reset Reason : Soft reset due to RST_SOFT_RST wite

SF: Detected S25FLO64A with page size 256 Bytes, erase size 64 KiB, total 8 MB

MMC: Ccteon MMC/ SDO: O (Type: MMC, Version: MMC v5.1, Manufacturer ID: 0x15, Vendor: Man
150100 Snr 0707a546, Product: BJINB4R, Revision: 0.7)

Net: octnmgntO, octngm 1, octethO, octethl, octeth2, octeth3, octeth4, octeth5, octeth6
SF: Detected S25FLO64A with page size 256 Bytes, erase size 64 KiB, total 8 MB

Press <ESC> now to access the Boot Menu...

Loadi ng backup i mage (8.8.111.0)

94767283 bytes read in 2229 ms (40.5 M B/s)
Launchi ng. . .

Verifying i mages... K

Launchi ng i mages. ..

[...]

XM. config sel ected

Val i dating XM confi guration

octeon_device_init: found 1 DPs

Cisco is a trademark of Cisco Systens, Inc.

Sof tware Copyright G sco Systems, Inc. Al rights reserved.

Cisco AireCS Version 8.8.111.0
Initializing OS Services: ok
Initializing Serial Services: ok
Initializing Network Services: ok

[...]
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blJs 1Juo9)6 IJiguluwss I9 IJelusss eds 9238 IJepdp B IUubwds 1Jppdss
(LAN) IJJIvJ I sé

selob gouos Idozde Os Idubveds 1dppdss Iddlgwddss (WLC) gds vogyosy wuvdd


/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-5/user/guide/bk_CiscoPrimeInfrastructure_3_5_0_UserGuide/bk_CiscoPrimeInfrastructure_3_5_0_UserGuide_chapter_0110.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/High_Availability_DG.html

lWeluos. 030 1ULog) 08 1ULo9,6 11wl uss 9,09,6 IJowgs Ilzeslbss. 109, Il ul ussd
0 1Jue9,8 IJugils Ios ouuogspol 928 Ieedp Bs Iduvwds 1 pedss IUJluudIdss (WLC)
loule lgwegsle uo9,6 IJouwgs IJlzoslbss Jougwgs lposlbss Jdueyys IJouuubs.

gusel ©89p wiudss euues Idoede Bs Idubeds Idpedss IJJIuuddss (WLC) wluwaeisle
w290 23836 Vlu vy IJuedpe Vs IUubeds Idpedss IUJlundIdss (WLC) souwg 1Jue9yé
lJg>s36 odllissl vy we9yé [douwg Idlzoslbs.

bélb@e in order to jlse 1Ju09,8 vyl Iu syJuo zols wede elds! (1IJue9,6 Tuvluws): payw pu
IJ WLC GUI slubo; [ 1Jewspzssd wosés peld ceo zols wede gdluos eds I WLC GUL. oo IJ
CLL iue Suwulbse lwogpdo IJio, show boot in order to _ulose IJiwlus Juuwew lJuey,é
r929> £Js IUWLC. BSspl sds peld:

(¢c3504-01) >show boot

Primary Boot Image.......... ..., 8.5.182.0 (default) (active)

Backup Boot Image....... ... .., 8.10.162.0

JUlJ8 U298 eds eoues IJepde B 1dueds IUpzdss 1JJluwddiss (WLC) Iy IJJelws By ol
Op wwposd vy Iduedp Vs IduveJé Idpedss 1dJIunddss (WLC) Cluvesle IJue9,8
IJos wyss Idlzevlb ol glg)le ©) 886, wodo ldb,ys86 wuwewsd 1Jue9,y6 1Jzrss6 (09,06
lJouwgo lJlzoslbss.

e suwobse lsuol £y IJoposs wuvb po I WLC 395! pg 1Jie, config boot
<primary/backup>.

(Cisco Controller) >config boot ?

primary Sets the primary i mage as active.
backup Sets the backup i mage as active.

ol spd cdasi 09,6 config OOt lweitsle Slzos Wpuweizse Iyumsess (GUI JWLC lze
| e |

1w ] sé (WLCS) JJzuo9d £JS piss oo Idpedsple 2od IJIz)le IJoBdoosds.

odlebs: e ceole I sewdb 9ses> wposs IJ WLC wuudsd so that |J WLC s wegpd
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MONITOR.  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User:admin{ ReadWrite) f Home
Monitor Summary
Summary 10 Access Points Supparted
b Access Points
b Cisco Cleanair
b Statistics
¢ CDP
¥ Rogues
Clients
Sleaping Clients Controller Summary Rogue Summary
Multicast Hanagement /12
1P Address 192168114, 2128 Active Rogue APS 0 Detad
b Applications [ .
L"" S PO 0.0.0.0, :3/128 Active Rague Clients [} Deta
b ne - 2 =
i E:It\lr;‘m 8.10.171.0 Adhec Rogues L) Detas
Local Profiling Emergency Rogues on Wired Metwork a
b Cloud Services Image B0,
arsion s o - 2 S

IJeedd pu luesl, WLC

w8 IJo, 986 pu CLI:

(¢c3504-01) >show sysinfo

Manufacturer's Name............. ... Cisco Systens Inc.
Product Nanme........... . .. . . i Cisco Controller
Product Version............ ... . .. 8.10.171.0

RTOS Version. . ... e e e e 8.10.171.0

Bootl oader Version............ ... .. .. .. 8.5.103.0
Energency lmage Version........... ... ... 8.5.103.0

gsblo ouszse Uigble

Spdud [uwegsle IUle, debug transfer all enable Jg, o IUizsle IJos oz Bs gpdss ordss
wulpz 9226 IJopde. oul peldils soss IJ debug lp) loolz suveged J olzz woprsd weuwsu:

(Cisco Controller) >debug transfer all enable
(Cisco Controller) >transfer downl oad start

MOde. . . e FTP

Data Type. . ... .. Code

FTP Server I P. ... . . . . i 192.168.1.2

FTP Server Port........ ... . . . . . ... 21

FTP Path. . ... ... e / Shar ed/ Al R- CT3504/

FTP Filename. . ........ . i Al R- CT3504- K9- 8- 8- 111- 0. aes
FTP Username. .. ....... i i adm n

FTP Password. . ......... ... i koK koK ok ok ok ok ok

This nay take sone tine.

Are you sure you want to start? (y/N vy

*TransferTask: Mar 06 14:56:49.928: Menory overcommit policy changed fromO to 1
*TransferTask: Mar 06 14:56:49.928: Del ete randi sk for ap bundle

*TransferTask: Mar 06 14:56:49.939: RESULT_STRING FTP Code transfer starting.
*Transfer Task: Mar 06 14:56:49.939: RESULT_COCDE: 1

FTP Code transfer starting.

*TransferTask: Mar 06 14:58:52.024: ftp operation returns error code:0 error: Transfer Successful

*TransferTask: Mar 06 14:58:52.034: tftp = 6, file_nanme=/Shared/ Al R-CT3504/ Al R- CT3504- K9- 8- 8-
111-0. aes, ip_address=192.168.1.2, nsg=Transfer Successful



*TransferTask: Mar 06 14:58:52.034: upd_get_code = 6 (target=268435457 nsg=Transfer Successful)

*TransferTask: Mar 06 14:58:52.034: RESULT_STRING FTP receive conplete... extracting
conponent s.

*Transfer Task: Mar 06 14:58:52.034: RESULT_CODE: 6

FTP receive conplete... extracting components.
*TransferTask: Mar 06 14:59:07.442: RESULT_STRI NG Checking Version Built.

Checki ng Version Built.
*TransferTask: Mar 06 14:59:09.442: RESULT_STRING |mage version check passed.

I mage version check passed.

*TransferTask: Mar 06 14:59:12.443: RESULT_STRI NG Executing Product Check TLV.

*TransferTask: Mar 06 14:59:12.444: RESULT_STRING Executing Version Built TLV.

*TransferTask: Mar 06 14:59:12.444: RESULT_STRING Executing init script.

*TransferTask: Mar 06 14:59:12.457: RESULT_STRI NG Executing backup script.

*TransferTask: Mar 06 14:59:13.508: RESULT_STRING Witing new RTCS to flash disk.

Witing new RTCS to flash disk.
*TransferTask: Mar 06 14:59:20.810: RESULT_STRING Executing install_rtos script.

Executing install _rtos script.

*TransferTask: Mar 06 14:59:24.878: RESULT_STRING Witing new Kernel-args to flash di sk.

*TransferTask: Mar 06 14:59:24.892: RESULT_STRING Witing new FP to flash disk.

*TransferTask: Mar 06 14:59:25.451: RESULT_STRING Witing new AP I mage Bundle to flash disk.

Witing new AP I mage Bundle to flash disk.
*TransferTask: Mar 06 14:59:44.044: RESULT_STRING Witing AVC Files to flash disk.

Witing AVC Files to flash disk.
*TransferTask: Mar 06 14:59:44.703: RESULT_STRING Executing fini script.

Executing fini script.
*TransferTask: Mar 06 14:59:52.860: RESULT_STRI NG Readi ng AP | MAGE version info.

*TransferTask: Mar 06 14:59:52.865: RESULT_CODE: 11

*TransferTask: Mar 06 14:59:52.865: RESULT _STRING File transfer is successful.
Reboot the controller for update to conpl ete.
Optionally, pre-download the image to APs before rebooting to reduce network downti me.

File transfer is successful.

Reboot the controller for update to conpl ete.

Optionally, pre-download the image to APs before rebooting to reduce network downti ne.
*TransferTask: Mar 06 14:59:58.871: Create randi sk for ap bundle

*TransferTask: Mar 06 14:59:58.884: Menory overcommit policy restored from1l to O
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