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uldbé 9,09d 9lgré. JsJI Jl swp sep wesld Idgpsd vsu IJuwduwdé 600.

edlebé: 8> Jl sdrs welbsd Lvwds 802.11a/n Iy v Js 802.11b/g/n eJs 9236 o dp |Us
oebsd oo IJIbsl gds wdbs [Jso9d pu lJuuduuds Cisco Aironet 600 Series OEAP iy
SSID IJpgdss §> odou Jl ojld wgpd.

Sodds lJpuwoése IJuoliss I[Jopde enable/disable g Js Izoj6 1,159 slgd IJ cisco Aironet 600

sery OEAP.
802.11a Global Parameters 802.11b/g Global Parameters
General General
802.11a Network Status Enabled | 80%11b/o Nework Status B Enabled
802.11¢ Support ] enabled

>ep 802.1x gJs 1Jpuds IduwdIds

B 03l 1Jluosly IJIsds: swp sep pesh 802.1x gJs 9lzoé Lwlo, 1JIsle, (CLI) B @b,
pdlebd: Jp wop 1196 g p 9lzed IJpuucrp Iyumgpss weo.

03l 09 IJpuds IJuwdIs (Idpeunds #4 olJiLow)) eds Idgje Igdds pu lduvduwds Cisco
Aironet 600 Series OEAP 909 p ool wubodsé LAN [dogsss (lze Id8uwe Iduwlo eds
odysu yvoJsé LAN IJogs9).

B s 98w spdud luwaesle IUle, show Jg Lo o Idsse yvwds LAN IJogssé 1Jzlds:



<#froot>

show renote-1 an <remote-lan-id>

Jogss) odssy uveds LAN IJogsrs: sz edsd cebsdo lal:

<#root>

renot e-l an di sabl e <remote-lan-id>

opdso puold§6 802. 1X JJuiuds |Jppdss lJugss:

<#froot>

config rempte-lan security 802.1X enabl e <remote-lan-id>

spJdod IJolee goo luwegsle o3l 1Jie):

<#root>

config renote-lan security 802.1X di sabl e <remote-lan-id>

ClJouwes Juvods LAN IJogsr6: s3I0 "Tdogvds)" slisel "odl" (Jpl 09 pe 19,0 s show
remote-lan) 9¢s) Vlvd JJodssu.

Bl Jow o)yss luwwgsle EAP Idezds (WS 9226 1oz dp) Jebhe puol>§o:

<#froot>

config renote-lan |ocal -auth enable <profile-name> <remote-lan-id>

CgSu SOP OEISD pdd Tdogysd Lal a0 gdld slged Tdpwogse dowspss (GUI) 1Jg1ps wgesd doeda
(1dip1o > EAP 1Upedg) 15 CLI (config local-auth ). Lze [Js >dsd 9g26 IJoede JJeuosd eds
oBluosd 29d o3l 1Jle,.

Spdud IJolze gwo wlguagsle o3l Ul

<tfroot>

config renote-lan local -auth disable <remote-lan-id>



9 I3l Yoo wuwegsp ebe puol> 86 AAA ¢lzs:

config remote-lan radius_server auth add/delete <remote-lan-id> <server-id> -

config remote-lan radius_server auth enable/disable <remote-lan-id> -
TS 1ue e Op wd9suo pu el Slzod IJpuutse Ihuusess (GUI) IJEluos wozss Idoede
(Idlely > RADIUS > IJpeol>96) 9 CLI (config radius auth). lze sdsd 92306 IJozde JJzuo9d
eds pis> pu ldpedsple 29d 03l 1l

w8 IJlpwole pu IJodssu 9p vopdso lduveds IJpedss (LAN) Idogssé:

<#froot>

config rempte-1an enabl e <remote-Tlan-id>

luwegse IJie, show remote-lan <remote-lan-id>JJwz 86 po IJlesls 1Jgluo .

lJouwews Jepsd yvwds LAN IJwgsso: sdjpd wpdsu puol> 96 802.1X godgsuol 9093l
JJdd. Lze [ds sdsd puwetse IUzols.

odysu uebé Iy o9J OEAP-600

Swas 03l yo9,6 IJ wiring ,we wslus J IJ cisco Aironet 600 sery OEAP:

Yellow goes back
to corporate no

clients

Ports 1-3 local connectivity
Cisco Aironet 600 Series

OfficeExtend AP Overview




lJoduosy DHCP ozlJ pu IJ cisco Aironet 600 sery OEAP 10.0.0.x J3JJ lue suwolbse
lwedgvde lJs Id ap eds psuole 1-3 suwogpd IJgusly 10.0.0.1. IJe@uos, username 99 o
P23

pdlzlbs: ‘SCVJd 03l g, AP1040. 1130. 1140 9 3502i IJ>s iuuot.)fo Cisco Jlywp puwegsp
_9¢JJ|05.

Bl dloe 12036 1)bess B> Ideuivgsd sop wldsded wdose SSID Lvpuos: Sspdud 1so9J
IJs Uiluvs Idodsso Jlgwddsl. 9ldl Sloe weles 1Js luwedsle polds IUlsesow Idppdss 1-3.

in order to login. IJo 8o, username 9JJes o yw99J.

NI
CISCO

Office Extend Access Point

-
Windows Security

The server 10000001 a1 Ceseo Odfice Extend AP réguines a usernamse and
passward.

Waming: This server is requesting that your usemame and password be
£2nl in an insecure manner (basic authentication without a secure

COMnMECTION)
admin
siusifis
CI5C0 admin
Remember my credentials

atllatas nthe LIS and othar courtri —

pdlzbo: 1Jpuuss I,Jiuo-.éJ 08p 4 £ wuvb JJlgwegsle Ideeds. lu vddo lan oes> sJgu
eds Idgols wedp: 03l psule sud§ back wes IJ ap wugle @oJI@s lJzoly wede. Jiuwog)l o
IJzolj luweése IJpulds 1-3 pedsl:

\1'\-'1.‘ 1-,

!

':.:'"

wrer Ssled Llluweglue wutle Jsuesd IUs Idzolie uwens ubluws 2lds 1dpusd. e, oso
IJubluve lzuolissle 1)bs9 9 MAC. Ws 2ldo g3p wd9su lzojo 1U)bsy ouwpe Ubluvs IJodssy



Jdpuwedp vopdsy iao_jé lbss soessu IdSusle _9|..Ji_9u'o|egod_9g§¢ SSIDs IJpezJsé
supdsu leshle WLAN.

CISCO

Configuration
System . SSID__ DHCP ___ WAN |

Login

Llzsrmanme N

Patword FT T

Radio

Radio Interface 24GHE » 1) Select Each Radio and Configurs Independanty

Status Enabled -

Channsl Selechon Aun -

B0 11 n-mode Enabled ~ (L) 802 11nis not suppored with TKIP-anly WPA EncrypBos
Bandwidth O MHZ -

pu Uulvo SSID spdy ._J._J,ouuo@,og oJd9su uvwdo WLAN IJuivguos6. Sop lesls SSID 1Jgluo
wbbs9 IJuuyJs 9peale 1Ulelo souyseol po 9236 Idoede (wed odssu v Jdé WAN
Clowople IP IJEluo w9226 1doede) 99> 2row gpdsé spg Llzes.

ogHue 030 lduo9ys odssy wuodss MAC IJpezds J SSID:



Cisco

Configuration J— .
ET SSID

Personal Nebwork

Biand Sabaction 2
Enabled o
Broadcast o
S50 EviDRAZ4 o

MAC Filter

Enabled
Aldvwed MAC Addreteas #.g i ED:

w83 U 889p Idpuwegspe wodsso SSID IJ igos: ouwer IJuiluus bolo JJpuuwegse wlesl
IJlole £Js SSID 1Jpusds 1Jgluo 9o pdse 1zo36 Ibss sodasy wuowss MAC 31 Jig 3JI
elodool. I3l oo IJubods 1duvguoss wuvaese pesdle 802.11n. s9,0s wlo sgol,
IJpuwese w9 1dpuolb §6 9use IJouvds) 9ewlid 1dpsg) Idos wpdou WPA2-PSK 9 AES.

edlebs: e lesble SSID oo gu leshble 1Juiyds I3l ol IJpuueésp websd les Izojé
IUss9 19 IJsopl (JJlopl pelod lsol JJluweesle po Goud IUui,Js).

Swedpe [Jpuwegsesu IU3su Jssop 2l 1J9uosd peds! lds leshle Idozde s IUbLe Ws

Iy blisd IJIuluuss pod cpdsulogbsd 1,189 ol Jo sJo 1zols pzas! wddps pi9) 9edsul
w8luwbd 1Jpuudsd. J3JY: szw wogs Iesy Jese oebsd IJldzolise Iddlusddsse Jio 3Jd
B> 898 Ids B lu IUlouold zos Bl logope 1Jzols wuzle IJs 9236 Iezde.

o&u2 030 1Juo9,6 leable Telo 1Juble:



Security

WPA-PSE Disabled

WPAZ-PSK Enabled

WEP Encryplion

WPA Encryption AES w

WPA passphrase -l--l--i{ ChCK her 1spis

Network Key 1
Network Key 2
Network Key 3
Network Key 4
Current Network Key

p0 1dpe9de 1o s89p IJelod £0 wes IJpuids vovuse OEAP oo IJuvduvJs Cisco Aironet
600 Series ¢JW9 0920 pujJS S i 03l lJeouwzg Jp Swp wuopspeoe Jluvowsld 9blisd 1Jpszo
Ieusds. 93J9 Jio Idluosly 1Jzlds pu 03l Idpoce Jl soupes sep 231 IJzelss 19 g PPPOE 9
lehs wozso IJpuds. o030 psjle swade Iepdle IJees) edsol B poze pujds.

B 280 spdu o seed 03l IJpoor 390 p920 pOIJS: $ILOS w30 IUBES wode b5 98
Jdlgwolo IJpssors. Jel spdu lu wdyy ould puvddle w9l d couod poluins voguo lzoss
|J|p_9.)p.

ol o I pebp lJpszole IJpujdso weoss eds ubl g DHCP Ws wlbl g 192.168.x.x Wy
03l IJzoly Jsso ubl g DHCP lwe,)los po 10.0.0.x 9810 d JJodsso.

lo s8e euwele w32 posd lu s3I0 suwogpd 10.0.0.x wes> 3J9 lue sovés wdde IJ
cisco Aironet 600 sery OEAP Iy, suvegpd 192.168.1.x 19 pu9lv g suslu lu sceuw Uvwdo

webhuo.

oo 030 ldue9y6 wdssy wlbl g DHCP:



CISCO

Configuration Apply

__System _________SSID DHCP _____WAN

Local DHCP

[P Address 10001
Subnet Mask 2552552550
Default Gateway 10,001
DHCP Server Enabled -
DHCP Starting [P Address 10.0.0.100
DHCP Ending 1P Address 1000150
DHCP Lease Time 86400

e Bl e swp cubse udbs 1Js o] pu lJuuduuds Cisco Aironet 600 Series OEAP g
wdysuol woluulbs puwdsd wduss IJpedsplo Suvseole Idpumcsp [Us el eusly IP
IJglop w9226 1dozdp 1edumumss (Iub) 1ule) zus spdu Judbs 1dsuesd IUlugoele IJs 9236
IJoede wogle: wes boulb ulzz szw 1o ©d9p 0dbs IUsuesd wowisd lpse Lo9,6 pu 5256
IJozdp 9pedple IUodsse ped lesble Guwds WLAN 1Jglo6é wldesuwuws. isuol o suvdJ.
lJogss lan gpdss lesh gudds psule #4 gJs 0986 IJ cisco Aironet 600 sery OEAP.

BBl dp Suuoe: Bezdd pu ledluss [J9uosd [Js sl IP Jogss Ideede eus Idlocsoue. Bl ep
opdsu wuodse MAC: BVez 8y pu beld euslu MAC Luglz WS 9256 Idoede.

ogHue 030 1duo9ye gusly IP 1UElLo w9zd IJopde s OEAP oy IJywduvds Cisco Aironet 600
Series:



!.I'IIIII
CIS5CO

Configuration

am S5ID DHCP

This is whera you enter the IP
address of the DMZ OEAP controller

Controller

P Address
Uplink IP Configuration Example IP
Stabe IP 1

Domain Mame

IF Address
Subnet Mask:
Default Gateway
DMNE Server

OOUSY iaojé w9bé |Jo_o9sdJ OEAP-600

olbo, 030 1J09,6 1Jz9low [ pldss Juwduwds Cisco Aironet 600 OEAP:
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Sew9s OEAP IJwdunds Cisco Aironet 600 gJs o9lisslo 092926 £Js 29lwd wdbo 19 o9J.
Stw 8Js Upuwaise lo spuve eds 30 9008 0dbs 19 09d B 1dpulbd 1J8)sw6 pu
IJiaqu,o lJpeduso s IJedole IJos & cogweyw Bs I ouowe lJluul,é ioalo§6 I9 poolisJo.
Swdé Juwo IJosliss 2 rsuvswd lsisessws dBi o ysol Bs JJlJubldso 909 puope
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JJ IJleglole. WY, Vs vdbs Idyesd Jel wded pe ldpuovle 52l9d supg0 LIJd)w pu
lJpuwegdpsu.

lo IJlgvsle Idpgsuss dldp)lsl oesd 1UIGulhe elel Jel os 1dzld Bs wubleo bJIJ
IJpuoluse. spdud wzyus IUgz Ideed o 19 IJubld 31 Yo sew o ouwds 1dlguhs [Js
IJIlsole IJuodwo I9 lJes9) ewol. Bl oo woge IJlouold: gds gveosd Idpeldc BOs pusd
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COEAP-600 SERIES QEAP-00 SERIES

Anmuth Plane, 2 Oz Band E hvabion Plane, 34 G Band

Boimoem Lol Amianri Eunbom Let Ardenva
] q

i

ooy 030 1096 0sliss udub lubele 5 zselores (plgss pu osliss B IUsuwb Iispu):

DEAP-600 SERIES OEAP-800 SERIES
Anerugh Py, $ GHZ Band Elirctticn Fiares, 5 (-2 Buand
b il R ghE Antisring Wiaie Faght Anlising

lweduildd Igble oyulez OEAP-600 3] oJlzol

Sedd pu woed IUluwdIY IJisdss. o3l s9ds Iu I WAN jube psule gJs IJ cisco Aironet 600
sery OEAP |Js IJpuwzlz wirss ssuwobse luvedeo guslo vogle. lu J! sbo, lJap Iy
sedlds Uzols wpde sube pelu o385 1-3 (puid jwsu psule) slub, o lve suvelse
lwedgvde IJs Id ap suvegpd IJewslo wduos, ip po 10.0.0.1. IJoduos) username 9JJpo
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28 U CESSU EWIlL IP J9zos Idozde Idpduwuwss. 9131 Jp odu ould pyulzs. Shed guslo
IP ole> ouwesd lduvdundé Cisco Aironet 600 Series OEAP zos spdu lo selad lousle Loolb
w9eé IJoede.

pdleps: Jl spdu luwogdle IJpuds IJui,ds #4 (LIJiLow)) JJouowe [Us 1Jzols Jig)luo
lJodasu. 03l s IUluwlun "puds pse” pl Jp Swp wdssy yvwdo LAN Lg$36. &p SEIS wED
3JY 1Js IJuinds (Idpuwogse JJlouold IJuvdds oldpduvowle)

ozl pu uved Ui@lo Jpg)96 Jswso w@se Il (Ides> 29d o3l Jizdl).

Swas 03l Lo9,6 IJ cisco Aironet 600 sery OEAP I uJld juwp wslos:

WAN Fort

Yellow goes back
to corporate no

clients

Ports 1-3 local connectivity
Cisco Aironet 600 Series

OfficeExtend AP Overview

wbo, 030 1Juo9,6 pulds louold OEAP oy I gwduvds Cisco Aironet 600 Series:
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Local Ethernet LEDs 1 through 2
Remote LAN LED Hemote LAN Pon

Stmus LED Local Ethernet Ports | through 3

Wircless LED Resed Baiton
WaN LED Power Tl'l;l::;':h: Swich

USE LED {fuiwre) Power Connecton

Power Indicator LED

131 W Cisco Aironet 600 Series OEAP W IJluople [Js 9220 [Jozde WsILos wldozdd
eu ldeuluo) IJoldss:

399w i lJpuwele wgdss sgpd ssouod lJs I WAN psule oo IJ cisco Aironet 600 sery1.
OEAP.

Bp wo9uosd zoby Jpusse, wles 1pulds oo 11Js 3 s wyulez Cisco Aironet 6002.
Series OEAP. Jljp sub9d IJlue,ue.

288 pu 1o £0910 IP Il w9236 wodpe IJuinds 09295 B udlbs 1J9o9J.3.

olds ool 9238 IJoede 92928 £Js DMZ 9.spJu IUsuesd Idsel e IJlucsue 4.



o2dd eu Ilopele 90ids pu T eduiy LED IUglue wubgl Cisco 153 Is beslos uodyw 5.

IJuwelz wldsde IJIlds W6 21ds 2lzs udbs 1Usuesd s wresd 19,6 22836 lgldb.

IJoubesd.

I3l Iy ool 231y 2plso B> IJlgwegsle Bezdd pu 3p 2oy puld UDP 5246 9 5247.7.

wboj 030 1096 2lJs pouiy LED 1UEglue wuigl) Cisco Aironet 600 Series OEAP:

Understanding Cisco Aironet 600 Series OfficeExtend AP LEDs

Status LED

Meaning

Purple

Association status, when CAPWAP 15 connected: Mormal
operating condition, but no wireless client associated.

Blue

Associanon status, when CAPWAP is connecred: Normal
operating condition, at least one wireless client association.

Flashing blue

O'perating Status: Software upgrade in progress.

Flashing orange

Operating Status: No [P address, waiting for DHCP IP.

Cyeling through purple,

orange and blue

Operating Status: Discoveryfjoin process in progress, no ¢client
associated.

Cycling through purple,

Orange

Operanng Status: Discovery/join process in progress, with

chient associated.

Orange

Cisco 105 errors: Software failure; try disconnecting and
FECONNECTINE UNIt POWET.

5l Subde gpdss Idsuad: Blu pduiy LED soudd pe IUIUSIL 19 supl s9p00 woodlds. s
218 229¢ 3J9: 0288 eu uved Iizsle JJzuesd eds eis pu IJodluasd. Jdsuesd s
wwed Idipsle. Bp wldluveg)lup lJs odbs 1Jsood (wluwegsle SSID IJuuguosé 19 1 polds
lJuwdIdss 1-3) sldodlb o3o ldoslule Jeuwsd wduss IJpedsple Jeslzewol.

wbo, 030 1Ju09,6 Lwed lesle Cisco Aironet 600 Series OEAP:
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HE
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Event Log

"hotd 12 DEII1IER.IWAC
EERGIRG DISOONERY REQEEST wepfSvarvhchiscowery: 1208, Coprroller &

GEI X101 59,384,
D 1059, 411
R R R LR
D 32000201
CEI T 109, 3941
0 e
R T TR
T4 31045, DDl
14131145, 618;
4330548, &20;
3048, E20:
ICEEFRE LT 5]
14131145, &28x
T A48, E2E:

14131145 &X5:
HE e B B ]

Ids 3145, E2d:
14131045, &7
1433245, 837:
a1 :49, E20:
EEERFEE LY ¥ 1
14131145, 300
4332595, &30:
Idi a1 52 467
id1 32146, 388:
ILTEFSL T P+

IF Lddeess OmcOabBllel
Bilscovery Responss froes -108I73 1195

Fot il binding deccde: Fipocowvery Responas
Taleckad MUAR 'Evoca-5C" [indasx 0).

ip mgE count=i

D JOLE & CAPVEAD CORLCOlLlEr

Chooping AP Rgs with index O, I[F = Ouclabliel,
Syvnchroniciong Ttime with AC Eime.

CAFRAF BErarce: BTLE HSerup.

Frly Jzppiom Eavab]lished wich che AL -10EITILISES porc= 5246
CAFWAF Jtate: Joim.

Jais pegbest: werailon=11T460M04

Jols Fequesc? baaBayisgs Exzasage Faylosd

Fotlil binding enocde: Enoodimg JOin CeQeERt

Jending Joim Request Fath ATD paylomd, Length 1376

fomd = @, .

dols Eesponss ool -1062731I95
FTRR i Settimg ATV E& @ 1485

Baril bindiey decode: Join BEsponss

Srarcing Foat JOLE ©issr

CAPWAF Scate: Image Data,

Stoppieg Poat Jois Timar and Stacting HeactBeat Timsec
Imaipe Barva Feqeest sent o -10423TILTIHE

Imsipe Dace Fesponss from -1063731295

Ftarting image downlomd....orsrrarmn

Succeaafully devnloaded imEage

o 1 8 s -
FPuplicate pequenos poasber 2490 1o CeqQeEst.

I3l Buvde gpdsé IJlo o ple 9030 05 1Upy6 IJlsds IJes szlod Wbsol Cisco Aironet 600 Series
OEAP IJlouold w9230 IJogde: Wzl pu leuolissle lugoele wdbs 1 osd 1UEluoo
wuvduwJs Cisco Aironet 600 OEAP. JJdsle wiJd. sdjpd zoli IJeede B 1Js o9
JJswlislb (MAC) Il wl s Judbs 19uesd. spdu Idees) eds 3JY B gwed IJizsle. oul
eold Juved Uizl pe 1dogdsdle Jogulesd sds o)zesd ol



WAM port has not obtained IP address,
othersdse i0will be shown hene,

*lan 01 08:00:05.420

*lan 01 08:00:05, 420
*lan 01 08:00:05.420;
*lan 01 08:00:05, 420:
*lan 01 08:00:05. 420
*lan 01 08:00:05.421;
*lan 01 08:00:05.421:
*lan 01 08:00:05.421:
*Jan 01 08:00:05.444:
*lan 01 08:00:05. 444:
*lan 01 08:00:05.444:
*lan 01 08:00:05.444:
*lan 01 08:00:0%5,444;
*lan 01 08:00:05.444:
*lan 01 08:00:05,445;

Event log 1
AP bac address

: ethi \’r.in kencap:Ethernet HWadd r"éﬂ:f 1:C0:05:48:86
LIF BROADCAST RUNNING MULTICAST MTU1500 Metric:1
RX packets:1 errors:0 dropped 0 overmns 0 frame0
T packets:0 emors:0 dropped:0 overnuins:0 carriernD
collisions: 0 xquevelen:100
R bytes:od (04.0 b)) TX bytes:0 (0.0 bj
Interrupt:4 Base address:0x2000
ethl Linkencap:Ethernet HWaddr00:22:B0:DA:B6:07
UP BROADCAST RUMMING ALLMULTI MULTICAST BMTLU1500 Metric:l
R¥ packets:0 errors:0 dropped:0 overmns:0 frame0
TX packets:0 errorsd dropped:0 overmns:0 carriern
collisions: 0 toquevsen:100
RX bytes:0 (0.0 b} TX bytes:0 (0.0 b}
Interrapt:3 Base address:0x 1000

*lan 01 08:00:05.445:

*lan 01 08:00:05.467:
*lan 01 08:00:05.467:
*lan 01 08:00:0%5,467;
*lan 01 08:00:05. 489;
*lan 01 08:00:05. 540:
*lan 01 08:00:07,074;

Kernel IF routingtable

Destination  Gateway Genmask Flags Metric Rel  Use ace
1000 * 255000 U 0 0 Ol
IPaddress HWtype Flags  HW address Mask Device

oeap_mwar ipaddrl= YYYY

fﬁ”'

Contioller IP add iess configured in local GUI

Base Radio MAC i 00:22:BD:DACEG:D0)

Subjiect: E=FU_S_'-_.,H='ﬁ fifornia, L=Sanlose, O=CISCO, OU=WNEBL, CN=OEAPG02-COC 100054886 emailad

Y

certificate

9epy Idogyw eds 3JdY spdud Idub) s leuolisslo pldws 9236 IJozde Jopass el Bl Jly
wyulpz OEAP oy I._Jouu_uJ&? Cisco Aironet 600 Serieﬂs 9> |(T.u'o|o lJ}s 9g26 Idogdp l9 lue luop
IJs 9226 Idorde S ks 98 pups. 9suvwes 1o $99, 3dd lsual luubs Ids pwow 229

lJooud iy I3l 2.

Bl Jloe puolb§o udbs IJyuoed plodywo. Buzdd pu beld euslu MAC Jlse,uw 9iSCO
Aironet 600 Series OEAP (Jsuv gudlo MAC JJ,bbs9) W b e Radius W 1Jzlds Idbus.
SpJdud weass guglu MAC Jubods IUlseyuw pou uwed IJIzsle J3JJ.

illlrllh

lJoee v 9er6 IJoedp J Cisco Aironet 600 Series OEAP

Sar Cafguasiar el Loged  [fafvesl

{#]

|+

Sy AP (] "

#]

L e [ TT S TIPT [ h (]
L s Bl e [ =]
L ety =]
Ml anl =]
Tl #]

a

=]

| 4 n

CISCo

e
B R Podsiy
B L L i

Ll LT Y

EORITOE WAk

CEOMTROLLIR WSS JOUETY  SahlieENT COeNDT WP PO

ISl 2230 o Iloesoe sedu 1Jsuesd 1dse pu zoli pussey poued wpods Ilseove IUpzds:



9JIo Jl osld wdbs 1Usuosd Jl spdo o wusope 1Js 9236 IJoede: 98> 1dse 1y gusle IP Jogas
IUoede pdoe B 9lzos Idpuueese Iyumspss (AP) 1deedss 98 pd 1J9L09d lUso: &p idse ol
Bl Jlpe u@bs 1Usuesd 9> lusope wogle. sepl Jp Sop bEld udbo IUsuoed IUs ¢lbp AAA. ig‘
Bes elds Buvd wldss louold DTLS. $5 sdoo Judbs 19 osd Lisohs sy Lorsesd 19 gl
obshde eds 926 Idogde.

I3l Jp wopdy ls 9gsle Cisco Aironet 600 Series OEAP oy IUlu o plp 1Js 9236 IJozdp Bop§0d
o0 lpdluso 1JgLosd 1Js 9236 IJeedp eds DMZ 900 929> puld3 UDP 5246 9 5247 o 9¢926.

Jsbsé wuopse lgble puuldd 18e,lo 1Je psd
Cuuoe udbs 1dsuosd IJs 9226 IJoede wuvdd worse: sdJdu swes) eds IUepsd IUJluwdds

ISl « SSID JJyinds. wadd po uwed IJiale Jperds ol I3l Jluw Huwlds 15eslo ouod
IJs u¥bé 1o e JL.

sswsu IJuvdd Idolds IUizsle 1Jglssé \J|L=§CJJIL:) IJepsd o SSID JJuiyJs og WPA Iy WPA2,
wlJouwwo J SSID wpuol> 86 p9e9206 9 WEP wlow: 892 2o& 1e1as s1os 5109l O 9b.

wed iesle - 18e,lo 1Jg psd
*Feb 19 20:26:58.876: {Re)Assoc-Req from00:24:d7:2a:72:c0 forwarded to WLC, wired: no
*Feb 19 20:26:58.941: received assoc-rsp for wireless client, status=0000

*Feb 19 20:26:58.942:
ADD MOBILE from WLC wmeEnabled=1,encrptPolicy=1

*Feb 19 20:26:58.942: ADD MOBILE: client 00:24:d7:2a:72:c0, slot=0,vapid=1

*Feb 19 20:27:00.648:
ADD MOBILE from WLC ,wmeEnabled=1,encrptPolicy=4

*Feb 19 20:27:00.649: ADD_MOBILE: client 00:24:d7:2a:72:c0, slot=0,vapid=1
I3l Jo sJu 22 (Re)ASSOC-Req 09295 W Iduwed: Bozldd pu lu lJgpsd Joso lesble IUlsly
IJuozses.

I3l o, 2oo (R’ge)ASSOC-REQ IS Iduwed 9dp swpdo Idgpsd pu IUIGeslo wuvdd Loese: B
vupdsy lJle, debug client <MAC address> gJs 9226 |Jwedpe JJg,o:SJ 9ol pu ldpuvddo
w1586 Idos sepd wol IJgpsd pe wilb 1Jsuesd IJI)s Es) OEAP oy Cisco.

Jss6 o yzpes yud Idipsle

sedo lo ouwlesd puedle lpsle 1Jeldss eg IJogdssle B lpuod juld lgble loold OEAP
lJIE)s sluodlzel pu IJuwduvdé Cisco Aironet 600 Series.

Bsel sds weup Jesule IJos wp vepseol pu pdBle pued ledle OEAP oo 1 gud pwds



*lan 01 08:00:07.093:
*lan 01 08:00:08.975:
*lan 01 080009009
*lan 01 0F00:09.042:
*lan 01 000:09.044:
*lan 01 08:00:09.193:
*lan 01 080009194
*lan 01 080009 194:

SENDING DISCOVERY REQUEST wipStarthcDiscovery:1

*Jan 01 080005 195
*Jan 01 Q0005 256
*Jan 01 DEDD09.272:
*lan 01 080009 272
*Jan 01 0800040 272
*Jan 01 080005 273
*lan 01 D005 273
®Jan 01 0F00:08.273:
*Jan 01 050000 274:
*lan 01 00005 274:
*lan 01 08:00;12.133;
*Jan 01 0F00:19. 182
*Jan 01 08:00:19. 183:
*lan 01 0800:19 183
*lan 01 QE00:19, 183
*Jan 01 0F00:19. 183;
*Jan 01 08:00:19. 183:
*Feb 19 23:33:56,000:
"Fob 19 23:34:16,813:

*Feb 19 23:34:16.813:
*Feb 19 22:34:16.814:

*Feb 19 23:34:16.815:
*Feb 19 22:24:16.815:
*Feb 19 23:34:16.815:

"Feb 19 23:34:16.887:
*Feb 19 23:34:16.888:

*Feb 19 23:34:16.888:
*Feb 19 23:34:16.889:
*Feb 19 23:34:16.890:
*Feb 19 23:34:16.890:
*Feb 19 23:34:16.890:
*Feb 19 23:34:16.891
*Feb 19 23:34:16.891:
*Feb 19 23:34:16.8093:
*Feb 19 23:34:16.895
*Feb 19 23:34:17.019:
*Feb 19 23:34:17.022:
*Feb 19 23:34:17.022:
*Feb 19 23:34:17.023:

: CAPWAP State: Configure.

Cisco Aironet 600 Series pg wedsdle Jdpuwless Bs oduws,) uved IJlpsle:

Event log 2

Build version 7.0.112.66 (compiled Feb 19 2011 at 16:29:58),
CAPNAPState: Init,
CAPNMAPState; Discoveny.

Starting Discoveny.

CAPMAP State: Discovery.
Discovery Request sent o Y.Y.YY
Discovery Request sent to ¥, 7.Y.Y

Discovery Request sent
If AP can not get IP address,
then Discovery Feq. will not be sent

d':glé
ith disdowe

Controller Cisco 7d:8B8:00: IP Address
with discovery type set 1o 0

Discovery resp. recaived from
controller.  no response from
contraller, then need to check
whether controller

s accessible

ry Ty P st 1o 1
rnytypesetto l

Discovery Request sentto Y.Y.YY
Discovery Response from Y.Y.Y.Y
Dot 11 binding decode: Discovery Response
wipDecodeDiscoveryResponse Discovery Latency: 0, WLC: IP= Y Y.7.Y
Discovery Response from ¥, 7.Y.Y

Dot 11 binding decode: Discovery Response
wipDecodeDiscoveryResponse Discovery Latency: 0, WLC: P Y.Y.Y.Y
Discovery Response from  ¥.Y.Y.Y

Dot 11 binding decode: Discovery Response W
wipDecodeDvcoveryResponse Discovery Latency: 0, WL IP= - YYYY | name=Cisco_7d:88:00, index
Dvopping dibs packet since session is not established. aba62 383, 147e, (0280121, 147, 0

Selected MWAR Cisco_ 7d:88:00'index 0).

Selected MWAR Cisco 7d:88:00° {index 0]

AGI;::'E: :T:‘::::P riroler Selected controller to join, timestamp synced to the controller
Choosing AP Mgr withindex 0, IP = Y.¥.¥.Y m&? handshakingwith the controller
Synchronizing time with AC time. &— completed. If certificate has problem, then

CAPWAP State: DTLS Setup. the falhure will happen hene
Dtls Seszion Establshed with the AC &“—

Fol BE:00, index

_Td:ER00, index

Y.YYY | port=5246

Event log 3

CAPWAP State: boin,
boin request: version=7.0.114.76

Join request: hasMaximum Message Payload

Dotll binding encode: Encoding join request

Sending boin Request Path MTU payload, Length 1376

loin Resp. from controller

If AP is mot added to AAA server,
this step will kil

=
ey

loin Response from Y.Y.Y.Y
PFTRILE: Setting MTL 1o - 1485

Dotll binding decode: Join Response
Starting Post loin timern
CAMYAPState: Image Data.
Controller Version: 7.0,114.76
APVersion: 7.0.114,. 76

Controller and AP have same version
SW. noimage download is need. When
controller s upgraded 1o new version
W, 1r||.¢51,=1:|{w.'|| loadwillhappen,

F
T,

Dot binding encode; Encoding configuration status request,
hwapp_encode_ap_reset_button_payload: reset button state off

: Configuration Statussentto Y.Y.Y.Y

Configuration Status Response from Y.Y.Y.Y
CAPWAPState: Run,

Dot11 bindingencode:; Encodingchange state event request.
CAPWAPState: Run,

La A i |:|fiﬁu Falnchm 4 I:HII]:II-I'H"\



*Feb 19 23:34:17.023:
*Feb 19 23:34:17.399:

*Feb 19 23:34:17.602:

*Feb 19 23:34:17.762:
"Feb 19 23:34:17.853:
*Feb 19 23:34:18.045:
*Feb 19 23:34:18.115:

*Feb 19 23:34:18.281:
*Feb 19 23:34:18.522:

SpJu io STEw pol

Event log 4

CAPWAP moved to RUN state stopping post join timer

capwapWtpDiForwarding() returned 1 WLANs are configured for

2.4 GHr Radi
ca prova pWit p DIForewa rdingl ) returmed 1 e

Change State Event Response from -142 1466749

SSID alpha WLANID 1, added to the slot[0], enabled

SSID alpha_phone WLANID 2, added to the slot[0], enabled
Ethernet Backhaul WLANID = 3,qos=0 &—

Remote-lan is configured

SSID alpha, WLANID 1, added to the slot[1), enabled < WLANs are configured for
SSID alpha_phone, WLANID 2, added to the slot[1], enabled £ 5 GH:z Radio

e pl swrg ldlosold oldlue,uw £68) 9898 wo

J uved izsle Bs o3l 1dBuwe ews Buvd louold IJloe,oe 19 gusel suwos

wo lJle, [Js T sdou wlbsisl 23l s podbel. @3 seae 03l wuwow Uvwds ISP Ig 0950 ISP Ig
IJpsze IJeusids IJelue wd. Bs wep Idlzsluc suedue Idlouold po 395 08 Ilue,ue
(ISP) I9 suowz €80 09998 wo. 98l Szow 3JY spdu o sWUvd hoollb CAPWAP (IJuw g

006 1855 1Js 1JuinJé) 19 8> solzo LogsLs.

9385l sJs pold gds 03l IJBUvd B uwed IJlzsle:

*Feb 16 07:13:24.918:
*Feb 16 07:13:36.919:
*Feb 16 07:13:39.919
"Feb 16 07:13:39.919:
*Feb 16 07:13:39.919;
*Feb 16 07:13:42.918:

*Fob 16 07:13:42.919;
*Fab 16 07:13:42.919;
*Feb 16 07:14:09.919;
*Feb 16 07:14:09.920:
*Feb 16 07:14:14.918:
*Fob 16 07:14:14.919;

|Llost connection to the

Comment : This Betransmission continues an

Re-Tx Count= 0, Max Re-Tx Values5, NumofPendingisgs=1

Re-Tx Count=4, Max Re-Tx Value=5, NumofPendingMsgs=2

Max retransmission count exceeded going back to DISCOVER mode.

Retransmission count for packet exceeded max{UNKNOWN_MESSAGE_TYPE (2 18103808)., 2)
Retransmission count exceeded max, ignoringas the ethernet is overloaded

Re-Tx Count= B, Max Re-Tx Values5, NumolPendinghMsgs=2

Multiple times..

Max retransmission count exceeded going back to DISCOVER mode.

Retransmission count for packet exceed ed max{UNKNOWN_MESSAGE_TYPE |2 18103808)
GOING BACK TO DISCOVER MODE

CAPWAPState: DTLS Teardown,

DTLS session cleanup completed. Restarting capwap state machine,

controller, goingto re-start évora...

lolo, wuoese IJIgble Il oldss

g0 luwegsle udbs 1Js oed pu IJuvduvds Cisco Aironet 600 Series OEAP s pJlo B o
pJlu T, o8 Bso pdlud IUluweesle 980d o wopdy wdbs 1Js o] pu lJuuduwds Cisco
Aironet 600 Series OEAP oy [Jg956 |Js 9236 IJoedp sdjped 1Up)9) v 1Uer896 1Jpumg,b.
JJBsle w3dde spdod wavasd zob Jpusse, pzesd wies 1eulds 1depdss IdundJisé
(p083 1-3) Iy luwogslp perd SSID Liguos Jouesd 1389 [Js 1JBw @ sbuals yiluiss

IJoolsé.

we? w99 louold wldluc,ue pu ldzloe I)ssuvs Judbos IJgsoad: wess 1J9esrs ud g



DTLS 5 SSIDs 1Jgl 06 wuinded. wes 3. suove IJposs Iuwdds #4 (Ube,lup odsso
Jods ppdsé LEsa6) uubbl.

pdlzlos: §> Suwerd 3JY s 38l e publess sy LED IJglue wubels Cisco wlddsw
11,6 Idoede s IUhzslos JJluuhs 1Js Idlugoele IJolze. 9803 o030 IJudbs Blo IJleolJ
IJubguos Sldpduwuws wuil.

pllebs: sy 1o e0> b louold 1JB0a§ 19 039> 208 lucyoo (g6 24 Lulgs). we
3dIcgdsd 1o ool o IJgpdso pu 2383 03l pu gdId IJouopse 909 lp) boses.

wbo, 030 IJuog,6 Office Extend s wIdysu IU>9¢e pldleod IUluwedsle:

Hotel Plug Hotel
Connection Ethernet into WAN

_—~port on OEAP-600

OffceE sended
AP

-llﬂ"' e
Coorg Home

clients
Ports 1-3

oo 030 1JL09,6 1910, wuozse lgble |uolbss (eed9ple 9lzos 1U)15s89):

Below are the new diagnostics commands for the OEAP 600

The WLC CLI of “show tech” is:

debug ap enable <apname>

then:

debugap command “evoraTechSuppornt” <apname> = the information about system and radio slot 0/1
debug ap command “evoraTechSupport 2* <apname> =@ more info about radio slot 0 (2.4G)

debug ap command “evoraTechSupport 2* <apname> =» more info about radio slot 1 (5G)

The “show eventiog™ is the same as other APs:
show ap eventiog <apname>




lJpunlJJ 1Jpg 1996/0e3s)

Jezdse IJJIL,quso (LAN) go wg> dud_g..sulu o ds |JpaJ§o IJJIL,quso (WLAN). |aLJu
5 9 7.0.116.0 J
Jos) pedyps.

s OEAP-600. 31 b louold CAPWAP uwow Buid puoh$s eds 9226 Idoede: spdu lu
sdode pdiy LED Jugl,y Cisco gds OEAP-600 Jog o 1Usde $wd 1o selsd OEAP-600 [elss
oubgsd eglads CAPWAP. o3l buses: J3l see lu odsu eds ede wlu ubs 1dsuesd Jp pc
O eld w988 psuu, LED g0 1Jepd p98ul.

Sew9s puwg OEAP-600 o3l gJs luwpe ouvesd 289d peodd e eds ullb 9,09J OEAP
lJuwleBo: JIs sI9u pogld§l pe ldpucelo dpuidss ped Linksys. @d_%o luwe Idpuwwesp
IJIe,luos 09 admin pg JJpes 0,9, admin sJso Joudl 19 o9d OEAP IJIg,s pu Cisco pd
AP-1130 9 AP-1140 |wp puwegspe lWe,)los J Cisco pg JJpd 0,95 pu Cisco.

Supug ol ldluoesl) |.Ji_9.J o0 OEAP-600 L>gp 802.1x 9JJuo p389p O 38b gJs CLIL spdy I
SO Idpuwegdeau Id3su seladsu lple wessile eds 9lzos IJpuwedse 1dyum9ps6
lJodssule 1JEluosé wop.

e pl owedse IJeisg OEAP-600 WS W9 |9 eIy 135 JJlgwedsle Jsde. Bluo Szo gy
1Upo9) £ 125886 1dpuwgrs God 1o se9s 1esse OEAP-600 |Uss zols Ideede. ol edsd uss
w9uosd 2ol Jpws9c peesd wies IUpulds Idpedss IJuuddss (pods 1-3) I luwagsle uzd
SSID g uos Vs IJus @ shuole ol s IJwslss. wpzyd w9, louold wldloc,ue po ldzlow
lyissuws Juldbo 1Us o9l w9 1926 wluyule 9§ DTLS 9 SSIDs IJgl oo wyiyJdod
9lJpuds IJuwdIds #4: 9lU3s SO, 0 [ op od9su yuvwdsé LAN IJogss6: Lp wuowe
B, Jleb 1 309 85 Suvobad wudt 38l sldw oy LED I0gluo wuiel Cisco JJing
Joode 15 1heslos JJlushs 1Js IJlousele Iolze. 980 030 Iudlbs Blo IJleoold Igbéoos
Sldedumums uubl.

pdlebs: spdu lu sudlbe IJodd eos Sbe louald 1JBwaG 19 019> 2308 Idlocsuw (g6 ¢JIJ
24 wles) ssee lebs wuvgsd Idgpdss udwol. 03l pu ¢dld IJouopse 909 o) boses.

|JP¢JQV OPISD n_éo_)é U.n.ég_ delo U'uu'&é-)lP


//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html
//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html
//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html
//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html
//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html

Hotel Plug Hotel
Connection Ethernet into WAN
_~port on OEAP-600

OfficeE xiended
AP

Cert Home
clients

Ports 1-3

030 weguo IJoguvsule IJluolvss IJos op Ibgldel Ws |uosl, Cisco 7.2:
Sp |uolds 802.1X puwa9s loly B 9lz0s IJp uegse IUyumsess (GUI)

1J8>,6 eds welbsd IJsuosd [Js WLAN Idpeds eds ubbs 1d9uosd pu 9226 IJoede -
oebsd SSID IJybguos ppl suvpee B8 woosise IUyiu,yJo

IJgsble 1d8lods Jdepsss Jogsso IJduols »
wésy ldxep pu 2 SSID W IJuivyJs |Js 3 SSIDs -
8 536 puS3 RLAN Ipjo9z
Spo |uolds 802.1X puwo9s loly B 9lz06 IUp wegse Iyuwspessd (GUI)

ope |Lolss 802.1% 116 [Js 9lz06 1Jpuwese ldyuwsess (GUI)



il
CISCO MOMITOR  WLaANs COMNTEOLLER WIRELESS

WLANS WLANS > Edit 'remote’

WLANS
W LAMNS

 General | Security | Advanced |

Advanced Layer 2 | Layer 3 | AAD Servers |

Layer 2 Security  (MNone (%
Mone
5021

pdleble Bsel soedd wldpuolsds Jpods Lvwds LAN IJog.ss.
802.1x authentication for remote-LAN port

WS shall be provided to enable 802.1x Layer 2 Security and conhigure AAA
server for remote-LAN. WEP encryption shall be always dizabled.

Same as 802.1x authentication for wireless clients, in 802.1x authentication for remote-LAN
client, WLC acts as authenticator. Evora AP just forwards the EAPOL packets. AP converts
EAPOL Ethernet packet to 802.11 data frame betore sending it to WLC. The destination
address in the 802.11 data frame shall be set to BSSID for remote-LAN. There iz no data
encrypiton for the Ethernet packeis transierred on remote-LAN port. So there 13 no key
exchange on EAPOL. The data security 1z provided by DTLS on CAPWAP data channel.

Following EAP methods are supported:
* EAP-TLS
. PEAP
* BEAP-TTLS.

1J8>,6 eds welbbsd IJsuosd [Js WLAN Idpeds eds udbs 1dsuosd pu 9226 IJoede -
ogbsd SSID IJiguos pel suvper Sb wwosiss IdubyJs

websd ldysesd [Js WLAN Idpzds
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Manually configure channel and power level

In JMR1 release, there 12 no contiguration option for 802.11a/n and 802.11b/g/n radios for
“General”, “RF Channel Assignment” and “*Tx Power Level Assignment” portions. The
“Admin Status™ mn “General” shall be display only. The ophions for “Assien Method™ are
changed to “Custom Configured” and “AP Conirolled”. By defanlt “AP Confrolled™ 1=

Configured” mode.

OEAP-600 does not support DFS channels =o that WLC shall not allow these channels to be
configured. [[his new assignment method is passed to AP with CAPWAP payload.

In AP, when the channel is*“AP Controlled”, then the channel is controlled by the setting
from local AP GUIL Otherwise the channel =et by WCS 1z used.

The channel azsign method and the azzigned channel are zaved 1o NVEAM and digplaved in
local GUT

In AP, when the power 15 AP controlled”, then the mmwamum power level 1s always used.
Otherwise the power level set by WCS 1= uzed.

The azzign method for TX power level and aszigned TX power level shall be zaved in flash
20 that they can take effect atter AP reboots.

When “Reset to Defanlt” operation is performed, the assign method is set to “AP
controlled”.

JEP LSO P93 Juvwdo RLAN lJejs9g6 (CLI WO 9b)

cubod oo ldpdlzlbs eds ullb 1Usuo9d pu lduwdunds OEAP-600 Cluuwgsle 056 puluds
JvwJo RLAN 1Je 5926 9ldos ouwer Jpuwds lse,uw OEAP-600 ,8, 3 wldgpd JuvwJo LAN
EU w83 Sup lduwelz wldodssy B3k po ¢JId CLI 98spl sJs pold:

Config network oeap-600 dual-rlan-ports enable|disable

B 2lJs £30 oI9Sy 030 IJpsio: wuwep,y IJuvwds IJpeedss (LAN) I2lbsé 1puds 4 g0 wes
S5 Idepd. suvotse IJ puds G ds prdss wEs36 8836 JIJ puss. sEedV wessu
IJuivw I IJpedss IJogssé: 9lJss sewps eds pl bl Jloe 1Jpzeses Ul el osé 19 PEPPE'Q
AP PUNLED PO |ro JI.

pepyes le,)loso



O 2lds luwesle 1dpzeses UG08 sOp wESSU Juwds LAN G536 9lesé wpg )
wwodsé LAN zos g0 e eds 1Jpuds 4. eds pwosd Idpoldc sop wesso uvwds LAN
lJogsr6 3o pe)yd Iduveds IUpedss g0 wed 2 eds 1dpunds 4 (eJs OEAP-600). swp wgSSU
o LAN 1Jogs36 3l pg s Giods LAN 1Jogs36 10,5686 1deydes eds 1dpess 3 (gds
OEAP-600).

eds uvosd IJpold. Jolgs oloso Idusodos Idpedss go wes:

(Cisco Controller) >show remote-Tan summary
Number of Remote LANS.......ciiiiiiiiininnrnnnnns 2

RLAN ID RLAN Profile Name Status Interface Name

2 rlan2 EnabTled management
3 rlan3 Enabled management

Sew9s RLAN2 gJs pg)d Jiuvwdo LAN Lgs30 j928 polde: 2 98ds 03l 1oy &lisb JJpewwds 4.
Sew9s RLANS gJs pg)y09 Juvwds LAN IJwgs6 )6 30 goldolds glsb Jdeuwds 3.

peesele AP

lo Suweeed loe ap peeses: IJ sgbb s IJ OEAP-600 psule sI90 o I AP-p20986 lo).
Juwedlp pre9es AP szo edsd ladl 230 zese IJuvodle IUpedss IJoess slduvodle
IJpedsé IJJluudIss (WLANS) oo pzesed AP 9esdol BLES. &p e wluolds svudos LAN go
&> [Us p2eoes AP. $p I9Jl ol olds uEbs 1909 3 gu wes-LAN. &p luodd IJpodds 4 [Us
lJezeoes IJuess6.98p les,l wluplds s yuodle WLAN.

Sbods ppdss (LAN) g0 g B Idpsune 1lad B 1J@lses &lisl JJpudds 3. gldeluss Bs
IUBlisp6 2olislo JJpods 40 Jpl 09 1Jzld Bes o3l [JpelJ:

RLAN ID RLAN Profile Name Status Interface Name
2 rlan2 Enabled management
3 rlan3 Enabled management

pedyple sl Lods
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