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<{froot>
[*09/14/2023 04:12:09.7740)

CAPWAP State: Init

[%09/14/2023 04:12:09.7770]
[%09/14/2023 04:12:09.7770]

CAPWAP St ate: Discovery

[%09/14/2023 04:12:09.7790]

Di scovery Request sent to 172.16.0.20, discovery type STATI C_CONFI (1)

[¥09/14/2023 04:12:09.7800]
Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7800]

Got WL.C address 172.16.5.11 from DHCP.

[¥09/14/2023 04:12:09.7820]
Di scovery Request

sent to 172.16.0.20, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7830]

Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7840]

Di scovery Request sent to 255.255.255. 255, discovery type UNKNOAN(0)



[*09/14/2023 04:12:09.7850]
[*09/14/2023 04:12:09.7850]

CAPWAP State: Discovery

[*09/14/2023 04:12:09.7850]
Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8030]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169

JIU2186 1 ©dds lowagled 1agiid o0, JJ po guuoy Wozde B Idubuds IUppdss IJlpuddss (WLC) 1dss op odssuo
cusdd eloe (172.16.0.20) sgvuo, Idopde B IUiods 1 pedss IJJlusddss (WLC) IJpubly 1dso gy ¢l DHCP,$ 0 43
(172.16.5.11). e wdbs 19 o 050 s ol Il IMaGiid o £u00) Gede B Iduvods 1 pedss 1JJlusddss (WLC) Tz,
(172.16.5.169) sl¢J 1o b 1,856 wdwol Jisel edde Huwlds [deuld IJoe.

2lJé CAPWAP: |g5l> DTLS.

ould IUDTLS wubsdo gduwsd wsu Id ap g IJ WLC.

<ttroot>

[*09/27/2023 21:50:41.0000]



CAPWAP St ate: DTLS Setup

[*09/27/2023 21:50:41.7140] sudi99_request_check_and_Tload: Use HARSA SUDI certificat

21J6 CAPWAP: IUlu ol e

&> logble gduwé DTLS. sop Il huwld Bd= lcuaels [s oo IJozde B 1o ds 1dpediss IJluvddisé (WLC) o) 2duws
IJgpd Idlews. Jlebb Jsdsé 1,5 gds o3l ldbde gds 1JB9) pg losgled acia s o, euu0; Idopdp B IUubwds 1dpeedsé
IJJlgwdIse (WLC)

<{froot>
[*09/27/2023 21:50:41.9880]

CAPWAP State: Join

[*09/27/2023 21:50:41.9910]
Sendi ng Join request to 172.16.5.11

through port 5270
[*09/27/2023 21:50:41.9950]

Joi n Response from 172.16.5.11

[*09/27/2023 21:50:41.9950]
AC accepted join request

with result code: 0

[*09/27/2023 21:50:41.9990] Received wlcType 0, timer 30
[*09/27/2023 21:50:41.9990] TLV ID 2216 not found
[¥09/27/2023 21:50:41.9990] TLV-DEC-ERR-1: No proc for 2216

2lJé CAPWAP: wslule 109,86

©89p LS 1J9o9d weldlius Logswol pg LEIS EuLes IJoede B Idubods Idppdss IUJIuuddss (WLC). B odo IJzlJs.
SYI0 JJume Iduuil Judbs 1J9u09d sldedumse Idlzoslbs 1J¢lue wol 09, peed s eu euues Idurde S 1w ds
IJezdss Iddluwddss (WLC). JsJd Bluel wweses osolez Iduuos upgradesh. 1dses souis wdbs 1Jsuosd Jbdo 1Jog)s
Jeoluwes IJs eoues Ideede s Idubvods 1dppdss IJJIunddss (WLC) soussdel [ds IdEuwe & Iduublo IUzlds 1Uglue

vol.

<tfroot>
[*09/27/2023 21:50:42.0430]

CAPWAP State: |nmage Data

[%09/27/2023 21:50:42.0430]



AP i mage version 8.10.185.0 backup 8.10.105.0, Controller

[*09/27/2023 21:50:42.0430]

Ver si on does not match.

[*09/27/2023 21:50:42.0680]
upgr ade. sh

: Script called with args:[PRECHECK]
[*09/27/2023 21:50:42.1060] do PRECHECK,

part2 is active part

[*09/27/2023 21:50:42.1240]
upgr ade. sh

: /tmp space: OK available 101476, required 40000
[*09/27/2023 21:50:42.1250] wtpImgFileReadRequest:
[¥09/27/2023 21:50:42.1310]

| mage Data Request sent to 172.16.5.11

, fileName [aplg7], slaveStatus O
[*09/27/2023 21:50:42.1340]

I mmge Data Response from 172.16.5.11

*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

50:
50:
50:
51:
51:
51:
51:
51:
51:
51:

42
42.
55.
11.
19.
24,
37.
50.
59.
59

L S e T e Y s Y s Y s B s Y s B sy B |

.9160]
I mage transfer conpleted fromWC

, last 1

17.9.3.50

request aplg7, local /tmp/part.tar

.1340] AC accepted join request with result code: 0

> 76738560 bytes, 57055 msgs, 930 last

9160] Last block stored, IsPre 0, WriteTaskId O

wp Woeld gpdss 08 1Juo9)s: wusl 0 dbs 1 s epdss c2dd pu wadse IJuesré JJozdd po Lozwel. wes Iddsle

3 s99p Idenulez IJuueos upgradesh covose 1Juog,s Bs

JSuwe &8 Idugblo 1Jzlds: 9s0oad IUduwe 15 Spod puo.

3i'aL"sJI; OESd udbs I osd weesd v duwol 9oy, 1dgpdss pu lJwslss (TIdd CAPWARP: Ida i),

<tfroot>
[*09/27/2023 21:52:01.1280]

I mage signing verify success

[*09/27/2023 21:52:01.1440]
[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2]

: Shadow is now in-synced with master



[*09/27/2023 21:52:01.1440]
[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2]
[*09/27/2023 21:52:01.1570]

upgr ade. sh

part to upgrade is partl

[*09/27/2023 21:52:01.1780]
upgr ade. sh

: AP versionl: partl 8.10.105.0, img 17.9.3.50
[*09/27/2023 21:52:01.1960]

upgr ade. sh

: Extracting and verifying image in partl...
[¥09/27/2023 21:52:01.2080]

upgr ade. sh

: BOARD generic case execute
[*09/27/2023 21:52:01.5280]

upgr ade. sh

: Untar /tmp/part.tar to /bootpart/partl...
[*09/27/2023 21:52:01.7890]

upgr ade. sh

: Sync image to disk...
[*09/27/2023 21:52:31.4970]

upgr ade. sh

. status

Successfully verified image in partl.

[*09/27/2023 21:52:32.5270]
upgr ade. sh

: AP version2: partl 17.9.3.50, img 17.9.3.50
[*09/27/2023 21:52:32.5540]

upgr ade. sh

: AP backup version: 17.9.3.50
[*09/27/2023 21:52:32.5700]

upgr ade. sh

Fi ni shed upgrade task.

[*09/27/2023 21:52:32.5840]
upgr ade. sh

: Cleanup for do_upgrade...

: Verifying against bundle image btldr.img...



[*09/27/2023 21:52:32.5970]
upgr ade. sh

: /tmp/upgrade_in_progress cleaned
[*09/27/2023 21:52:32.6090]

upgr ade. sh

: Cleanup tmp files ...
[*09/27/2023 21:52:32.6720]

upgr ade. sh

: Script called with args:[ACTIVATE]
[*09/27/2023 21:52:32.7100] do ACTIVATE, part2 is active part
[*09/27/2023 21:52:32.7640]

upgr ade. sh

: Verifying image signature in partl
[¥09/27/2023 21:52:33.7730]

upgr ade. sh

: status 'Successfully verified image in partl.'
[*09/27/2023 21:52:33.7850]

upgr ade. sh

activate partl, set BOOT to partl

[%09/27/2023 21:52:34.2940]

upgr ade. sh

AP primary version after reload: 17.9.3.50

[*09/27/2023 21:52:34.3070]
upgr ade. sh

: AP backup version after reload: 8.10.185.0
[*09/27/2023 21:52:34.3190]

upgr ade. sh

: Create after-upgrade.log
[*09/27/2023 21:52:37.3520]

AP Rebooting: Reset Reason - |Inmage Upgrade
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<#root>


https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html

[ *09/ 27/ 2023 21: 56: 13. 7640]

CAPWAP State: |mage Data

[*09/27/ 2023 21:56:13. 7650]

AP i mage version 17.9.3.50 backup 8.10.185.0, Controller 17.9.3.50

[*09/ 27/ 2023 21: 56: 13. 7650]

Version is the same, do not need update.

[*09/27/ 2023 21:56:13.7650] status '

upgrade. sh: Script called with args: [ NO_UPGRADE]

[*09/ 27/ 2023 21:56:13. 7850] do NO UPGRADE, partl is active part

zJ CAPWAP: 1Jad sy
we> o 5028 wdbs 1Usuesd pu lu Jo uduw 1uosh guues IUoede B Iduiwds IUpedss IJlusddss (WLC). Bluo sede

IJodssole 1Jzldss 1Jglues wo Jeyds Idoede B Iduveds IUpedss [JJlgudIdss (WLC). o6 glps: o3l sgus i ulbé
lJsuosd cbdu IJzulb eds odssulwol (131 oo pe9d,6 Bs euuoy Idogdpe Bs Iduveds [Jpedss IUJluvddss (WLC)).

<#froot>



[*09/27/2023 21:56:14.8680]

CAPWAP St ate: Configure

*09/27/2023 21:56:15.8890] Telnet is not supported by AP, should not encode this payload
*09/27/2023 21:56:15.8890] Radio [1] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0650] Radio [0] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0750] DOT11_CFG[1]: Starting radio 1

*09/27/2023 21:56:16.1150] DOT11_DRV[1]: Start Radiol

*09/27/2023 21:56:16.1160] DOT11_DRV[1l]: set_channel Channel set to 36/20
*09/27/2023 21:56:16.4380] Started Radio 1

*09/27/2023 21:56:16.4880] DOT11_CFG[0]: Starting radio O

*09/27/2023 21:56:17.5220] DOT11_DRV[0]: Start RadioO

*09/27/2023 21:56:16.5650] DOT11_DRV[0]: set_channel Channel set to 1/20

*09/27/2023 21:56:16.5650] Started Radio 0

*09/27/2023 21:56:16.5890] sensord psage_base init: RHB Sage base ptr al030000

Lt B e T s N s Y s I s N sy Y s N s Yy Y s B sy |
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g 030 IJudbé: lugope 0 Hbs 1U9Lo9d (AP) wutlz Is 9228 IJcrdp. Tovle 030 Iels: ©89p guues IJoedp S 1dubeds
IUpzdss IUJluuddss (WLC) wogigsd 1dss Joglss Idodss Idpbdw pu Gud udbs IJsuesd. spdud v o)s v udlbs
1J9 09 wade @lsshe 1 ig s soelus WESe 9500 wessuol lsual [Js gdies g Wdculuass ese lo guues Idoedp B
lJuvods 1 eedss IUJlunddss (WLC) Jp su Jsso peyds puluds wudlbs [Jgosd oso.

<#froot>

[%09/27/2023 21:56:17.4870]

CAPWAP State: Run

[*09/27/2023 21:56:17.4870]

AP has joined controller



uwu-9800

[*09/27/2023 21:56:17.4940]
[*09/27/2023 21:56:17.5440]
[*09/27/2023 21:56:17.6010]
[*09/27/2023 21:56:17.6230]
[*09/27/2023 21:56:17.6420]

DOT11_DRV[ O] :

set _channel

[*09/27/2023 21:56:17.8120]

DOT11_DRV[ 1]:

set _channel

[*09/27/2023 21:56
[*09/27/2023 21:56
[*09/27/2023 21:56
[*09/27/2023 21:56
[*09/27/2023 21:56

chpasswd: password

[*09/27/2023 21:56

chpasswd: password

*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023

Lt B s T s Y s Y ey IO s B s I |

21:
21:
21:
21:
21:
21:
21:
21:

56:
56:
56:
56:
56:
56:
56:
56:

:17.
:18.
:18.
:18.
:18.

9350]
0160]
1220]
1310]
1340]

for user

:18.

1350]

for user

18

18

18.
18.

1520]
1610]

.1640]
18.
18.
.2230]
18.
18.

1720]
2120]

2410]
2440]

DOT11_DRV[0]: set_channel Channel set to 1/20

sensord split_glue psage_base: RHB Sage base ptr al030000
sensord split_glue sage_addr: RHB Sage base ptr al030000
ptr al030000

Channel set to 1/20

Channel set to 36/20

Previous AP mode is 0, change to 0

Current session mode: ssh, Configured: Telnet-No, SSH-Yes, Console-Yes
Current session mode: telnet, Configured: Telnet-No, SSH-Yes, Console-Yes
Current session mode: console, Configured: Telnet-No, SSH-Yes, Console-Yes

changed

changed

systemd[1]: Starting Cisco rsyslog client watcher...

Same LSC mode, no action needed

CLSM[00:00:00:00:00:00]: U3 Client RSSI Stats feature is deprecated; can no
systemd[1]: Stopping rsyslog client...

systemd[1]: Starting Cisco syslog service...

systemd[1]: Started Cisco syslog service.

systemd[1]: Started rsyslog client.

AP is 1in good condition, BLE is off



*09/27/2023 21:56:18.2510] SET_SYS_COND_INTF: allow_usb state: 1 (up) condition
*09/27/2023 21:56:18.2530] systemd[1]: Starting dhcpv6 client watcher...
*09/27/2023 21:56:18.2530] systemd[1]: Stopping DHCPv6 client...

*09/27/2023 21:56:18.2530] systemd[1]: Starting DHCPv6 client...

*09/27/2023 21:56:18.2530] systemd[1]: Started DHCPv6 client.

*09/27/2023 21:56:18.2530] systemd[1]: Started dhcpv6 client watcher.
*09/27/2023 21:56:18.2560]

L T s Y s T s T s Y sy By |

Set radio 0 power 4 antenna nmask 15

[*09/27/2023 21:56:18.2530]

Set radio 1 power 4 antenna nask 15

[*09/27/2023 21:56:18.2530] Got WSA Server config TLVs
[*09/27/2023 21:56:18.2720]

AP tag change to default-policy-tag

[*09/27/2023 21:56:18.2780] Chip flash OK

fJedd 950
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Catalyst 9800-L Wireless Controller

Access Points
High Awailability
ess Points
Management IP Address (IPvd/IPvE)

172.16.5.11
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Edit AP Join Profile

High Availability

CAPWAP Timers AP Fallback to Primary

Fast Ha Enable =

Backup Primary Controller Jy

backup-9800

172.16.28.50

Backup Secondary Controller

Retransmit Timers
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
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https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-and-configuration-guides-list.html

odichs: O sse Slssc Belsa 10arda dis 10uiads 10ardiss 1ol (WL Cs Idloougd oo 10z s 10&1c sgh di adei
g sgd b ks 10 suasd wads INREINIE Idicsloest glJolygss IJeluws i edie Idaqgsw cgldy g1d Jodhs 1dsuasd.

ol suasd Telnet/SSH 1es acks 1dsuasd

looldd |Us 1dadssa > gdlala saguagdic > 1uaala kb 1suasd > 10118 > Ucb\j_ga_)) SSH _9/i_9 UGz Telnet.



Cisco Catalyst 9800-L Wireless Controller Welcome admin i = Feedback

» AP Join
Q
Add Delete ©) Clone

d Dashboard
Edit AP Join Profile

AP Join Profile Name

Manitoring
@ = Alaskn-Site Management

default-ap-profile

t Administration
FTP Downgrade Telnet/SSH Configuration
(©) Licensing
PudfiPvE Address 0.0.0.0 Telnet D
3 Troubleshooting
mage File Name Enter File Name SSH =

Serial Console

System Log
AP Core Dump

Facility Value System Log

Host IPvd/IPvG Address 172.16.5.27 Al

Log Trap Value Debug

Secured D

opdso 1Usuo9d |Us Telnet/SH gds pJd wg)sd ol AP
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Cisco Catalyst 9800-L Wireless Controller Welcome admin - I : = Feadback

174,

» AP Join

Add Delate D) Clone

E Dashboard
: Edit AP Join Profile
AP Join Profile Name

Aniterios
@ Manitoring Alseks-She Management

) : e e
., Conf default-ap-profile

1
{07 Administration
User Management
(5) Licensing

Usemame . . ;
Wireless Password Policy is Disablec

' Troubleshooting
Password Type Although disabled, it is recommended to follow the following
password rubes
Passwond - Do's
@ Password length range & - 120 characiers
Secret Type clear & Atleast one u 2

@ At least on
Sacret & Atleastone digit
Don‘ts:
€ Default passwords (Ci5c0) and reverse passwords (OcStc)
are not allow
© Alphabets repeated more than twice in sequence (CCC)
© Digits repeated more than twice in sequence (§66)
© Sequential digits are not allowed (234)
© Sequential characters are not allowed {imn)

wuslule lewpels SSH 9 telnet Ju oo 19 o9d
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T 0. 000b00Rd
7600058 8001807000
T 60958 B.00SbeRND
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+ 16,565
172.16.5.11
172.16.5.65
172.16.5.11
172,16.5.65
172.16.5.13
172.16.5.65
172.16.5.11
172.16.5.11
172.16.5.11
172,16.5.11
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172.16.5.65

5.1
172,16.5.65
172.16.5.11
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172,16.5.11
172.16.5.65
172.16.5.65
172.16.5.11
172.18.5.85
172,16.5.11
172.16.5.65
72, 11
172.16.5.65
172.16.5.11
172.16.5.11
172.16.5.65
172.16.5.65
172.16.5.11
172.16.5.11
172.16.5.65
172, 16.5.11
172.16.5.65
172.16.5.65
172.16.5.11
172,16.5.11

5

172.16.5.11
172, 16.5.65%
172.16.5.65%
172.16.5.11
172.16.5.11
172.16.5.65
172, 16,565

255,255,255,

172.16.5.65
172,165,141
172.16.5.65
172.16.5.11
172.16.5.65
172.16.5.65
172,16.5.65
172,16.5.65
172.16.5.11

172.16.5.65
172.16.5.11
172.16.5.11
172,216,511
172.16.5.65
172.16.5.11
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172.16.5.11
172.16.5.11
172.16.5.65
172.16.5.65
172.16.5.11
172,16, 5. 65
172.16.5.11
172.16.5.11

172.16.5. 11
172.16.5.11
172.16.5.65
172.16.5.65
172.16.5.11
172.16.5. 11

Protocel
CAPAAP-Control
CAPWAR-Contral
CAPWAR-Contral
CAPWAR-Control
BTLEW1.2
BTLEV1. 2
DTLSw1.2
DTLGV1.2
DTLSv1.2
BTLSW 1.2
BTLEvi. 3
DTLGW1.2
DTLSv1.2
DTLSv1.2
OTLSv1.2
BTLEw1.2
DTLSw1.2
DTLSv1.2
DTLS¥1.2
BTLEw1.2
BTLEV1.2
DTLEW1.2
DTLSv1.2
DTLSv1.2
BTLEw1.2
DTLEV1.2
DTLSV1.2
DTLSv1.2
CAPWAP-Data
DTLSV1.2
CAPWAP-Data
DTLSv1.2
DTLSV1.2
DTLSV1.2
DTLSV1.2
DTLSY1.2
BTLSV1. 2
BTLSv1.2
DTLGw1.2
DTLSv1.2
BTLSW 1.2
BTLEV1.2
BTLEV1.2
DTLGw1.2
DTLSv1.2
DTLSv1.2
BTLEvi.2
BTLEV1.2
DTLGV1.2
DTLSv1.2
DTLSv1.2
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CAPMAP-Contral - Discovery Meqeest
5267 CAPMAP-Contral - Discovery Response | capwiap Discovery
5245 CAPMAP-Control - Discovery Request
5267 CAPWAP-Control - Discovery Response
46 @
5267 Helle Werify Request
5346 Client Hells
5267 Server Hells, Certificate (Fragment) DTLS Session Establishment
5267 Certificate (Frageent)
3267 Certificate (Reassembled), Server Key Exchange (Fragsent]
5367 Sarvar Koy Exchangs {Resssesbled), Cartificate Reguast, Server Hello Dane
536 Cartificats (Fragasnt)
5346 Certificate (Reassembled], Client Key Exchange {Fragment)
5246 Client Key Exchange {Reassesbled), Certificate Verify, Change Cipher Spec, Emcrypted Handshake Message
Er ) thange Cipher Spec, Encrypied Megrage
L2486 Application Dats
5267 Application Data
5245 Application Data
5246 Application Data
S246 Application Data
5267 Application Data -
5246 Application Data Secured Tunne!
5245 Application Data
5267 Application Data
5248 Application Data
267 Application Dats
5146 Application Data
5267 Apglication Data
5247 | cAPMAP-Data Keep-alive(Malformed Packet] |
5267 Tat CAF
267 ive(Malfo Packet
5246 [REpLICATION tata |
5246 Application Data
5267 Application Data
5267 Application Data
prild Application Data
5267 Application Dota
5345 Application Data
5246 Application Data
5267 Application Data
S267 Application Data
Sa46 Application Date nne
5346 Application Data
5267 Application Data
5267 Application Data
5246 Application Data
246 Application Data
5267 Application Data
5267 Application Data
5245 Application Data
5246 Apglication Data
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
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https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html
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Join Statistics

General

Access Point Statistics Summary

Is the AP currently connected to
controller

Time at which the AP joined this
controller last time

Type of error that occurred last
Time at which the last join error
occurred

Last AP Disconnect Details

Reason for last AP connection failure

Last Reboot Reason (Reported by AF)

NOT JOINED

09/27/2022 09:45:49

Join

09/27/2022 09:46:01

DTLS close alert from
peer

No reboot reason

Last AP message decryption failure details

Reason for last message decryption
failure

NA

Discovery Phase Statistics

Discovery requests received

Successful discovery responses

ful discovery request

Reason for last unsuccessful
discovery attempt

Time at last successful 09/27/2022
discovery attempt 09:52:27

Time at last unsuccessful NA
discovery attempt

Jeiss pu ldpedsple o sosdss: loodd IJs gdles lJowssy "leuolissle” Bs Idlbly odwe. ool spdud pdhus pdsl)
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Join Statistics

Statistics

Control DTLS Statistics Configuration phase statistics

DTLS Session request received Configuration requests received

Established DTLS session Successful configuration
responses sent

Unsuccessful DTLS session
Unsuccessful configuration
request processing

Reason for last unsuccessful DTLS DTLS Handshake

session Success
Reason for last unsuccessful
configuration attempt

Time at last successful DTLS session 09/27/2022 09:45:44

} Time at last successful 09/21/2022
Time at last unsuccessful DTLS NA configuration attempt 01:39:07
session

Time at last unsuccessful NA
Join phase statistics configuration attempt

Join requests received Data DTLS Statistics

Successful join responses sent DTLS Session request received
Unsuccessful join request processing Established DTLS session

Reason for last unsuccessful join DTLS close alert from Unsuccessful DTLS session
attempt peer

Reason for last unsuccessful DTLS Handshake
Time at last successful join attempt 09/27/2022 09:45:49 DTLS session Success

Time at last unsuccessful join attempt NA Time at last successful DTLS NA
session

Time at last unsuccessful DTLS
session
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* izsle gpsd debug capwap

« ¢bl g psJ debug capwap
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* 22U gpsd debug dils

» debug capwap client keepalive
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a0 25?1 APs

 debug capwap console cli

 debug capwap client no-reload
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