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Selectod RLAN Profiles : 0 LA E
[= T e
L]
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Edit Policy Tag x
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Description | Enter Description |
Vv WLAN-POLICY Maps: 0
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WLAN Profile Y Policy Profile T
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lesble puwds Gbods LAN,

Edit AP x

General Interfaces High Awvailability Inventory ICap Advanced Support Bundle
—

Ethernet Interfaces

Interface Y Operation Status Speed Y Rx Packets Y Tx Packets Y Discarded Packets hd
GigabitEthernetd 0 1000 Mbps 22065 12905 0
GigabitEthernat O Auto o 0
LAMN1T 0 Auto 11682 156
1 0w

Radio Interfaces

Spectrum
Slot YT Adrmin Y Operation Spectrum ¥ Operation Regulatory T
No Interface Y Band YT Status Status Admin Status Status Domain
0 802.17ax - 2.4 GHz Al Enabled o Enabled (4] -A
1 802.11ax - 5 GHz All Enabled o Enabled o -B
1 10 -

Power Over Ethernet Settings f  LAN Port Settings *\

Power Type/Mode PoE/Medium PortID Y Status VLANID Y PoE  Power Level RLAN
Power (25.5 W)
LANT ) 100 @] S
PoE Pre-Standard Disabled
Switch \_ 1 10
PoE Power Injector Disabled
MAC Address

lesble pods AP LANA

Bp wobosd IJlesble sldezdd pu lelds. olds po lu yuwds RLAN wgu0 1dJsw 1Jig o,
wwedé RLAN JJdozysd Idpeeds J FlexConnect

lo sewlz lue RLAN 2,36 0,9, Iu sdaw zoade pedsl IJ ap luudse suwés Juo Flex s udJe
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shatl Cisco Catalyst 9800-L Wireless Controlier Weicome ac AT ABDS OO Q Ereomat) »
©> Flox
Er——— B
[m] VidNHare T 0 T bgressacl T EgressAGL T
[T 10 v

O dlaunexpronie O o

wdasu pdd ldegrsd IJpyo

2. Jogss) uldbo Uy oed 9124 |Js 9og FlexConnect: sdjped websd IJgsh) wpdso IUpsde
Ipeds" Ss odasu edlps IJpade. wes 3dd: sbo, sl wpass oI wiuosuo Flex. 22 pdod
wgrs Flex1dpdss puwodl:

B . CiscoCatalyst 9800-L Wireless Contraller # © ADO MO Q = SRR

Edit Site Tag

ogbsd Ipsde Ipeds woluwbs edlpd IJpsSe

el o sud) lve eds wease sobusd eds bls IJ ap 9236 bydss Jepde suved:

[*0B/20,/2024
[=08/25,/ 2024
[*88/29/2024
[*RE/29/2024
[*0B/29,/2024
[=08/25,2024
[=8B/29/2024
[*BE/20/2024
[*08/29,/2024
[=88/29,/20024
[=8B/Z9/2024
[=@B/Z0/2024
[=08/ 20,2024
['M,-'EE';' 2822
[*@B/29/2024
[*@B/20/2024
[=08/ 20,2024

BB:25:13. 2976]
BAr2%:1%.5413]
BE:i5:13.32419]
BB:25:13.3237]
BB:25:13.3262]
BAr28:13.3383]
BEris:13.3468]
BE:25:13.3434]
BB:25:13.3522]
BA:25:13.375%6]
BErisrld. 3F00]
BB:25:13.3948]
BBE:25:13.3963]
BEr25:13. 3564 ]
B8:i5:13.3508]
@B 25:13. 3958]
BE:25:13.4143]

Préevious AP sode iz @, ¢hange to 2

DOT11_CFE[R] Radio Mode is changed from Local to FlexConnect
DOT11_DRV[2]: Stop Radicd - Begln

wilan: [©:1:CMN_MLME] slss sxt vap dowhi: VAP (mond) 1s down
DOTI1_pevi[a]: Stop Radiod - End

DOT11_CPE[a]): Starting radio @

DOT11_DRV[@]: Start Radiod - Begin

DOT11_D&vi[a]: Start Radiod - End

wian: [@:I:CHN MLEME] slme &xt wap wp: VAP (mond) is wp
DOT11_CPE[1] Radio Mode is changed from Local to Flexlomnect
DOT11 _DEV[1]: Stop Redlcl - Begin

wian: [QiI:CMN_MLME] slse &xt vap dowh: VAF (Soal) 1f down
DOTI1_DRV[1]: Stop Radiol - End

DOT11_CPGE[1]: Starting radio 1

DOTI1 DRV[1]: Start Radiol - Begin

DOTI1_D®v[1]): Start Radiol - End

wian: [@:I:CFN_MLME] mlme_ext_vap up: VAP (monl) is wp
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* » Access Points

% All Access Points

Misconhured AP
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L
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9DHCP 1Je,djs:

B il Cisco Catalyst 9800-L Wireless Controller v # C ARG DO a | = i
~ 3 Remote LAN Edit RLAN Policy =
General 4 P
RLAN Policy —_—
a
- T Swus
HI24RLANPGRCY RLAN Switching Policy
0O  a1z4mLanPoicy
1 |
v [l o

IJozosd Idpeds Juwsluwé RLAN

IJozol pu lduoes
Cwsd prdjs

swbo pe Ss IJLANT psule oo 1 ap. s89e IJIpws9e, wldeuol§6 gw) MAB 9szuod eds
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General
Clienits

Client Properties
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oBluosd IJgpsd

p0 9lzod ub, I9le) (CLI) uEbs 1J9uosd: Spdud 02 cEss) elUs IJpuds suldlosd

lJgpsd:

AP9124_01#debug client F8:E4:3B:EE:53:AF
AP9124_01#debug rlan

critical Enable RLAN critical level debugging
errors Enable RLAN error Tevel debugging
events Enable RLAN event Tevel debugging

info Enable RLAN info level debugging

AP9124_01#show wired clients

Total wired clients: 1

mac port state local_client detect_ago associated_ago tx_pkts tx_bytes rx_pkts rx_bytes
F8:E4:3B:EE:53:AF 2 ASSOCIATED No 12 12 9 1074 337 55639

AP9124_@l#debug rlan info
AP9124 0l#debug rlan eve
AP9124 @l#debug client F3:E4:3B:EE:53:AF

AP9124 @1#[*B8/29/2824 @8:51:12.7861] chatter: wiredif mapper :: WiredIfMapper - Invalid Port 2 State 1

[*e&s29/2024
[*e8/29/20824
[*e8/29/2024
[*88/29/20824
[*e8/r29/2024
[*88/29/2824
[*e8/29/2024
[*88/29/2824
[*e8/r29/2024
[*88/29/2824
[*8&r29,/2024
[*88/29/2824
[*e8/29/20824
[*88/29/2824

e8:51:
28:51:
@8:51:
88:51:
88:51:
88:51:
88:51:
88:51:
88:51:
88:51:
8B8:51:
88:51:
88:51:
88:51:

12.
13.
16.
16.
16.
.8389]
.8341]
.8372]
.8375]
.8377]
.8378]
.8379]
.8381]
.8620]

7861]
3611]
8306]
8387]
8388]

chatter: Device wired2 notify state change link UP

RLAM_EVENT-RlanPortControl: LAN-Port[@] UP Event

RLAM_EVENT-RlanPortControl: LAN-Pert[@] Detect client FB:E4:3B:EE:53:AF

RLAM_EVENT-RlanPortControl: LAN-Port[@] send_assoc for client F8:E4:3B:EE:53:AF
CLSM[F8:E4:3B:EE:53:AF]: US Assoc Req(@) IF 5 slot 16 port_id @ vap_id @ Len 52 client state UNASSOC
CLSM[F8:E4:3B:EE:53:AF]: client moved from UNASSOC to ASSOC

CLSM[F8:E4:3B:EE:53:AF]: DS Assoc Resp(l@) IF 87 slot 16 vap @ state ASSOC

CLSM[F8:E4:3B:EE:53:AF]: Added to ClientIPTable on wired2

RLAN_CFG: rlan_add_client client F8:E4:3B:EE:53:AF, port @ vian: @

CLSM[F8:E4:3B:EE:53:AF]: Add RLAN client succeeded inm vap @

CLSM[F8:E4:3B:EE:53:AF]: client moved from ASSOC to FWD

CLSM[F8:E4:3B:EE:53:AF]: Added to WCP client table AID @ Radio 16 Vap @

CLSM{F8:E4:3B:EE:53:AF]: Decoding TLV_CLIENTCAPABILITYPAYLOAD: capbaility: @ Apple Client: Mo
chatter: eap_from_cli: 68 | 4caf4d23 aeedfied 3beeS3af &32=0161 22000088 Dogacaee Sase

2204 G202GA20 C0200002 28020080 02202208

[*88/29/2824
[*88/29/2824
[*88/29/2824
[*88/29/2824
[*88/29/2624
[*88/29/2824
[*e8/r29/2024
[*88/29/2824
[*e8/29/2024

88:51:
88:51:
88:51:
88:51:
@8:51:
88:51:
88:51:
88:51:
88:51:

19,
29.
21.
21.
21,
21.
21.
22.
23.

6631]
6689]
1727]
1746]
2150]
5863]
6544]
518]
8676]

chatter: ethertype_cll: 1724921479.663182627: arp who-has 169.254.233.120 tell 8.9.8.@

chatter: ethertype_cll: 1724921488.660846272: arp who-has 169.254.233.120 tell 0.98.8.8

chatter: dhcp_from_inet: 1724921481.172667939: ©.9.8.8.68 » 255.255.255.255.67: udp 389

chatter: dhcp_reply_nonat: 1724921481.174648751: 192.168.181.1.67 > 192.168.181.11.68: udp 388

chatfer: ethertype_cll: 1724921481.215828383: arp who=has 192.168.191.1 tell 192.168.181.11

chatter: ethertype_cll: 1724921481.586308855: arp who-has 192.168.101.1 tell 192.165.1081.11

chatter: ethertype_cll: 1724921481.65438773@: arp who-has 192.168.191.11 tell 8.2.0.9

chatter: ethertype_cll: 1724921482.651782313: arp who-has 192.168.101.11 tell 8.€.9.8

chatter: eap_from_cli: 6@ | 4caédd23 aeedfSed 3beeS3af 58320101 20000000 00000000 D200EO00 LOCDE000 QBOL00B0 02002000 2002

22080 02006020 EDR00B0E SBE200B8 DOBOBDEE
[*@E/29,/2624 @8:51:23.6552] chatter: ethertype_cll: 1724921483.655126375: arp who-has 192.168.101.11 tell 6.0.9.9
[*88/29/2024 @8:51:24.6645] chatter: ethertype_cll: 1724921484.664425489: arp who-has 192.168.101.11 tell 192.168.101.11

lJoegasd Idpzds v odusé Flex-Connect



AP9124 @1#[+88/28/2024 14:16:38.7138] chatter: wiredif_mapper :: WiredIfMapper - Invalid Port 2 State 1

[*@8/28/2024 14:16:308.7138] chatter: Device wired2 notify state change link UP

[*e8/28/2024 14:16:308.9659] RLAN_EVENT-RlanPortControl: LAN-Port[@] UP Event

[*88/28/2024 14:16:33.2574] RLAN_EVENT-RlanPortControl: LAN-Port[@] Detect client F&:E4:3B:EE:53:AF

[*e3/28/2024 14:16:33.2574] RLAN_EVENT-RlanPortControl: LAN-Port[@] send_assoc for client F8:E4:3B:EE:53:AF

[*@8/28/2024 14:16:33.2576] CLSM[FB:E4:3B:EE:S53:AF]: US Assoc Req(®) IF 5 slot 16 port_id @ vap_id @ Len 52 client state UNASSOC
[*88/28/2024 14:16:33.2576] CLSM[F8:E4:3B:EE:53:AF]: client moved from UNASSOC to ASSOC

[*e38/28/2024 14:16:33.2619] CLSM[F8:E4:3B:EE:53:AF]: D5 Assoc Resp(18) IF 87 slot 16 vap @ state ASSOC

[*88/28/2824 14:16:33,2654] CLSM[F8:E4:3B:EE:53:AF]: Added to ClientIPTable on wired2

[*88/28/2024 14:16:33.2657] RLAN_CFG: rlan_add_client client F8:E4:3B:EE:53:AF, port @ vlan: 181

[*e8/28/2024 14:16:33.2659] CLSM[F3:E4:3B:EE:53:AF]: Add RLAN client succeeded in vap @

[*@8/28/2024 14:16:33.2668] CLSM[FB:E4:3B:EE:53:AF]: client moved from ASSOC to FWD

[*@8/28/2024 14:16:33.2661] CLSM[FB:E4:3B:EE:53:AF]: Added to WCP client table AID @ Radio 16 Vap @

[*e8/28/2824 14:16:33.2664] CLSM[F3:E4:3B:EE:53:AF]: ADD_CENTRAL_AUTH_IMNFO_MOBILE Payload

[*e8/28/2024 14:16:33.2667] CLSM[FB:E4:3B:EE:S3:AF]: TLV_FLEX_CENTRAL_AUTH_STA_PAYLOAD

[*88/28/2024 14:16:33.2669] CLSM[F8:E4:3B:EE:53:AF]: Decoding TLV_CLIENTCAPABILITYPAYLOAD: capbaility: @ Apple Client: No

[*e8/28/2024 14:16:35.4185] chatter: eap_from_cli: 68 | 4caB4d23 aeedfSed 3besS3af 53500101 02200202 2RAC2282 02C22000 SOG02002 22220000 DEGICLOR 2200
2200 00ceEEC0 PRECO0AD 000C2000 cecoeass

[*e8/28/2824 14:16:35.7577] chatter: dhcp_req local sw_nonat: 1724854595.757647899: 9.0.0.8.68 » 255.255.255.255.67: udp 345

[*@8/28/2@24 14:16:35.7618] chatter: dhcp_from_inet: 1724854595.761843211: 192.168.181.1.67 > 192.168.101.11.68: udp 308

[*e8/28/2024 14:16:35,7619] chatter: dhcp_reply nonat: 1724854505,761843211: 192.168.101.1.67 > 192.168.101.11.68: udp 33

[*88/28/2024 14:16:35.7834] chatter: ethertype cll: 1724854595.783373680: arp who-has 192.168.101.1 tell 192.165.101.11

[*@8/28/2024 14:16:35.7844] chatter: fromdevs_arp_resp: arp reply 192.168.101.1 is-at 64:8F:3E:D5:E5:C1

[*28/28/2024 14:16:36.0169] chatter: ethertype_cll: 1724854596.016884669: arp who-has 192.168.101.11 tell 2.2.9.92

[*e8/28/2024 14:16:36.0537] chatter: fromdevs_arp_resp: arp reply 192.168.101.1 is-at &4:8F:3E:D5:E5:C1

[*@8/28/2024 14:16:37.0143] chatter: ethertype_cll: 1724854597.914276961: arp who-has 169.254.233.129 tell 9.8.0.0

[*28/28/2024 14:16:38.0998] chatter: ethertype_cll: 1724854598.809745033: arp who-has 169.254,233.120 tell 0.0.0.2

[*e8/28/2824 14:16:39,08159] chatter: ethertype cll: 1724854599.21589897@: arp who-has 169.254,233.120 tell 0.0.0.28

[*88/28/2824 14:16:48.4324] chatter: eap_from_cli: 68 | 4cabdd?3 aeedfBed 3beeS3af B58e0101 HREAGENE DOORDRER AEAGANGA PORDIERO DRORAAGA DOBIEROA AORD
0@20 00ooC0Ce GOBCOCOC 200CC000 GOCODOAR

[*e8/28/2824 14:16:41.0055] chatter: ethertype_cll: 1724854601.865426238: arp who-has 192.168,101.11 tell 192,168.101.11

[*88/28/2824 14:16:44.5998] chatter: ethertype_cll: 1724854684.599751802: arp who-has 192.168.181.1 tell 192.168.101.11

[*@8/28/2024 14:16:44,6018] chatter: fromdevs_arp_resp: arp reply 192.168.181.1 is-at 64:8F:3E:D5:E5:C1

[*88/28/2624 14:16:50.5117] chatter: ethertype_cll: 1724854618.511644351: arp who-has 192.168.181.1 (64:8F:3E:D5:E5:C1) tell 192.168.181.11
[*88/28/2624 14:16:58.5129] chatter: fromdevs_arp_resp: arp reply 192.168.181.1 is-at &4:8F:3E:D5:E5:C1

[*858/28/2824 14:16:56.0159] chatter: ethertype_cll: 1724854616.815864618: arp who-has 192.168.1081.1 (64:8F:3E:D5:E5:C1) tell 192.168.181.11
[*@88/28/2024 14:16:56.8181] chatter: fromdevs_arp_resp: arp reply 192.168.101.1 is-at 64:8F:3E:D5:E5:C1

[*88/28/2024 14:17:81.5107] chatter: ethertype_cll: 1724854621.518631795: arp who-has 192.168.1081.1 (64:8F:3E:D5:E5:01) tell 192.168.161.11
[*88/28/2024 14:17:81.5118] chatter: fromdevs_arp_resp: arp reply 192.168.101.1 is-at 64:8F:3E:D5:E5:C1

[*@8/28/2824 14:17:07.5875] chatter: ethertype_cll: 1724854627.567420491: arp who-has 192.168.101.1 (64:8F:3E:D5:E5:C1) tell 192.168.161.11
[*88/28/2024 14:17:87.5086] chatter: fromdevs_arp_resp: arp reply 192.168.101.1 is-at 64:8F:3E:D5:E5:C1

[*e8/28/2824 14:17:11.3535] chatter: ethertype_cll: 1724854631.353461218: arp who-has 192.168.181.1 tell 192.168.1€1.11

[*e3/28/2024 14:17:11.3550] chatter: fromdevs_arp_resp: arp reply 192.168.181.1 is-at 64:8F:3E:D5:E5:C1

[*88/28/2024 14:17:16.8884] chatter: ethertype_cll: 1724854636.0988371529: arp who-has 192.168.181.1 (64:8F:3E:D5:E5:C1) tell 192.168.181.11
r=@8/28/2024 14:17:16.00981 chatter: fromdevs arp resp: aro reolv 192.168.191.1 is-at 64:8F:3E:D5:E5:C1
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