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Mission Critical,

Ideal for Small to Medium-sized deployments Best In Class, Flexibility Caririas
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i
CW9162 CW9164 CW9166 C9136
o 22 + 2x2 + 2x2 o 2x2, 4x4, Ax4 » dxd + 4x4 + dx4 (XOR 5/6) + dxd, 8x8, 4x4 (or) 4x4, dxd+4xd,
+ 2.5 Gbps mGig + 2.5 Gbps mGig » 5 Gbps mGig 3)“1'5 Gbos mGia. active fail
» Power Options: PoE, DC » Power Options: PoE, DC » Power Options: PoE, DC Power Pua i s

* PoE Redundancy

Power Power * loT ready + Bluetooth 5.x « IoT ready
+ |oT ready + Bluetooth 5.x + loT Ready + Bluetooth 5x  « Environmental Sensor - EliciEs Sy
» Partial ICAP + Partial ICAP + Full Packet Capture (iCAP) » Environmental Sensor
+ USB-45W « USB-45W + Zero-Wait DES* = Full Packet Capture (iCAP)

« USB - » Zero-Wait DFS*
I Available with I0S-XE 17.9.2 dEE =L i Ugrg _ gil\,r

Full radio capability (6 GHz @ LPI) on single 30W PoE+

Dedicated Radio for CleanAir Pro | Same Bracket, Industrial Design AP Power Optimization

*Available in Future
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e state, will result in loss of connectivity far cliants associated with this Policy profile.

General Access Policies Q0S5 and AVC Mobility Advanced
Mame* Policy4 TiagoHome WLAN Switching Policy
Drascription ProductionPolicy Central Switching . DISABL ED
Status ENAELED . Central Authentication . DISABLED
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https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html#toc-hId-883378054
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html#toc-hId-883378054
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https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html#toc-hId-883378054
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html#toc-hId-883378054
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Legacy HT/VHT Information Element Removed

Wi-Fi 6 Beacon

DS Parameter
Set

Reduced Beacon Size

p8Lus |blle pul,é Wi-Fi 6 9 Wi-Fi 6e
N XK

03l pl SpJdu i wlo Vs syl

Frame 10: 464 bytes on wire (3712 bits), 464 Dytes captured (3712 DiTs) On NTerface \DEVICE\NPF_{D4578905-2998-4A56-6033- (343161
Ethernet II, Src: Cisco dd:7d:37 (@8:df:1d:dd:7d:37), Dst: Universa b7:cfiee (88:3a:82:b7:cf:e6)

Internet protocol version 4, Src: 192.168.1.15, Dst: 192.168.1.121

User Datagram Protocol, SrC POrt: 5555, DSt POrt: 580

AiroPesk/OmniPeek encapsulsted IEEE $02.11

Data rate: 12.
Channel: g4
signal strength (percentage): 67%
signal strength (dem): -28 dem
Noise level (percentage): 67%
Noise level (dEm): -85 dém
signal/noise ratio (de): &7 de
TSF timestamp: 6343665788472

> [Duration: 292ps]

> IEEE 882.11 Beacon frame, Flags: .

~ IEEE 282.11 Wireless Management

Fixed parameters (12 bytes)

Tagged parameters (362 bytes)

: SSID parameter set: "wifisE_test”

I8

Cw

> supported Rates 6, 9, 12(B), 18, 23, 36, 28, 54, [Mbit/sec]
> DS Parameter set: Current Channel: 64

> Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

> country Information: Country Code PT, Environment Global operating classes
> Tag: Power Constraint: 3

> Tag: TPC Report Transmit Power: 18, Link Margin: &

> Tag: RSN Information

Tag: QBSS Load Element 2e2.11e cCA Version
Tag: RM Enbled Capabilities (5 octets)

VHT Capabilities
Tag: VHT Operation
TX Power ENvelope

> Tag: Reduced Neighbor Report

> Ext Tag: HE Capabilities

> Ext Tag: HE operation

> Ext Tag: Spatial Reuse Parameter set

> EXt Tag: MU EDCA Parameter Set

> Tag: RSN extension (1 octet}

> Tag: vendor Specific: Microsoft COrp.: W/WME: Parameter Element
> Tag: vendor Specifir: Cisco Systems, InC: Aironet Unknosn (44)

> Tag: Vendor Specific: Cisco Systems, Inc: Aironet Unknown (11) (11}

Tag: vendor Specific: Cisco Systems, Inc: Aironet client WFF Disabled
Tag: vendor Specific: Cisco Systems, Inc: Aironet CcX version = 5

> Frame 5: 358 bytes on wire (2864 bits), 358 bytes captured (2864 bits) on interface \Device\NPF_{D4578995-2098-3A56-8(33-(343166)
> Ethernet IT, Src: Cisco_dd:7d:37 (80:d d:7d:37), Dst: Universa_b7:cfi@6 (88:3a:88:b7:cfi06)

> Internet Protocol version 4, Src: 192.168.1.15, Dst: 192,168.1.121
>
>

User Datagram Protocol, Src Port: 5555, Dst Port: 5808
AiroPeek/OmniFeck encapsulsted IEEE 882.11
on
802.11g (ERP) (6}
Bets rate:
channel: 5
signal strength (percentage): e¥
signal strength (dém): -35 dém
Noise level (percentage): 8%
noise level (dem): -95 dem
signal/noise ratic (d8): 6 d8
TSF timestamp: 62165356724611
> [ouration: s2eps]
> IEEE 8@2.11 Beacon frame, Flags:
™ IEEE 282.11 Wireless Management
> Fixed parameters (12 bytes)
v Tagged parameters (256 bytes)
» Tag: SSID parameter set: "WififE test”
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: Traffic Indication wap (TIM): DTIM 2 of 3 bitmap
» Tag: Country Information: Country Code na, Environment Global operating classes
> Tag: Pomer Constraint: &
» Tag: TPC Report Transmit Power: 17, Link margin: @
> Tag: RSN Information
> Tag: QBSS Load Element 282.1le CCA Version
> Tag: RN Enabled capabilities (5 octets)
> Tag: Evtended capabilities (11 octets)
> Tag: Tx Power Envelope
> Tag: Tx Power Envelope
Ext Taes sultigle 8sSID Configuration

Ext Tag: HE & GHz Band Capabilities
Tag: RSM extension (1 octet)

Tag: vendor Specific: atheros Communications, Inc.: Unknown

Tag: vendor specific: Microsoft Corp WMM/WME : Parameter Element
Tag: vendor Specific: Cisco Systems, Inc: Aironet Unknown (24)

> Tag: vendor Specific: Cisco Systems, Inc: Aironet unknown (11) (11)
» Tag: vendor Specific: Cisco systems, InC: Alronet Client MFP Disabled
> Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = §

Packets: 233 - Displayed: 192 (82.4%) Profile: Default

Packets: 364 - Displayed: 72 (19.8%)
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pEISD 020986 12206 IUlwlwssd IJpegsss (BSSID)

wg> 030 IJodusé 1Upwess [pdluss pgass B IJivod B pesl) 802. 11v. 909 Szes pedsple
SSID pugs36 B bl pulyo 9l ls wadl pu pulye JIJ SSID. Bluo SHuwd pulyo 9lers wzwss
e¢Js BSSIDs pgoJue.

9swp lgwel o3l Iduble Vs JuwJs Wi-Fi 6E 9ldosd 1 issuws pu 3dY 09 ©99s) 98w Idw.
oJdysu pdd wg)ys BSSID IJewgss (GUI)

IJebo9s 1-12e,) odosu > edlole wpss) 9usosdle > pogss BSSID.

U096 2 - 168, 9908 |uolds. wlbo, Lobes |Lolbds pJd o 58 BSSID pogss.



IJg96 3 - bed luwpe w9 058 BSSID 99 0l80.
lJglb9é 4 - 9p vopdsy pedele 802.11ax IJoldsé:

* Downlink OFDMA

* 9,0J6 OFDMA
Downlink MU-MIMO
* 92Jo MU-MIMO

* 98¢ U9l s 1Jo>ws
* >gp v TWT

U296 5 - 1u§) W98 wbosyd eds IJzols.

B lule Cisco Catalyst 9800-CL Wireless Controlier # © ABGWeC Q = " O

» > Mult BSSID

oJdysu pdV wg)ys BSSID IJpewgss (CLI)

Device# configure terminal
Device (config)# wireless profile multi-bssid multi-bssid-profile-name
Device (config-wireless-multi-bssid-profile)# dotllax downlink-mumimo

oJ9sy MuUlti-BSSID Ws pJdwd wg s Ide)ss Iddigevdds (GUI)

IUzbo96 1 - 13, odsse > edlele 9pJ0le oe s > 1, IdJluwdIs/,lbss.

IJglo9s 2 - Vs gdlpd wwssew [Jeyss IUdlgvdds: 1o@) W98 luols. swp g)u0 o6 luols
pJV wg)ys0 RF.

IJglo96 3 - g, edles IJowssy 802.11ax.
lJglo9s 4 - Vs 28 pdd wg)sd BSSID IJpwgss: iéoj pd IJog)s pu Id@lsps IUpugusds.

1J2196 5 - 1u§) W98 whbosy eds IJzols.
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cisco
s RF/Radio Edit RF Profile =
v 1 802 11ax
RF
— o
Sute T RF Profie Name T Baed
(m] [+] dulaut-ri-piofb -5gh BiGHE
O o | B8
O s Spatial Reuse
o o
0O © 2]
o [+]
-62
[m] [+]
1 B ]
-82

oJ9sy BSSID pogss Bs wyLosd IJe)ss Iddluwdds (CLI)

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax multi-bssid-profile multi-bssid-profile-name

louble IJg>s> pou SSIDs

JJoz 8l pu psjé MBSSID: szo i SY90 s IJgxs> pu SSIDs 1Jpeduo 9ldesdgo |Js
vl 1so9d (APs). Vs o3l Idee 8l swp luvwgsle eJles SSIDs:

n 'é'l‘gc'g' Cisco Catalyst 9800-CL Wireless Controlier Welcome agim # € AB S TeC Q Wreotback | M b

=}
-«
8
o

T Secursy T

PAZNIPSKEFT » PSKEAESLFT Enablid

WIGE _ bast WiINBE _test IWrAI]SAEfASS]

F & F F §F §F & A

0OoOo00O00O0
©000COQ000Q

lJozdd

JJezdd po el Bl o 1dedasy s paupeo: $p wluosh Idble, 1Jesoes oul:

<tfroot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.1lax

802.11ax



OBSS PD : Disabled
Non-SRG OBSS PD Maximum :
SRG OBSS PD : Disabled
SRG OBSS PD Minimum :
SRG OBSS PD Maximum :
Broadcast Probe Response :
FILS Discovery : Disabled
Multi-BSSID Profile Name :

-82 dBm
-62 dBm

MBSSI Dprofil e_test

NDP mode : Auto
Guard Interval :
PSC Enforcement :

800ns
DisabTed

WLC9800#
WLC9800#

-62 dBm

Disabled

show wirel ess profile nmulti-bssid detailed MBSSI Dprofil e_test

Multi bssid profile name :

MBSSI Dprofil e_test

Description :

802.1l1lax parameters
OFDMA Downlink : Enabled
OFDMA UpTink : Enabled
MU-MIMO Downlink : Enabled
MU-MIMO Uplink : EnabTled
Target Waketime : Enabled
TWT broadcast support :

WLC9800#
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253

$5353s3:3

Beacoe frnt, BTN, Py
Beacon Arane, $5.0TH, PR,
Beacon frme, 7N, Fed,
Boacan frame, SL7M, P,
Bescen frame, Sy, P,
Beaton frame, SHeL7B, PR,
Beacom drmme, BuaiiBh, ued,
Boscon frame, Shailed, e,
Beacer frame, SHaATY, PR,
Beacen frame, THa7al, PR,
Beacon frame, SN108), PR,
Beacen frame, $oeiles, Fued,
Beacon frime, Salled, Fied,
Bebcon frand, TedrdT, Fid,
Beacen frast, LT, P,
BeRcon fran, SelTEE, P,
Bea0n frane, BTl P,
Beacon frame, Sual?l, Fed,
Brscon frams, TaLTEI, P,
Beacen frame, SwLTse, el
Beacon frame, Snei7is, P
Boacon frame, SiiSh, P,
Baacan frems, Sad?6H, i,

EA R S T
£, M08, SHID-"uh Vi _test®
£y 1N, ST baEt
+ WIx109, S5I0e"NEA16H_tASE"
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d9so Ibhle Ideuild pJdle IJog,sd Bs pJd og s RF (CLI)

Device# configure terminal
Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax fils-discovery

lJozdd

JJozdd pu el Bl JIo IJedsss Bs p9uog0: Bp wluosl) 1Jie, show Jel 09 p9 e oul:

<#froot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802. 1lax

802.11ax

OBSS PD : Disabled

Non-SRG OBSS PD Maximum : -62 dBm
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82 dBm

SRG OBSS PD Maximum : -62 dBm
Broadcast Probe Response : Disabled

FILS Di scovery : Enabl ed

MuTti-BSSID Profile Name :

MBSSI Dprofil e_t est

NDP mode : Auto
Guard Interval : 800ns
PSC Enforcement : Disabled
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oJdysu luwegleo Broadcast Probe Ws pJud wg)sw IJw)ss IJJluwdds (CLI)

Device# configure terminal

Device(config)# ap dotll 6ghz rf-profile rf-profile-name
Device(config-rf-profile)# dotllax bcast-probe-response
Device(config-rf-profile)# dotllax bcast-probe-response time-interval 20

lJozdd

JJozdd pu el Bl JIo IJedsss B p9 o0 Bp wluosl) 1Jie, show Jel 09 p9oe oul:

<#froot>
WLC9800#

show ap rf-profile name default-rf-profile-6ghz detail | b 802.1lax

802.11lax

OBSS PD : Disabled

Non-SRG OBSS PD Maximum : -62 dBm
SRG OBSS PD : Disabled

SRG OBSS PD Minimum : -82 dBm

SRG OBSS PD Maximum : -62 dBm




Broadcast Probe Response : Enabl ed
Broadcast Probe Response Interval : 20 nsec

FILS Discovery : Disabled
Multi-BSSID Profile Name :

MBSSI Dprofil e_test

NDP mode : Auto
Guard Interval : 800ns
PSC Enforcement : Disabled
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Device# configure terminal
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<#froot>
WLC9800#

show ap rf-profile nanme default-rf-profile-6ghz detail | b DCA

DCA Channel List : 1,5,9,13,17,21,25,29,33,37,41,45,49,53,57,61,65,69,73,77,81,85,89,93,97,101,105,109,
Unused Channel List :

PSC Channel List : 5,21,37,53,69, 85,101, 117, 133, 149, 165, 181, 197, 213, 229

DCA Bandwidth : best

DBS Min Channel Width : 20 MHz

DBS Max Channel Width : MAX ALLOWED
DCA Foreign AP Contribution : Enabled
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6 GHz Client Steering
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oISy w9zse gpsd wumigsd 6 zselores Vs 9uoe IJodssy Idele (CLI)

Device# configure terminal

Device(config)# client-steering client-count 3

Device(config)# client-steering window-size 5

Device(config)# wireless client client-steering util-threshold 25
Device(config)# wireless client client-steering min-rssi-24ghz -70
Device(config)# wireless client client-steering min-rssi-5ghz -75
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Device# configure terminal
Device(config)# wlan wlan-name id ssid-name
Device(config-wlan)# client-steering

lJozdd
JJe2dd po 929> IJodssy B psogo: $p wluosh Idiey Jel 09 p9op oul:
<ftroot>

WLC9800#

show wi rel ess client steering



Client Steering Configuration Information
Macro to micro transition threshold : -55 dBm
Micro to Macro transition threshold : -65 dBm
Micro-Macro transition minimum client count : 3
Micro-Macro transition client balancing window : 3
Probe suppression mode : Disabled
Probe suppression transition aggressiveness : 3
Probe suppression hysteresis : -6 dB
6Ghz transition minimum client count : 3
6Ghz transition minimum window size : 3
6Ghz transition maximum channel util difference : 20%
6Ghz transition minimum 2.4Ghz RSSI threshold : -60 dBm
6Ghz transition minimum 5Ghz RSSI threshold : -65 dBm

WLAN Configuration Information

WLAN Profile Name 11k Neighbor Report 11v BSS Transition
5 wifi6E_test Enabled Enabled

6 wifi6E_test_01 Enabled Enabled

7 wifi6E_test_02 Enabled Enabled

WLC9800#

showwan id 5| i Cient Steering

6Chz Client Steering : Enabled
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<tfroot>

#show wireless client mac-address 9418.6548.7095 detail

Client MAC Address : 9418.6548.7095

[...]
Client IPv4 Address : 192.168.1.163
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 1207 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

[...]
Current Rate : mll ss2
Supported Rates : 54.0

[...]

Policy Type : WPA3

Encryption C pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Frane - 802. 11w : Yes

EAP Type : Not Applicable

[...]

[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 1026751751
Number of Bytes Sent to Client : 106125429
Number of Packets Received from Client : 793074
Number of Packets Sent to Client : 184944



Number of Policy Errors : O

Radi o Signal Strength Indicator : -44 dBm

Signal to Noise Ratio : 49 dB

[...]

Device Classification Information:

Device Type : Mcrosoft-Wrkstation

Devi ce Nane : CSCO W XXXXXXX

Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device OS : Windows NT 10.0; Win64; x64

wsdyud ba

olluosd IJgpsd Ws WLC:

<#froot>

#show wireless client mac-address 2495.2f72.8a66 detail

Client MAC Address : 2495.2f72.8a66

[...]
Client IPv4 Address : 192.168.1.162
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome

Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 329 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa000000a

Association Id : 33

Authentication Algorithm : Open System
[...]

Current Rate : 6.0

Supported Rates : 61.0

[...]

Policy Type : WPA3

Encryption C pher : CCWP (AES)



Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Protected Managenent Frane - 802. 11w : Yes

EAP Type : Not Applicable

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 000000000000171BC51FF477
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

Resultant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 603220312
Number of Bytes Sent to Client : 72111916

Number of Packets Received from Client : 461422
Number of Packets Sent to Client : 107888

Number of Policy Errors : O

Radi o Signal Strength Indicator : -45 dBm

Signal to Noise Ratio : 48 dB

[...]

Device Classification Information:

Devi ce Type : Androi d- Googl e- Pi xe

Devi ce Nane : Pixel -6a



Protocol Map : 0x000029 (OUI, DHCP, HTTP)
Device 0OS : X11; Linux x86_64

wleguooe luw 23

ollosd IJgpsd Ws WLC:

<ffroot>

#show wireless client mac-address 0429.2ec9.e371 detail

Client MAC Address : 0429.2ec9.e371

[...]
Client IPv4 Address : 192.168.1.160
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 117 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa0000002

Association Id : 33

Authentication Algorithm : Open System
[...]

Current Rate : 6.0

Supported Rates : 54.0

[...]
Policy Type : WPA3

Encryption C pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PVWE Method : Hash to El enent (H2E)



Protected Managenent Frame - 802. 11w : Yes

EAP Type : Not Applicable

[...]

Session Manager:

Point of Attachment : capwap_90000025

IIF ID : 0x90000025

Authorized : TRUE

Session timeout : 86400

Common Session ID: 0000000000001713C518E305
Acct Session ID : 0x00000000

Auth Method Status List

Method : SAE

Local Policies:

Service Template : wlan_svc_Policy4TiagoHome (priority 254)
VLAN : default

Absolute-Timer : 86400

Server Policies:

ResuTtant Policies:

VLAN Name : default

VLAN : 1
Absolute-Timer : 86400
[...]

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Local

FlexConnect Authentication : Local

Client Statistics:

Number of Bytes Received from Client : 550161686
Number of Bytes Sent to Client : 5751483

Number of Packets Received from Client : 417388
Number of Packets Sent to Client : 63427

Number of Policy Errors : 0

Radi o Signal Strength Indicator : -52 dBm

Signal to Noise Ratio : 41 dB

[...]

Device Classification Information:

Devi ce Type : Android-Device

Devi ce Narme : Gal axy-S23

Protocol Map : 0x000029 (OUI, DHCP, HTTP)

p2p9€6 luinlsz Intel AX211

oluosd IJgpsd s WLC:

<tfroot>

#show wireless client mac-address 286b.3598.580f detail



Client MAC Address : 286b.3598.580f

[...]
Client IPv4 Address : 192.168.1.159
[...]

AP MAC Address : 7411.b2d2.9740

AP Name: AP9166_0E.6220

AP slot : 2

Client State : Associated

Policy Profile : Policy4TiagoHome
Flex Profile : TiagoHomeFlexProfile
Wireless LAN Id: 5

WLAN Profile Name: wifi6E_test
Wireless LAN Network Name (SSID): wifi6E_test
BSSID : 7411.b2d2.9747

Connected For : 145 seconds

Protocol : 802.1lax - 6 GHz

Channel : 69

Client IIF-ID : 0xa0000001

Association Id : 35

Authentication Algorithm : Open System

[...]

Current Rate : 6.0

Supported Rates : 54.0

AAA QoS Rate Limit Parameters:

QoS Average Data Rate Upstream : (kbps)

QoS Realtime Average Data Rate Upstream : (kbps)
QoS Burst Data Rate Upstream : (kbps)

QoS Realtime Burst Data Rate Upstream : (kbps)
QoS Average Data Rate Downstream : (kbps)

QoS Realtime Average Data Rate Downstream : (kbps)
QoS Burst Data Rate Downstream : (kbps)

QoS Realtime Burst Data Rate Downstream : (kbps)
[...]

Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : SAE

AAA override passphrase : No

SAE PWE Method : Hash to El ement (H2E)

[...]

Prot ected Managenent Frane - 802. 11w : Yes



Session Manager:
Point of Attachment : capwap_90000025

IIF ID :

0x90000025

Authorized : TRUE
Session timeout : 86400

Common

Session ID: 000000000000171CC520478F

Acct Session ID : 0x00000000
Auth Method Status List

Method :

SAE

Local Policies:

Service Template :

VLAN :

default

Absolute-Timer : 86400

Server

Policies:

Resultant Policies:
VLAN Name : default

VLAN :

1

Absolute-Timer : 86400

[...]

FlexConnect Data Switching : Local
FlexConnect Dhcp Status : Local
FlexConnect Authentication : Local

Client
Number
Number
Number
Number
Number

Statistics:

of Bytes Received from Client : 335019921

of Bytes Sent to Client : 3315418

of Packets Received from Client : 250583

of Packets Sent to Client : 38960
of Policy Errors : 0O

Radi o Signal Strength Indicator : -54 dBm

Si gna

[...]

Device

to Noise Ratio : 39 dB

Classification Information:

Devi ce Type : LENOVO 21CCsS43WT

Devi ce

Protocol Map :

Device

Name : CSCO W XXXXXXXX

0S : Windows 10

0x000429 (OUI, DOT11l, DHCP, HTTP)

wlan_svc_Policy4TiagoHome (priority 254)

Spdud oul pdlzbs ol osd IUyiwds 1Up @306 pu JJ gpsJ:

NetGearA8000 wsYwd 6a

wleuwsoe luw
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Name:
Description: Name:
Physical address (MAC): 095 Wi = s Description:

Status: C a Physical address (MAC):

Maximum transmission unit: : Status:
Maximum transmission unil it 15

Link speed (Receive/Transmit):

DHCP enabled
DHCP servers:
obtained:

Link speed (Receive/Transmit): 402/2402 (Mbps)
DHCP enabled: J
DHCP servers:

DHCP lease obtained:
ires: DHMCF lease expires:
1Pv4 address:

IPv6 address:

1Pv4 default gateway: 1Pvd default gateway:
IPvE default gateway: [DP:; ::::’:;g ateway:
DNS servers:

- — Manage router DNS domain narme:
EhS S e 3 Cotect ety DNS connection suffix

DNS connection suffix: e DNS search suffix list:

DNS search suffix list: Metwork name:

oBluosd £psd AX211

Network name: . t

odluosd gpsd NetGearA8000 oBluosd gpsd

Pixel6a oVluosd gpsd S23

lwod ol IJIzble 9] odlzol

S0 B p luwedild IJigble 9l odlzol B o3l lJpuuows [Js wads, buble gles z9J
Iweduuld igble oo WLAN gl odlzol wadl oo Ipuil I 1Jgluos wldepdle IJos spdu o
oS g luwedsle ls pu gpdsle IJubl@ 1Jessoes WS 03l IJpuuows.

seops luwadunld 1deupdJIo 92dol pu 2luw IUgesd 1s 22 Jos) eds uble IJoyvgsd
IJepsd. Suwpe Windows Cldeuwe ool eu ldubedle 9oz ol I3 Jlu 1ddpw sy, Idezesd
Suwpg BSSID wu)ss 6 eseloyws. sboy JI IUBuwe IJElue wudlb IJsuosd [Upepes ol wp
wedpo pu BSSID IJia)s o U uilb 1Ugo9d pu gJIJ w@is) RNR.

C:\Windows\System32>netsh wlan show networks mode=Bssid

Interface name : A8000_NETGEAR
There are 4 networks currently visible.

...
SSID 3 : Darchis6
Network type : Infrastructure
Authentication : WPA3-Personal
Encryption : CCvP
BSSID 1 : 10:28:29:30:0d:07
Signal 1 6%
Radio type : 802.11ax
Band : 6 GHz
Channel 1 69
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 2 (0 %)
Medium Available Capacity: 23437 (749984 us/s)
Colocated APs: i 3

BSSID: 10:a8:29:30:0d:01, Band: 2.4 GHz, Channel: 1
BSSID: 10:a8:29:30:0d:0f, Band: 5 GHz , Channel: 36
BSSID: 10:a8:29:30:0d:0e, Band: 5 GHz , Channel: 36



Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54
BSSID 2 : 10:28:29:30:0d:0f
Signal : 57%
Radio type : 802.11ax
Band : 5 GHz
Channel : 36
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0

Channel Utilization:
Medium Available Capacity:

Colocated APs: 1
BSSID: 10:a8:29:30:0d:07, Band: 6 GHz , Channel:
Basic rates (Mbps) : 6 12 24
Other rates (Mbps) : 9 18 36 48 54
BSSID 3 : 18:f9:35:4d:9d:67
Signal 1 79%
Radio type : 802.11ax
Band : 6 GHz
Channel : 37
Hash-to-Element: : Supported
Bss Load:
Connected Stations: 0
Channel Utilization: 2 (0 %)

Medium Available Capacity:
i 3

BSSID: 18:f9:35:4d:9d:6f,
BSSID: 18:f9:35:4d:9d:6e,

Colocated APs:

BSSID: 18:f9:35:4d:9d:61,

Basic rates (Mbps)
Other rates (Mbps)

9 (3 %)
23437 (749984 us/s)

23437 (749984 us/s)

Band: 5 GHz , Channel:
Band: 5 GHz , Channel:
Band: 2.4 GHz, Channel:
16 12 24
: 9 18 36 48 54

69

52
52
11
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https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/218395-troubleshoot-catalyst-9800-client-connec.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/218395-troubleshoot-catalyst-9800-client-connec.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/218395-troubleshoot-catalyst-9800-client-connec.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-2800-series-access-points/214560-troubleshoot-wave-2-aps.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/212892-802-11ac-wireless-throughput-testing-and.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/212892-802-11ac-wireless-throughput-testing-and.html
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https://www.cisco.com/c/en/us/products/wireless/what-is-wi-fi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wi-fi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wi-fi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/wireless/what-is-wifi-6-vs-wifi-6e.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/nb-06-wifi-6e-aag-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/nb-06-wifi-6e-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/802-11ax-solution/nb-06-wi-fi-6e-wp-cte-en.html
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2022/pdf/BRKEWN-2024.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2022/pdf/BRKEWN-2024.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2022/pdf/BRKEWN-2024.pdf
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
http://Cisco%20Catalyst%209800%20Series%20Wireless%20Controller%20Software%20Configuration%20Guide,%20Cisco%20IOS%20XE%20Cupertino%2017.9.x
http://Cisco%20Catalyst%209800%20Series%20Wireless%20Controller%20Software%20Configuration%20Guide,%20Cisco%20IOS%20XE%20Cupertino%2017.9.x
http://Cisco%20Catalyst%209800%20Series%20Wireless%20Controller%20Software%20Configuration%20Guide,%20Cisco%20IOS%20XE%20Cupertino%2017.9.x
http://Cisco%20Catalyst%209800%20Series%20Wireless%20Controller%20Software%20Configuration%20Guide,%20Cisco%20IOS%20XE%20Cupertino%2017.9.x
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wpa3-dep-guide-og.html
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