odosu Idpeuolb 96 1deydjsse JJose (CWA)
£Js Catalyst 9800 WLC g ISE

IJpzossle
Lo 9500
el dole 1wl w.sé
leclo ole
ledayle | 23300

o8 9ol Il w56

Lol 86 9800 WLC | S 2oole Jjoed |ogsé (ISE

lowod ol L izble ol o Jlzol

6l1Jez 9.9

280 o085 2506 ) RADIUS

wzase woozse Lizble
NP
|Jp 95006

SuoW 03l 9856 Jsd Iy suvdJ CWA Wireless LAN gJis pls6 28136 9800 WLC 5 ISE.

Iecbdole IJlul jusé

lJeobdulo



cisco 9,06 1o sodds luo pE)96 pyu 9800 JlwdJIs lan zolj wede (WLC) o vdsd.
IJedoule [Jpuueded

ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1dpebss Ideldss:

+ 9800 WLC o, ulpez Cisco IOS® XE Gibraltar |J|_osl, 17.6.x
+ Identity Service Engine (ISE) v3.0

o louble Idpedsple 109158 B 03l lJpuwaws pu 1Uizos6 1Je92956 s wsisé pgpdss ¢luos.

wlo zpse 1Jizoss |._Jroi_)u&é_.)p<"3 O ol IJ,ouqu{vong@o PPUNIT (glx_éo_,lu'o@). BlIluo
dvwdod §6 IJogvgsd Volds po Bopd Jdoles) Idpzoed Jis ).

ped9ple luwluss

Swp &2 £pdso CWA oul pse spdud 5986 gpdso CWA Jzol; Apple JpelJ:

i A— = [ ==
= I5E

9800 WLC DHCP Server DNS Server

- 1 ) This URL for connectivity
EDTivE. APDLE . com |
check wvaries depending on
17.285.55.207 | the client OS

WLC Intercepts
TCP connection
and redirects
elient If the Redirect
URL contains
ISE hostname,
the client must
resolve it via
DNS

“ Here a TLS/SSL session if
established between the
client and ISE. Client must
trust ISE certificate,
otherwise you will get
Certificate warning.

>
>
>
>
>
>




lLgwe Idotbsbs Jdubods

RADIUS 9800 WLC

ﬂ A
= 000006
(30000,
N

Client

odosu AAA £Js 9800 WLC

IJglogé 1. |uolds ¢be ISE |Us wdssy 9800 WLC.

oo 8d |Js Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add 9ixgJ peJ9ple ¢lsp RADIUS Jpl o9
e S IJuos).



Dashboard

@ Monitoring
o

Administration

Licensing

Troubleshoo

Configuration = >

Security ™ > AAA

+ AAA Wizard

Servers [/ Groups

RADIUS

TACACS+

LDAP

AAA Method List AAA Advanced

Servers Server Groups

Name Y Address

ol pu Cedsu dee Epdsd CEss) Idodaso(CoA) I3l Juo cibl Jluwugsle puobds IUssw 1esdiss (19 ks wae eu lusle

IJlelo sobde CoA) Bs IJpuwedud.

Create AAA Radius Server X

Name* ISE-server

Server Address*

Confirm Key*

PAC Key O
Key Type Clear Text -
Key* @

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count a-100

Support for CoA (i) ENABLED .

CoA Server Key Type Clear Text .

Coh Server Key (i)

Confirm CoA Server Key

Autornate Tester O

= Apply to Device




adicts: B.s 1J]uosly 17.4.x 91Jluosble 1iese. olds lsuol po wdasy pdule ¢lsp CoA gus wdosy e RADIUS.
Iwogse IJeBdole b uwe ped Iduw Ideuiend (op uduw IJoduos) e I1SE). 1JEu2 09 v suvdd leesbs!
pIcle peodd J CoA pu ldpddolz Idpve,d 1o sy 03l 09 ol §le b RADIUS Lodysuo. b Cisco I0S XE 17.3.
lpwegsew 8lz0s puwese IUssw wuuwlbs LBy IUuw Ipubend ped pdelz CoA.

IJgb9é 2. logile Blsps luuldse IJogssd.

luodd lJs Configuration > Security > AAA > AAA Method List > Authorization > + Add Jel 09 p9 0z WS 1Juo9,6.



Configuration

¢ Administration

> Troubleshooting

Authentication Authorization and Accounting

+ AAA Wizard

| AAA Method List | Servers / Groups

General
. + Add
Authentication
Authorization Name s
default
Accounting

1

Quick Setup: AAA Authorization

Type

network

10

AAA Advanced

*

ems per page

v

Group Type

local

w

Groug

NIA

Method List Name*

Type*
Group Type
Fallback to local

Authenticated

Available Server Groups

ldap
tacacs+

IUg 96 3. (I2oshs) 8 wlouble 8lisps luvldse IUpelunws Jpl 09 p9 oz B 1Juo96.

CWAauthz
network v
group L
Assigned Server Groups

radius

5

i

Y

&

3

l¢



+ AAA Wizard
= Dashboard

e AAA Method List Servers [ Groups
© Monitoring L

2\, Configuration General
a Authentication wLE
( Administration
: Authorization Name
Troubleshooting
Accounting
Q

Quick Setup: AAA Accounting

Method List Name* CWAacct
Type* identity -
Available Server Groups Assigned Server Groups
Idap , | radius =
tacacs+
< ~
] W

«

I<

= Apply to Device

% sz Jl ogpd CWA I3l §m0 1o woshio (pu wdsse Slzes b, 1Uisle, pu Cisco 10S XE) g9lse RADIUSIJgl 06
oo P& wuopst IJigble e Cisco CSCvh03827. JI Liuw wluwegsle eolio 1ieeld 1Ugbess. 9pe 3J9. olds pu lu
p9b0 IUzed Jssd seed eds luvluw IJ gpsd wluvegsle gves RADIUS Jpg )b 1dpplos Ilguesgle. IUlgcels gds puds
o2y UDP Jisw 1Us6 038906 Jpslius bdole RADIUS ey 1J 9800.

IJglo9é 4. (Itoshs) spdud wpass gusluwé AAA Jluuld Iuupe SSID Juwpes Call-station-id: 9lJos spdo 1o odos pbssé b3l
Joo oy Idluwedhs ey o3l Iyl gds ISE Jlgdl B g pdso.

lowdd 1Jes Configuration > Security > Wireless AAA Policy goz AAA IUIG S luos 19 B wlouble wog z2s>.


https://tools.cisco.com/bugsearch/bug/CSCvh03827

_ Configuration~ > Security ~ > Wireless AAA Policy

Policy Name

|f::"\'| lonitorine
(<) Meonitoring

default-aaa-policy
1 10 «

Administration

Troubleshooting

Spdoud IJIzosl) SSID Jgsl) 1. w3d) luo zas guspl wgel) SSID B b, Blu pe s IJpebs IJpuweses J sild [Jelé euslo
MAC Jugbs IJgosd oluwpe SSID.

Edit Wireless AAA Policy

Policy Mame™ default-aaa-policy

Option 1 SsID v
Option 2 Mot Configured v

Option 3 Mot Configured =

wdysu guvwdo WLAN

U956 1. 3o louile Gbods WLAN.



loedd IJs IJguods Configuration > Tags & Profiles> WLANs> + Add gedgsuoel guwe [Jelzs.

Configuration~ > Tags & Profiles~ > WLANs

[ ]

IJglogs 2. 1z 1Jpedsple 1Jeles Juiswds WLAN.

Add WLAN x

General Security Advanced
Profile Name* ‘ cwa-ssid Radio Policy (@)
Ssib* ‘ cwa-ssid Show slot configuration
WLAN ID* ‘ 4
i 802.11b/
zymaroer 2o

IJglo9s 3. luwdd s Security gdles lJougsy slgw, bys@é I.Jipl.;, lJelbdyws. B o030 IUzldé: ooy ould glzé W8 s
'w o886 MAC 93lisps wd9sue AAA (Idos Jee wluublsel B IJglgs 2. bs AAA Configuration 1J§we).

Add WLAN x

General Security Advanced
Layer2 Layer3 AAA
r - Lobby Admin Access (]
Layer 2 Security Mode None v
Fast Transition Disabled
MAC Filtering
Over the DS O
OWE Transition Mode O
Reassociation Timeout 20
Authorization List* CWAauthz vy @
CLI
#eonfig t

(config)#wlan cwa-ssid 4 cwa-ssid
(config-wlan)#mac-filtering CWAauthz
(config-wlan)#no security ft adaptive



(config-wlan)#no security wpa
(config-wlan)#no security wpawpa2
(config-wlan)#no security wpa wpa2 ciphers aes
(config-wlan)#no security wpa akm dot1x
(config-wlan)#no shutdown

odIsu pdd e s Iduwsluws

sled pdG wE s unsluws: spdud 1o wd,) wtuosue IJepdle 1Usso Jrsop Liwdd VLAN. oo wso Idlesble 1JiE)s (eod
Slispd IJopdp B 1U9,09J (ACLS). 2956 1Ug06 (Q0S). Mobility Anchor. Izo36 IJesdso: 90l 1Us 3J9).

Sedod lpl luwegsle 0B ogrsd IUuusluws IIBe,luos 1Jglue wd 9 logile pdod cg)sd 2ass.
GUI:
IJglogs 1. luuule Policy Profile gass.

lowdd lJs Configuration > Tags & Profiles> Policy 98p wodgsy Iy default-policy-profile |oule 9lgs zoso.

rch Menu ltems Policy Profile
+ Add
=3 Dashboard -
: E Policy Profile Name ~  Description
<) Monitoring
voice
Configuration I default-policy-profile I default policy profile
1 10

Administration

olds pU wpdsu pdud IJog s,



Edit Policy Profile a?

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* l default-policy-profile ‘ WLAN Switching Policy

Description [ defauilt policy profile \ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Flex NAT/PAT
CTS Policy

Inline Tagging (@)

SGACL Enforcement O

Default SGT 2-65519

IJgb9é 2. I¢e e IJ VLAN.

luedd |Js Access Policies E_J'pé lJowsse _9|E_-_";J |u~.° ubwdo VLAN y-1u) LJ@LSPO Upgw)Jé |_9 lJoo PEJ‘B VLAN s>95l. JI
odp wodssu Blispes IJopde B 1Jguo9d (ACL) Bs pdd we s I usluws.



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies QOS and AVC Mobility
RADIUS Profiling )
HTTP TLV Caching O
DHCP TLV Caching ()
WLAN Local Profiling
Global State of Device Disabled (&)
Classification
Local Subscriber Policy Name | v
VLAN
VLAN/VLAN Group | vLAN1416 v |

Multicast VLAN

[ Enter Multicast VLAN ‘

WLAN ACL
PvaACL | Se elect v |
Pv6ACL | Se: elect v |
URL Filters
PreAuth | Se: fect v |
Post Auth | ° Lo

1J96 3. $p wodssu pdI wersd Idumsluws Jusd websle ISE (Iuvelz el AAA) sogss) [Jodsse (CoA) (zlJs

NAC). spJdud wesss bys@s peluved vuvdd lRoshs IsuaT



Edit Policy Profile

A\ Disabling a Palicy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Pelicy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile (O

Session Timeout (sec) | 1800 Iélrriﬁ;i_r?; Al O

Idle Timeout (sec) 300 mDNS Service | default-mdns-ser... _
' ) Policy Clear

ldle Threshold (bytes) 0 |

Hotspot Server

Client Exclusion Timeout (sec) &0 .
User Defined (Private) Network

Guest LAN Session Timeout O

Status O
P

Lz Drop Unicast D

IPv4 DHCP Required O DNS Layer Security

DHCP Server IP Address .
DNS Layer | Mot Configured v
Security Clear

Show more >>> Parameter Map

Flex DHCP Option
AAA Policy ferRhs
Allow AAA Override o Redirect

NAC State WLAN Flex Policy
NAC Type | RADIUS .
- * VLAN Central Switching (J

Palicy Mame | default-aaa-policy % v | .

Split MAC ACL T -
Accounting List | CWhAacct v|@x

" Air Time Fairness Policies

WGE Parameters

2.4 GHz Policy r -
Broadcast Taggin O

g 5 GHz Paolicy f -

WGB VLAN (]

EoGRE Tunnel Profiles
Paolicy Proxy Settings

oo

IPV6 Proxy | None v

Tunnel Profile r v

CLI:



# config # wireless profile policy <policy-profile-name> # aaa-override
#nac

#vlan <vlan-id_or_vlan-name>

# accounting-list <acct-list>

# no shutdown

Q;‘J}@Q E_\Jllpé |Ju.u.,5|uuo

sled edles Iduwsluws o9 Idpdlo 1Jss wd9e Do wywl SSID wpdd og)sd Iuusluws 1J¢luo wd. spdud el luile edles

wsluws 23836 19 luwagsle Jles Iduusluws 1B, Los6.

% pIts: ooz edles ooz IUIBe,luos oddliss! s SSID wpg 8 WLAN Lso 19 16 1Js pdd o s IJuog
IJIBe,lLos. Jl spdo wessdo 9 z23ddo. bl Jlpe Jssd Giwds WLAN Uldpg 8 17 1 ool lzae: Jl spdo luwwesle
gdlpd IJuog IIde,l ps.

GUI:

lowdd 1Js Configuration > Tags & Profiles> Tags> Policy 9l 9lzsl zassl 131 jp IJle) Jpl 09 p9 0 B 1JL09,6.

Configuration~ > Tags & Profiles~ > Tags

Policy Site RF AP

-+ Add
Policy Tag Name Y Description
() default-policy-tag default policy-tag

(O local-site-policy-tag

1 10 w

S wovb pdd ogr58 WLAN CpdB o8 IUumsluws Idepbdye.



Add Policy Tag x

Name* ‘ cwa-policy-tag ‘

Description ‘ Enter Description ‘

Vv WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile Y
D cwa-ssid default-policy-profile
1 ' 10 « |items per page 1-10f1items

RLAN-POLICY Maps: 0

=| Apply to Device

CLI:

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>

wessu edles [dyusluws

8 e eles Iomsluws Jodlb IUsuosd Iabdsws.

GUI:

Jogssu ldedlps lJs 0 dbs 9,09 9lz26: luwdd [Js Configuration > Wireless > Access Points > AP Name > General Tags: 9.9,
vogssu ldpops Jpbdyus: &p lu@, Update & Apply to Device.



Edit AP

General Interfaces High Availability Inventory ICap Advanced Support Bundle
General Tags
AP Name* . = ] a ‘

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is

Location* default location ‘ not allowed while changing Tags.
Base Radio MAC u L
Policy | cwa-policy-tag v 1
Ethernet MAC = "
Site | default-site-tag v |
Admin Status )
, \ RF | default-rf-tag v |
AP Mode . Local - | J
Write Tag Config to AP O @
QOperation Status Reaistered

%‘ s ledp luo wes cessy edles IJuusluws eds udbs 9,09J: Bluol o $s houlboel pg guue) Ioedp B Idubwds
IJpzdsé IJdlgwdJdiss (WLC) byl; 9800 9o sze Jluuoele B €090 58586 91236 wdsol.

Jugssu uduw gdlps IJuog [Us widlb 9,09d pegssé: luedd lds Configuration > Wireless > Wireless Setup > Advanced > Start

Now.



STAMT NOW el

@

Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs




|Conﬁgurati0n' » Wireless Setup~ » Aduan(:edl Show Me How o

® Tag APs
| Start |

—/ Number of APg: 2
Selected Mumber of APs: 2

~——— Tags & Profiles
AP Y AP T Serial Y AP Y Admin Y Operaton ¥ Policy Y Site T RF

o I WLAN Profile = Name Model AP MAC Y Mumber Mode Status Status Tag Tag Tag
AlR- local- Rex- defa
[ ] | Palicy Profile = APIB1SI- =m = = Flex Disabled Registered site- _i“_ :
— E-K9 policy-tag  StE-t2g ri-ta
. a— AlR-
y, —— | Policy Tag @ | i= s il S 5l fnsbled  Registereg  CEfoults  defout- defo
policy=tag  site-tag rf-ta
E-K9
1 10 » |items per page 1=2of Z items ]
(1] | AP Join Profile =

ige, edles IJopss; slo 1Udso IJivsue 9o, Save & Apply to Device Jpl 09 9 08 B 1JL09,6.

Tag APs x

Tags

Policy cwa-policy-tag v

Site v

RF v

Changing AP Tag(s) will cause associated AP(s) to rejoin and disrupt
connected client(s)

[ O Cancel ] =] Apply to Device

CLI:

# config t # ap <ethernet-mac-addr> # policy-tag <policy-tag-name> # end



lels wozso wdssu Blisps IJoedp B IJsue9d (ACL)
IJg¢b9ys 1. loedd |Js Configuration > Security > ACL > + Add Jlovle Blispes wede B 1J9uo9d (ACL) zoss6.

i) luwp JBlses IJozdp wldsosd (ACL). 9zeJol IPV4 Extended cJdow 9oiosd JJ Bless Joguduwd Jel 09 p9 oz B

lJuo9,6.
ACL Name* REDIRECT ACL Type IPvd Extended "
Rules
Sequence® 1 Action deny v
Source Type any v
Destination Type Host v Host Name* <ISE-ip>| (D This field is mandatory
Protocol ip v
Log DsCP Nane v
Sequence - Source + Source ~ Destination + Destination Source + Destination
& Action ~ IP Wildcard P ‘Wildcard Protocol -~ Port Port DSCPF ~ Log ~
0 10 «

9 Cancel |= Apply to Device

2ol IS ,B0o 2036 1Je9) 1Js 808> 206 1Juusluws (PSN) Jpz,d ISE 9d3JY 58 o DNS 9l welz wldulds. §lises IJoedp

i

I 1Jguesd (ACL) Idpels w9zsool 030 Jsuwe $lispd wpde Vs 1Ugesd (ACL) lo0s6 9JIJuol §lisps oedpe s 1dsuesd s
lJodbs ldos wess 2yds 1dei9) Idos ouodd s 9226 [Jpeldes 1Upsdiss (eds IJolgsue) Jeiss pu ldeeldzsd (ped lele
IJo9zse) 9el os 2096 1dpu9) Idos owds gds puvess Idoslole (eus 1,8 00) sozow lehhs IJeszso.

Sew i w9 Blises Idogdp Bs 1J9uo9d (ACL) Jel sds (luvewsd 10.48.39.28 Leusly IPIJElLo wd W o3l IUpeld):

Sequence Source +~ Source - Destination +~ Destination - Source ~ Destination -

i Action -~ P Wildcard P Wildcard Protocol -~ Port Port DSCP ~ Log ~
10 deny any 10.48.39.28 ip None Disabled
20 deny 10.48.39.28 any ip MNone Disabled
30 deny any any udp eq domain MNone Disabled
40 deny any any udp eq domain MNone Disabled
50 permit any any tcp eq www None Disabled

1 10 «

% adlghs: Uldogwes JBlses Idepde Bs 1Jsuesd (ACL) IUgles wlelss IJeszso: leew, deny Idlg)le [ehé wozsoe JUd o
(830 1902 98 IJp)9)) permitsldizle o9 lelss IJogzse IJeuwesz wol. cub, guues Ieede S 1duveds IJpzdss
[JJluwdIsé (WLC) B8 B 2yds 1dey9) Idos spduol [elss IJogzse (IJpulds 80 9 443 Luvdd IBe,)l o).



CLI:

ip access-list extended REDIRECT
deny ip any host <ISE-I1P>

deny ip host<ISE-IP> any

deny udp any any eq domain

deny udp any eq domain any
permit tcp any any eq 80

% pdITE: 31 oo wluole Blses IJupdp B IUsuesd permitip any any Cluwesle wuosse $ods eds IJpods 80 Blu
g IJoede Bs IJuiwds 1dpedss IJluvddss (WLC) sd9p lsuol wlglhs wozso HTTPS. slss éldul el sdsu és)
erE9w Bso Jivo szu 1o $9d, Uisolboo 1Jgluos 9889p slisel Llouble lowold Juiolss. o3l luweoule pu 1UzeJs
IJuwlows ldos odsd iod JI ceole lds gvolss gds guuo) Idozde Vs IUuvwds 1Jpzdss IJJlwdIdss (WLC) B zlJs
CWA: czolz lds ivelss bl e wpdso lewlue HTTPS s3dduel Jl weew) Loldes eds lsé glJ.

spdud ceumso Slsps IJczde B 19,09 (ACL) po 2dld Ilple Jrd o puss I upscd 8443 B3k |Uis ¢he ISE.

opdsu lehs IJuszse J HTTPIg HTTPS

SOp b ©dsu eatd puwdsd IUssw wodssy pstd puohds 1Jasw sszw lu suweee ds IUpods 80 Jlghs IJosese. JsJJ.
Szv opdso HTTPzos wepd lghs IJoszse wuvdd uozst: sedod lel ltosh cpdsve wuvdd gle (Gluwoesle IJle,ip http
server) Iy spdud wpdso HTTP JJgess IJupbss Jpuol §6 1Jssw BEb (wluwegsle 11, webauth-http-enable | wdJ ¢)skbod
IJpgdpd).



pdIzhs: wese lehs wozso z)ds py9) HTTPsIgd CAPWAP. zos B 2lJs IJezssd IJpeds J FlexConnect. el 1o o9 1J
WLC 889, wepd IUlgcsluod I ap syuwd I HTTP(S) ,ob »lgd 1J capwap b 9suvedpe IJ redirection oo IJ WLC |Js
IJgJd s CAPWAP

Il oo orgw B lelss IJuszso gus pelods 1Us oo IJs guslo URL J HTTPS. 8§ e wluolds IUle intercept-https-enable | s
Ersbs IUpedes 5JJu Jleb 16 o3l Jsuw Idedsse IJleed. sive 9o, eds 9226 IJpeldes 1prdiss 1Jglu0s wz2s IJoedp S
IJuvods 1dpedss IJJlundIdss (WLC) 9s9ds igble B 1 uolsé s lsé glJ:

<#froot>

parameter-map type webauth global



type webauth

intercept-https-enable

trustpoint xxxxx

Ive suvobse lsuol Bedo 3J9 gy 1J gui pg 1Jgsl) 'Web Auth sgopuo HTTPS 0o 888 B IJpedes ¢sbé (Configuration >
Security > Web Auth).

Init-State Timeout(secs)
Parameter Map Name

O global <l Type
1 10 ¥ Virtual IPv4 Address
Trustpoint

Virtual IPv6 Address

Configuration~ » Security~ > Web Auth Edit Web Auth Parameter

Maximum HTTP connactions

100
120
webauth v
-=-= Select --- v

Web Auth intercept HTTPs

Captive Bypass Portal




adighs: L uvdJ 1B el oS ouwegse IJpuva s uole 0988 95w HTTP Juse godsé lglhs IUwgzso: Bl Jlge ould glzs
IJs lgbo w9zso HTTPS Wsze 1Jwzdd pu leesluo puolr§6 1Ugsew HTTPS: 90 3JY: Jl s9,08 wodl Idodssy Jlue
S8 pu luwesle 9226 1dpeldes 1dpydsss.

wdysu ISE

lu2196 9800 WLC |Jss p2yd g3ple Jd 1ogss (I1SE)

IJglo9s 1. lboe 926 wedp ISE sluwdd [JsolAdministration > Network Resources > Network Devices > Add Jel 09 p9_oz Bs
IJue9,6.



Administration - Network Resources

MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

I HNetwork Devices

Network Devices

Default Device

Davice Security Settings

Ly Import Ty Export i Delete

Name L IP/Mask Profile Name Location Type

a SEO0-WLE 10.48.38.86/. &% Cisco (1) All Locations Al Davice Types

1Jgb9s 2. §p wodysu golj IJubods.

Q@ @ @

NAC Managers More

Solected 0 Tatal 1 [0 £

al AT4

Description

Swudd [2oshs: spdu v sdou luwe bl e 19 1ol wivlez 19 90008 p233 suESS Presel T2056 Idubds luvaubl s

iosle 1Jizoss 19 1Jp9de I9 Ixsle IJopdp B IJubwds Ipedss IJJluv]Iss (WLC).

Seled gusly IPoul 9lzos WLC IJos oyuwd bdolo IJeuolb$6. wuvdd 18e,)luos: odys o 9lz0d 1ULS Jel 09 p9 oz B

lJuo9,6:

= Cisco ISE Administration - Network Resources

Network Devices

I HNetwork Devices

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences
2 nschyns-WLG

Default Device

Network Devices

* Name S
WLC

Dascription

Davics Security Sattings

| 1P Address. IR

* Devied Piofile
2k Cisco v @

Model Nairi »

Software Version o
* Matwark Davice Group
FoesEn All Locations ~ - Set To Default
IPSEC f

Set To Default

Set To Default

No e
< Davice T
davice Type -
All Device Types

~  RADIUS Authentication Settings

RADIUS

Pratocol

| * Shared Secret l Show

Jeiss pu ldpedsple 29d peesele lzos IUubuds. lze Buod sdsd bls I1SE: IsLé izejé IJ b dJs: ISE -

logble puvese 228> eds ISE

Q @

]
@

NAC Managers

More:

IJgl9s 1. luedd [Js Administration > |dentity Management > Identities > Users > Add Jpel 09 p9 oz O 1Juo9,6.


https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html

= Cisco ISE

Administration - ldentity Management Q @ 8 &
Identities Groups External Identity Sources Identity Source Sequences Setlings
(=] Network Access Users
Latest Manual Network Scan Res...
Selected 0 Total0 3 3

Status MName ~  Description First Mame Last Name Emall Address User Identity Grou... Ad..

IJglogs 2. bed IJpedsple.

s o3l IJpelde suops o3l ldpuuegse [Us pepesgs ouwes ALL_ACCOUNTS 9JIy spdu soubol puwe Idzles: Jel 09 p9 o
Ss lduesss.

= Cisco ISt Administration - ldentity Management a @ @ @

Identities Groups External ldentity Sources

| Usars Netwaork . # New Metwork Access User

Latest Manual Netweork Scan Res..

Identity Source Sequences Setings

~ Network Access User

~ Passwords

nternal Usars ~

Generate Password

Generate Password

2> User Information
» Account Options

» Account Disable Palicy

~ User Groups

ALL_ACCOUNTS (default) i

louble pd wg s Idodys o

pJV og)sV IJuog 09 lJuwses IUpesus Jepsd luveubl s Idegdele 1Uglues wo (pod guslo MAC suslule Idlgeels
Subvedd WLAN IJpuegsesd 9el 1Us 3JY). spduo wessu lesble pesus pod svods IUpub 96 1Upedsé IUblo,ss (VLAN)
989lispe IJozde B 1Jsuo9d (ACL) slelss wozso pead p9d€ IJesb> IJeszs (URL) 9el [ds 5.

Jlzbb lue B 1Jluoshle 1Ugsseé oo ISE w9gs wosezs wdss o Cisco_Webalth LlJdeJ. 1JTo spdod wpisso Jogssd luve
Slisps IJozdp B IUsuesd (ACL) Jlghs IJuszse Jpbluds ol Yeo wodsswe eds WLC.



IJgbgs 1. luwdd IJs Policy > Policy Elements > Results > Authorization > Authorization Profiles. 1§, add Jloule IJuwszé

IJIG el s IUgluoé W l9Cisco_Webalth we s ol.

= Cisco ISE

Dictionaries Conditions

Authentication

Authorization e

Authorization Profiles

Downloadable ACLs

Profiling

Posture

Cllant Provisioning

Policy - Policy Elements

-

Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
+ Add
]  Name Profile

Blackhole_Wireless_Access @& Cisco ()

O

Cisco_IP_Phanes i Cista (T

Cisco_Tomporal_Onbonrd

O Cisen_WebAuth

as Cisce (D)

&% Cisco .:,'J

Q @ @
Selcted 0 Towl 11 L3 I
A Y

Description

Default profde used o blacklist wireless devices. Ensure that you config
Default profde used for Cisca Phanes

Onboard the device with Cisco tempoeal agent

Default Profile used to redirect users to the CWA portal

IJg 96 2. b pedoele lehs IJwszso. wlds pu lu luve Blisps IJezde B 1U9u09d (ACL) 09 uduwo IUss wp wdssue eJs
guwey Jopde Vs IduveJs IUpedss 1dJluvdIdss (WLC) b,l; 9800.

= Cisco ISE

Dictionaries Conditions

Authentication
Authorization
[ Authorization Proflles
Downloadanle ACLs
Prafiling
Posturs

Client Provisioning »

odysu Slgss lJpol> 96

Policy - Policy Elements

Results

» Clsco_ WebAuth

Authorization Profile

Cisgco_Webdwth

Default Profile used ta redinect users to the OWA portal,

* Access Type

Maiwork Device Profile &% Clsco @

Service Template
Track Movement
Ageniless Posture

Passive Idantity Tracking [

v Common Tasks

Wb Redirgction (CWA, MDM, NSP, CPP]

Cantralized Web Auth ~ ACL REDIRECT w

Value

Self-Registered Guast Portal (£~

O Staric iIPiHost name/FODN

21096 1. ©gas pze9ed lJuoz pzesesd pu Wles IJpuol> 86 9ldedsso. Jluuble 9less luwdd [JsPolicy > Policy Sets: 13, 999
eJlps wessu 19 preoesd woz B IJBlises Insert new row &p ige,) Iduwope 11,8 1Up9z9s eds IJspso Jigosh pzeoes IJuoz
IJId o)l oss.



= Cisco ISE Policy - Policy Sets
Policy Sets Reset Policyset Hitcounts

Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View

~
p oy

Default policy sat Default Network Access i 70

IJglbogs 2. wowse IJuogAuthentication. JJBles>é MAB (pblu$6 gJs MAB udds i9 JluwJds): p>>0 Options: 9lge,o
[J2SLCONTINUE s 2lJs Juo ops I3l e $92> IJpuwogse'.

[ ~ Authentication Palicy (3) |

jol
=]
i
&

Status  Rule Name Conditions Use Hits  Actions

nternal Endpoints

~ Options
- Wirnd_MAB REJECT &)
-] MAB oR o
[F] wireless_MaB f User not found {C}
CONTINUE +:(
DROP &

IJgb9s 3. 169, 999 Save Jpdb IUogss)lo.
odosu Bles Idpuol 96

Sless IJowsygs o os 1JB8lesd IJpuwgsds Jogass i.§ UUSEd Uisgc,lo (L§ pdV og sV 89S L) Idos sop cbusdel eds
IJepsd.

[Jglo9s 1. B wd U LOWBZ6 pre9esd IJuoz: Bp wIEJIS Authentication Policy 9lJe9wg Authorziation Policy Jel 09 p9 0z VB
IJue9,6.

5— Default Reset Policyset Hitcounts

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence
3
8]
] Dafault Default policy set Default Network Access

» Authentication Palicy (3)
» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

~ Authorization Policy (13)

Hits



IJglogs 2. ool luosble ISE Ui'a@_,b’ wdless wpe logblyel puwodl ouwpesWifi_Redirect_to_Guest_Login gldos coblod gldol pg
leoslzlool Bp voubgsd edlps Isebs 1p9z96 eds IJsuwly [Js enable.

Wi- = - \
o Fl_Redirect_to_Guest_Login =)  reless_MaB Cisco_WebAuth Select from list 0 {@}

1Jgb9s 3. wwbled 030 1JS8lers pg Wirdess MAB B b 9o,z guple lelvé wozso CWA. IJlu: spdud [oshisl [uolds Idosdls
WSy 9zedo sblud SSID IJpess Beb. 2o, IJui,b (Wirdess MAB lgo byl oo 1JT0) Jlbol, 1Jin b Studio. §pe wluolds iyl
IJs Idspso 9o, Radiuslddleguw wluwegsle [JuwpesCalled-Station-ID. lzeJo seblw@ pg luwpe SSID 1UElLo . Gp wldws 888
cluvegsle Useldeszss wluwdd IJusluis Jpl 09 pooe B 1Juo9.6.

Conditions Studio

Library Editor
®
[Fl Wireless MAB
R OREEREERSADNE

Radius-Called-Station-I1D

BYOD_is_Registered
Contains N cwa=-ssid
AND -~

Catalyst_Switch_Local_Web_Aut __
hentication
NEW AND OR

Compliance_Unknown_Devices
Set to 'ls not Duplicate m

Compliant_Devices

MAC_in_SAN
Closc-

IUgboss 4. weole IIo [Us Bless wluss: sop ogrsdol Llsdass leds: wlbled Guest Flow Iduinb Jhzle wuluasd 1dsuesd 1Us

IJuieds weznd puohd8 Ipuweese eJs 1Jprgd. spdoud luweesle 1JS8less 1JesWifi Guest Access swp loubldel puwwdl lsual
cuvdd 1Bl eds [uosble ISE RS 6. ywsdo edsd esuiss Bdb wedsu IJSless wause edlps tussle eds Isuwb.
SpJdod Lele PermitAccess IJld e luos 19 o Joso $s9> Blispd [Jsuosd IUIIe) 586.

Guest_Flow

-] Wi-Fi_Guest_Access AND Guest 0 {C}
Wireless_MAB
Wirgless_MAB
Wi-
AND Cisco_WebAuth Select from list o
© Fi_Redirect_te_Guest_Lagin o Rodius-Called-Station-1D £ - {\5:},_-}'

CONTAINS cwa-ssid

IJglo9s 5. §p wodb 1J8gles.

lud, Save 1uudd 1J@sles.



udlb 1Use9d IUs pwsdle Flexconnect IJezdss B9l

el Js Jlpe Jrsd gvodle WLAN guélb 1Uguesd 1Us posdle Flexconnect IJpedsos Ubuulp [Juwlo@s Jl ejld uoldzs. 9ee
3Jdd Blow welesd 1s gb9s [uoldss pu iaJ >g Blisps Idogde B 1Uguesd (ACL) Jlghs IJoszso IUs udlb 1 o9d (AP)

vl
loe®d IJs Configuration > Tags & Profiles> Flex 9l e pJud g Flex. wgs 3JY lowdd [Js Policy ACL gJlps lJow9se.

o, Add Jel 09 p9 oz S 1Juo96.

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

ACL Name Y Central Web Auth Y  URL Filter N

0 ‘ 10 + ‘ items per page No items to display

2o luwe Blisps IJozdp B 1J9ue9d (ACL) Idpels ©ozs00 98e wopdso Ipuolh s 1erdiss JUssw: seduw ¢lus IdIzesl
030 Blisps Iopde B 1J9o9d (ACL) eddlss! eds wdbs 1Jyuosd wdwel (9309 Jiu eobs 'deny’ ceos 'Jl odp wlels
Jogzse IJs o3l IP gds suuo) Idogdp Bs IJuveds Idpedss IUJluvddss (WLC) b Cisco IOS XE. ¢, i sl "y "
Seus Ieduw eds Uigusuvses wagw. il Blo ¢lus IUlzes)) 030 wdge oddlss! vowssd zase IJouobse s,8uoel guspl
089 WIJr3g |Js uibs 1Jsuosd. spdud IJezdd po 3JY wluwegsle 9lzos yulb, I9le, show ip accesslist (CLIY Judlbos
lJsuo9d (AP).

% Igks: Bs pusobiss IJozssd IUpzds J FlexConnect: sz 1o cubs) $lises Idezde B 1dsuasd (ACL) wuvdd ¢lue
IJs eoble 1bzle (308 1oy &) plodsw Lldupa9,ss s ldsune 1eeds): I3l cids pu lu zase @sle> Slisps IJoedp B
Isuesd (ACL) Jssd wgbs JJI pu by 296 1Jps9, (IJs 8lzos uwb IUisles (ISE) 9pue gs uwwsd IJpeld).

Jl couw lu wuo,w Save & p Update and apply to the device.



Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
~ Add
ACL Name Y Central Web Auth Y URL Filter T ‘
0 10 « ACL Name* REDIRECT >
| Central Web Auth ]
URL Filter v

IJgwolble

Jzed Jepsd $od wupolss puob$ 1dsse: Jl sdje cowse ls yiohs eds guue) Idoede B 1duinJs 1Jepdsé
IJJlpwddss (WLC) 2 o Iduiolss 192836 1dpdre6 o Uiolss ISE (Ios Sew 1o odau 09898 wol pu ud IJgesd).

Joedd eu lJuogs

Sedod lguagsle 00 1Uible, JJozdd eu lJodsse 1JzlJs.

<tfroot>

# show run wlan # show run aaa # show aaa servers # show ap config general # show ap hame <ap-name> config general
# show ap tag summary

# show ap name <AP-name> tag detall

# show wlan { summary |id |nme | dl }

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>

oul Idgje 39 IJuodsd pu wdssu suuoy Idogde Vs Iduvwds Idpedss IUJluvddss (WLC) 1Uss splaed o3l 1dpld:

<tfroot>

aaa new-mode! !
aaa authorization network CWA authz group radius aaa accounting identity CWAacct start-stop group radius ! aaa server radius dynamic-author client <ISE
mac-filtering CWAauthz
no security ft adaptive
no security wpa
no security wpa wpa2
no security wpawpa2 ciphers aes
no security wpa akm dot1x
no shutdown
ip http server (or "webauth-http-enable" under the parameter map)
ip http secure-server



lowo Il IJigble 9l oJlzol

Slsed 1dozdd

o el pu loueld IJgpsd seuslo 1P Loldz seue9do edso.

o Blde odu gpdss lelhs ldogzse odilisssd Sldoe IJpuwagruo 92l9d luwedsle gusle IP gLbdliss. eds uvesd
lJpeldc 10.0.0.1. 31 gpde lglss Idogzso Bpu Ipzoped o odso dssd puvdJs Bs ed DNS. w28l pu w9, ¢ DNS
wolde J>sd g0) DHCP 900 B30 gds 2d luwple IdpLoss.

o ol pulu Jssd Il ip hitp server 1Uss wp odsue Jlghs IJeszse eJs HTTPUJgpd. sop sub odsso pred
puwd9d IUssw wodssy pagd puebds Idsse ssew 1lze eds 1Jpods 80 Jlghs Idwsese. spdud lel leosh wedsue
oubdd gle (Gluwegsle [Jle,ip hitp server) I9 spdud wpdso HTTP JJsgss lduplbss Jeuob @6 1Usse B@b (olguegsle
IJi 0, webauth-http-enable | wdJ 5k 1JpgJpd).

o Blde cop lehs wozsoed gus pzlads IUsuo9d IJs gusle URL JHTTPS 909 plodgw Boz 8§ wed 3JY pu i Josd
IJl 0, intercept-https-enable I wdJ ¢)skboé IJpeJple:

<#root>
parameter-map type webauth global
type webauth

intercept-https-enable

trustpoi nt xXxXxxx

lve suwobse lsuol Beuow g bysd IJ gui lo lue vodds IJgsh Web Auth sgo,uo HTTPS Geuoo B IUpedps ersbs:



Configuration= > Security~ > Web Auth Edit Web Auth Parameter

Maximum HTTP connections 100
Init-State Timeout(secs) 120
Parameter Map Name
O global < Type webauth +
i 10 » Virtual IPv4 Address
Trustpoint --- Select --- v

Virtual IPv6 Address XX

Web Auth intercept HTTPs D

Captive Bypass Portal O

dEP 'oQL.é') |,Jé_)|05 J RADIUS

©2w9s 9220 IJoede IUJludJss Cisco Catalyst 9800 Series g s puds €306 Subly lJso wluwpe GigabitEthernet OlJewd3. lec ol
pu IJluosl) 17.6.10 sop 580 RADIUS (IUss souopew CoA) po gJIJ o3l IJpudds.

Bl Joo rgw Bs luvepsle pulds 1Jgsp6 J RADIUS. Bluw welzs [Js o3l lJedssy:

<tfroot>

aaa server radius dynamic-author
client 10.48.39.28

vrf Myt -intf
server-key ciscol23

interface G gabitEthernet0

vrf forwarding Mgm -intf

i p address x.X.X.X X.X.X.X

'if using aaa group server:
aaa group server radius group-name
server name ni col SE

ip vrf forwarding Mgnmt -intf

i p radius source-interface G gabitEthernetO

czest vt IJigble

S99, WLC 9800 |pdlule IJowwg 1Uslses. 903l suops ouvzsd zese IJiaJoIc Jeoed s vlouold IJgpsd sldozisilo 9yumlisd



P9 IJlubely wuvdd puwop: del Spdud 0o Iduwedle IUgluos welbes Iy lds Wuid wes zaseol.
% g spdud 1,298 wupe wlele [Js €96 lsle s 1duwzdle 9dduel ceeps eds zze Iduvedle IJos op logbldol.

Jeowo Idpuble IJos wp wgeseol wyluubs 9800 WLC L vdd 1B e,)luos: spdud IUleold gy SSHITelnet . 9800 WLC
Slg)le 030 IUgbsle (old> ou ouwesd Jeduws 1Js pdud uuos).

IJgbys 1. bguoe IUWLC 2lds 98w J3JY [ Suwobse vovee IUuwed Vs 1Uge back to gusel IUluosl) 28,

<tfroot>

# show clock

IJg1o96 2. 3p wozpse Y90G pu IUptio Idesde J WLC T sysloglJghzs Jel 09 o233 wsluwbs cdsse IJuble. $9u9) 309
1,586 £ru2 Lsed Jundles IJuble glJigble |o 9z>0.

<#root>

# show logging

IJebss 3. wa 8 ol Bl op wedso ks Lingb wusese leble.

<tfroot>

# show debugging Cisco |0S XE Conditional Debug Configs: Conditional Debug Global State: Stop Cisco 10S XE Packet Tracing Configs: Packet Infrad

0 2ITES: 31 Jlse Is Uil parz B 1dBlisps. Bosl seus o IJoooe sop cuwzsde Is puwess cuozse IJigbls Jzese
IJgpdsle lJos wilge lJuysb [Jppdus (suslo MAC 98 uslu IP9el [Js 3JY). 9031 58> pu gee IJuwedle. J3Jdd s9u08
count zest Iduinsb gwel Jl wdsp wouoest IJighle wubdd BelJ.

IJgbo96 4. Llde,luo 1o guslo MAC cee Idlgoul, Jp sop Ilzo Juinb B 1Jgbgs 3. Bp wozpse 1ol puvass Iluvel,
[Je92926 slispl Jeuslu MAC IJpeess.

<tfroot>



# show logging profile wirelessfilter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>} to-file always-on-<FILENAME.txt>

Sepdod lel £00 Idpzess eds Ieduws 19 spdud wuwg Idedd [Js ehe TFTP gz,

<#froot>

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

IJeuar oz Woiubyg sldacag 1douih Iddluddde

I3l Jp wpued IJpuwble 1Uskses pedsple JIdss Jopsss pubéd IJpundJs s> 1Jeedsd: spdud wedso wuoese IJizble
IJeuinsb sldodlb wowg Radio Active (RA). 1J3s S99, wowe puveds wuoese IJigble Jzese Igedsle IJos wodled pe
[Juinlo 1Jezss (g09lo MAC JJgpesd B oo 1JzlJs). Jopdse cuoese Ui'a]olc IJpuiygdo luue ey B o0 IJgbsle.

IJg 096 5. clds pu £3p wpdsu ingb wusese IJigble.

<tfroot>

# clear platform condition all

IJgb9s 6. §p wopdsu Ui wuozse Uitblc Jeuwslo MAC JJdg psd IJJluwdds 1Uss wyss pildoweo.

owsl 030 1JIsle, el dws guslo macldecsd; Jpss 30 58586 (1800 &loss). spdud sl o3l 1Jsde lposhsl
zos 2085978494 oloss.

<tfroot>

# debug wireless mac <aaaa.bbbb.cccc> { monitor-time <seconds>}

% oIS o0 lzd poldws 198 pu gpsd Sl Vs I o8 Bp woubésd IJie, debug wireless mac<aaaabbbb.coce> JJJ guslo



% MAC.

% pdigs: Jl s 1le vublb 1dgpsd s eduws Idged 1db,8s6: s sup wisu IJ yvse pddul sleds! Jeruooe Jlzdl.

IUgloss 7'. 3p lebs loole Idpuvdds Iy 1duvdsd 136 ©uss pilduwe.

1JeL98 8. $p wls§ld cuopse Iigble Il op wuwg Ipubdds $ud luwels 98¢ IJal$ws 1B luas I IJpdso.

<tfroot>

# no debug wireless mac <aaaa.bbbb.cccc>

216 1oduos 96 1w I 1J debug Jlgudds sds: IJ 9800 WLC sJs pos peds g 1Jluwe:

ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

IJg 196 9. wzpse pJud wublb gu9lo MAC. spdud |l uuwt ratrace logldegszle 1Js ebe ehes 19 e)uo0l puluiné eds

N

IJoedd pu luve pdb wowe push RA.

<#root>

#dir bootflash: | inc ra_trace

ot Ipd Ids ebe thes:

<tfroot>

# copy bootflash: ra_trace MAC_aaaabbbbcccc HHMM SS. XX X_timezone DayWeek_Month_Day_year.log tftp://a.b.c.d/ra-FILENAME.txt

oo IJpzogs:



<tfroot>

# more bootflash: ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

1Jg 198 10. 5 Jlu Idpwow Izsas Il &ild £ lupe: B8p weee Iduvedle Isledss IJos wes bisds erup w9uosess [Wa)
Jduwedle eds pusess wuest Iigble. Jl czolz s wuszse igble IUgesd p6 10s 2se lool odds vl 1de, oduasdl
eds uvedle wuoese I,Jiajolc IJos wp wgpseol wldded 9ogisuoel slgdsl.

<tfroot>

# show logging profile wireless internal filter { mac | ip } { <aaaabbbb.cccc> | <ab.c.d>} to-file ra-internal-<FILENAME>.txt

% gk soog o3l Idie el Jzese puwessle Iduved Jeese IJepdsle 908 Jus) Idzze IJs 2o pl. Iui,d cisco TAC
JJPU""E.NS k.9§ |JuZ_J§J aJlJ 0o LJIpuule.

Spdod |l uuwe rerinterna-FILENAME.txtlJ e zle [Js ébe ehzs b9 eruo0l poluins eds 1duil e,

o Ided B |Js Ebe ehezs:

<#froot>

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

&ue Idpzess:

<tfroot>

# more bootflash:ra-internal-<FILENAME>.txt

IJelogs 1. B LLIJ8 Uingb wuoese IJigble.

<{froot>

# clear platform condition all



% pdigs: o> po 51J6 Lissb wuoese IJigble skisel wgs gduwd Iuved vl IUigble ol odlzol.

IJlpoJs

Bl de odo voses Ideuob 86 Jel ©ogde Bpu ldpop IUlbodld IUs Lodes ISEOperations > Live logs sldeue9d eds wdluosd

vosesd el gs.

802 88 pE v IUBuu] (Bl Il 0uld Buind) 9zese uvele Radiuslos oJddlol ISE.

B lJpold IJelds: ,B80o peud e3ple Juvd 1Jogss (ISE) 1dpuolb 86 Jive JI w9z less wdos o pbluds. 93J9 Jivd o)s

,Julpa PE)\.‘) |J|pab5 |qu.uo.)f_.,5 prJé d“u.up SSID PJE_kS g_;80_9|u AP MAC. v@o'ﬂ .,Sd_9u |Jua’9n$vJ pb|ud| Qplpl J|,Julp SSID.

swp luadleel pg sy 030 1J8lEr6 [Js "szwss” oidl pu "suwlas”.

Event 5400 Authentication failed
Fallure Reason 15039 Rejected per authorization profile

Authorization Profile with ACCESS_REJECT attribute was selecied as a result of

Resolution the matching authorization rule. Check the appropriate Authorization policy rule-
results.

Root cause Selected Authorization Profile contalns ACCESS_REJECT attribute

Username EB:36:17T:1F:AT1:62

15048
15048
15048
15048
15048
15048
15016
15038
11003

Cuenad FIF -
Queried PIP -
Queried PIP -
Queried PIP -
Queried PIP -
Queried PIP -

Hadius. NAS-Fort-1ype
Metwork Access.UserName
IdentityGroup.Name (2 times)
EndPoints.LogicalProfile

REVTEC alled-Station-I0)|

MNetwork Access AuthenticationStatus

Selected Authorization Profile - DenyAccess

Rejected per authorization profile

Returned RADIUS Access-Reject



Other Attributes

ConfigVersionld

Device Port

DestinationPort

OriginalUserNamea
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
AcsSessionlD

UsaCase
SelectedAuthenticationldentityStores
IdentityPollcyMatchedRule
AuthorizationPolicyMatchedRule
EndPointMAC Address
ISEPolicySetName
IdentitySelectionMatchedRule
DTLSSupport

Network Device Profile

Location

Device Type

IPSEC

RADIUS Username
MAS-Idantifler

Device IP Address
CPMSessionlD

ClscoAVPair

140

58209

1812

AccessRequest

Radius

mn

1485

ed36171la162
bD62E505-3150-4215-aB0e-6753045bi56¢
false

nicolse26/356 9632611

Host Lookup

Internal Endpoints

MAB

Datault

EB-36-17-1F-A1-62

Default

MAB

Unkmown

Cisco

LocationdAll Locations

Device Typa#All Device Types
IPSEC#is IPSEC Device#MNo
EB:36:17:1F:A1:62

cwa-ssid

10.48.71.120
TB4T7300A000001 2DFC22TEF
00-27-e3-8{-33-al:cwa-ssid

service-type=Call Check,
audit-session-id=T84T300A0000012DFC22TEBF1,
method=makb,

client-lif-id=3003124185,

vian-id=1468,

Mersoinnoreid=rurn-eehd




Troubleshooting - »  Radicactive Trace

Conditional Debug Global State: Stopped

| scs | | ser
MAC/IP Address Trace file
e836.1711a162 debugTrace_e836.171f.al62.00 & =
1 10 4

B 030 1JelJé odpu IUpundJs B 28586 109 Bpo wepd gbl lpdliss gupl Bpo wlouile luvp Blisps IJozdp B 19,09
909 Jl sblod luwe Slisps IJozdp B 1J9ue9d 1Uss wp Lzlgo o $ud ISEls 1o guues Idepde B 1JuveJs Idpedss
[JJluvdIss (WLC) suveds po €30 929> Blispes Idozde Vs 1Uguesd (ACL) Jodd IJos bdwoel ISE:

<#froot>

2019/09/04 12:00:06.507 {wncd_x_R0-0}{ 1} : [client-auth] [24264]: (ERR): MAC: e836.171f.a162 client authz result: FAILURE 2019/09/04 12:00:06.51



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



